
www.iicom.org

Spring 2008 Volume 36 Number 2

By lara Srivastava

The future of the network: Web 2.0
meets the ·nternet of things?
Communications media will be finally transformed by the coupling
of the interactive internet and object identification

Today's innovations in automatic data
capture and identification will fuel the vision
for tomorrow's so-called "internet of things"·,
in which everyday objects dynamically interact
with a global network of networks, trans-
mitting information and knowledge seam-
lessly and securely where, when and how it
is needed. In this context, RFID and related
technologies are only the beginning of a para-
digm shift in network communications and
computing.

The vision of the "internet of things" will
require a new approach to network architec-
ture, which must not only be robust, but infi-
nitely scalable. A balance needs to be struck
between distributed and centralized networks,
between placing intelligence in the network
and at its edges.

Global standards enabling interconnec-
tion and interoperability are of course vital.
As the network grows exponentially, critical
resources such asthe radio spectrum will need
new management techniques (both technical
and regulatory), enabling dynamic access and
greater possibilities for sharing and re-use.
Power management issues will also be crucial,
as current limitations on battery life cannot
keep up with demand for innovation in wire-
less services and applications.

A better understanding of social trends,
both global and local, should inform inno-
vators and service providers in their quest
to meet user requirements for simplicity,
affordability, and 'sociability'. There is a need
to develop new interfaces and protocols for
machine-to-machine communications and
human-to-machine communications, and to
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convert complex systems into simple plug
and play solutions. And as systems become
increasingly complex and expansive, the need
for network integrity and security will become
even more acute.

If these issues can be resolved successfully,
the future of the network seems a promising
one. The ideal network is one that is able to
learn, adapt and inform. We might imagine
a world in which environments are context-
aware and cognitive, continuously able to
adapt to changing circumstances and to short
or long-term variations in user preferences or
requirements. At the heart of this vision lie
two important developments: today's web
2.0 and tomorrow's internet of things.

Today's internet is made up of a series
of interconnected computer networks that
communicate with the help of technical proto-
cols governing the exchange of data. Aptly
named a "network of networks", it functions
on the basis of an addressing system known as
the domain name system (DNS). The DNS is
hidden to users, but helps them navigate the
internet. Every computer on the internet has
a unique address (an Internet Protocol address
or IP address) made up of a string of numbers,
e.g. 138.23.65.127. Of course, computers
communicate these numbers in binary form.

The conversion of these numbers to a
string of letters (e.g. www.cnn.com). known
as resolvability, makes it easier for users to
find their way around the internet. Today's
IP Version 4 (IPv4) defines a 32-bit address,
and as a result, only 232 (4,294,967,296) IPv4
addresses are available, translating into 4.29
billion possible combinations, less than the
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world's present population. Ongoing work on
IP Version 6 (IPv6) hopes to rectify this scar-
city, by defining a 128-bit address space.

An IP address, however, can only go so
far. It acts more like a locator than it does an
identifier of a particular device. However, to a
certain extent, today's internet is the begin-
ning of a new approach to identification and
identity. In the new always-on digital lifestyle,
the way identity is perceived and communi-
cated is changing. People are now contactable
via a non-geographic email address, and use
this to communicate, transact and identify
themselves.

They also use personal webpages, pages on
social networking sites, and gaming identities.
In the past, people were primarily identified
by the name of their village, combined with
the name of their family. As a result, it was
fairly difficult to change identities or socio-
economic status. Where, and to whom, an
individual was born was largely determinative
of their identity, where they called home, and
their source of livelihood. With the modern
era came the possibility of participating in
different social circles and the possibility of
improving socia-economic conditions.

In today's world, the individual has much
more choice, and is able participate of a greater
number of social networks, sometimes dispa-
rate ones. In the digital space, individuals may
identify themselves differently, depending on
context or choice. The creation of multiple
selves can of course enrich and empower, but
it can also dilute identity and self-governance,
and carries with it the potential for misrepre-
sentation, fraud and criminal activity.

The future network - a network of things
as described above- will attribute an address
or identifier to everyday items so that smaller
and smaller objects become networked (i.e.
enabled by further evolutions of IPv6, elec-
tronic product codes, ucodes, etc.). As a
consequence, the multiple nature of identi-
ties would not only apply to humans, but also
to machines, devices, networks, objects and
resources2. Ongoing and concurrent devel-
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opments in chemistry, genetics, biometrics,
robotics and nanotechnology will further
expand the scope and impact of identifica-
tion processes and of identity as a whole.
Before that happens, however, we will have to
examine on a much higher level the evolution
of human identity and its changing patterns.
In order to do so, we will have to evaluate
how today's technologies and applications
are changing the way we learn, socialize, play,
create, govern and transact. In this context, a
recent development that can hardly go unno-
ticed is web 2.0.

Web 2.0 meets the internet
of things

Web 2.03 refers to a new approach to using
the internet, and in particular the world wide
web, that has emerged over the last few years
- one which is much more participatory and
collaborative in nature. It has been driven by
innovation in applications and software that
encourage creativity, information sharing,
trust and user collaboration. The term has
now gained wide acceptance to indicate a
departure from the previous incarnation of
the web, which can be characterized princi-
pally as a worldwide repository of information
for consultation by users, rather than an open
and dynamic user-driven platform for social-
ization, entertainment, knowledge-sharing
and collective thinking (Figure 1).

A good example of how usage of the internet
has changed with web 2.0 is the development
of applications such as Wikipedia4 (and subse-
quently other "wikis"), which users can update
and edit themselves, as opposed to the use
of services such as Britannica online, which
users can merely consult. But the so-called
Web 2.0 includes other phenomenon, such as
social networking sites (e.g. Bebo, Facebook,
MySpace), sharing applications like Flickr,
MMORPGs (Massive multiplayer online role-
playing games) and virtual worlds, in which
users can create representations of themselves
("avatars") and even become entrepreneurs,
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adding their own value to the complexity
and sophistication of their online world (e.g.
Second Life).

With web 2.0, everyone is an internet
celebrity. Instead of largely static personal
websites, users can turn to dynamic blog-
ging to maintain and update their online
presence. Individual blogs now appear in a
majority of search engine results on topics
ranging from movie/book reviews to disci-
plines such as philosophy or economics. The
web feed format RSS(Really Simply Syndica-
tion) has been instrumental in giving users
the possibility to publish frequently updated
information and to keep up with web sites
in an automated manner. Most of the larger
websites now leave room for comments by
users or viewers, use RSS,and allow for "social
bookmarking"5 by users for storing, tagging
or sharing links.

Web 2.0 is at the heart of the new digital
"meta-content" un iverse that is rapidly
searchable but also perpetually updated.
On Google Earth, for instance, users can
upload pictures of specific locations and
sights, and the programme cross-links to rele-
vant YouTube videos. This distributed dynamic
content gives users a sense of community and
ownership, and facilitates knowledge-sharing
and collective thinking on an unprecedented
scale.

The vision of the future network is one in
which each of the world's individual objects
would, in a certain sense, have its own web
page, providing information on its origin, date
of manufacture, ownership, date of expiry,
location, components and so on. As web 2.0
meets this new internet of things, the provi-
sion of meta-links to content and photos of
real physical locations, would be combined
with processes enabling physical locations
to provide meta-links to virtual content. In a
museum, tags might link users through simple
devices, like mobile phones, to a wealth of
online information, user comments, recom-
mendations, and virtual tours. They may help
the blind navigate through (and update) their
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urban environment by sending messages to
their walking aid. Users could add information
to tagged objects throughout their environ-
ment, for real-time uploading to the virtual
web.

This would create a veritable two-way nexus
between the real and virtual worlds. Context-
awareness would be further enabled by true
service portability across networks, applica-
tions and devices. The real world would be
mapped in the virtual environment, but simi-
larly, the virtual would be mapped in the real
world, through a combination of the dynamic
user-generated content of web 2.0 and the
ubiquitous computing and environmentally
aware capabilities of the internet of things.
As a result, day to day objects and locations
would not only become digital artefacts, but
social artefacts, each capable of telling its own
unique story.

Although the open, user-driven nature of
web 2.0 is unique, it does not give users as
much choice and control as they require, and
the web still struggles with understanding
the particular context of each user. Still, it is
a promising beginning, and one which, in
combination with other developments, such
as the internet of things, may give us a glimpse
of what is yet to come.

Linking the real and virtual:
from web 2.0 to web LO?

The linking and mapping of the real and
virtual worlds is an important long-term
objective. It will enable us to fully leverage
online content in the real world, but will also
serve to augment virtual learning, interaction
and transaction. Such "Iinkability", however,
should not equate to an "outing" of all
anonymity online.

The real and virtual worlds should be
brought closer together not via an "inva-
sion" of one by the other, but rather through
exploiting the potential for enhancing day to
day experiences online and offline. Avid users
of the Second Life online world, for instance,
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Figure 1 The Wonder of Web 2.0
Source: Lara Srivastava
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overcome, however, and these must continue
to be subject to periodical re-examination as
both technology and society evolve: from the
user's perspective, data privacy and informa-
tion accuracy are key concerns, and from the
information systems perspective, network/
data integrity and reliability are vital.

Common to both perspectives, there-
fore, is the requirement for secure identity
management mechanisms for the various
resources, things and people in the digital
space. Resolving identity will enable us to
fully exploit the "i" in internet, and to create
a truly user-centric network - in other words,
to bring about the necessary but radical trans-
formation from web 2.0 to web i.a.
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may wish to keep their "second life" indepen-
dent of their "first life".

This should continue to be possible - after
all, it is the internet's potential for anonymity
that has given a platform to so many minority
voices afraid of speaking out publicly, and also
fuelled interactions between people who may
have otherwise been excluded from tradi-
tional social interaction. Nonetheless, mech-
anisms to identify individuals online if and
when context dictates, should be put in place:
full anonymity may be desirable in the case of
surfing the contents of a bookstore, whereas
greater "identifiability" may be required when
pu rchasi ng property.

In some cases, users may wish to enhance
their real world experience at home, by using
avatars to interact with friends far away, or by
identifying themselves (and the knowledge
they possess) to objects and devices in their
environment. Linking the real with the virtual,
though desirable in many cases, should not
become habitual, in order to maintain the
benefits of anonymity online, and to ensure
that user choice and control is prioritized.

Mapping the real to the virtual in a dynamic
real-time manner will be the next step in
the development of a context-aware, user-
driven, and cognitive future network. Just as
the domain name system now "resolves" a
string of numbers in order to locate content
on the web, so too will an internet of "iden- 4.

tities" resolve identities of resources to navi-
gate a universe of dynamically updated
meta-content. There are key challenges to
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