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Confused.you?
Robots, spiders and the legality of web scraping

aggregator sites in electronically
packaged data feed files, which
are then imported into the price
comparison site.

The third and most controver-
sial method aggregator sites use
is a data mining technique called
web (or screen) scraping, which is
an automated means of collecting
data from third party websites.
Aggregator sites use web crawlers
(also known as spiders, robots or
bots) to browse the internet to
find websites containing relevant

to prevent
sites from
from their

Scraping the barrel?
The controversy arises from the

way in which price comparison
sites gather their data. Sometimes
they will enter into contracts with
retailers, which then provide their
own lists of products and prices
directly to the aggregators. Other
websites will ship their data off to

technological steps
price comparison
stripping the data
proprietary sites.

Price comparison sites, also
known as aggregator sites, are
becoming the fastest growing
phenomena on the world wide
web. Based on a simple model and
with relatively few overheads, price
comparison sites are now a multi
billion dollar industry. Money-
supermarket.com, gocompare.
com and confused.com are just
some of the most popular sites,
scouring the market for every-
thing from flights to mortgages
to car insurance, and providing
customers with easy access to
the best deals at the click of a
button.

In the UK, these services are
growing at a startling annual rate
of between 30% and 50%' while
moneysupermarket.com boasted
growth of 79% at the beginning
of this year2. Price comparison
sites ostensibly offer a win-win
situation - users can search,
compare and cherry pick the best
deals on a large variety of goods
and services; savvy brand owners
see their goods and services
pushed to the front of the queue;
and healthy, competitive pricing
is promoted. But not everyone's
happy - Direct Line refuses to
have its pricing details included
on aggregator sites and many
other aggrieved brands are taking

1. "Shopping Comparison Engines Buyer's Guide 2006" published by E-Consultancy (www.e-consultancy.com)
2. comScore - see http://www.comscore.com/pre s/release.asp?press=2081
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information or those at a specific
URL. The web crawlers scrape or
collect data from the selected sites
and this data is then displayed
on the price comparison site or
used to perform calculations. It
is an extremely efficient way for
aggregator sites to get access to
huge volumes of data quickly. The
offline, human precursor to price
comparison sites were brokers,
pulling together and analysing
the most favourable deals for
consumers. Price comparison sites
that use web crawling techniques
often make their money through
advertising (rather than through
commission).

Web scraping,
is an automated means 0"
collecting data from a tfiira

party website

One of the most frequently
cited problems with web scraping
is that it can significantly increase
traffic to a website, which can
have a negative impact on the
download time for human users
(and can sometimes cause a web
server to crash), hindering the
user experience. Most websites
have obviously been developed
for individual users accessing
them, rather than large scale data
mining. However, the majority
of web servers and commercial
websites are used to experiencing
high usage at times (for example,
a ticket vending site on the day
concert tickets for a popular
artist are going on sale), so they
should be robust enough for web
scraping not to have a significant
impact on website responsiveness.
These sites are also used to search

engines like Google scouring their
sites on a daily basis for key words
and information when users enter
certain search terms.

A more pressing concern for
online businesses is that web
crawlers can lift vast quantities of
data from their site without their
consent. Price comparison sites
are often collating the data for
purposes that are not in accor-
dance with the website owner's
wishes, reconfiguring the data for
use on their own websites or using
the data for their own intelligence
purposes. Web scraping can be
an extremely cost-effective way
of getting access to competitors'
data, which is of considerable
concern to companies looking to
protect their information.

Brand owners have also
complained that users are increas-
ingly using price comparison sites
instead of directly accessing their
own proprietary website, reducing
the amount of traffic to their site,
and in so doing having a knock on
effect on advertising revenue.

Account aggregator services
(offered by companies like Egg,
Citibank and First Direct in
addition to their standard online
banking services), which allow
consumers to access multiple
online accounts with different
providers using just one username
and password, have raised signif-
icant security concerns. The
account aggregator sitesare able to
pull the customer's account infor-
mation together by asking for the
customer's passwords. As a result,
most website owners prohibit the
disclosure of customer passwords
to third parties in their terms and
conditions so they will not be

Summer 2008 Volume 36 Issue 3

liable if the customer suffers loss
through a security breach. The
FSA in the UK has been keen to
point out to regulated businesses
that they should take legal advice
before providing account aggre-
gator services amid concerns that
regulated businesses could fall
foul of the Computer Misuse Act
1990, which is discussed below.

Square pegs in round
holes

The practice of web scraping
occupies an uncertain, grey legal
area, so finding a viable cause of
action against aggregator sites
may be tricky. Ostensibly, one
would have thought that using a
computer systematically to access
and download data from a third
party site without the owner's
consent would be unlawful.
However, there have been no
reported judgments on web
scraping in the UK so its lawful-
ness remains untested.

In the U.S., aggrieved web
owners such as eBay, American
Airlines and the Register.com have
brought claims (and been granted
injunctions) against aggregator
sites using the common law tort
of trespass to chattels. However,
the law of trespass to chattels is a
very different beast under English
law, where the tort is confined to
intrusion of physical property, so
it is unlikely to meet with much
success in the UK.

Most websites will contain
provisions in their terms and condi-
tions prohibiting web scraping.
Last year, Ryanair complained
to the Advertising Standards
Authority that Lastminute.com's
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reselling of its flights was a breach
of its terms and conditions. Its
terms and conditions expressly
prohibited the use of its data for
commercial purposes. The diffi-
culty website owners such as
Ryanair will face in raising this
defence is successfully arguing
that the terms are sufficiently
incorporated when:

» The terms are just optional
links on the website rather
than terms which have to be
expressly agreed to, and

}) Automated bots will bypass
the terms and will not be able
to "read" and understand
them as a human would.

A website owner might argue
that the reproduction of its data
on a third party site infringes the
copyright in the data. The website
owner will have to demonstrate
that: the data is capable of being
protected by copyright; and that
a substantial amount of data was
copied, based on a qualitative as
well as quantative analysis of the
data.

There is copyright protection in
a table or compilation (providing it
is original), so it is likely that most
pricing information on a website
will be protected. Nominet, the
registry for all domain names
using a .co.uk suffix, successfully
brought a copyright claim in the
Australian courts for infringe-
ment of its WHOIS database. Two
individuals had been scraping
Nominet's registration details in
order to contact 50,000 Nominet
registrants.

Website operators might also
seek to rely on the copyright in
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their database, which protects
the selection or arrangement of
a database's content where the
section or arrangement involves
intellectual creativity. "Intellectual
creativity" is a higher test to pass
than mere "originality" so it may
be difficult for website owners
to demonstrate this. There is a
separate database right for those
databases where there has been a
"substantial investment" (through
money, time or the application of
technology) in obtaining, verifying
or presenting the contents of the
database. Database rights can be
infringed even if an insubstan-
tial amount of data was copied,
provided that the unauthorised
use is repeated and systematic
(for example, publishing the flight
details for a trip to Cyprus from
Ryanair ten times), its useconflicts
with the normal operation of the
website or if it unreasonably prej-
udices the legitimate interests of
the creator of the database.

In the U.S, aggrieved weD
owners such as eBay have

brought claims against
aggregator sites using)lie

common law tort of tresp"as
chattels

Database rights protect unau-
thorised encroachment of third
parties onto websites and the
extraction and re-uti lisation of
data. The problem once again
is the paucity of case law on the
subject. Following the British
Horseracing Board Ltd v William
Hill Organisation Ltd case, web
owners will not be able to protect
data they have merely created
- they will have to demonstrate
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that they have made a substan-
tial investment in presenting (i.e.
setting out detailed pricing infor-
mation on a website) or verifying
the data (i.e. checking the figures
against competitor prices) they
display on their website, which
is a high threshold to pass. On
balance, web scraping probably
does infringe either database
rights or copyright providing
that the database rights and/or
copyright subsists in the website
owner's content.

If vast amounts of data are lifted
from a site, then the aggregator
site will be in a position of being
able to de-code how the website
proprietor operates its business. If
business rules and intelligence are
lifted from a site and reproduced
elsewhere without consent, and
the information is not available
to the public or restricted to
certain authorised persons, then
the website owner could bring a
claim for breach of confidence.
The website owner would have
to show that the information had
the "necessary quality of confi-
dence" and that there has been
an unauthorised disclosure of such
confidential information to the
detriment of the website owner.
But clearly, those websites that
make their data available to the
public are not going to be able to
rely on this remedy.

If the aggregator site repro-
duces the website owner's trade
marks, emblems and other
insignia without consent, as
if to suggest a misleading or
confusing commercial connection
between the original website and
the aggregator site, the website
proprietor could bring a claim for
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trade mark infringement and/or
in passing off.

In the U.S., aggrieved website
owners have brought claims for
"interruption of service"; "misap-
propriation" of the website
owner's product (through
extensive time, labour, skill and
money) to gain a commercial
advantage; interference with
business relations (customers
being directed away from the
main site); and harmful access to
a computer without consent. The
last of these raises some inter-
esting issues under the Computer
Misuse Act 1990 in English law.
The Act provides that a person is
guilty of a criminal offence if:

» He causes a computer to
perform any function with an
intent to secure access to any
program or data held in any
computer;

» The access he intends to
secure is unauthorised; and

» He knows at the time when
he causes the computer to
perform the function that this
is the case.

When scraping a third party site
for customer quotes, the aggre-
gator sites will be accessing large
volumes of data - the question
is whether this act is "unauthor-
ised" or not. If the website terms
and conditions prohibit web
scraping, then this will go some
way towards determining unau-
thorised use (although there is
the recurring problem of the bots
not being able to access them). A
person found guilty of an offence
under the Computer Misuse Act
may be liable on summary convic-

tion to six months' imprisonment
or to a fine or both (and this
explains why the FSAis so keen for
regulated businesses to steer clear
of providing account aggregator
services). The challenge here is
building a case which is compel-
ling enough to stir prosecutors
into action. There is a better
chance of convincing prosecutors
that there has been unauthorised
access if the website is password
protected, or has some other
encryption mechanism in place.

CAPTCHA if you can
In the absence of a tried and

tested legal remedy, website
proprietors have sought techno-
logical means of protecting their
data. Some have taken positive
steps to block certain IP addresses
from accessing their sites -
however, this can be a somewhat
daunting task when faced with
the prospect of having to block
thousands of IPaddresses that you
do not want accessing your site.
Others (including online booking
sites like Ticketmaster) have
introduced coding techniques
such as CAPTCHA (acronym for
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"Completely Automated Public
Turing test to tell Computers and
Humans Apart"), which present
users with partially obscured,
stylised texts that they then have
to type into a box before allowing
them access pricing information
or sign up to online accounts.

The purpose of CAPTCHA (as
its full name suggests) is to prove
that users are human and not
bots. When the user completes
their CAPTCHA entry they are
granted a "session cookie", which
allows them to explore the data
for a certain period of time. When
that time expires or the user closes
their web browser, the system
automatically creates another
CAPTCHA test that the user must
complete before logging back in.
As expected, hackers and specially
designed software systems are
already beginning to find ways of
circumventing CAPTCHA. Those
websites deploying CAPTCHA may
also find themselves falling foul of
the disability discrimination law if
they do not offer visually impaired
users (who will struggle to get
passed the CAPTCHA protection)
an audio alternative.
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The future's murky, the
future's grey

Those who view aggregator
sites as unwanted parasites should
note that price comparison sites
have brought substantial benefits
to online businesses. They
provide a more focused, targeted
linking service than Google. Busi-
nesses may bid substantial sums
for sponsored links on Google,
but there's no guarantee that
users clicking onto the website
are suitable for the services the
website provides. In the case of an
insurance company, for example,
the user may be too young, too
old or have made too many claims
to take advantage of the available
policies. Aggregator sites do all
the filtering for website owners,
so proprietors know that those
clicking through from aggregator
sites have seen pretty much every-
thing on offer from its competi-
tors and that they are almost
certainly going to be eligible for
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and interested in their goods and
services. New, fledgling websites
and existing websites intent on
revamping their sites are now
tailoring their sites to suit the
needs of the aggregators, making
sure their systems are compatible
with price comparison sites.

This area of cyber law is still
evolving, so it could be some time
until it is possible to say defini-
tively how far aggregator sites can
go in collecting information from
third party sites. In the meantime,
website operators should ensure:

» Their website terms and condi-
tions contain a notice which
expressly prohibits unauthor-
ised access or downloading
of data using any computer
program; and

» Each user has to agree
expressly to the terms and
conditions before using the
site.

One could argue that if a
machine forces users to accept the
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terms and conditions each time
they access the site, a course of
dealing will be created, incorpo-
rating the terms (but it is doubtful
whether a machine, rather than
a human, can create a course of
dealing). But while forcing users to
accept the terms and conditions
each time they use the site may
be legally ideal, it is commercially
impractical and will damage the
user experience. Another option
is to declare a blanket prohibition
on the use of proprietary data
on any price comparison sites, as
Direct Line has done. However,
you may then lose the substantial
benefits that aggregator sites can
bring.

Price comparison sites have
undoubtedly changed the face
of online business and the law is
still playing catch up. Until there's
some concrete UK case law out
there, it's difficult to advise on how
online businesses can best protect
themselves. The U.S. and Austra-
lian courts have put square pegs
in round holes, using well estab-
lished causes of action to fit new
technological concepts, much like
the UK's ever changing "privacy"
laws, which have moulded the
laws of confidence into an ad hoc
"privacy law". What's for sure is
that aggregator sites are here to
stay (until the next technological
development comes along), and
online businesses are going to
have either to wholeheartedly
embrace them or raise legal and
technological barriers to keep the
bots at bay.

Steven James is a Solicitor at Pinsent
Masons LLP, UK
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