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W
e are just beginning to grasp the full extent 
of digital disruption. As in the financial 
crisis of 2008, when top financial sector 
executives revealed they couldn’t really 

understand the inner workings of financial 
instruments they had sanctioned, executives of 
global internet companies are overwriting 
yesterday’s statements as negative externalities of 
their businesses surface. From foreign intelligence 
services leveraging social networks to influence 
national elections in Western democracies, to 
digital identity theft, to rising social inequality, a 
nauseating sense of frustration has emerged.

These issues present challenges well beyond 
corporate governance, as many of them are rooted 
in the governance of global digital markets. Digital 
disruption is here to stay, with data and internet 
intensive economic activity, currently representing 
20% of the global economy, likely to rise 
significantly. Moreover, 75% of the benefits from 
information technologies go to non-ICT businesses.  
But governance systems are ill prepared to respond 
to the social and economic disruption that follows 
the expansion of digitisation – so, it’s more 
important than ever to manage global digital 
governance challenges. 

DIGITAL COLLISION
But let’s not kid ourselves. The emergence of global 
governance regimes is particularly difficult as 
national governance regimes are splitting, putting 
at risk the very idea of a global internet. The world 
is moving towards three unique digital economy 
governance regimes, deeply rooted in the domestic 
politics of three parts of the world – China, the 
European Union, and the US. Trouble arises when 
companies headquartered in one model invest or 
trade ICT goods and services with another, exposing 
their colliding frameworks of digital governance.  

Governments block foreign company entry, heavily 
penalise company misbehaviour (acceptable in the 
headquarter market), and force data localisation. 

China’s state apparatus can access personal data 
held by any company operating in its territory. 
China engaged with the internet for commercial 
reasons, but also practises extensive censorship and 
citizen surveillance. Its policies promote digital 
service providers which comply with the domestic 
rules without defiance. This ecosystem nurtures 
powerful domestic internet companies that are 
second in size only to the largest US players, and 
have become innovative in their own right. The 
Communist Party’s central role in Beijing’s political 
system makes clear who’s in charge, and its 
entrepreneurs work well within those boundaries.

The EU’s stand on data privacy is rooted in 
rejection of government surveillance. The EU’s 
policies also reveal dissatisfaction with American 
dominance of the data landscape. Google, for 
example, has a larger market share in web searches 
in Europe (92%) than in the US (64%). The Privacy 
Shield, the EU-US agreement to protect European 
citizens’ data as they are transferred to the US, is a 
bridge between the US and European models, but 
an increasingly precarious one.

The US model of digital governance is 
complicated, favouring free speech and 
commercialisation of personal data. Its data privacy 
regulatory protections are fragmented across 
regulatory agencies (FTC and FCC), various sector-
specific laws (as opposed to the EU’s general data 
privacy law), and case law. American citizens are 
protected from domestic surveillance, but US spy 
agencies have a free hand to tap into foreigners’ 
personal data across the globe. The fierce political 
competition between the two major American 
political parties, has so far precluded the emergence 
of bipartisan data privacy legislation.
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CAN THE DIGITAL ECONOMY BE GOVERNED?
In their book, Digital DNA, Peter Cowhey and 
Jonathan Aronson discuss how governance can be 
established in this divided digital economy, and 
there are many fruitful tracks to explore. The duo 
combines academic and policymaking experience. 
Cowhey was at the FCC during the Clinton 
administration and advised the Office of the US 
Trade Representative on trade policy under Obama.

Cowhey and Aronson pick up two key issues for 
digital global governance: cybersecurity and data 
privacy. Many react to serious challenges in global 
governance by calling on the UN. But, while the UN 
contributes to global governance in many areas, 
especially security, it falls short in addressing 
complex issues in which world powers have very 
different preferences, making it impossible to 
achieve effective agreements. Furthermore, global 
power has become more fragmented in this decade.  
Instead, the authors prefer multistakeholder 
organisations and trade agreements as instruments 
for bargaining over global digital governance.

They identify SWIFT as an exemplary model of 
multistakeholder organisation. An association of 
banks which manages international money 
transfers, SWIFT engages all banks of the world.  
It assures the confidentiality and cybersecurity of 
transactions and has been tested by crisis, from 
managing sanctions against Iranian banks, to 
cybersecurity breaches. Headquartered in Brussels,  
a committee of central banks oversees it, and the 
Belgian central bank supervises it closely on behalf 
of its peers. From this experience, Cowhey and 
Aronson extract the DNA of a successful 
multistakeholder entity: a civil society organisation 
under the supervision of public authorities.

Trade agreements exert more influence over 
non-trade issues than they get credit for, argue the 
authors. The World Trade Organisation’s 1999  
Basic Telecommunications Agreement (BTA) 
enshrined pro-competition norms in last mile 
communications. Why did the WTO, not the ITU, 
successfully forge the BTA? The reason is that 
ministries of communications, many of which still 
managed state-owned telecoms monopolies, 
represent member states at the ITU, while trade 
ministries participate in global trade negotiations 
under a framework of competitive global markets.

Cybersecurity is hard to negotiate in large 
inter-governmental forums. Cyberattacks have an 
“offensive edge”, which make countries with 
capabilities unlikely to constrain themselves, while 
companies hesitate to spend the money required for 
protection. Most countries, however, are building 
public-private cyber-response emergency teams.  
Could those public-private organisations potentially 
evolve into multistakeholder negotiating bodies?  
The answer is far from clear at this point.  
Because cybersecurity and market protection 
frequently mix, trade could also become a tool for 
such negotiations, argue Cowhey and Aronson.  
The Trans-Pacific Partnership (TPP), the proposed 
12-country trade agreement between US and Pacific 
nations, prohibited a requirement for disclosure of 
software source code, something China has asked 
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foreign software companies to do in exchange for access to the 
booming Chinese domestic market. By design, China was not part of 
the TPP, and Trump withdrew the US from it. But TPP-11 is keeping the 
software clause as Japan and others move ahead without the US.

Cowhey and Aronson are sceptical of any chance for a meaningful 
agreement if a large number of countries are involved in the 
negotiations. They suggest the formation of a relatively small club of 
members of the OECD plus TPP members to develop global 
cybersecurity and data privacy norms. Those norms would govern 
cross-border data flows and cyber behaviour, creating an international 
legal framework to attract other nations to observe. The authors 
recommend that if the preferred instrument is a trade agreement, it 
should be a “plurilateral” one, without “most-favoured nation” status, 
meaning that only countries that enforce their commitments would 
benefit from other countries’ commitments, preventing “free riding”.

PROCEED WITH CAUTION, AND BE CREATIVE
Clearly, both multistakeholder arrangements and trade agreements 
will be key to govern digital disruption. But it is also clear that they will 
not move ahead quickly at global level, just as trade negotiations have 
dragged, while incentives for multistakeholder governance are weak. 
Cowhey and Aronson also caution that only light regulatory principles 
can stick in any type of agreement, given the significant differences 
between the major players, so expectations must be kept low.

One aspect neglected in their analysis is the role of bilateral 
negotiations between the lead countries in the three models of digital 
governance – China, the EU and the US. The Privacy Shield is an 
excellent example of a bilateral instrument that bridges the gap in 
data privacy legislation between the US and the EU. There is also 
another example between China and the US that requires better 
understanding: the cybersecurity agreement that Xi Jinping and 
Barrack Obama signed in September 2015, restricting state-sponsored 
espionage of private companies’ intellectual property secrets. The 
White House described the agreement as follows: 

“The United States and China agree that neither country’s government will 
conduct or knowingly support cyber-enabled theft of intellectual property, 
including trade secrets or other confidential business information, with the intent 
of providing competitive advantages to companies or commercial sectors.”  

One year later, Adam Segal, director of the digital and cyberspace 
programme at the Council on Foreign Relations, wrote: “Despite a great 
deal of warranted scepticism about the agreement initially, much of the heat 
surrounding cybersecurity in the [China-US] bilateral relationship has dissipated.” 
But unlike the WTO, this bilateral cybersecurity pact is not binding.   
In 2018, as trade tensions rise between China and the US, signs of 
increased state-sponsored Chinese espionage of American technology 
firms have reemerged.

Bilateral agreements, though, by their very nature have only limited 
global impact, so the challenge for the private sector remains.  
In the absence of global norms, companies must adapt to regional 
governance regimes. Apple must localise its iCloud in China. Huawei 
continues to have trouble operating in the US. And the EU seems 
always to be preparing a large fine against a US internet company.  
This creates enormous reputational and transaction costs for global 
technology players as they navigate opposing governance regimes.  

The world is crying out for global digital norms that regulate market 
access and digital behaviour, but supply is likely to remain scarce for 
the time being.  We must try every tool we can find.
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