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The Big Picture
The numbers that drive the global media and telecom community

I

The Digital Landfill

By 2001, the digital universe will be 10X as big as it was in 2006

There are currently ^O I DM HOD exabytes of information in 
the digital universe, with 1 exabyte = 1 million million megabytes, 
or in everyday terms enough to fill 12 stacks of books stretching 
from the earth to the Sun

3U /O of the total volume of information in the digital universe 
is created by businesses and organizations

Only IJ /O of organizations have deployed an email 
management strategy across their organization

JO /O of organizations have no policy at all relative to 
email retention

40%T-U /O of organizations have no policy for classifying electronic 
information as business records

Intermedia continues to exhibit some ( 
estimations, and trends in the global medj 
This month: Intermedia looks at the twin arr 
and a growing digital landfill problem. We arj 
files, presentation files, spreadsheet files, dal 
video and audio files, and most of these res; ]

I1 media. It's ironic that at the same time as on;
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| What does long term mear '
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> 11-20 Years

£ > 7-10 Years 

I > 3-6 Years
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The Digital Crisl
Large organizations faced with retaining and preserving huge 
amounts of digital information for very long periods of time 
are at the front edge of a troubling crisis. Digital information 
is actually easier to lose than if it were on paper or film.

Top Four Ways of Losing Digital Information

» Cannot read it 

» Cannot interpret it correctly 

» Cannot validate its authenticity 

» Cannot find it

Top External Factors Driving Retention Requirements

» Protection and preservation of the organization's history

» Meeting regulatory requirements

» Concern with litigation protection

» Protection of business or intellectual property assets

» Protection of customer privacy

Types of information retained
the longest

Manufacturing Records

Geospatial/Geophysical

Development Records

Email

Financial Records

Database Archive

Gov. Records

Organisation Records

Customer Records

Source Files

Source:
Storage Network Industry Association 100 Year Archive Requirements Survey

10% 
Percent of Response
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the most intriguing statistics,

1 ! nd telecom network landscape. 
conflicting aims of digital archiving 

rrounded by data: word processor 
ase files, our own digital images, 

on many different types of physical 
izations worry if they need to keep

their data for a hundred years, others worry about the vast quantity of unused, 
obsolete, redundant or inaccurate data that our digital planet has created. For 
both concerns, however, there is a predictable and pressing problem in how to 
manage vast amounts of information in a regulatory environment which is growing 
more insistent in terms of compliance with security, accountability and privacy 
considerations. (Source: www.lnformationZen.org after www.aiim.org and 
Storage Network Industry Association 100 Year Archive Requirements Survey)

External factors driving requirements

38.8% Other 

Security Risk

Business Risk

Compliance 
Requirements

Legal Risk

20% 30% 
Responses N=268

i
20% 

ses N=146
30%

40% 0% 20% 40%
Percent of Responses N=251

Definition of top external factors driving, long 
term retention requirements

Protection of 
customer privacy

Protection of business 
or intellectual assets

Retaining history

Protection from 
compliance/legal fines

Meeting regulatory 
requirements

Concern with 
litigation protection

20% 40% 

Percent of Responses N=105

60%
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By Steve n James

A European communications 
breakdown?
ECJ ruling could be a headache for e-commerce

Web-based businesses could be hit hard by 
increased costs and heavy administrative burdens 
following a recent ruling by the European Court 
of Justice ("ECJ"). In a referral from the German 
courts (Bundesverband der Verbraucherzentralen 
und Verbraucherverbande - Verbraucherzentrale 
Bundesverband eV v Deutsche Internet Versi- 
cherung AC, Case C-298/07), the ECJ held that a 
company may be required to provide more contact 
information than just its email address and postal 
address on its website. Many hoped that the case 
would clarify the position in relation to exactly 
how much information a business needs to display 
on its website under the E-Commerce Directive 
(2000/31/EC) (the "Directive") but instead it has 
muddied the waters further, to the extent that in 
most cases businesses will not be sure whether 
they have complied with the Directive or not. The 
decision, which has been greeted with consterna 
tion by most online business, may significantly 
affect the way that most e-businesses are run.

The law
Article 5(1) of the Directive provides that, 

amongst other things, companies:
"shall render easily, directly and perma 

nently accessible to recipients of the service and 
competent authorities, at least the following 
information:
a) the name of the service provider;
b) the geographic address at which the service 
provider is established;
c) the details of the service provider, including his 
electronic mail address, which allow him to be 
contacted rapidly and communicated with in a 
direct and effective manner."

The required information listed above is designed 
to protect consumers and applies to almost all 
commercial websites, and not just those that sell 
products online.

The UK Electronic Commerce (EC Directive) 
Regulations 2002 (the "Regulations"), which

implement the Directive, adopted almost identical 
language to the Directive so the UK courts would 
be almost bound to follow any decision made by 
the ECJ to the letter.

In addition to listing the website owner's 
postal address, the Regulations require a website 
to provide "the details of the service provider, 
including his electronic mail address, which make 
it possible to contact him rapidly and communi 
cate with him in a direct and effective manner". 
The Directive and Regulations apply to services 
purchased at a distance either online or via the 
telephone, and encompass both corporate and 
consumer transactions.

The case
The respondent, Deutsche Internet Versicherung 

("DIV"), is an online insurance seller. Its website 
published its postal and email addresses but 
not a telephone number. Its telephone number 
was only made available to consumers once the 
contract had been concluded and the customer 
had purchased the policy. Visitors to the site were, 
however, able to contact the company via an elec 
tronic enquiry web form.

The German Federation of Consumers' Associa 
tion ("Bundesverband") brought an action against 
DIV claiming that the omission of a telephone 
number on its website constituted a breach of the 
Directive and German consumer law. In Germany, 
the question of whether a consumer hotline 
should be provided on websites has been fiercely 
debated and has produced various different 
judgments. While the German court agreed with 
Bundesverband at first instance, DIV won its case 
on appeal.

The Bundesverband then appealed and the ECJ 
was asked to clarify the meaning of Article 5(1) 
of the Directive and, in particular, to determine 
whether anything more than a postal or email 
address was required for the purposes of the
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Directive, and if so, whether this had to be a 
telephone number.

The ECJ held that simply providing a postal and 
email address was insufficient because "under 
Article 5(1 )(c) of the Directive the service provider 
is required to offer recipients of the service a 
rapid, direct and effective means of communica 
tion in addition to his email address". While this 
means of communication could be the provision 
of a telephone number, it did not necessarily have 
to be. The ECJ noted that "there are forms of 
communication other than by telephone able to 
satisfy the criteria of direct and effective commu 
nication referred to...[which] may be in the form 
of an electronic enquiry template through which 
the recipients of the service can contact the service 
provider via the internet, to whom the service 
provider replies by electronic mail".

The ECJ therefore held that DIV's electronic 
enquiry template did comply with the Article 
5(1 )(c) requirement but chiefly because the DIV 
responded to enquiries submitted through the 
electronic form between 30 and 60 minutes. The 
ECJ deemed that personal contact at the premises 
of a web business or operating a reliable fax 
service would also be acceptable. As far as the

Court was concerned, the communication will be 
"regarded as effective if it permits adequate infor 
mation to be obtained within a period compatible 
with the needs or legitimate expectations of the 
recipient".

The ruling therefore suggests that while the 
method of communication need not neces 
sarily be instantaneous, it should be prompt and 
reliable. The important exception to this is where 
the customer contacts the service provider elec 
tronically but later finds himself without access to 
the internet (the ECJ noted a "journey, holiday or 
business trip" as examples) and requests that the 
service provider offers access through a non-elec 
tronic means of communication. In this instance, 
the service provider must go one step further and 
offer an alternative means of communication.

Shifting goalposts
The decision is clearly designed to protect the 

interests of consumers by ensuring that they are 
able to receive a prompt and effective response 
to queries when they are dealing with online busi 
nesses. The ruling shifts the goalposts somewhat 
as it was previously understood that providing 
a postal address and an email address would be
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sufficient. The problem is now that no one really 
knows the full implications of the ruling.

Swiftcover.com, the online insurance company, 
has branded the ruling "unnecessary", suggesting 
that the disclosure of phone numbers on websites 
should be a matter of "common sense" for 
each individual website. In the UK, Government 
guidance on the Regulations pointed towards a 
more common sense approach to determining the 
nature and extent of the contact details provided, 
with the burden being on the service provider 
to demonstrate that it has complied with the 
Regulations. The guidance did not explicitly state 
whether anything more than a postal address or 
email address was necessary.

The problem with the ruling is that it clarified 
one area of ambiguity so that we know that 
something more than a postal address and email 
address is required (and that a telephone number 
is not necessarily required if a web form is available) 
but did not specify exactly what this should be or 
what response times are required.

While the 60-minute response from DIV was 
deemed acceptable in this case, it is not clear 
whether this is the maximum time permitted or 
whether a longer period (say two hours, a day 
or even 48 hours) is acceptable. The 60-minute 
response from DIV may be completely unrealistic 
for many online businesses, and it is not clear 
whether the courts would take into the account 
the, no doubt, considerable costs of implementing 
the required support services.

It is not clear whether the same response time 
is required 24/7 or only during business hours. It 
is also not clear whether more is expected from 
a website that sells goods than one that does 
not, and whether the speed of the response is 
dependent on the circumstances (for example, the 
size of the online business, the costs of providing 
the telephone service and the company's ability 
to pay for those, the amount of traffic to its site, 
etc). The ECJ did not comment on the "quality" of 
response required by the service provider. However, 
for the response to be "effective", it must surely be 
something more than an automated response.

One way of interpreting the ECJ ruling is that 
businesses should have a team of people ready to 
deal with queries from members of the public at 
all times - even before they become customers. 
This would place a considerable administrative 
burden on companies and it may not be practical 
or indeed possible for many businesses to comply

with this requirement without changing their 
entire business structure. It may force them to 
ensure a telephone hotline or other telephone or 
facsimile availability.

Swiftcover.com, which is the UK's only 100% 
online insurance company, commented that, "one 
of the key benefits of selling online is to avoid 
the huge overhead of staffing up a call centre to 
handle calls and enquiries that could be dealt with 
online". Swiftcover.com interacts with customers 
using FAQs, email and online chat, and urges its 
customers to try these routes before calling the 
company:

"One of the most important areas of our focus 
is to ensure that our website (Swiftcover.com) is 
as clear and easy to use as possible so that our 
customers are not forced to contact us but they 
can if they need to. We choose to do this out of a 
desire to service our customers as best as possible, 
not because there is an ECJ ruling to do so."

If businesses do have to provide a telephone 
hotline to their customers, this will cause practical 
problems for those online businesses based in 
another time zone, such as the US or Asia, as 
they may have to ensure that staff are available 
to answer calls during the European daytime (and 
vice versa).

It is entirely possible that a business will i 
itself subject to court action...

The ECJ also failed to explain how a customer 
should request a telephone number from a service 
provider if it needs one. Presumably, this could be 
made available by making the customer request 
electronically and the service provider sending 
the telephone number to them via a web form. 
The request, however, would have to be made 
within 60 minutes (in accordance with the ruling). 
If no such enquiry template exists then the service 
provider should, pursuant to this judgment, 
provide a telephone number or other instanta 
neous form of contact.

It is entirely possible that a business, which fails to 
meet these revised expectations of it, will find itself 
subject to a court action. Even those companies 
that have complied with the information require 
ments introduced under the Companies Act 2006 
(namely, a postal address and email address) 
may find that they have breached the Directive 
following this new ruling. Trading Standards 
or the Office of Fair Trading could theoretically
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take enforcement action against a company that 
does not adhere to the judgment or an aggrieved 
customer may bring an individual claim.

The UK courts, if faced with a similar case in the 
future, would be obliged to interpret the Regula 
tions in line with EL) law as far as possible. Such 
actions, however, may be few and far between 
because of the difficulty in proving that the 
customer(s) suffered any loss from the speed (or 
lack if it) of the service provider's response.

So what should online 
businesses be doing?

The Department for Business, Enterprise & Regu 
latory Reform (the "BERR") is currently reviewing 
the decision and its potential impact on UK busi 
nesses, and plans to respond with its assessment 
in the near future. E-businesses should therefore 
wait for the BERR's response before making any 
wholesale changes to their business model, and it 
will be interesting to see whether the BERR sticks 
closely to its previous "common sense" approach 
to business and consumer communication, or 
adopts the ECJ's more stringent approach.

Under a strict interpretation of the ruling, online 
businesses have two choices. They can provide a 
telephone number, which would comply with the 
ECJ's requirements. The alternative is to provide a 
web form but this is clearly not sufficient by itself. 
They must provide something (such as a quick and 
reliable email response) that allows the company to 
be contacted rapidly and in a direct and effective 
manner.

Many websites use web forms but they are 
anything but "rapid". A "direct" communication 
means one that is made without going through 
an intermediary. An "effective" response must be 
given to each enquiry - this need not necessarily 
be instantaneous, provided that the recipient 
could obtain adequate information within a period 
of time compatible with the needs or legitimate 
expectations of the recipient. The safest approach 
is undoubtedly to provide a telephone or fax 
number because a user who is temporarily unable 
to access the internet will still be able to contact 
the service provider (whereas they obviously would 
not be able to through a web form).

Big brands and leading online businesses like 
Swiftcover.com will now be under increased 
pressure to provide a telephone number on their 
website and thereby incur extra costs of running

a call centre. The problem is that the ruling does 
not definitively say that e-businesses have to go 
that far, so many businesses will be tempted to 
stick with their current methods of communica 
tion unless and until they are on the wrong end of 
a claim. A strict interpretation of the ruling could 
be very costly for most businesses, which would 
have to make themselves available to respond to 
customer queries at all times.

One would hope that the UK courts will take a 
more practical approach than the ECJ, considering 
that the costs of an online business achieving strict 
compliance with the Directive surely outweighs a 
slightly slower response time to consumer enquiries 
- but there is no guarantee that they will. Any 
action in the UK courts (however unlikely) would 
no doubt be framed around clarifying the scope 
of the ECJ's decision and providing some more 
concrete guidance on required response times 
and methods of communication.

But not all online businesses view the ECJ's 
decision as an expensive headache. Dr Shaibal Roy, 
Managing Director of iWantGreatCare.org (the 
rate and review website for the UK medical profes 
sion) believes the ruling provides an opportunity 
for online businesses to expand their knowledge 
of their customers and deliver a better quality 
service:

"It is easy to see how the ECJ ruling creates 
more administration, but information gathered 
from people urgently contacting a website may 
lead to important breakthroughs and increased 
knowledge. This ruling also reflects wider social 
change: it is not just websites that need to be 
more accountable to end users. For our business, 
it may slightly add to our costs [but] we see it as a 
good stimulus for higher standards, and as a small 
business, this is a permanent ambition."

Dr Roy's comments would no doubt be 
welcomed by the ECJ but most businesses have 
reacted negatively, criticising the ECJ's decision 
as being wholly unsatisfactory, labelling it a 
judgment that confuses rather than clarifies, and 
adds a potentially very heavy burden to businesses 
already struggling under the weight of the global 
economic crisis.

Steven James is an intellectual property and commercial
lawyer at Pinsent Masons LLP. Steven's work includes

advising on a range of online issues, including e-commerce,
copyright, trade marks and domain names.
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