
T 
he TMF followed an IIC Regional Regulators  
Forum – both events were hosted by the 
Malaysian Communications and Multimedia 
Commission (MCMC). 

The TMF opened with an exploration of digital 
transformation in the region and a keynote from 
Mohd Ali Mohamad Nor, secretary general, Malaysia 
Ministry of Communications and Multimedia.  
He emphasised the need to develop a culture of 
innovation and encourage ICT entrepreneurship, 
start-up creation and scaling – as designing a  
legal and regulatory framework for digital 
transformation will not be enough. The borderless 
nature of the internet, he added, means that some 
degrees of alignment within the region is required 
to accelerate the digital transformation: a difficult 
but necessary step. Ideally, there should be an equal 
degree of self-regulation and enforcement for the 
digital economy to thrive, and as the power of the 
internet is placed into the hands of consumers,  
we must provide them with the security that 
governments have the means to act if something 

untoward was to happen.  

AN ASIAN SNAPSHOT
The first panel continued 
the overview of 
developments in the 
region, with RS Sharma, 
(Telecom Regulatory 
Authority of India, TRAI), 
reporting on the huge 
steps taken by India in  

its quest to go digital. The country’s strategy is to 
concentrate on developing interoperable platforms 
rather than solutions, assuming that the solutions 
will be developed within the platforms. India was 
able to leapfrog from 37% to 93% connectivity and 
now boasts 1.2 billion connected people with a 
digital identity, and just under half a billion 
internet users and mobile bank account holders 
who use paperless, cashless digital platforms built 
on the basis of electronic consent. This is enabled by 
a third-party that collects user consent and passes a 
token to the party that requires it to unlock the 
authorised information. These platforms have now 
created fast, scalable and cost-effective services. 

Thongchai Sangsiri (Electronic Transactions 
Development Agency, Thailand), reported that 
digitisation in Thailand began with infrastructure, 
but the focus is currently on the regulatory 
framework, with the hope that six bills will be 
passed by parliament before elections are called. 

Among them are rules about cybersecurity, which 
will be followed by the creation of an agency 
devoted to security issues. As the chair of ASEAN 
next year, Thailand has also invited all 26 smart city 
projects in the region to exchange ideas and best 
practices.

 Connectivity in Cambodia is almost all mobile, 
explained Moa Chakrya (Telecommunication 
Regulator of Cambodia). While penetration is near 
universal, in rural areas mobile networks mainly 
carry voice services, and the 4G infrastructure has 
reached about 60%. An auction is underway for 5G 
frequencies, even though the country has not yet 
firmly committed to these networks. 

Choo Pin Ang (Expedia Group) reported on the 
company’s initiatives in ASEAN, which aim to bring 
digital inclusion to communities, ensuring they can 
be part of the global travel marketplace. Expedia is 
involved in capacity building so that tourists will be 
able to explore the smaller cities of Thailand, for 
example, as required by an agreement signed with 
the Thai government. 

While digital e-services are popular, the panel 
emphasised the difficulty of developing or 
enhancing local language content on the internet. 
Electronic commerce still accounts for a very small 
percentage of total retail in the region, revealed Jeff 
Paine (Asia Internet Coalition), which gives it a huge 
growth potential, provided that countries manage 
to design cross-industry policies and resist pushing 
localisation issues despite their international 
agreements. 

Taxation is another big issue, with many 
countries trying to find ways to recover taxes from 
digital trade, Australia and Indonesia in particular. 
Jeremy Godfrey (chair of BEREC, the European 
regulators body, and ComReg, Ireland), reported 
that the EU has been proposing digital taxation, 
which would be a departure from the principle that 
taxation remains a national prerogative, but is 
likely to wait for OECD recommendations. 

CONTENT REGULATION 
Ways to deal with transnational digital content were 
explored in a workshop on self-regulation and a 
session on misinformation, online falsehoods and 
the future of news. Being accountable corporate 
citizens tends to benefit operators in the long run, 
observed MCMC’s Nur Sulyna Abdullah, adding that 
Malaysia has been developing its own brand of 
self-regulation for 20 years. James Filippatos (Walt 
Disney) echoed that view, while Sohni Kaur (Netflix) 
added that industry operators came together to 
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performance, at least with the currently imperfect 
AI technology.  

Oli Bird (Ofcom) provided an overview of the 
forward-looking approach adopted by the EU’s high 
level expert group on AI. Among other things, it is 
exploring the possibility of using AI for content 

moderation at 
scale, given the 
new requirements 
in the Audiovisual 
Media Services 
Directive for 
co-regulation of 
video-sharing 
platforms. 

Louise Lucas 
(Financial Times) 
reported on AI 

developments in China, while Kyoung Jun Lee, 
expanded on AI’s contribution to resolving the 
social impact challenges it brings, such as worker 
displacement, training for new skills, and company 
governance. Practical applications of AI to industry 
were presented by Jin Hian Lee (Evie.ai, an AI-
powered business assistant that provides a layer 
between people and machines). Tenzin Norbhu 
(Facebook), and Padmanabhan Anandan  
(Wadhwani AI) reported on the work of the 
Wadhwani Institute for Artificial Intelligence, a 
non-profit research and innovation institute and 
global hub for building AI solutions for social good, 
helping the underserved billions. 

develop a code of self-regulation in Asia. Gidon 
Freeman (NBCUniversal) warned against applying 
regulation “just because it can be applied”.

In the session on misinformation it was agreed 
that fake news is considered to be an unsuitable 
term, as it is now used to define news one disagrees 
with, rather than false stories. The panel (Abu Bakar 
Munir, University of Atmajaya, Indonesia, Jasmine 
Begum, Microsoft, and Cordel Green, Broadcasting 
Commission, Jamaica) also agreed that fact-
checking is not enough, and one suggestion is  
that future regulation should rely on artificial 
intelligence (AI) data techniques. But some objected 
that AI would reinforce existing prejudice. It  
was said that it is preferable to regulate with a  
light touch, while providing digital education to 
ensure that people make the best choices. In  
some countries, a two-pronged approach is 
emerging, which combines legislation to outlaw 
disinformation and practical measures of  
co-regulation with industry players.

PIRATES AT LARGE
A parallel workshop focused on operators’ 
responsibility for piracy, and the effectiveness of site 
blocking as a response. Oliver Walsh (Motion Picture 
Association), explained that there is a chain of 
players involved in piracy, and all the intermediaries 
have a role to play in stopping pirated content from 
reaching consumers. Andrew Hall (NBCUniversal 
International) added that internet service providers 
(ISPs) are in the best position to block sites, and in 
Europe and many other areas it is routine to get an 
injunction against pirate sites, with ISPs blocking 
dozens at a time. 

Piracy is a particularly difficult problem for live 
sports rights holders, observed Matthew Cheetham, 
(English Premier League), particularly with the rise 
of social media. The platforms are collaborating to 
help combat piracy, but closed groups are difficult  
to monitor and there is now an increasing number 
of tutorials available that show people how to  
find pirated content. Grace Paul (Singapore 
Telecommunications) added that fighting piracy is 
unpopular because most consumers do not see the 
wider picture and how it damages the industry.

Maria Yolanda Crisanto, (Globe Telecom) said that 
the consumer is a key player in piracy: in countries 
like the Philippines, piracy rates are as high as 52%, 
and there are no laws to prevent consumers from 
obtaining content illegally. The PlayItRight 
campaign has addressed the problem with 
education, and has enjoyed the support of celebrities 
who offered free testimonials. Piracy rates have gone 
down by over 50% since. 

A keynote by Kyoung Jun Lee (Kyung Hee 
University, South Korea), opened a third workshop, 
which focused on AI, and which he said is 
essentially a set of systems that optimises a given 
objective. Optimisation is not a perfectly solvable 
problem and the choice of objectives, which is 
always made by humans, as well as the area to 
which AI is applied, make all the difference. This 
means that human–AI cooperation is necessary for 
mission critical areas and it will always improve 
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5G ROADMAP
Afrizal Abdul Rahim (Ericsson) reported that there 
will be 4 billion connections and 40% population 
coverage by 2024, adding that more spectrum is 
needed if operators are to achieve the growth of 
mobile data traffic they are seeking with 5G, and the 
improved quality and costs for the internet that 
governments are looking for. Chee Kheong Foong 
(Axiata Group), echoed the view that the industry 
needs new sources of growth, mentioning spectrum 
and easier siting of small cell networks. 

Yat Hung Chan (Asia Satellite Telecommunications), 
illustrated how mobile and satellite providers could 
work together in the C band, which is used by six out 
of seven of AsiaSat’s satellites. The importance of the 
two technologies working together was confirmed by 
Simon Smith (Telstra), who said separate bands are 
required for each. 

For Guillaume Mascot (Nokia), 5G applications are 
likely to be disruptive rather than just improving 
performance. Even if the business case is not clear at 
this point, the momentum is important, since 5G 
networks are expected to deliver the full benefits of 
digitisation and AI, and neglecting them could 
result in an even deeper digital divide between rural 
and urban communities. 

In a keynote, Håkon Bruaset Kjøl (Telenor), 
tendered recommendations to facilitate 5G 
developments: breaking the “silos mentality” and 
starting discussions across industries and 
governments to find solutions, and bringing legacy 
regulations into the digital age, ideally by devising a 
direction first, and then modernising existing 
regulations in a coherent manner (there is no point 
in an e-commerce regulation if you do not consider 
taxes at the same time). And experiment, he said.

DIGITAL SHERIFFS AND CYBERSECURITY
Priya Mahajan (Verizon) gave a high-level view of the 
current security landscape. Fragmentation of rules 
and regulations is a real problem, she argued, and 
we need to look at the framework in a more holistic 
manner, promoting flexible risk management 
frameworks rather than compliance-focused 
regulatory models. Chris Perera (AT&T), emphasised 
the need for internationally agreed principles on 
data privacy and security, as international dataflows 
will be the basis of the 5G transformation. 

Seow Hiong Goh (Cisco) argued that a dedicated 
cybersecurity agency would work best, as security 
needs to be coordinated across sectors and agencies. 
He recommended that policymakers avoid mixing 
three distinct objectives when drafting laws and 
regulations: protecting infrastructure, protecting 
data and caching. Emanuela Lecchi (GSMA) 
proposed that we start working within nations, 
looking at national regimes and building capacity 
with cybersecurity agencies. The other necessary 
ingredient is political leadership, which can make 
things happen a lot faster. The ASEAN region, she 
observed, has one advantage over other territories: it 
has greater freedom to experiment in this area as it 
has a lower amount of legacy regulation. 

CRISTINA MURRONI is a telecoms and media analyst.
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DC DISCUSSION
The IIC’s traditional Washington TMF had the usual strong line-up of panellists  
and keynote speakers, including FCC chairman Ajit Pai. By CRISTINA MURRONI 

T
he IIC’s Washington TMF had a packed 
programme starting with an international 
outlook summarised by Robert Strayer (US 
Department of State), who reported that digital 

policy is now entering non-specialist international 
forums such as the G7, because of concerns over 
social media use that may threaten democracy. 
Göran Marby (Internet Corporation for Assigned 
Names and Numbers, ICANN) also commented  
in a keynote on the change of heart that has 
characterised attitudes towards the internet lately. 
The internet is simply a single, unified way to 
connect nearly half of humans on Earth, he 
remarked, and it is important to remember that 
problematic issues that happen on digital platforms 
do not necessarily need an internet-wide solution,  
if they relate to one particular service run on the 
internet. Will Hudson (Google), argued that the 
ITU’s plenipotentiary conference in Dubai showed 
how we need to work towards resolving common 
issues together – ensuring there is greater 
representation of all stakeholders and some 
humility when working out possible solutions.

Stephen Bereaux, (Utilities Regulation and 
Competition Authority, Bahamas), brought the 
small country perspective into the discussion:  
while small countries need to take internet policy 
decisions, they do not have the resources to go to all 
meetings where large countries discuss these issues. 
They are “takers” of internet developments and the 
ITU is naturally the first port of call. 

Christopher Wilson (Amazon), explored the 
tensions that still exist about the roles that industry 
and governments should play in the international 
governance of the internet. He proposed that more 
work on the way institutions and forums connect 
with each other would make it easier for 
governments to navigate across them. Jacquelynn 
Ruff (Verizon) emphasised that industry can 
participate in intergovernmental organisations but 
not take decisions. The goal therefore is to work 
towards outcomes that provide as much flexibility 
as possible for new services. 

Christoph Steck (Telefónica) touched a nerve 
when he claimed that multilateral structures no 
longer seem to deliver what they were set up to do. 
Standards for dataflows are more likely to be 
established region by region rather than in a big 
global meeting. 

The consensus during the Q&A was that different 
issues do require different contexts for successful 
discussions: the ITU is the place for spectrum 
harmonisation and for technical standards, while 

for issues like privacy, where cultural differences  
are significant, perhaps regional policymaking will 
make more sense. Security may soon become an 
issue for the UN General Assembly. Developments in 
the AI space have included attempts to give the ITU 
a regulatory role, which were successfully blocked 
by several countries (including the US), and work by 
the OECD, details of which were reported by Diane 
Rinaldo (US National Telecommunications and 
Information Administration, NTIA). 

PRIVACY IS A PRIORITY
Abigail Slater (White House National Economic 
Council) gave an account of progress towards a US 
framework on privacy, driven by the need to 
continue trading with regions that are setting their 
own privacy standards, and also by the need to 
harmonise dozens of US state initiatives regarding 
privacy. The goal, she explained, is to build trust in 
data security and find the right balance between 
privacy and prosperity.

A session on regulatory priorities opened with a 
keynote from Julie Brill (Microsoft), who sketched 
out a framework for a privacy policy scheme that 
increases privacy protection while allowing data to 
be used for beneficial purposes. Rules should 
recognise the value of effective de-identification 
techniques backed up by controls that prohibit 
efforts to re-identify data, thus providing an 
incentive for companies to continue to advance 
de-identification technologies. A futureproof 
approach to data minimisation should recognise the 
need to process large amounts of data to create 
solutions for AI that are accurate, effective and fair.

Regulation should also incorporate transparency 
(clear and appropriate privacy statements within 
user experiences and requirements for disclosure of 
privacy breaches), and individual empowerment 
(meaningful control of user data and privacy 
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preferences and responsibility), built on vigorous 
assessments that weigh the benefits of processing 
data against the risk to individuals. Justin Castillo 
(BT Americas), offered thoughts on data security and 
international dataflows. He cautioned that what 
works in a smaller environment might not work as 
readily in larger ones. Len Cali (AT&T) remarked that 
the challenge with privacy protection is about 
striking the right balance between giving consumers 
adequate protection and keeping some of the 
consumer benefits that come from responsible data 
use and he pointed to several models. 

Alastair Mactaggart (Californians for Consumer 
Privacy) reported on the state’s consumer privacy 
law, which supports the principles of transparency 
and accountability in the use of data. Innovation 
and consumer benefits, he remarked, will still 
happen: history shows that sensible regulation has 
prompted tremendous innovation such as car 
airbags, ABS brakes, and energy efficiency schemes. 

In a closing keynote, Ian Scott ( Canadian 
Radio-television and Telecommunications 
Commission, CRTC), focused on the CRTC’s work on 
privacy and cybersecurity. Canadian citizens now 
have greater protection from spam, malware and 
other online threats because companies have to 
obtain consent to send electronic communications. 
The CRTC is an active member of the Unsolicited 
Communications Enforcement Network, often 
referred to as UCENET. 

AJIT PAI: PRUDENCE AND SPACE
FCC chair, Ajit Pai, first paid tribute to the late 
President George Bush and his emphasis on 
prudence and its role in regulation. He then gave an 
overview of the FCC’s work to incentivise investment 
and innovation in the space industry. The potential 
for delivering the internet even in the most remote 
areas has boosted the satellite industry, now one of 
the sectors with the greatest growth opportunities. 
Low orbit satellites, in particular, are launched in 
constellations of hundreds, or even thousands, 
creating a mesh of networks that deliver cheap and 
efficient internet access. But as satellite numbers 
increase, the likelihood of collisions increases and 
the possibility of debris in space. The FCC has been 
working on satellite design, federal disposal 
procedures and collision avoidance, to mitigate the 
threat posed by orbital debris. 

5G REALITY CHECK 
The US needs to catch up to a level that is close to 
Asia’s if it wants to exploit its comparative 
advantage in web scale and platform companies, 
argued Brian Hendricks (Nokia), opening a panel on 
5G. The US has advanced well, he said, with FCC 
orders streamlining spectrum and site processes at 
local and state level that are invaluable. Michael 
Calabrese (Open Technology Institute) echoed that 
view, highlighting the benefits to industry and 
consumers that will result from the FCC 
authorising service on various bands of spectrum 
not yet in use. Nina Cummins (currently at a Middle-
East telecoms regulatory authority) provided an 
overview of EU developments on 5G. Its revised 

telecoms code is designed with 5G investments in 
mind, and the EU, aware of China’s lead, is in the 
race for 5G. 

The perspective of the largest economy in Africa 
was provided by Umar Garba Danbatta (Nigerian 
Communications Commission). The country plans 
to upgrade its current 50,000 km of fibre to 120,000 
km to prepare for 5G. Six companies have been 
licensed to provide infrastructure, and a spectrum 
trading framework has been put in place. The idea 
is to focus on enhanced mobile broadband first, and 
use the same infrastructure to support 5G later.

TRUST – OR LACK THEREOF
One of the most worrying trends uncovered in 
recent years is that of decreasing trust. Presenting 
data from the Pew Research Center, Lee Rainie 
pointed to a decline in public trust in all kinds of 
big organisations, with government showing the 
biggest drop. There is also less trust in the media, in 
a landscape that is increasingly fractured now that 
people go to different organisations as their trusted 

source. People 
show greater 
concern about  
the online 
environment than 
they did a decade 
ago, particularly 
regarding the tone 
of interpersonal 
interaction on 
social media. Many 
people find it very 

hard to navigate their way to the truth in the online 
environment and, it appears, they use whatever 
weapon they can to win their case in online 
discussions: 48% of respondents admitted 
promoting fake information. 

We are definitely experiencing a severe crisis of 
trust, reiterated Jim Dratwa (European Commission), 
and people find it hard to agree on facts, let alone 
policy. He proposed that we should look at the truth 
as something to be built painstakingly, using facts, 
opinions and technology. Then we could work on 
reinventing the process, and thus find a way to build 
trust and faith in our community. 

For Mark MacCarthy (Software & Information 
Industry Association), the trend towards distrust and 
polarisation has been brewing for decades and was 

The potential for 
delivering the internet 
in remote areas has 
boosted the satellite 
industry, a sector with 
great opportunities.
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not caused by social media – the idea that it can be 
fixed by eliminating social media’s advertising 
business model is simply not correct. The issue is 
more complex and it requires clear standards of 
what content can (and cannot) be taken down, with 
an in-built mechanism for appeal and/or redress. 

Katie Watson (Internet Society) discussed the 
results of several pilot schemes that aim to educate 
and empower people to use new technology 
securely. She maintained that fostering trust in 
networks requires rejecting a top-down approach 
when defining standards of what should be 
acceptable in social media, in favour of approaches 
that involve users and all stakeholders.

Many argue that transparency is a necessary 
condition for greater trust, and in a keynote Noah 
Joshua Phillips (commissioner at the Federal Trade 
Commission) reasoned that transparency and civil 
law enforcement combine to allow market forces to 
work, while giving regulators a better sense of what 
is going on in the market.

ONLINE PLATFORM RESPONSIBILITIES, INTERMEDIARY 
LIABILITY AND REGULATION
The next session looked at ways to regulate online 
platforms. Evan Engstrom (Engine, a technology 
policy, research and advocacy organisation) warned 
against policies to moderate content across 
platforms that may have the perverse effect of 
driving out the smallest players and reinforcing  
the power of the largest platforms, if these are  
the only ones that can comply. Rules may need  
to be modular and proportionate to the size of  
the platform. 

Nicolas Curien (Conseil supérieur de l’audiovisuel, 
CSA, France), pointed to current EU rules that 
amount to co-regulation, as regulation abdicates 
control of content to the platforms. Yih-Choung Teh 
(Ofcom, UK) explained that what is considered 
offensive changes with the context, and over time. 
This requires flexibility and holding platforms 
accountable with proportionate sanctions when 
they do not act. 

Nicole Karlebach (Oath, a brand building firm) 
expanded on the work of the Global Network 
Initiative: a human rights programme set up to 
arrive at shared principles and guidelines to respect 
privacy and free expression online. Michael Stawasz 
(US Department of Justice) reported on his 
experience in working alongside the police to 
prosecute those businesses (a minority) that appear 
to further criminal conduct. But the vast majority  
of cases revolve around users who behave badly  
on a platform. 

Rebecca MacKinnon (Ranking Digital Rights) 
explained her organisation’s Corporate 
Accountability Index, which evaluates the world’s 
most powerful internet companies on their policies  
that affect freedom of expression and privacy, based 
on human rights laws. Are the companies applying 
“human rights due diligence” to how their business 
decisions are affecting users rights, and who their 
business practices are affecting? There is due 
diligence concerning government demands but less 
so regarding commercial practices, she said.
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INDUSTRY STRUCTURE FOR THE DIGITAL AGE
Another key theme in recent years has been the acknowledgement 
that the current regulatory toolbox is no longer fit for purpose. 
Competition policy, in particular, has proven problematic because 
its application is based on price indicators that cannot work with 
the data-driven businesses whose services are free, remarked Mark 
MacCarthy (Software & Information Industry Association). A 
regulatory solution would work better, but it is important to be 
clear on what regulatory outcomes we are seeking to achieve. 

Robert Pepper (Facebook) added that traditional methods are also 
inadequate for measuring the digital economy in the broader sense, 
and the value of the increased consumer welfare it creates. Barry 
Lynn (Open Markets Institute) argued for a return to the original 
purpose of competition policy – it was established to protect 
democracy against great concentrations of wealth and power, 
rather than being driven by a narrow economic concept of 
efficiency, which has been dominating since the 1980s. 

Nicolas Curien (CSA, France) remarked on the importance of 
context, highlighting how digital has impacted every segment of 
the media value chain and the structure of the markets, and he 
said that the first goal of competition policy should be to preserve 
consumer gains while protecting from potential abuse. In France, a 
second goal is to guide national players towards “win–win” deals 
with new players. The methods must change and move to a 
collaborative approach, he added, as the regulator is as much 
influenced by the players in the market as it influences them and 
needs to provide incentives for finding good solutions together. He 
offered a powerful vision to sum up the changed digital industry: 
the regulator used to be the centre of gravity, but we are moving to 
a new system where the regulator, the players, and drastic change 
in the industry create the gravity, and the regulator is itself 
embedded in this gravity.

CRISTINA MURRONI is a telecoms and media analyst.


