
October 2010 Volume 38 Issue 4 

News brief special 

Getting to governance 
Vilnius - For this meeting, the sound 
- of thousa nds of laptop computers 
being booted up and connec ted -
echoes throu gh every airport lounge 
on every possible ai rport connec
tion in Europe. As world experts 
converged on Lithuan ia, the UN 's 
Internet Governance Forum indeed 
seems larger than ever - but so do 
the issues it faces . 

The "governance issue", it seems has 
finally come of age, into an indi s
puted politica l, cu ltura l, technolog
ica l and economic importan ce. It is 
in the middle of the most profound 
change in its short history. Its trajec
tory is a globa l one and arguably, 
a multil ingual one. UNESCO's Jan is 
Karklins points out: " It is not accept
able that, as recently as 2008, only 
12 languages accounted for 98% 
of all webpages on the Internet, 
considering that people on our 
planet speak approximately 6000 

languages." 

A multilingual future apart, the 
subject has already exploded into 
myriad sub-sectors: consumer 
protection, security, youth behaviour 
and safety, development, freedom 
of expression, diversity, and interna
t iona l diplomacy issues - so many it 
seems that it requires 80 work shops 
and parallel sessions merely to keep 
track. 

JCANN 

High up the agenda is wha t seems 
a near permanent debate over the 
fu ture role of the Internet Corpo
ration for Assigned Names and 
Numbers (ICANN) - in the middle 
of a period which sees key contract 
negotiations with the organization's 
key stakeholders. 

High profile ICANN CEO Rod 
Beckstrom made his position clea r: 
to ensure that ICANN is kept ou t of 
control by intergovernmenta l orga
nizations, a clear reference to the 
UN in general and probably the ITU 
in particular. " Most Internet users 

- businesses, se rvice providers, 
non-profits and consumers -

would be shut out of the 
governance debate [if 

this were to happen]," 
said Rod Beckstrom. 

"Make no mistake: 
if we do not 

address thi s now 
- effective ly, 

together -
the multi
stakeholder 
model that 
enabled so 
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many successes will slip from our 
grasp." 

The ICANN CEO said, "If gover
nance were to become the exc lu 
sive province of nation states, or 
captured by any other interests, we 
wou ld lose the foundation of the 
Internet's long-term potential and 
transformative va lue." Dr Beckstrom 
sa id ICAN N's signing of the Affir
mation of Commitments with the 
US government, "recognized that 
no single party should hold undue 
influence over Internet governance," 
and added, in the view of ICANN, 
that the "agreement acknowledges 
the success of the ICANN model and 
commits to keeping the organiza
tion a private, not-for-profit organ i
zation". ICANN wi ll be negotiating 
other renewals this year. 

Just how much accountability -
particu larly to non-US and govern
mental stakeholders - ICANN 
shou ld have is the issue, but the 
benefits are likewise debatable. 
ICAN N currently has input from its 
Gove rnmental Advisory Committee 
(GAC), but several partic ipants 
were question ing what relationship, 
particularly in view of the bottom
up nature of ICANN work, the two 
should have. 

Prof Milton Mueller of Syracuse 
University pointed out: "Govern
ments [that] complain about US 
uni lateral control have a burden to 
explain how any alternative institu
tiona l arrangement wou ld improve 
things w ith respect to the func
t ioning of the Intern et." 
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But Prof Mueller muses that struc
tural improvements would be 
possible even under the current 
system: "Some people have ta lked 
about the separation of functions 
that are currently bund led in the 
IANA contract as an element of 
governance that could be changed, 
or reform ed, in the process of 
moving forward. So, for example, 
the IANA contract could be sepa
rated into a standards component... 
an addressing component...and 
the domain name component. It 
doesn' t necessarily have to be 
bundled in one organiza ti on." 
Prof Mueller also suggested that 
upcoming contracts might be 
placed on a competitive bid, or 
other basis, to encourage account
ability in the framework. 

Goodbye mere conduit? 

Change is in the air for everyone, 
not least for a whole constellation 
of Internet intermediaries. Just how 
far should they be regulated for 
what they ca rry? In the past, a well
defined category of provider - the 
ISP - enjoyed relatively light touch 
regulation. But this could all change 
in the new world of Web 2.0, user
generated content, and an array of 
many different kinds of intermediary 
and service. 

The prospect of further regulation 
seems to antagonize many. Some 
suggest it wi ll be a major burden of 
compliance for tiny providers, and it 
will inevitably chi ll the free- ranging 
deve lopment that has charac ter
ized the Intern et community. And 

they worry about th e non-judicial 
aspect to the decisions intermedi
aries might be expected to make. 
Meanwhile, the hot dimension of 
this particular subject in the inter
mediary world is social networks, 
and their reach and responsibi lity, 
particularly in terms of privacy and 
trust. Richard AIIan of Facebook 
points out, "The critical challenge 
that social networking throws up ... 
is to introduce a whole new set of 
re lationships, where the expressed 
purpose of a service like Facebook 
is for individual citize ns to share 
personal data with each other. I 
think, in many ways, that was not 
a framework that was imagined 
previously. So [there are] new chal
lenges ... in two different respects. 

"The fi rst is that these services tend 
to be global. .. Our experience has 
been ve ry much that as the service 
has grown in different geogra ph ies, 
[we engage] more and more wi th 
the regulatory authorities in those 
countries, almost irrespective of 
formal questions of jurisdict ion. 

He continues: " The second aspect 
is that everyone of us who uses a 
socia l network poten tially becomes 
- in data protec tion speak - a data 
controller as well as a data subjec t. 
We both have sets of rights and 
responsibil ities. We are both 
concerned about data other people 
publish about us, but equally as 
soon as you start posting photos 
and status updates, and I write 
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about people in this room today, 
I'm a data controller potentially 
interfering with their privacy. That is 
a core issue." 

Meanwhile, advocacy groups and 
experts have been well tested 
to develop user friend ly means 
to ensure that social networking 
groups act appropriately. 

Ku rt Opsah l, attorney at advo-
cacy group Electronic Frontier 
Foundation said, "What we have 
come up with is what we call the 
8ill of Privacy Rights for social 
networking users. And these are 
some principles that's we think are 
appropriate for all forms of social 
media to fol low and that we will be 
judging these media ... so as to help 
inform consumers where a good 
place to go is, or where there are 
challenges."He continues: "So the 
three basic principles are, number 
one, is the right to informed deci 
sion making. Number two is the 
right of control, and number three 
is the right to leave." 

lilian Edwards, Professor of Internet 
Law at Sheffi ed University: " I 
welcome the contribution from the 
EFF, but I'm a little disappointed 
that it doesn't go farther. .. the gist 
of what was said about the right to 
informed decision making appears 
to be rea lly a sl ightly enhanced 
version of notice and choice, which 
has been enshrined in European 
data protection for a very long time 
and seems to have made almost 
no d ifference to the problems 
espec ia lly around privacy in social 
networks in Europe despite the fact 
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that the major networks do aspire 
to ascribe to data protection law." 

She continues: "In some discus
sions w ith the European Commis
sion around the upcoming reform 
of the data protection directive, 
the idea has been floated that this 
is essential ly a consumer protec-
tion problem. One approach, that I 
am in favou r of myself, is to regard 
th is as rather akin to an unfai r 
terms problem, and the upcoming 
European approach to that is one of 
black list, white lists and grey lists of 
acceptable clauses." 

M ake a Cyber-Fire 
Department 

If privacy is one problematic dimen
sion, cybercrime and cyber security 
is another, particu larly tricky, one 
because of the borderless nature 
of the Internet, and the difficu l-
ties of even definining criminal ity 
across jurisdictions. Perhaps, a more 
fundamental and pragmatic recon
ceptualization is needed. "Some
times th is discussion is lodged in a 
crime-based framework," pointed 
out Dr Vin ton Cerf, "and I have 
suggested in one of our workshops 
that we might think about attacks 
against the network in the same 
way we would think about a fire in 
a building. What you typically do 
when a fire is burning the bui lding 
is to cal l the Fire Department, not 
the Police Department. 

"After the Fire Department has 
put out the fire, there are ques
tions about arson, there are ques
tions about how the fire sta rted. 
Indeed, there may be need for 
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legal investigation. When the Fire 
Department looks to find out if 
this was a fi re that was started on 
purpose, evidence of that needs 
to be captu red. And now we get 
into legal questions like: What are 
the ru les of evidence? How do 
we establish chain of custody of 
information that's relevant to a lega l 
proceeding? 

In the case of a cyberfire, simi lar 
kinds of concern s would apply, 
but the first objective is to put the 
fire out. The peop le whose cyber
systems are on fi re may not be 
prepared to respond themselves. 
They may need help, and having a 
place to turn to, or places to turn to, 
for that kind of help strikes me as 
an interesting proposition . In what 
venue might we pursue the creation 
of or experiment wi th such a Cyber
fire Department idea?" 

The lack of a forma l forum to 
go beyond debating continues 
to worry: "There are Brazilian 
col leagues who presented a list of 
10 things ea rli er this week," said Dr 
Cerf. "These are principles I think 
could be w idely, and genera lly 
accepted. In fact, I would go so far 
as to suggest we should be inter
ested in an international prolifera
tion treaty, not a non-proliferation 
treaty, but a proliferation treaty, to 
promulgate not only those princi
ples, but the Internet that goes with 
them, and we might ask ourselves, 
in what venue could such a treaty 
or agreement be made?" 

Stephen McClelland is Editor in Chief of 
Intermedio 




