
Intro 

From the dawn of the internet in 1983 to the present day, societies – and human nature itself – have 

changed fundamentally in ways that we won’t be able to fully appreciate until sometime in the future. 

Once, a combination of tangled wires and loud noises induced a waiter called Jeeves. We’d submit 

questions; he’d return answers. This slow, slightly clunky, robotic ritual opened us up to a new world 

online. Fast forward to present day, and while Jeeves may have been replaced by Google and other 

popular search engines, a metaphorical Jeeves lives on. His personal waiting services have been 

embodied in a new reality where the tasks of our daily lives are outsourced to digital channels. Our 

smartphone is a modern-day Jeeves, with many tasks only a finger-tap away: ordering a taxi, booking a 

hotel, learning a new recipe, even finding a date. The internet has also revolutionized education. Indeed, 

during the pandemic we have relied on it. From blackboards and textbooks to an interactive online 

world of information – audio, text, video – the internet has offered new up new ways for people to 

learn. When the internet works for us, it can be a powerful equalizer. 

While recognizing the Internet’s utility in socio-economic development and upward mobility, we must 

not be blind to some of the risks presented by the ubiquitous and sometimes invasive nature of digital 

tools and connectivity in the developed world. The internet is a battlefield between the competing 

demands of free speech and the risk of dangerous disinformation. Artificial Intelligence (AI) algorithms, 

which process data harvested by internet monopolies, have been blamed for the spread and polarizing 

impacts of disinformation, for example during recent US elections and the UK Brexit vote. We are also 

seeing a constant uptick in cyber-attacks. These are some of the bleaker realities of our interconnected 

future. 

As we work to close digital divides globally and technology advances at an ever quicker pace, the 

question of how best to regulate the Internet remains unanswered. Local legislative efforts have thus far 

proved to be largely ineffective in a digital world where global services dominate. 

The question, therefore, is how we can continue to extract and extend the significant positive benefits 

provided by the Internet, while mitigating some of the dangerous side-effects. The solution must rest on 

a flexible but robust regulatory framework that can provide certainty and security for individuals and 

companies alike, while also enabling a fairer and more equitable online environment, easily accessible 

by all. The digital world – once represented by a simple cartoon butler – is now increasingly blurred with 

the complex physical world. Its regulation and management must move in the same direction to keep 

up. 

 

Existing frameworks and related issues  

In recent years, decisions around what constitutes a legal or legitimate contribution to the internet have 

increasingly been privatized. Social media platforms are being asked to take on responsibilities 

previously delegated to court systems. In some regards, this makes sense. It could be argued that these 

companies, such as Facebook and Twitter, should be able to decide what can be appear on their 

product: they are private services governed by terms and conditions. The problem is that the goal posts 

set by these companies in their efforts to self-regulate, or by governments attempting to curb their 

influence, keep moving in reaction to political events - with knock-on effects for free speech. 



In reality, this should not prompt a free speech debate because users agree to these companies’ terms 

of service when they create an account. Yet we increasingly see the issues center on the topic of free 

speech, with controversial decisions only serving to create more polarization, such as the decision to ban 

former President Trump from various social media platforms. The key question which we are still unable 

to answer is whether these companies are traditional media, with all the relevant regulations that apply, 

or a private service with rules that should be enforced by the company itself. 

One of the most recognized and influential pieces of legislation in this area is Germany’s Network 

Enforcement Law (NetzDG).[1] The law came into effect on October 1st 2017, requiring social networks 

with more than two million registered users in Germany to exercise a local take down of “obviously 

illegal” content within 24 hours of receiving notification. This legislation has been strongly criticized by 

free speech advocates such as Human Rights Watch (HRW) who called it a “flawed law” [2] and the 

social media companies themselves. It has since been replicated in varying degrees by other countries 

such as Russia, Turkey and Tanzania. Regardless of the merits or flaws of such an approach, there is a 

legitimate question as to how we should regulate content online and who the obligations should 

primarily fall onto. 

It is tempting to shift responsibility to internet giants who are well resourced, and arguably should be 

liable for what happens on their platforms. Yet one does wonder whether such a mechanism is the most 

effective in the long run. Per the previously cited HRW statement, this approach can lead to 

unaccountable and overbroad censorship. Companies certainly have a responsibility and a role to play, 

but making these private actors both judges and jurors of online speech is arguably creating more 

problems for the online environment than it solves.  

The context from which laws like this originated is important. The internet, and the companies 

developed in it, have caused major shifts across industries and forced incumbents to adapt or suffer. The 

printing press is an illustrative example. Once an essential service, it is quickly being replaced by digital 

news. Ofcom reported half of adults in UK now consume news through social media.[3] Ad spending is 

moving with it: Google alone now accounts for 44% of global ad spend.[4] Thus several internet giants 

are monopolizing both the attention and spending of various populations, making them extremely 

powerful. There is also an emerging recognition of the relationship between behavioural advertising and 

the spread of misinformation.[5] 

Indeed, the digital world has seemingly created a race to the bottom where clickbait headlines win over 

high-quality journalism. It seems that NetzDG and other initiatives, be it tax or competition measures, 

are part of broader attempts to respond to some of the consequences of our new digital habits. It is also 

the case that the EU and other government organisations around the world are seeking to impose more 

rules on, and extract greater value from, these Internet giants in the context of rising global inequality, 

higher levels of government indebtedness, and the shifting of power from old to new industries during 

this fourth industrial revolution.  

One example of this power struggle is playing out in Australia's proposed media law. It posed risks to the 

business models of Facebook and Google by requiring them to pay news publishers for using their 

reports.[6] Facebook removed Australian news to protest the proposed legislation. Having flexed its 

muscles, Facebook eventually de-escalated the row with Canberra. Like Google, it agreed to pay 

Australian news publishers to an extent sufficient to secure exemption from mandatory arbitration 

under the proposed legislation. However, big tech will have emerged from the fight with the Australian 



government relatively unscathed in what is in reality a small online advertising market for Google (which 

has a 53% share) and Facebook (23%), a warning sign for lesser powers hoping to extract their own wins 

against the internet giants.[7] 

As we try to find solutions for complex issues related to the regulation of the evolving communications 

environment, it is perhaps not appropriate to be excessively influenced by disparate concerns resulting 

from fiscal gaps in government budgets or diminishing returns of old-age private sector industries. 

Maximizing the social and economic benefits of the internet and minimizing the negative side effects is 

the key challenge at hand and we need to find clear, comprehensive and straight-forward regulatory 

frameworks to respond, as the inevitable digital revolution advances.  

 

Principles for policymakers at the international and local levels 

Policymakers face an increasingly complex task in trying to regulate a fast-moving target which 

underpins a large part of our daily lives. It is difficult to construct a one-size-fits-all approach which will 

address the issues faced in different parts of the world as they relate to our evolving and varied digital 

realities. That said, there are of course guiding principles which can be followed at a higher level, with 

ample flexibility for applying these at a more granular localised level.  

At the same time, the fact that a significant part of the Internet is operated by large multinational 

internet intermediaries will likely mean that over the long-term, the application of international guiding 

principles should largely determine outcomes at the local levels and facilitate a convergence of sorts. In 

this way, a flexible pathway based on the following high-level principles should pave the way for the 

ultimate goal of extracting as much benefits as possible from the technological advances of the online 

world, while maximizing safety, security and seamless connectivity for all.  

1. Internet as a basic human right 

Digitalization cannot continue to be a privilege reserved for the developed world. The Covid-19 

pandemic has demonstrated the need to digitalize our economies and services to be able to respond to 

disruptive challenges. Internet as a basic right is already expressed in international frameworks [8] and 

many countries also have legislation in this regard.[9] However a lack of focus on and prioritization of 

policies that can make this happen has meant that these laws have not created the reality of 

connectivity for all.  

Data is often cited as the oil of the fourth industrial revolution. This may be true, but without spectrum 

for mobile internet – a finite resource – the power of data cannot be realized. It is increasingly the 

means by which the disconnected are becoming connected.[10] Hence a smart, forward-thinking policy 

to allocate it is essential. This is why one of the most important policy actions a government can take is 

directly allocating spectrum resources, as governments have done in China [11], New Zealand [12] and 

Mauritius [13], so that the ICT sector can focus investment and resources on deployment.  

However, coverage alone will not solve the problem. According to the GSM Association (GSMA), the gap 

in people who are covered by access to the internet but do not use it, is six times higher than the 

coverage gap itself.[14] We must therefore invest heavily in training our populations in digital skills and 

create incentives for the development of local content. Addressing the lack of basic digital skills, literacy, 



devices, and the issue of affordability will be the most impactful drivers of transiting unconnected 

populations to unfamiliar digital services. Governments can lead by example in prioritizing e-

government services and creating incentives for SMEs to pursue digitalization for their businesses. 

Meanwhile, schools should have digital skills and media literacy (also to counter misinformation) as a 

key part of their education curriculum, and public spaces should provide internet access for people who 

can’t afford access to digital services. 

2. Promotion of Freedom of Expression Rights 

The provision of a digital ecosystem to all populations is only an initial step. Regulation and oversight of 

the spaces created online comes next. We are seeing many of the situations that these new digital 

realities can create, play out in the connected world today: social media companies felt compelled to 

remove former President Trump’s accounts following the storming of Capitol Hill, while Nigeria’s 

government decided to ban Twitter apparently in retaliation for the deletion of an incendiary tweet by 

President Buhari.  

Freedom of Expression in a digitalized world requires free access to online speech, but just as we can be 

criminalized for derogatory and inciting speech in the real world, there must be accountability and 

consequences for our actions online also. Difficulty can arise when different local cultures or 

interpretations clash over what is acceptable in terms of expression. Likewise, politically charged events 

can create tensions and differing views on what is the correct course of action in such circumstances. 

Freedom of expression should be cherished and protected, but not abused. 

3. Data Security and the Promotion of Privacy Rights 

If data is indeed the oil of the fourth industrial revolution, we need to adequately protect the resource, 

particularly as it relates to sensitive personal data. The internet’s power as a tool for socio-economic 

development is amplified in an environment where data can flow freely, with minimum need for 

intervention and with minimal risk of breaches/violations of one’s privacy. There have been many 

incidents where this has failed in recent years, adding a degree of anxiety for both connected and 

unconnected users, as the blurring of the offline and online worlds exposes more and more of our 

personal data to the related risks.  

Transparency from governments and private companies on how a users’ data is managed and regulated 

is central to creating trust. Transparency is needed particularly on data harvesting practices and AI 

algorithms used by technology companies, with a view to more discussion on what acceptable or 

harmful uses of such methods are. Polarization, “thought bubbles” and misinformation are some of the 

outcomes of our current paradigm, therefore more should be demanded from companies in terms of 

how they use data so that we can have a more educated debate on how we can best protect these 

assets, which in turn will better protect the users themselves. 

 

Digital Identification: An inevitable solution? 

In the offline world, personal ID is commonplace. From the moment that we’re born, we are registered 

with a birth certificate. In order to enjoy international travel, open a bank account, or order an alcoholic 

drink, we must secure and provide key identification documents such as passports, driving licenses – 



and now likely from 2021, vaccine passports. Likewise, if we get into trouble on a private or public 

establishment’s premises, we are often required to provide this identification to the relevant authority 

in order to face a sanction for which we are liable, and vice versa if an accident occurs to us in such a 

situation – we will ask for the identification and contact details of the party which inflicted the damage. 

This is part and parcel of a society founded on the concept of the rule of law where accountability for 

one’s actions is a necessary principle for trust and cohabitation.  

At the time of its conception, it was hard for anyone to imagine the future role of the internet in our 

lives. Even today it is quite difficult to predict with any certainty how its role will look in the next few 

decades. It’s safe to assume that the advance of technology and our increased dependency and 

attachment to its utilities will only result in an increasing fusion of the human being and the digital 

world. This requires us to revisit the principles and norms under which the internet has developed. The 

‘Westworld’ approach of an internet where trolls and bad faith actors roam with impunity has created a 

toxic environment for many online. Meanwhile cyber-attacks, aided by encryption and anonymity, are 

threatening key infrastructure and personal data. This is not to downplay the benefits to the Internet 

that the existing laissez-faire framework has been able to incentivize. Instead it poses the question as to 

whether our current oversight tools are equipped to deal with the trend towards a converged physical 

and digital reality.  

The emergence of digital ID has been delayed and restricted by legitimate privacy concerns and a lack of 

trust. We are currently seeing declining levels of trust towards governments, coupled with mistrust 

towards the private sector – particularly digital companies, who in the context of the Covid-19 pandemic 

have profited massively from supercharged digitalization trends. These declining trust levels are 

evidenced by trends shown in public relations and marketing consultancy firm Edelman’s yearly trust 

barometer.[15]  

 

Fig 1: Trust decline in Governments (Edelman) 



 

 

Fig 2: Trust decline in information from different sources (Edelman) 

It isn’t difficult, therefore, to understand concerns around a solution such as a formal digital 

identification. The primary problem with such a tool would be the question of who would manage it and 

how that would be done. There are also obvious issues with this type of identification when coupled 

with the heightened surveillance capabilities of the digital environment, particularly in authoritarian 

regimes.  

Events such as the January 6th 2021 storm on the Capitol in Washington D.C. demonstrate the real-life 

consequences of growing mistrust and polarization. The introduction of rules such as the EU’s GDPR and 

investigations by several governments into digital giants for alleged abuse of market power, among 

other cases, seem like patchwork attempts to deal with a set of overlapping issues and may fail to deal 

with the critical underlying element of safety and trust, in a world where the online and offline realities 

are increasingly blurred. If we do not have a means of identifying people online and providing 

accountability for people’s actions, the internet will only continue to fuel our feelings our mistrust and 

create more opportunities for harm and abuse. 

 

Addressing the Practicalities: A Possible Framework for Online Digital Identification 

Having outlined many of the flaws in our existing online environment, and suggesting a global digital 

identification system as an inevitable solution for these issues, the following principles are intended to 

help guide the regulation of an online digital identification. These principles should maintain a degree of 

flexibility and above everything, should be adaptable to the only thing we can be certain of - further 

changes to our habits online.  



• Digital identity from birth – In the same way as we have birth certificates and passports, a 

digital identity for every individual will become necessary. This would help to foster the 

recognition of internet access as a basic human right, and will help solve problems related to 

accountability online.  

 

One key question is who should manage this. A global supranational body such as the United 

Nations (UN) may be well placed to manage such a system, given users would not always be 

convinced by a certain national government’s ability to adequately manage such critical data in 

an impartial manner. Such a body’s role should only be facilitatory however, and the underlying 

data itself should ultimately be managed by the user themselves. 

 

Another key question is what this digital identification should be based on. Biometric data and 

existing key identification information such as a social security numbers are examples of 

different possibilities. The World Economic Forum’s ‘Known Traveller Digital Identity’ initiative is 

an interesting example, leveraging cryptography, blockchain technology and biometrics to allow 

cross-border travel without presenting physical documents.[16] 

 

• User control – As users navigate the online world, they must be able to retain authority over 

who can use or access their data. The misuse of customer data by third parties has been a key 

driver of mistrust for digital identifications to date. Upon accessing websites, in theory, one 

would need to grant a time-limited permission whereby credentials can be tracked and traced 

as required by the companies who own and manage these online spaces, in the event that this 

data is then required for a criminal investigation or similar purpose. Those extreme events aside, 

the user should always be the controller of their personal data. 

 

• Privacy respecting – Given the growing recognition that business models built on exploiting 

personal data are becoming unviable, it is a good time for a global digital identification proposal 

to build on such commitments. Examples include Apple’s latest “do not track” update [17], and 

Google’s move to strengthen privacy protections with extra safeguards for Android users who 

opt out of sharing their “Advertising ID” — a device identifier that allows marketers to track 

them as they switch between apps.[18] Such moves will likely increase, as companies compete 

for customers based on their commitments on privacy. A global digital identification system 

would receive better buy-in if such trends continue to materialize in the coming years. 

 

• Easy access to public and private services – Easy identification and authentication for access to 

services will reduce the need for multiple passwords and help drive huge efficiencies in 

resources, costs and even carbon emissions related to the current brick and mortar model public 

services where physical presence is required. 

 

• Portability / Interoperability – A digital identity must be easy to use and accepted by all online 

interfaces. You must be able carry it with you on your devices (smartphones, iPads, smart 

watches, etc.) and you must be able to manage your access to services in a quick and seamless 

way, regardless of where you are or which platform you are accessing. Users must also receive 



notifications about when records will be stored until, and how to manage their data.  

 

• Secure and safe – Most concerns will be around the security of one’s personal data. Such 

concerns are legitimate: There are inescapable risks associated with the creation of databases 

like this.[19] At the same time, this concern is also the basis of a key argument for the need for a 

robust global digital identification system. Rising numbers of cyberattacks worldwide (including 

recent events such as the Irish healthcare system [20] or the US pipeline attack [21]) 

demonstrate the need for more accountability online and an online ecosystem where law 

enforcement can better protect key infrastructure and citizens’ data. The imposition of digital 

identity as a requirement for participating in the online world can help in this regard.  

 

Conclusion 

People continue to increasingly turn to digital environments as places to socialize, consume media and 

perform transactions and services – blurring the lines between the online and offline worlds more and 

more. In this context, we can no longer treat the internet as an area where anything goes; the “Wild 

West” approach cannot be sustained. Both individuals and companies must be accountable for their 

actions online. Companies must play their part, and clear regulatory frameworks are needed to provide 

such guidance. However we cannot expect companies to keep us safe and foster positive environments 

in digital worlds where trolls and bad faith actors are given impunity behind the guise of digital rights. 

Every attempt to regulate and address these challenges cannot be dismissed as an attempt to invade 

our privacy rights. We must find a balance.  

The policy response to the challenges posed by the evolving online environment should not be to resist 

progress and reject the benefits it can bring. Instead, it should create adequate safeguards that can help 

channel advances constructively and prepare for the changes that technology will continue to bring in a 

fast-paced digital revolution. We need more accountability online, both for individuals and companies; 

we need to design global solutions wherever possible while allowing flexibility for local contexts, and we 

need to find the right balance between privacy, accountability, and user control. 

While I have been writing this essay, the European Commission has announced plans for a digital 

identity wallet to allow Europeans to access public and private services, allowing citizens to control what 

data is communicated and how it is used.[22] This is effectively the first step towards a European 

version of this global proposal. A bill proposed in the US House of Representatives “to establish a 

governmentwide approach to improving digital identity, and for other purposes” is possibly a US step in 

a similar direction. Indeed, a regionalized model is another way this could work, as long as there is 

interoperability and coordination between the different regional actors. Aside from maybe the UN, a 

supranational entity that can facilitate this for the whole world may be lacking. 

The inevitable logical conclusion of a global digital identity is one that will help drive recognition of 

Internet as a basic human right, help provide accountability online for users and companies alike, 

facilitate better control for individuals over their data, and help law enforcement better police the 

increasingly merged digital and physical realities of today. The key outstanding question is who will be 

the ultimate authority that will manage this type of solution, and how can we ensure it protects the 

rights of its users. Perhaps we can ask Jeeves. 



[1] Network Enforcement Act (Netzdurchsetzunggesetz, NetzDG) 

https://germanlawarchive.iuscomp.org/?p=1245 

[2] Human Rights Watch, February 14th 2018 “Germany: Flawed Social Media Law” 

https://www.hrw.org/news/2018/02/14/germany-flawed-social-media-law 

[3] Ofcom UK “Half of people get news from social media” 

https://www.ofcom.org.uk/about-ofcom/latest/features-and-news/half-of-people-get-news-from-

social-media 

[4] Fahrenheitmarketing “Google receives 44% of global ad spend” 

https://www.fahrenheitmarketing.com/google-receives-44-of-global-ad-spend/ 

[5] Forbrukerrådet “TIME TO BAN SURVEILLANCE-BASED ADVERTISING” June 2021 

https://www.forbrukerradet.no/wp-content/uploads/2021/06/20210622-final-report-time-to-ban-

surveillance-based-advertising.pdf 

[6] BBC, Feb 25th 2021 “Facebook and Google news law passed in Australia” 

https://www.bbc.co.uk/news/world-australia-56163550 

[7] Oxford Analytica “Australian dispute exposes big tech's power and fears” 

https://dailybrief.oxan.com/Analysis/DB259667/Australian-dispute-exposes-big-techs-power-and-fears 

[8] Examples:  

- UN Resolution A/HRC/32/L.20: The promotion, protection and enjoyment of human rights on the 

Internet https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/32/L.20  

- ICCPR Art. 19: Everyone shall have the right to freedom of expression; this right shall include freedom 

to seek, receive and impart information and ideas of all kinds, regardless of frontiers, either orally, in 

writing or in print, in the form of art, or through any other media of his choice. 

https://www.ohchr.org/EN/ProfessionalInterest/Pages/CCPR.aspx 

[9] Examples: Finland, Estonia, France, Spain, Greece, and Costa Rica. https://www.business-

humanrights.org/en/latest-news/india-kerala-becomes-first-state-to-declare-access-to-internet-a-basic-

human-right/ 

[10] GSMA “State of Mobile Connectivity Report 2020” – p7: Since 2015, 1 billion people have gained 

access to the internet through a mobile phone – many for the first time. https://www.gsma.com/r/wp-

content/uploads/2020/09/GSMA-State-of-Mobile-Internet-Connectivity-Report-2020.pdf 

[11] Mobile World Live, December 10th 2018 “China releases 5G spectrum to state run operators” 

 https://www.mobileworldlive.com/asia/asia-news/china-releases-5g-spectrum-to-state-run-operators 

[12] GSMA, June 8th 2020 “New Zealand leads the way with direct approach to 5G spectrum access” 

https://www.gsma.com/spectrum/new-zealand-leads-the-way-with-direct-approach-to-5g-spectrum-
access/ 

[13] Total Telecom, June 22nd 2021 “Mauritius hands out 5G licences” 
https://www.totaltele.com/510036/Mauritius-hands-out-5G-licences 

[14] GSMA “State of Mobile Connectivity Report 2020” – p9: This usage gap is now six times larger than 
the coverage gap. 

https://germanlawarchive.iuscomp.org/?p=1245
https://www.hrw.org/news/2018/02/14/germany-flawed-social-media-law
https://www.ofcom.org.uk/about-ofcom/latest/features-and-news/half-of-people-get-news-from-social-media
https://www.ofcom.org.uk/about-ofcom/latest/features-and-news/half-of-people-get-news-from-social-media
https://www.fahrenheitmarketing.com/google-receives-44-of-global-ad-spend/
https://www.forbrukerradet.no/wp-content/uploads/2021/06/20210622-final-report-time-to-ban-surveillance-based-advertising.pdf
https://www.forbrukerradet.no/wp-content/uploads/2021/06/20210622-final-report-time-to-ban-surveillance-based-advertising.pdf
https://www.bbc.co.uk/news/world-australia-56163550
https://dailybrief.oxan.com/Analysis/DB259667/Australian-dispute-exposes-big-techs-power-and-fears
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/32/L.20
https://www.ohchr.org/EN/ProfessionalInterest/Pages/CCPR.aspx
https://www.business-humanrights.org/en/latest-news/india-kerala-becomes-first-state-to-declare-access-to-internet-a-basic-human-right/
https://www.business-humanrights.org/en/latest-news/india-kerala-becomes-first-state-to-declare-access-to-internet-a-basic-human-right/
https://www.business-humanrights.org/en/latest-news/india-kerala-becomes-first-state-to-declare-access-to-internet-a-basic-human-right/
https://www.gsma.com/r/wp-content/uploads/2020/09/GSMA-State-of-Mobile-Internet-Connectivity-Report-2020.pdf
https://www.gsma.com/r/wp-content/uploads/2020/09/GSMA-State-of-Mobile-Internet-Connectivity-Report-2020.pdf
https://www.mobileworldlive.com/asia/asia-news/china-releases-5g-spectrum-to-state-run-operators
https://www.gsma.com/spectrum/new-zealand-leads-the-way-with-direct-approach-to-5g-spectrum-access/
https://www.gsma.com/spectrum/new-zealand-leads-the-way-with-direct-approach-to-5g-spectrum-access/
https://www.totaltele.com/510036/Mauritius-hands-out-5G-licences


https://www.gsma.com/r/wp-content/uploads/2020/09/GSMA-State-of-Mobile-Internet-Connectivity-
Report-2020.pdf 

[15] Edelman “2021 Trust barometer” 

https://www.edelman.com/trust/2021-trust-barometer 

[16] Known Traveller Digital Identity (KTDI) - a World Economic Forum initiative  

https://ktdi.org/#:~:text=The%20Known%20Traveller%20Digital,enhance%20security%20in%20world%2

0travel 

[17] Washington Post, April 6th 2021 “Facebook now has to ask permission to track your iPhone. Here’s 

how to stop it.” 

https://www.washingtonpost.com/technology/2021/04/26/iphone-ask-app-not-to-track-ios-update/ 

[18] Financial Times, June 3rd 2021 “Google boosts Android privacy protections in attempt to rival Apple” 

https://www.ft.com/content/ff67e5a6-ca3e-42d2-98b8-

01e656a6d396?emailId=60b89251743f4a00048c021a&segmentId=3934ec55-f741-7a04-feb0-

1ddf01985dc2 

[19] Futurum, March 20th 2019 “Chinese Facial Recognition Database Exposes 2.5 Million People” 

https://futurumresearch.com/chinese-facial-recognition-database/ 

[20] BBC, May 21st 2021 “Irish cyber-attack: Hackers bail out Irish health service for free” 

https://www.bbc.co.uk/news/world-europe-57197688 

[21] CNN, June 8th 2021 “US recovers millions in cryptocurrency paid to Colonial Pipeline ransomware 

hackers” 

https://edition.cnn.com/2021/06/07/politics/colonial-pipeline-ransomware-recovered/index.html 

[22] European Commission, June 3rd 2021 “Commission proposes a trusted and secure Digital Identity for 

all Europeans” 

https://ec.europa.eu/commission/presscorner/detail/en/IP_21_2663 

[23] Mr. FOSTER, US House of Representatives, September 2nd 2020 

https://foster.house.gov/sites/foster.house.gov/files/Digital%20Identity%20Act%20of%202020%20%28

FOSTER_065_xml%29.pdf 

 

https://www.gsma.com/r/wp-content/uploads/2020/09/GSMA-State-of-Mobile-Internet-Connectivity-Report-2020.pdf
https://www.gsma.com/r/wp-content/uploads/2020/09/GSMA-State-of-Mobile-Internet-Connectivity-Report-2020.pdf
https://www.edelman.com/trust/2021-trust-barometer
https://ktdi.org/#:~:text=The%20Known%20Traveller%20Digital,enhance%20security%20in%20world%20travel
https://ktdi.org/#:~:text=The%20Known%20Traveller%20Digital,enhance%20security%20in%20world%20travel
https://www.washingtonpost.com/technology/2021/04/26/iphone-ask-app-not-to-track-ios-update/
https://www.ft.com/content/ff67e5a6-ca3e-42d2-98b8-01e656a6d396?emailId=60b89251743f4a00048c021a&segmentId=3934ec55-f741-7a04-feb0-1ddf01985dc2
https://www.ft.com/content/ff67e5a6-ca3e-42d2-98b8-01e656a6d396?emailId=60b89251743f4a00048c021a&segmentId=3934ec55-f741-7a04-feb0-1ddf01985dc2
https://www.ft.com/content/ff67e5a6-ca3e-42d2-98b8-01e656a6d396?emailId=60b89251743f4a00048c021a&segmentId=3934ec55-f741-7a04-feb0-1ddf01985dc2
https://futurumresearch.com/chinese-facial-recognition-database/
https://www.bbc.co.uk/news/world-europe-57197688
https://edition.cnn.com/2021/06/07/politics/colonial-pipeline-ransomware-recovered/index.html
https://ec.europa.eu/commission/presscorner/detail/en/IP_21_2663
https://foster.house.gov/sites/foster.house.gov/files/Digital%20Identity%20Act%20of%202020%20%28FOSTER_065_xml%29.pdf
https://foster.house.gov/sites/foster.house.gov/files/Digital%20Identity%20Act%20of%202020%20%28FOSTER_065_xml%29.pdf

