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INTRODUCTION 

 
In the nineties, the development of a complex ecosystem of Internet service providers raised 

the question if Internet Intermediaries should be considered liable for the contents that their 

users carry on the Internet user-generated contents within which they operate. 

 

Recent national laws, such as the German Network Enforcement law (NetzDG), the Pakistan’s 

Electronic Crimes Act (PECA), India’s Personal Data Protection Bill or the Nigerian Hate 

Speech Bill are pressuring intermediaries to assume a more “pro-active” role to contrast 

terrorism, hate speech, disinformation, copyrights infringements. As such it becomes important 

to ponder over the question about “what principles should guide policy-makers in designing 

local and international approaches for the evolving communications environment?” 

In this report contending viewpoints relating to the question are addressed considering the 3 

major stakeholders that are involved in the communications ecosystem pertaining to the 

evolution of internet intermediaries, which are the Private Sector, the Civil Society and the 

Government. Afterwards a way forward is suggested from the inputs of the report.  

 

An internet intermediary is an entity which provides services that enable people to use the 

internet. There are many different kinds of internet intermediaries which fall into two broad 

categories: “conduits” and “hosts”. “Conduits” are technical providers of internet access or 

transmission services. Conduits do not interfere with the content they are transmitting other 

than for automatic, intermediate or transient storage needed for transmission. “Hosts” are 

providers of content services – for instance, online platforms and storage services.1 There are 

several examples of Internet Intermediaries which fall under the category of Network operators, 

Network infrastructure providers, Internet access providers (IAPs), Internet service providers 

(ISPs), Hosting providers, Social networks, Search engines and aggregators, Internet 

cafes/cyber cafes, Comments sections on blogs or websites. As such they provide a platform 

for new, faster, and cheaper communication technologies, for innovation and productivity 

gains, and for the provision of new products and services. 2 However with constantly evolving 

communications environment, more so amidst the pandemic and in the context of post 

pandemic scenario, it becomes important to assess how future communications can remain 

intact with internet intermediaries as enablers in the local and international approaches to be 

considered by the policy makers. 

 

                                                           
1 https://www.apc.org/en/pubs/apc%E2%80%99s-frequently-asked-questions-internet-intermed 

 
2 “THE ECONOMIC AND SOCIAL ROLE OF INTERNET INTERMEDIARIES”, April 2010, Report by 

Organization for Economic Co-operation and Development (OECD) 

 

https://www.apc.org/en/pubs/apc%E2%80%99s-frequently-asked-questions-internet-intermed


 

THE PRIVATE SECTOR VIEW 

Serving the public conversation remains one of the overarching mission of the Private Sector 

when it comes to communication. The private sector aims to build tools and offer context so 

that people can find credible and authentic information on the platform. The larger goal is to 

make it easy to find credible information on platform and to limit the spread of potentially 

harmful and misleading content. The private sector also aims to regularly work with trusted 

partners, including public health authorities, organizations, and governments to inform their 

communication approach, and thus facilitate healthy communication to people. 

Usually 3 types of communication can be viewed in the context of communication violation 

in the Private sector: 

1.     Misleading information: statements that have been confirmed to be false or misleading by 

subject-matter experts, such as public health authorities. 

2.     Disputed claims: statements in which the accuracy, truthfulness, or credibility of the claim is 

contested or unknown. 

3.     Unverified claims:  information (which could be true or false) that is unconfirmed at the 

time it is shared. 

The intermediaries facilitating communication in the Private sector are classified generally to 

include the platform upon which content is generated and published by users. As an entity 

from the private sector either a platform or even a telecom network provider or a TV/Radio 

service provider can be an Intermediary. Users of platform covers everyone who uses the 

intermediary service and includes the ordinary people and leaders in society 

(politicians/influencers)3.  

  

Best practices observed in designing local as well as international   approaches in the 

evolving communications environment from the private sector view: 

  
Coming up with Community Guidelines document: community guideline document ensures 

that all users are referred to in the usage service, which spells clearly the content that is 

allowed on the platform and what is not allowed. Therefore all users are reasonably notified 

of the guidelines for publishing content, including ensuring that users publish accurate news 

or avoid spreading news that they are not sure of. 

  

Collaboration with the existing ecosystem of Intermediaries: As an intermediary service, the 

private business can also enter into partnership / collaborations with major mainstream news 

content providers who want to use the original service to extend the reach of their news. The 

goal here is to ensure that the communication content/news that they are publishing are well 

researched, checked before publishing on any platforms. 

  

Coming up with red flags or buttons to report communication:  Users can be empowered 

with with necessary buttons situated by published contents to report news items that appear 

                                                           
3 Section 230 of the 1996 US Communications Decency Act 

(https://www.eff.org/issues/cda230#:~:text=Section%20230%20says%20that%20%22No,%C2%A7%20230).) 

 

https://www.eff.org/issues/cda230#:~:text=Section%20230%20says%20that%20%22No,%C2%A7%20230)


dubious and fake. This button is very visible and can easily be used by all users of the 

platform to ensure public attention is drawn to the content that appears doubtful. 

  
Internal audits and scrutiny of content: Aside from internal teams within private businesses 

that check on all reported contents, an entity can also partner with independent fact checker 

organizations, communication audit compliance resource persons, who vet all reported 

contents to ascertain whether they are fake or not. Once a clear determination can be made 

whether or not the content is fake, necessary action can be taken, as enumerated in the 

community guidelines by pulling off the content. 

  

Relationship Management through empowering users of platforms: Empowering users and 

all stakeholders with the right tools to act and play watchdog roles for the community helps to 

build the right connections that draws people to content and communication platforms whilst 

also keeping it safe in a collective effort.  

  

THE CIVIL SOCIETY SECTOR VIEW 
 
Taking the example of The Association for Progressive Communications  (APC) as a subset 

representing the Civil Society Sector, we note that the APC is  an  international  network  and  

non-profit organisation  founded  in  1990  that works  to  help  ensure  everyone  has  

affordable  access  to  a  free  and open  internet  to  improve  lives,  realise  human  rights  

and  create  a  more  just  world. In the context of changing communications environment 

several NGO’s like APC are working towards steering the amplification of communication 

and making the voices of the masses heard at policy implementation level across countries. 

 

APC and majority of the civil society entities view that censorship  is  increasingly being  

implemented  by  private  actors,  with  little  transparency  or  accountability,  and  

disproportionately impacts  groups  and  individuals  who  face  discrimination  in  society  –  

in  other  words,  groups  who  look  to social  media  platforms  to  amplify  their  voices,  

form  associations,  and  organise  for  change. 

 

For  civil society  and  multistakeholder  forums  that  deal  with  content  regulation  in  the  

digital  age  more  broadly, this  is  a  useful  moment  to  assess  the  strengths  and  

shortcomings  of  state  regulation  and  self-regulatory regimes  when  it  comes  to  

protecting  the  wide  range  of  rights  that  internet  users  around  the  world  have come  to  

rely  on  to  exercise  their  rights  online  and  offline. The Civil Society organisation has 

frequently expressed its view on disinformation and content moderation even before 

Pandemic in 2018, for example in the document entitled “Content  regulation  in  the  digital  

age: A Submission  to  the  United  Nations  Special Rapporteur  on  the  right  to  freedom  

of  opinion and  expression” underlining the necessity for better regulation of internet 

intermediaries4 

 

The General recommendations that were made by the APC can form the basis of principles 

for designing the local as well as international approaches in the evolving communications 

environment from the civil society point of view: 

 

                                                           
4 https://www.apc.org/en/pubs/content-regulation-digital-age-submission-united-nations-

special-rapporteur-right-freedom 

https://www.apc.org/en/pubs/content-regulation-digital-age-submission-united-nations-special-rapporteur-right-freedom
https://www.apc.org/en/pubs/content-regulation-digital-age-submission-united-nations-special-rapporteur-right-freedom


State responsibility: The primary responsibility of respecting, protecting and fulfilling 

human rights lies with the state. This includes the duty of policy makers to protect against 

human rights abuses by third parties, including business and other unforeseen circumstances. 

 

Private sector accountability: All companies, regardless of their size, have a responsibility 

to respect human rights, by not infringing on the human rights of users and addressing 

adverse human rights impacts with which they are involved. This submission focuses on the 

large internet platforms, partly because their services are used globally by a large number of 

users. The question to ponder by the policy makers should be whether these large platforms 

need to be treated in a different category because of the way in which they dominate the 

market. Aside from being very large companies, the policy makers should also decide if there 

is something distinct in the way they operate, with their networked effect and the lack of 

alternatives that impacts on users’ exercise of freedom of expression and frame necessary 

laws to keep the rights of the people intact. 

 

Human rights impact assessments: Given that companies are constantly introducing new 

products, updating their policies, and expanding into new jurisdictions, human rights impact 

assessments should be carried out on an ongoing basis in the constantly evolving 

communications environment, and should not be a one-time event. Human rights impact 

assessments should include all human rights that companies’ policies may impact, beyond 

freedom of expression and privacy, to include also economic, social and cultural rights, the 

right to be free from violence, and the right to participate in public life, among others. In 

addition, they should consider how their policies can strengthen, rather than undermine, due 

process. 

 

Due process: Every user should have the right to due process, including to be expeditiously 

notified of content takedowns, the reason for the takedown, and the option to appeal a 

company's takedown decision, in every case. 

 

Alternatives to taking down content: Content removals are just one way of addressing 

content that may be harmful to other users. Platforms are building tools that let users filter 

ads and other content. While this approach has the potential to further “information bubbles”, 

it can also empower users to make informed choices about the content that they see. This may 

be preferable to companies making these decisions for users, when at the end of the day 

companies’ criteria will be influenced by what content is deemed profitable. We encourage 

companies to explore tools that enable users to be in more control of their own online 

experience. 

 

Transparency: Increased transparency is needed in a number of areas in order to better 

safeguard freedom of expression against arbitrary content removals and to better understand 

how the content viewed online is being moderated. 

 

Multistakeholder process: The civil society community recommends the establishment of a 

multistakeholder process, building on existing multistakeholder initiatives, with input from 

different parts of the world, to develop global guidelines or norms to address the challenge of 

harmful content within a rights-respecting framework. This multistakeholder process could 

explore whether establishing a more traditional self-regulatory framework would have 

positive or negative consequences. 

 



Case of EU Disinfo Lab position in regard to Digital Service Act consultation 

submitted  on 31.o6.2021 5 
 

 

The position paper was submitted to the European Commission on March 31st as EU 

DisinfoLab’s contribution to the Commission’s second call for feedback on their proposed 

Digital Services Act. 

 

As per the executive summary of the document, The Digital Services Act (DSA) proposal is a 

step forward in the EU’s approach to creating a safer online space. The harmonisation of 

regulatory oversight and introduction of due diligence obligations for online platforms will 

create a stronger incentive structure for companies to tackle illegal and harmful content. 

However, the DSA does not do enough to tackle disinformation. 

 

Key Considerations for policymakers to combat disinformation: 

 Bolstering Risk Assessments. The Commission should consider “risk 

assessments for systemic risks” to further specify the risks related to 

disinformation along with a framework for assessing systemic risks related to 

disinformation, and provide further obligations for all services faced with such 

risks. 

 Expanding “Know Your Business Customer” Obligations. The Commission 

should consider expanding the “Know Your Business Customer” (KYBC) rules 

to cover a wider range of digital services. 

 More nuanced understanding of “vetted researchers”. Over the past five 

years, the field of disinformation research has grown beyond the university lab, 

the DSA risks excluding a large number of competent researchers by giving a 

monopoly of the “vetted researcher” status to academics. 

Best Practices from Civil Society Sector point of view for tackling disinformation in the 

times of COVID-196 

 Immediately commit to preserving all data on content removal during the 

COVID-19 pandemic, including but not limited to information about 

which takedowns did not receive human review, whether users tried to 

appeal the takedown (when that information is available), and reports that 

were not acted upon.  

 Preserve all content that the platform is automatically blocking or 

removing, including individual posts, videos, images, and entire 

accounts. 

 Produce transparency reports that include information about content 

blocking and removal related to COVID-19  

 Provide access to this data in the future to researchers and 

journalists, recognizing that privacy will need to be ensured. 
 

 

                                                           
5 https://www.disinfo.eu/advocacy/how-the-digital-services-act-%28dsa%29-can-tackle-disinformation/ 

 
6 https://cdt.org/insights/covid-19-content-moderation-research-letter/ 

 

https://ec.europa.eu/digital-single-market/en/news/proposal-regulation-european-parliament-and-council-single-market-digital-services-digital
https://www.disinfo.eu/advocacy/how-the-digital-services-act-%28dsa%29-can-tackle-disinformation/
https://cdt.org/insights/covid-19-content-moderation-research-letter/


THE GOVERNMENT SECTOR VIEW 
 

Governments across the globe is working to develop strategies to increase internet access for 

digitally excluded communities, or those with limited connectivity. In the short term, its focus 

has been on data costs, free public Wi-Fi spaces, and the cost of access to devices reduced or 

subsidised. As such it becomes imperative to come up with strategies on intermediary 

liability, content moderation and effective communication as well. 

 

The Ministry of Electronics and Information Technology ("MEITY") of India had 

prepared the draft Information Technology Intermediary Guidelines (Amendment) Rules, 

2018 to replace the existing Information Technology (Intermediary Guidelines) Rules, 2011 

("2011 Guidelines") in response to the spread of fake news and misuse of social media 

platforms.7 

 

In the near term, plans for a rapid up-scaling of community networks should also be 

supported in policy directives as it creates a healthy competitive environment for more 

Intermediaries and as such there in no monopoly or exploitation from any single such entity. 

 

Some key instances and examples observed in terms of legislation and policy building in the 

internet intermediaries ecosystem in light of the evolving communication environment:  

 

European Parliament - In the context of the reform of the E-commerce Directive, some 

academics stress that the current policy approach in the European Union should shift from 

intermediary liability to intermediary responsibility and support a liability regime for online 

intermediaries addressing both 'illegal' and 'harmful' content. Such an approach is also 

favoured by large online platforms, who have called for the adoption of a two-fold EU 

framework that would clearly distinguish between the principles of responsibility and 

liability.  

 

The European Union Agency for Cybersecurity (ENISA) is the European Union's agency 

dedicated to achieving a high common level of cybersecurity across Europe. It suggests to 

avoid fragmentation and the need for a coherent approach while taking into account the 

specificities of each sector for communication. In Europe, Digital Service Providers, social 

media, online platforms and messaging service providers are advised to deploy technology 

that will identify unusual traffic patterns that could be associated with the spread of 

disinformation or cyberattacks. While it is recognised that some of the above players have 

agreed to self-regulate and introduce disinformation policies, consideration should be given 

to regulation of these platforms at an EU level to ensure a consistent and harmonised 

approach. Similar approaches can be devised for other countries and also carried out locally 

within the jurisdiction of states. 

 

Intermediary liability protection legally underpins three of the critical properties that make 

the Internet what it is: a technology neutral general-purpose network with open architecture, 

common services, decentralized management, and distributed routing. Its reduction or 

removal in specific countries will create operational impacts that harm the Internet as a 

whole. The increased cost and risk for operators and service providers will mean lower 

                                                           
7 https://www.mondaq.com/india/media-entertainment-law/1042234/new-rules-for-digital-media-platforms-and-

intermediaries 

https://www.mondaq.com/india/media-entertainment-law/1042234/new-rules-for-digital-media-platforms-and-intermediaries
https://www.mondaq.com/india/media-entertainment-law/1042234/new-rules-for-digital-media-platforms-and-intermediaries


investment for Government, diversion of limited resources to non-core activity, and a 

lessening of the effectiveness and value of the network as a whole. 

Globally, three broad but distinct models of liability for intermediaries have emerged 

within the Internet ecosystem which the nation states adhere to:8 

1. Strict liability model under which intermediaries are liable for third party content used in 

countries such as China and Thailand 

2. Safe harbour model granting intermediaries immunity, provided their compliance on 

certain requirements 

3. Broad immunity model that grants intermediaries broad or conditional immunity from 

liability for third party content and exempts them from any general requirement to monitor 

content. 

While the models described above can provide useful guidance for the drafting or the 

improvement of the current legislation of intermediaries for boosting communication, they 

are limited in their scope and application as they fail to account for the different roles and 

functions of intermediaries.  

This limitation of existing models in recognizing that different types of intermediaries 

perform different functions or roles  and therefore should have different liability, poses an 

interesting area for research and global deliberation. Establishing specific classification of 

intermediaries, will also help analyze existing patterns of influence in relation to content and 

communication for example when the removal of content by upstream intermediaries results 

in undue over-blocking. 

 
Fig 1: Conceptual foundations and research strands of the emerging literature on 

intermediaries in transitions.9 

                                                           
8 https://www.mediadefence.org/ereader/publications/advanced-modules-on-digital-rights-and-freedom-of-

expression-online/module-5-trends-in-censorship-by-private-actors/intermediary-liability/ 

 
9 Source: Paula Kivimaa, Wouter Boon, Sampsa Hyysalo, Laurens Klerkx, Towards a typology of 

intermediaries in sustainability transitions: A systematic review and a research agenda, Research Policy, 

Volume 48, Issue 4, 2019, Pages 1062-1075, ISSN 0048-7333, https://doi.org/10.1016/j.respol.2018.10.006. 

https://www.mediadefence.org/ereader/publications/advanced-modules-on-digital-rights-and-freedom-of-expression-online/module-5-trends-in-censorship-by-private-actors/intermediary-liability/
https://www.mediadefence.org/ereader/publications/advanced-modules-on-digital-rights-and-freedom-of-expression-online/module-5-trends-in-censorship-by-private-actors/intermediary-liability/


Distinguishing intermediaries on the basis of their roles and functions in the Internet 

ecosystem is critical to ensuring a balanced system of liability and addressing concerns for 

freedom of expression. Rather than the highly abstracted view of intermediaries as providing 

a single unified service of connecting third parties, the definition of intermediaries must 

expand to include the specific role and function they have in relation  to users'  rights.  A 

successful digital intermediary liability regime must balance the needs of producers, 

consumers, affected parties and law enforcement, address the risk of abuses for political or 

commercial purposes, safeguard human rights and contribute to the evolution of uniform 

principles and safeguards. 

The above figure gives a holistic view of foundations and research strands of the emerging 

literature on intermediaries in sustainability transitions. Considering this framework, 

policymakers can look forward to create an internet and communications ecosystem where:  
 

(1) Systemic intermediaries are supported and managed in a bottom up approach,  

(2) Intermediaries in urban transitions are nurtured for techno-economic feasibility and 

innovation,  

(3) Intermediaries in niche development areas are encouraged, and  

(4) Innovation intermediaries in transitions are supported in the evolving communications 

environment 

 

DISCUSSING THE CASE OF DISINFORMATION IN TIMES OF COVID-19 AND IN 

THE BACKROUND OF THE ABOVE ARGUMENTS 

 

After an initial spike, COVID-19 related domains registered per day are constantly decreasing 

COVID-19 related spam are also decreasing with time, but still high with a relatively high 

spike shown during the second wave of the pandemic in developing countries like 

India. Phishing and other social engineering frauds have also been witnessed during the course 

of the pandemic.  

 

Since the onset of the pandemic, a growing number of COVID-19-related cybercrime scam 

incidents have been reported (Naidoo, 2020). Various types of scams exploit people’s fear of 

the virus and the general uncertainty surrounding the outbreak. Scammers typically want to sell 

some remedies or health-checks through misled communication. Below listed are two 

examples of such cases. 

 

 

 High-tech masks’ promoted. An advertisement for the website norskemasker.com 

appeared in the Facebook feed of many Norwegians on 9 March 2020. 

 Pensioners tricked into revealing their confidential bank details. On 18 March 

2020, the Estonian Police warned people via social media of a COVID-19-related scam: 

a man calling pensioners and telling them that because pension home delivery had been 

cancelled due to the COVID-19 situation, they should provide the caller with personal 

bank details to receive their pension.  

 

When policies and other social-structural measures are introduced that support people’s 

information literacy and broad understanding of pandemic-related risks, and when improved 

https://www.tandfonline.com/doi/full/10.1080/13669877.2020.1871058


social conditions help to increase everyone’s capacity and willingness to react appropriately 

to health crises, then situational and individual factors become less critical. 

 

New digital services providers (such as cloud infrastructures, content distribution network, 

search engines, social networks and media-sharing platforms, online advertising services, 

digital services built on electronic contracts and distributed ledgers such as blockchain), or 

collaborative economy platforms (such as AirBnB and Uber) and online marketplaces (used to 

provided legal but also illegal and counterfeit products), could or could not benefit from a safe 

harbour regime.   It is important to underpin the safe harbour regime and in particular the 

definition of 'information society service providers' and the difference between 'active' role and 

'passive' role. The possibility of imposing algorithm transparency and neutrality in order to 

grant liability/responsibility immunity for online intermediaries should be assessed by 

policymakers. 

 

WAY FORWARD AND CONCLUSION 

 
 

Figure 2: A model of layers of intermediaries connecting a data source with users  

(Source: Van Schalkwyk, Francois & Cañares, Michael & Chattapadhyay, Sumandro & 

Andrason, Alexander. (2015). Open Data Intermediaries in Developing Countries. 

10.6084/M9.FIGSHARE.1449222.) 
 
 

Online intermediaries have played and will continue to play an important role to enable 

Digital services across the globe. Online intermediaries are thriving due to a large single 

market throughout the world, so that the economies of scale inherent to the Internet can bring 

the fullest benefit to the users – whether individuals or companies. Thus the Policymakers 

efforts towards nurturing this Internet ecosystem with changing communications environment 

will naturally be enhanced via the action of online intermediaries - insofar as it can continue 

to bring down barriers and burdens that fragment the different markets.  

 

For Example, with reference to the above figure, concept of open data intermediaries using 

the theoretical framework of Bourdieu’s social model, particularly his species of capital was 

discussed wherein secondary data on intermediaries from Emerging Impacts of Open Data in 

Developing Countries research was analyzed according to a working definition of an open 

data intermediary presented in the paper, and with a focus on how intermediaries are able to 

link agents in an open data supply chain, including to grassroots communities. Such similar 

approaches can be taken by policymakers across the globe to create pilot studies in localized 

environments and gauge the viability of intermediaries in terms of value creation and social 

benefit. 

 



The proximity to data or users can further be expressed through this model as a function of 

the changing communication within an intended area particular one which intermediary 

possesses, and then accordingly legal mechanisms can be improved further to encourage 

intermediaries in creating value for the system. 

Furthermore, a One Size Fits All Approach to content Moderation does not work. There 

should be agreement among the policymakers, technical society and the civil society sector 

on addressing the various needs to enable approaches of content moderation, depending on 

where a platform sits in the Internet ecosystem and the remedy proposed. For example 

consumer content generating platforms, social media, enterprise, hosting, data centers, cloud 

platform, domain name registrars, or even ISPs, only then a more robust platform can be 

designed which will fulfil the criteria of thriving intermediaries. 

 

A path forward to developing a Multistakeholder Framework for understanding content 

moderation beyond social media that could be developed post policy discussions in the 

parliament, academic institutions, technical headquarters and used for inter-sessional and 

interdisciplinary work. 

 

These approaches if taken into consideration holistically by the policymakers can thus pave a 

way for digital intermediaries to thrive in the background of changing communications 

environment. Also, the approaches enumerated in the report are non-exhaustive in nature and 

can further be utilized in designing robust local and international approaches for digital 

intermediaries’ management. 
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