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A “headline” milestone has been reached – according to
the ITU, just over half of the world’s population now has
access to the internet. However, breaking the 50% barrier
does not seem like such a great achievement, especially
from the standpoint of the developed world, which has
taken the internet for granted for some time. More
interestingly, the ITU also reports that nearly all people
live within mobile coverage and about 90% could indeed be online (as they
have access to 3G or better networks). As we explored in depth at our
Annual Conference in Mexico, connectivity is now not the only prerequisite: there are others, such as bringing down the high cost of
smartphones and contracts, and the development of applications and
content that “in country” people find useful (so as to boost demand-side
factors). Having said that, connectivity does not stand still – today’s internet
applications will increasingly need 4G, 5G and fibre infrastructure for true
digital inclusion. The answers, as we discussed, lie in a complex balancing
of often competing public policies, and certainly in stable legal and
regulatory frameworks informed, as they should be, by rigorous, evidencebased analysis. The fundamentals of incentivising investment, applying
subsidies, allocating spectrum and developing digital literacy remain very
much on the table – and indeed are still highly relevant for digital inclusion
even in the world’s top economies.
Chris Chapman, president, IIC
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NEWS
FROM AROUND THE GLOBE
DIGITAL DIVIDE

WORLD PASSES 50% MARK

TeleGeography’s 2018 Global Internet Map tracks global capacity, traffic and pricing data, as well as
global user figures and the most connected ISPs. See bit.ly/2QBh2af

ARTIFICIAL INTELLIGENCE

EU SETS OUT AI PLAN AMID CONCERNS
The European Commission (EC) has published a plan prepared with
member states to foster the development and use of artificial intelligence
(AI) in Europe. It focuses on four areas: increasing investment, making more
data available, fostering talent and ensuring trust.
The EC recognises that investment levels for AI in the EU are low and
fragmented compared with other parts of the world such as the US and
China, and has set out various European funding models and a network of
European AI excellence centres. It also proposes to create cross-border
“data spaces” for AI; support advanced degrees in AI through scholarships;
and a group of experts, representing academia, business and civil society, is
working on ethics guidelines for the development and use of AI.
A first version of the ethics guidelines has been published and the
experts will present their final version to the EC in March 2019 after
consultation through the European AI Alliance. The ambition is then to
bring Europe’s ethical approach to the global stage and cooperation is
invited with all non-EU countries “that are willing to share the same values”.
Meanwhile, the third annual AI report from the AI Now Institute at New
York University notes a year of “cascading AI scandals” that have raised
questions of accountability, saying “existing regulatory frameworks fall
well short of what’s needed”. Among the report’s recommendations:
l Governments need to regulate AI by expanding the powers of sectorspecific agencies to audit and monitor these technologies by domain
l Facial recognition and “affect recognition” (a subclass of facial
technology) need stringent regulation to protect the public interest
l The AI industry urgently needs new approaches to governance and AI
companies should waive trade secrecy and other legal claims that stand in
the way of accountability in the public sector
l Technology companies should provide protection for conscientious
objectors, employee unions and ethical whistleblowers
l Consumer protection agencies should apply “truth-in-advertising” laws
to AI products and services.
European plan: bit.ly/2RHn9a2. AI Now report: bit.ly/2UsZxru. Also issued is
the Montreal Declaration for Responsible Development of AI: bit.ly/2Qmw701
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The ITU estimates that at the end of 2018, about 51%
of the global population, or 3.9 billion people, will
be using the internet. In developed countries, slow
and steady growth has increased the percentage of
population using the internet from 51.3% in 2005 to
80.9% in 2018. In developing countries, growth has
been much more sustained, increasing from 7.7% in
2005 to 45.3% at the end of 2018. Of the ITU regions,
the strongest growth was in Africa, where people using
the internet increased from 2.1% in 2005 to 24.4% in
2018. While fixed telephone subscriptions continue
to decline, with a penetration rate of 12.4% in 2018,
the number of mobile subscriptions is greater than
the global population. Mobile broadband penetration
rates have reached 61 per 100 inhabitants in 2018, and
nearly the entire world population (96%), now lives
within reach of a mobile cellular network.
The global and regional estimates are in Measuring
the Information Society, released at the 18th World
Telecommunication/ICT Indicators Symposium (WTIS).

OVER THE TOP

INDIA REJOINS OTT DEBATE
The Telecom Regulatory Authority of India (TRAI)
has restarted the debate on regulating over the
top (OTT) services such as WhatsApp and Skype
by issuing a consultation paper, “Regulatory
framework for OTT communication services”.
The paper “seeks to analyse and discuss the
implications of the growth of OTT services…
the relationship between TSPs [telecoms service
providers] and OTT players, whether any change
is required in the current regulatory framework
and the manner in which such changes should
be effected”, the regulator says. TRAI has sought
comments from stakeholders on whether a
regulatory or licensing imbalance is impacting
investments in telecoms networks, if there is any
issue of a non-level playing field between OTT
providers and TSPs, and any issues on lawful
interception of OTT that are required to be
resolved in the interest of national security.

EUROPE

CODE PASSED INTO LAW
The European Council of Ministers has approved
a directive establishing the European Electronic
Communications Code and the legislation was
published in the EU’s Official Journal in December.
Also issued is a revised regulation for the European
regulators body (BEREC). The code aims to stimulate
investment, better protect consumers and establishes
an emergency number for public warnings.
www.iicom.org
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and Telecommunications and
Media Forum

INTERNET GOVERNANCE

MACRON CALLS FOR EXTENSIVE REFORM
The 2018 Internet Governance Forum
(IGF) held in Paris saw the first
appearance at the event of a UN
secretary general, and also a speech by
Emmanuel Macron, in which he said
the internet is “profoundly threatened”
by cyber attacks, hate speech and
disinformation, and by the internet
giants. Macron said regulation is
needed for the success of the internet
and that a middle course must be
charted between a self-governing
“Californian” model and an
authoritarian “Chinese internet”, and
that the IGF “needs to produce more
than just debate and reflection” and
produce “tangible proposals”.
He suggested putting the IGF
directly under the UN secretary
general and outlined several initiatives
on content, including cooperation
between France and Facebook on
fighting hate speech, and support for
the “Paris Call for Trust and Security in
Cyberspace”. The call was issued during
Paris Peace Week, which included the

inaugural events of the Paris Peace
Forum and the GovTech Summit.
In his address, UN secretary general
António Guterres called for a
multidisciplinary approach, including
experts not usually involved such as
philosophers and anthropologists, and
encouraging a shared language to
make the IGF’s work more inclusive.
Artificial intelligence was prominent
at the IGF from ethical and legal
perspectives. There were concerns
about the use of biometric data,
protection for journalists, and rights
for disabled people. Cybersecurity
continues to be a major theme, and
current processes to strengthen it
were highlighted, and also new
principles for the internet of things.
The EU’s copyright directive was
criticised, and there was much
discussion on platforms and content.
Links to achieving the Sustainable
Development Goals (SDGs) were still
prominent, as expected.
See IGF report at bit.ly/2rv3bnm

DISINFORMATION

LSE PROPOSES
INFO WATCHDOG

The Truth, Trust and Technology
Commission at the London School of
Economics has published a report,
“Tackling the information crisis”, in which
the key proposal is for an independent
platform agency for the UK that would
be a watchdog – rather than a regulator
– which evaluates the effectiveness
of platform self-regulation and the
development of quality journalism,
reporting to parliament and offering
policy advice. It should be funded by a
new levy on UK social media and search
advertising revenue, be a permanent
forum for monitoring the behaviour of
online platforms, and provide annual
reviews of “the state of disinformation”.
The report also suggests ways to support
the traditional news industry to combat
the information crisis and calls on the
government to coordinate a media
literacy programme. bit.ly/2S0N5NG

www.iicom.org

SPECTRUM

GSMA WARNS ON
5G DECISIONS
The successful rollout of 5G services
relies on timely access to the right
amount and type of spectrum in
the next year, warns the GSMA
in an industry position paper
aimed at influencing the World
Radio Communication (WRC-19)
conference in 2019. The operators’
body says that governments around
the world have started to auction
spectrum for 5G networks, but
variations in how much spectrum
has been assigned, the onerous
conditions imposed – and the cost
of access to that spectrum – means
the speed, reach and quality of 5G
services could vary dramatically
between countries. Several key
considerations for governments and
regulators are set out, including
that 5G needs wider frequency
bands to support higher speeds and
larger amounts of traffic.

26-27 March 2019, Brussels
IIC Telecommunications and
Media Forum
May 2019, Miami
IIC Telecommunications and
Media Forum
25-26 June 2019, Riga
IIC Telecommunications and
Media Forum (in association
with BEREC)
7-10 October 2019, London
IIC Communications Policy and
Regulation Week, including 50th
Annual Conference

IN BRIEF
BIG DATA HEARING

The US Federal Trade Commission
(FTC) has held a 3 day hearing on big
data and privacy in a series on
competition and consumer
protection in the 21st century.
The materials are at bit.ly/2B1RLfq

CANADA CONNECTS

Canadian broadband operators
have launched a scheme for low
income families. Connecting
Families, backed by the government,
provides a fixed internet connection
with at least 10 Mbps and 100 GB of
data for CAD9.99 a month with no
contract or credit check.

FACING REGULATION

Microsoft has renewed a call to
regulate facial recognition. “Unless
we act, we risk waking up in 5 years
to find that services have spread in
ways that exacerbate societal issues,”
says the firm’s president, Brad Smith.
See blog post at bit.ly/2PotxkO

PLATFORM PRELIMS

The Australian Competition and
Consumer Commission has issued
preliminary recommendations in its
digital platforms inquiry, which is
covering Google, Facebook and the
Australian news and advertising
industries. See bit.ly/2BhEwHN

BEREC ELECTION

BEREC, the European regulators
body, has elected Dan Sjöblom of the
Swedish Post and Telecom Authority
as chair for 2020. Jeremy Godfrey
(ComReg, Ireland) is chair for 2019.
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MANY MESSAGES
FROM MEXICO
The IIC’s annual conference in 2018 was held in Mexico City and, not surprisingly,
Latin American developments were prominent. Report by MARC BEISHON

T

he IIC’s 49th annual conference, part of its
Communications Policy and Regulation Week
held each year, took place in Mexico City.
It was preceded by the International Regulators
Forum (IRF), hosted by Mexico’s regulator, the
Federal Institute of Telecommunications (IFT). The
main annual conference sessions are reported below
– they featured a number of keynotes, including by
the incoming vice minister of ICT for the new
Mexican administration, and Ajit Pai, chair of the
US Federal Communications Commission (FCC).

OPENING SESSION: FCC TO THE FORE
Chris Chapman, IIC president, opened the
conference by posing a rhetorical question he also
raised at the IRF: Where does one start in analysing
this postmodern world we seem to be living in?
Noting everything from economic uncertainty, jobs
and the spectre of AI, and climate change concerns,
to an “overabundance, perhaps, of populism”, he
said that much societal and political disorder is
arising directly and indirectly from unrelenting
digital disruption. Digital transformation is moving
out of virtual world to “real” industries such as
financial services and manufacturing, and each
innovation tends to
add exponential
A key aspect of
rather than linear
change.
regulatory humility is
Gabriel
scepticism towards
Contreras Saldivar,
pre-emptive regulation
IFT president,
followed with
of new technologies.
some numbers,
such as that by
2025 only 1 in 10 connections will be between
humans and devices – the rest will be machine to
machine, and that there is no industry that will not
be impacted by interconnectivity. But he said that
such connectivity needs to be a reality for all, and
asked if enough is being done about the deployment
of infrastructure for the hyperconnected world.
“What do we have to do to have an ecosystem of
converged telecoms, and what is the role of the
authorities,” he asked. He also spoke about Mexico
and recent policy on spectrum, and challenges for
spectrum worldwide, adding, “Clearly we need
stable authorities with stable legal frameworks that
are transparent and predictable.”
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Ajit Pai, chairman of the FCC, gave his vision
of the role of government as beginning with a
posture of “regulatory humility”. “I believe that
history has shown us, without a doubt, that a
competitive free market is the most powerful
force we have for driving technological
innovation and promoting consumer welfare.”
In particular, the government should aim to
minimise regulatory uncertainty, which can
deter long-term investment decisions. “And I also
believe that a key aspect of regulatory humility is
scepticism towards pre-emptive regulation of new
technologies, rules that try to guess about the
market failures before they have even occurred.
I believe that a careful case by case approach
to evaluating emerging markets and new
technologies is more likely to maximise
consumer welfare over the long run and to lead
to technological progress.”
Being nimble though is hard in the fast-paced
tech sector, and Pai highlighted the FCC’s work in
5G as an exemplar of his regulatory approach,
and spoke about freeing up spectrum, promoting
more wireless infrastructure, and modernising
regulations.
On spectrum, he said the FCC has moved
aggressively, conducting the world’s first
incentive auction for the 600 MHz band
previously held by the TV broadcasters, and that
“we will begin auctioning 28 GHz millimetre
wave spectrum followed immediately by an
auction of 24 GHz spectrum. And then in the
second half of [2019] we intend to auction off
three more spectrum bands, 37 GHz, 39 GHz, and
47 GHz.” The FCC was also scheduled to vote on
two more spectrum proposals, “one would
modify our rules for mid-band spectrum in
the 3.5 GHz band to increase incentives for
investment and innovation and 5G deployment,
and the other would allow unlicensed devices to
use the 6 GHz band to pioneer new frontiers for
Wi-Fi and the like.”
Put together, over the next 18 months or so,
Pai said the FCC will free up about 5 GHz of
spectrum for 5G services – more spectrum than
currently held by all the mobile broadband
providers in the US.
On infrastructure, Pai said that the goal is
fairly simple – “All of the spectrum in the world
www.iicom.org
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will not matter if we don’t have the 5G network
architecture to support that traffic... We will not
let today’s red tape strangle the 5G future.” He said
the FCC has reformed its wireless infrastructure
rules, and will keep doing so, mentioning that
small cells do not now have to go through the same
environmental process as a 60 metre tower, and that
cities can rule on small cell siting applications, with
reasonable limits on siting fees.
And he said the FCC has been busy revising, or
just repealing, outdated regulations that no longer
serve the interests of the future, especially when it
comes to 5G. “We have modernised our rules that
required investment in maintaining out of date
copper networks. This we think will direct more
investment towards next-generation technologies
like fibre. We are also making it cheaper and easier
for companies of all kinds, especially competitive
entrants, to string fibre on utility poles with a bold
new policy called, ‘one-touch, make-ready’. This will
substantially lower the cost and speed up the time
for building these networks.” He also mentioned the
overturning of the open internet order, the US
version of net neutrality.
“But I think it’s also critical not to confuse
regulatory humility for a complete absence of
government, because I do believe that government
has a role to play, an important role in the
communications sector. For example, government
clearly must take action when it comes to public
safety and consumer protection.” Here he
mentioned helping networks to recover after
hurricanes, and stopping unwanted telemarketing
calls, a top priority for consumer protection.
“We have hit hard against these illegal spoofing
schemes. [and] imposed over $200 million in fines
since I became chairman.”
Pai also covered digital inclusion in the US,
highlighting a reverse auction in which the FCC
awarded $1.5 billion to over 100 bidders to help
provide broadband to more than 700,000 homes
and businesses, and mentioned other technologies,
including next-generation broadcast television, and
new satellite constellations.
Looking at international cooperation, he noted
www.iicom.org

Left: Ajit Pai, FCC
chairman, delivers
his keynote
Right: Delegates
show their
appreciation
in the main
conference room

work in the ITU on regional spectrum, and
referenced discussions on artificial intelligence,
saying, “People agree that we should avoid
regulation in this space for now but it’s also
important to start thinking about the challenges
that AI could unleash, so that regulators aren’t
caught unprepared.”

CONVERGENCE IN THE REGION
Pablo Bello, executive director of the Inter-American
Association of Telecom Operators (ASIET), chaired
the first panel, which was on priorities for the
converging communications ecosystem in Latin
America. He said that an ASIET report, recently
issued, identified how crucial digitisation is to
sustainable growth in Latin America and for
building on past productivity gains. Telecoms is by
far the best infrastructure that Latin America has,
he said, but currently 1 out of 2 Latin Americans is
not connected, and 2 out 3 households have no
internet, while the trend for more connected
devices does not favour the region.
A key topic is the quality of public policies to
increase investment and to counter gloomy
projections by the World Bank, but Bello noted
that telecoms infrastructure is only 20% of the
obstacles – the primary issue is how to overcome
the limitations of household incomes.
Edgar Olvera Jiménez, undersecretary of
communications, Mexican Ministry of
Communications and Transportation, agreed with
the diagnosis of the problems, and pointed to tax
policy as part of the solution. That means
considering exemptions for telecoms services
because of their potential for economic and
national development. This could extend to service
consumption and the cost of devices to help
consumers. He noted though that while
competition among operators in Mexico has
resulted in lower prices, this does squeeze their
margins and so could result in investors choosing
sectors with higher returns.
Hannia Vega, president of SUTEL, Costa Rica’s
regulator, said regulators “cannot continue with a
classical vision of the way we work” but it is “a
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challenge to change our paradigms” for digital
transformation. Costa Rica, she said, is
implementing a regulatory framework that is
“flexible, multisectoral, neutral and transparent,
guaranteeing clear rules of the game”, while for
investment the main challenge is to guarantee that
all markets remain in effective competition. Vega
emphasised intersectoral collaboration and acting
in a timely way.
Alberto Jácome Espinosa, vice minister of ICT in
Ecuador, picked up the themes of digital inclusion,
investment and legal and regulatory frameworks,
noting that it is important to establish stability
given that governments change, which indeed was
the case in Ecuador in 2017.
The final speaker in this Latin America line-up
was Héctor Huici, ICT secretary for Argentina, who
spoke about defining public policy. “One can fall
into the temptation of saying defining this is easy –
we want to improve the wellbeing of consumers,
or that every ICT user has quality products and
affordable prices, or we want 100% connectivity, etc.
But other public policies may collide with this, such
as maximising income and jobs, and protecting
national industries. We need to see if the
instruments we are proposing are optimal to
achieve these public policy objectives. For example,
one may think that we must reduce tariffs on
importing and at the same time we can create an
instrument that will help the deployment of
infrastructure. However, we have to identify
whether this implementation is going to achieve
the expected result or is it just going to increase a
company’s profitability.”
Another example he gave is quality of service and
applying penalties as incentives. “But sometimes
the problem is in the municipal limits for the
deployment of infrastructure, so even if we impose
fees we are not going to improve service quality.”
The answer lies in rigorous data analysis, while
legality of public policy instruments is a key
concern, and modifications require consensus.
“Regulation cannot be independent of scientific
knowledge, especially economic and legal science.”
In a second round of comments, the speakers
filled in details of various country initiatives, such
as in Ecuador where it was noted that the country
needs nearly $600 million in digital infrastructure
investment to realise plans for universal service and
migration to digital TV.

From top: Carlos Sánchez,
AT&T Mexico, gives a
keynote on progress and
barriers in Mexico from the
industry view; a question
from the floor; Clara Luz,
Panamerican University,
fields a question on the
connectivity panel;
Pablo Bello, Inter-American
Association of Telecom
Operators (ASIET), speaking
as chair of the convergence
panel, alongside Hannia
Vega and Edgar Jiménez

DELIVERING CONNECTIVITY
Tom Dailey, general counsel at Verizon, started his
talk about connectivity by saying that Verizon
believes the steps taken by the FCC as outlined
earlier by Ajit Pai are the right ones. He said the 5G
revolution will blur the lines between the physical,
digital and virtual worlds, and that one way to think
about 5G is that it’s a group of new technologies
that are changing the future of connectivity. This
includes software defined networks (SDN), “the
technology of choice for many of our multinational
enterprise and government customers who are
demanding secure, high performance networks that
can adapt to the needs of multiple locations with
6 InterMEDIA | December/January 2019 Vol 46 Issue 4
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bandwidth demands that vary by application”.
There can be no 5G without massive investment in
fibre, he added, and of course in spectrum.
Dailey described 5G applications such as Verizon’s
fixed-wireless service, already live in cities such as
Los Angeles and Houston, with 5G mobile the next
step. For business, 5G is the “ultimate enabling
technology” for applications such as autonomous
vehicles, rural healthcare, remote control of
manufacturing, and smart cities.
All this though needs regulatory simplification
that speeds time to market and eases market entry,
and the good news, said Dailey, is that we are seeing
examples of simplification in practice. “One way to
reform regulation that has little or no impact on
consumers is simplification of obligations imposed
on enterprise service providers,” he said, mentioning
a new quality of service regulation in Argentina that
excludes from the quality requirements certain
types of business customers that have negotiated
service level agreements in arms length contracts.
Apart from the US plans detailed by Pai, he noted
countries that have adopted infrastructure reforms
to accelerate the deployment of 5G include Chile,
the UAE and the UK, and that so far more than 40
operators globally have announced plans to launch
5G commercial services in 30 markets.
Clara Luz, a telecoms academic at the
Panamerican University, Mexico City, addressed the
unconnected in Mexico – quite the opposite of the
5G story. She said that 70% of Mexicans have mobile
phones, but only about 70% of them have a
smartphone and only about 45% of these have
an internet service. “I would like you to see
unconnected people as a business opportunity,”
she said, addressing industry representatives at the
meeting. “We have to start looking at unconnected
people with out of the box thinking.”
By this she meant looking more closely at
demand-side strategies, such as by developing
partnerships with social enterprises in areas away
from the main conurbations. Field studies in
Mexico, said Luz, show that focusing only on
connectivity leads to failure because people do not
use technology, or only in a limited way.
This session featured a number of other industry
viewpoints. One noted that there is no such thing as
a purely wireless network, and we need fibre, coax,
towers and small cells. A good role for policymakers
is to focus on places where it’s uneconomic to
deploy such networks. Subsidies can help, but
demand-side creation through bringing the internet
into people’s daily lives is also important. On
spectrum, policies are needed to balance licensed
and unlicensed use on cellular and Wi-Fi networks,
and equipment requires great investment in R&D.
Regulation of traffic for both operators and
content providers should focus on competition and
actual consumer harm, and should step away from
legacy policy. Cybersecurity is a major issue for
regulators as it is hard to keep up with threats.
Gabriel Solomon (Ericsson) asked whether we
want a limited vision of 5G – an evolution of what
we have today – or a more expansive version that
accommodates transformative apps, or “industry
www.iicom.org

4.0”. Solomon said the latter can be delivered, he
believed, by the FCC’s 5G strategy, and pointed also
to France as setting policy for ubiquitous coverage
up to 30 mbps by 2023. The trade-off is between
coverage or revenues for spectrum, and Germany
too has set aggressive obligations for coverage and
speed. “This trade-off between fees and deployment
or obligations is a fundamental one that
policymakers and governments need to consider.”
Some models of how remote access can be
enabled in Latin America were noted, including
involving local people in maintenance of
equipment, and apppointing mobile franchisees to
set up connectivity, such as in Mexico. Subsidised
fibre to schools is a way of gaining profitability by
covering the rest of a town.

CREATING ROBUST DATA ECONOMIES
Salma Jalife from Mexico’s University Corporation
for Internet Development, and an incoming ICT
vice-minister, examined the role of data, explaining
how it is the core of the new industrial revolution,
owing to connectivity, the internet of things, big
data and artificial intelligence. What is needed, she
said, is good policy for nations to become leaders
in “industry 4.0”, adding that concerns about
automation and job losses are perhaps misplaced, as
the way people live will change as a result.
The importance of cloud services was noted in
this session, as they enable small companies to grow
and create jobs because they can bring in ICT
capacity as and when they need it. The “4th
industrial revolution” can’t happen without
the cloud, but it needs a good foundation in
infrastructure and
policy and will not
The trade-off between
arise otherwise.
Roberto Martínez
fees and deployment
(OECD Mexico)
or obligations is a
reported on the
OECD’s “Going
fundamental one that
Digital” work,
policymakers need
saying that “we are
to consider.
barely beginning to
feel the profound
transformation
brought about by the digital revolution”, especially
in changes to work. Key messages are that
governments and stakeholders must shape the
transformation to ensure the benefits; that the
internet changes conventional notions of location,
distance and jurisdiction, requiring stronger
international and multistakeholder cooperation;
and that privacy requires a balance between the
benefits of enhanced reuse and sharing of data, and
concerns for privacy and intellectual property.
Reducing digital divides along many dimensions is
key, including access, geography, gender, age and
level of education; and, finally, governments have an
opportunity to be remade by digital transformation.
Pablo Francisco Muñoz (National Institute for
Transparency, Mexico) spoke about data protection
in the context of law in Mexico, and how penalties
have been issued to companies on the misuse of
personal data.
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DIGITAL CONTENT IN AN OTT WORLD
Derek Wilding, head of the IIC’s Australia chapter,
introduced this session with a brief overview of the
continuing move away from consuming linear
broadcasting, apart from programmes such as
reality shows and sports; the huge investments
that companies such as Netflix are making; and
other sources of content, particularly the rising
phenomenon of social media entertainment on
platforms such as Facebook, some of which is now
commanding large audiences and is a radical
challenge to
established media
Information in
(see also article,
abundance does not
p12). He was
followed by
equate to plurality.
Salomon Duarte
(Association of
Independent Telecommunications of Mexico), who
spoke about the learning curve for local content
that regional cable TV has been on in Mexico, and
how it has an edge against the big over the top (OTT)
providers, which do though have the advantage of
no regulation.
Monica Desai (Facebook) gave more detail on
types of video distribution platforms, and noted
that when she was head of the FCC’s media bureau,
independent content producers often complained
that it was extremely difficult to cut any deals
with TV networks and cable systems, so YouTube,
Facebook and others are now providing alternative
routes. For Facebook, she said, videos are built
around conversations, communities and

connections – “We want people to discuss what’s
happening with friends and interact in real time.”
She noted that videos on Facebook are typically
short and optimised for mobile phones.
Traditional linear and new video services are
complementary, she added, noting steady growth
in both in Mexico and, wordwide, video content
production is also up and revenues have increased
significantly. Desai warned that well-intentioned
requirements to provide a minimum percentage of
content created in a country or a region “has to be
considered very carefully because it can ultimately
serve to reduce the variety of content on a platform
rather than increase local content”.
Cordel Green (Broadcasting Commission, Jamaica)
said that information in abundance does not equate
to plurality or diversity of content – 48% of the
world’s population is excluded, the entire continent
of Africa accounts for only 11% of internet users,
and much content for Africa is produced elsewhere.
The big internet companies control the places on
the internet where we gather and connect, and the
public cloud too is controlled mostly by only four
companies. The language the internet uses is itself a
barrier to access, said Green. “According to the
World Bank, 80% of online content is in one of 10
languages, but 50% of the world’s population do not
understand these.”
He added that he sees digital literacy as the most
critical regulatory tool. “For the meaningful use of
the internet there should be enlightened access –
meaning content to build digital literacy, serve local
needs and preserve social and cultural diversity.”

IN BRIEF: OTHER EVENTS AT THE IIC’S MEXICO WEEK
The International Regulators
Forum (IRF), held at the Federal
Institute of Telecommunications
(IFT), and involving 30 countries,
included these themes and points:
l Regulatory markets – what is the
purpose of national regulation in
a borderless digital ecosystem?
There is a need to deregulate and
re-evaluate current rules, and set a
roadmap for digital transformation.
Consumers must be at the forefront
of decisions.
l Consumer protection and trust –
this session covered pricing,
fake news vs misinformation,
transparency, privacy and security.
The “DNA” of every regulator is
consumer protection and it was said
that maintaining a safe online
environment is most important.
l Regulating OTT and apps –
governments must change mindsets
from the traditional (telecoms and
transmissions) to rapidly evolving
innovations. Issues discussed

included content consumption,
regulatory models for content,
self-regulation, and digital literacy.
l Net neutrality and zero rating –
delegates heard about a cooperative
model between internet and content
providers put forward by Clayton
Christensen, and there was
discussion about whether network
investment has been affected.
l Information competition policy
– the session included presentations
on US and European approaches in
the context of new market powers in
the digital economy.
Breakout groups
The annual conference has a set of
breakout groups – this year’s topics
included aligning regional/
international spectrum, regulatory
simplification, privacy and data
protection, piracy and copyright
protection, and critical national
infrastructure.
The regulatory simplification
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group was closely aligned with
recurring themes in the main
sessions, and heard about becoming
a converged regulator, market
definitions, and the need for data in
moving more to an ex post world.
Workshop and briefing
l A workshop was held on artificial
intelligence: see p10 of this issue.
l A briefing on infrastructure
alliances and financing strategies in
Latin America took place on day 2 of
the conference. Chaired by the
Inter-American Development Bank, it
covered REDCA’s network integration
project in Central America,
RedCLARA, the Latin American
academic network, and Promtel, the
Telecommunications Investment
Promotion Agency, and also heard
from a range of regulators.
IIC Future Leaders Competition
The conference also heard from
winner Tim Hogg (see article, p30).
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KEYNOTE – MÓNICA ASPE
Mónica Aspe, Mexico’s ambassador to the OECD,
gave insights from the OECD’s Development Centre,
which she also heads. She first echoed the point
about diversity – that disruptive technologies such
as artificial intelligence are heavily weighted in
investment to the developed world. She also set out
the balance that must be struck between protection
of groups such as children and openness that brings
benefits. Do we have the right tools to measure
productivity in the digital economy and for today’s
GDP calculations? Probably not, is her view. In jobs,
it is medium skilled ones that are being lost, she
added. Finally, she called for reflection on digital
governance – while we don’t know how the “digital
subject” will evolve in policy, “What we do know is
that we need clarity; industry and societies must
know who is in charge of what.”

ENSURING ACCESS AND INCLUSION
The conference moved logically to access issues,
starting with Daniel Bernal (América Móvil), who
noted “huge inequalities” in some Latin American
countries. Obstacles include a high bar that applies
to all regions, which can mean some areas not
getting services; unaffordability of devices; lack of
digital skills, an issue that many at the conference
mentioned; and lack of tools for the “transactional
internet”, such as for e-government apps. Néstor
Navarro (Investment Fund for Telecommunications
and Information Technologies, Honduras) said that
in countries such as his the baseline is universal
access to telecoms, and described progress and
challenges, mentioning the need to update telecoms
frameworks for new digital technologies, and
developing content and digital skills.
Maria Cristina Cárdenas (Ministry of Public
Education, Mexico) described the scale of the
educational challenge in Mexico from the digital
inclusiveness standpoint, saying that the presence
of technology is not enough – there needs to be an
integrated plan from one directorate. Networking
teachers via social media is proving fruitful, and
Cárdenas noted the importance of recognising both
formal and informal settings for education.
Also presented at the session was progress in
broadband penetration in Mexico, but there is still
a large digital divide that will not be bridged soon.
While there are differences between various
population groups, it is the regional disparities that
are most significant. To bridge the gaps, there is
evidence of an economic argument that the entry of
fixed or mobile within poor areas increases the per
capita income of people. There is also financial
analysis on whether operators need subsidies. But
economics aside, there are also social, moral and
political reasons to expand access.
Gender gaps were discussed in the Q&A – the
point was made that at a country level the average
digital gender divide may not be large but this
disguises much larger gaps among older people,
those in rural areas and women with low incomes.
Connectivity is not enough – for example, the view
that women should not work in technical fields
must be addressed.
www.iicom.org

Andrea Millwood Hargrave, IIC director general, with Juan Manuel Wilches, commissioner at
Colombia’s regulator, CRC, at the reception for the annual conference
In turn this means developing indicators that
measure the impact on digital skills and what one
commenter called “digital citizenship”.

COMPETITION DYNAMICS
The closing plenary focused on competition, leading
off with Marie Iasoni (regulatory affairs, BT Mexico),
who spoke about corporate markets, saying that
providers are often impeded in their ability to meet
customer needs and compete on a level playing field
across a region. “Regulated access is essential for
business service providers,” she said. There is also a
lack of data – it is important to analyse the role that
communications plays in driving efficiency in
larger businesses and the effect this may have on
country productivity.
Lindsey Fussell (Ofcom, UK) gave a regulator’s
perspective, saying that a defence of ex ante
regulation would be
useful, as it had
We will also consider
come in for some
using ex ante powers
criticism from the
industry side. While
to prevent dominant
in Europe ex ante
players from stifling
regulation has
competition in
tended to move
towards wholesale
its infancy.
markets, in the
fixed market and
in the UK, Fussell said, it still has an important
role in reducing barriers to entry for network
infrastructure builders. “More controversially we
will also consider using ex ante powers to prevent
dominant players from stifling competition in its
infancy,” she added. “But we don’t use ex ante
powers lightly and we certainly continue to look for
opportunities to deregulate.”
Abel Hibert (telecoms advisor to Mexico’s
president) offered more perspective on his
country’s access issues, homing in also on the value
chain and how hard it can be for consumers to
untangle what part of a service is responsible
for difficulties in connecting or running an app.
In turn, this raises complex regulatory issues,
including in competition when parts of a value
chain consolidate.
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AI TRANSFORMATIONS

A

two-part workshop was held during the IIC’s
Communications Policy and Regulation Week
in Mexico where experts first led discussions
on the impact that artificial intelligence (AI)
is having on economic and social aspects, and
then held a capacity building session, looking at
promising governance approaches.

SESSION ONE: DEVELOPMENT, IMPACTS AND
POLICYMAKING
“I think we should not be afraid of artificial intelligence;
I think we should be afraid of human stupidity.”
Opening the first panel, Nicole Chan (chair,
National Communications Commission, Taiwan),
explained that the rise of AI is made possible by
the super speed, low latency and low energy
consumption of 5G networks. These networks
will not only accelerate the evolution of ICT
applications, but will change the economies and
lives of people in the countries where they are
developed. Like all new technologies, their
development brings huge opportunities, but also
complex challenges, which require adaptability
and agility to be anticipated and worked out.
Chan said Taiwan is carrying out a national AI
project with five key principles:
l AI should be developed for the common good and
wellbeing of all humans
l AI should be based on the principles of fairness
l AI should not be used to reduce privacy or the
rights of individuals, families and communities
l Citizens have the right to be educated to enable
them to develop mentally, financially and
personally through AI
l AI should never have the objective of affecting,
hurting or deceiving humans.
The role of the regulator, she said, is to “DANCE”
– an acronym to ensure there is full digital
development, adaptability and agility, fostering a
new mindset, guaranteeing cybersecurity and
privacy, and always keeping an eye on ethics. With
AI, she added, ethical principles are the most
important issue, which should never be cast aside.
According to Chris McLaughlin (AI cloud lead at
Google), the defining feature of AI is its ability to use
existing information to generate new information
– to predict and to show what historical data is
telling us. Like any new development, AI generates
many fears, and the fear that it will take jobs away
from people is the one making the most headlines
today. To some extent, this happens every time a
new technology is established – think of the
automotive industry with robots – while, in fact,
technology replaces repetitive and boring jobs, not
all jobs. Indeed, technology has made us more
productive so that we need to work less, not more,
than 100 years ago.
That said, we also know that some people and

Taiwan’s Nicole
Chan leads off the
first panel at the
AI workshop
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communities will be affected and made redundant
by the new technology, so we need to have policies
in place for these, minimising the negative impact
on society. To move in this direction, policymakers
need to research the likely future of work in their
own economy – the impact of AI will be different in
different geographies – to find out what skills gaps
will become significant in the future.
Rigorous cost-benefit analysis will be needed to
define how to increase the productivity of workers,
as it may not be possible to learn these skills
through formal schooling. There may be totally new
ways of learning, from on-the-job training to
watching videos on YouTube.
Technology fears are not new, even though we
know that the impact of technology has been
positive. There is consensus that AI will never
replace jobs that require a high degree of social
skills, for example. The trouble is that these skills
tend to be acquired in early childhood and are hard
to teach.
What can we do? Governments should consider
investing in human capital as a top priority, and
this means not just investing in science but
especially in social and cognitive skills. While
progress is painfully slow, technologies including AI
itself could be harnessed for these purposes.

SESSION TWO: CAPACITY BUILDING – ENSURING
POLICYMAKERS HAVE THE RIGHT TOOLS
“I am not a technology pessimist or technology optimist;
technology offers an opportunity but it all depends on how
we manage that.”
Introducing the second session, IIC president Chris
Chapman warned against complacency about our
relationship with technology in the future, inviting
regulators to continue to work on everyday issues,
but also to keep an eye, or maybe even provide a
bridge, towards the future. The panel session began
with Roberto Martínez Yllescas (OECD Mexico
Centre), who presented the main global trends in
the field of AI. South Korea, the US and China are
leading the way in AI developments, both in the
www.iicom.org
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number of patents and AI startups. AI is affecting
every industry, with entrepreneurs and smaller
businesses (SMEs) appearing to be the driving force
behind developments. Several international
initiatives have laid the groundwork on AI policy,
and the OECD has summarised seven building
blocks of public policy that enable AI:
l Access to data: AI feeds on the ability to process
huge quantities of data, and any country that wants
to facilitate AI must find a way to provide access to
reliable data for SMEs in particular. One solution
could be to regard (public) data as a common good
l Policies to maximise AI use: we need to foster
entrepreneurship if we want developments to be
shared widely and benefit society
l Innovation policy: an innovation-friendly
environment is needed
l Jobs – helping workers acquire new skills and get
new jobs if AI has replaced their work
l Society and trust – including all issues concerning
privacy, and trust in the unbiased use of data,
particularly when its use may affect human rights
l Cybersecurity and safe usage – how do we ensure
safety when using driverless cars, for example, and
how can policy help safe developments?
l Competition – we need to ensure AI developments
do not close down competition.
Fairness, reliability, privacy, inclusiveness,
transparency and accountability are the principles
that should guide all AI developments, stated Juan
José Delgado (national technology officer, Microsoft
Mexico). Even when these principles are adhered to,
there will be scenarios where AI should not be left
to make decisions without human intervention –
for example where denied access may have huge
consequences (such as mortgages, education,
recruitment), where significant harm may occur
(such as healthcare applications, military) or where
human rights may be impacted, as in intelligence
gathered for national security.

General regulations and laws need to be revisited
to address the new realities, as AI and other
technologies impact all industries, if we want to
ensure that technological developments benefit
people as broadly as possible. The discussions about
whether Uber drivers are employees or freelancers is
a good example of testing existing laws in the light
of new developments. We need to think beyond the
technology itself to address the need for strong
ethical principles, the evolution of laws, the
importance of training for new skills, and even
labour market reforms.
AI is already having a clear impact on our lives,
argued Luis Fernando Garcia Muñoz (director, Red
en Defensa de los Derechos Digitales, a human rights
agency), since it already decides what is acceptable
content for some platforms, and may have been used
to influence elections. This shows that we should
never underestimate the impact of new technology
on society, particularly when it comes to human
rights. We may not need to develop a new ethical
charter specifically for AI – the Universal Declaration
on Human Rights is fit for purpose, in particular the
“right to know” what is happening, which points to
transparency and accountability.
For example, the trade agreement recently signed
by Mexico with Canada and the US established
policy on data, and while the decisions made may
well be very good for trade, a closed-door agreement
is the wrong place for this kind of decision. The
agreement provides no guarantee that the US will
protect Mexican data. The right approach should be
inclusive, and all stakeholders should be involved.
In conclusion, Javier Juárez Mojica (commissioner
of Mexico’s regulator, IFT) said regulators are one
piece of the puzzle, and all policymakers will need
to work together. Regulators need to facilitate
innovation and regulate to generate genuine trust
that technology will provide benefits for all.
Cristina Murroni

QUESTIONS AND ANSWERS ON THE CHALLENGES OF AI
What do you see as the main challenges
at this point in the development of AI?
l Restructuring the educational system, and
using the advantages of new technology
to assist in the design of new teaching
curriculums.
l Potentially, AI enables us to make better
decisions – quicker, based on more
information and free from bias. However, AI
is currently based on information from the
real world – which is biased – and thus
would maintain this bias.
l We need to set very realistic and practical
goals for fairness and equity in AI. They need
to be clear and measurable – it is worth
widening the scope to social scientists and
ethics experts on the goals, which must be
linked to AI systems so that we can monitor
their success.
l Another challenge is setting policies to
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ensure SMEs can adopt AI, for example
ensuring more workers can use the
simplified technology tools that are
currently available.
How do we achieve responsibility and
accountability with algorithms?
l Predictability is simpler, because an
algorithm will not suddenly do something
completely different. But there are
disagreements over the concept of
transparency: an algorithm is created
through many different things, interacting
with many variables influencing how it
arrives at a given answer. But we can
work towards making this process
understandable (not all of it, but the key
processes) and thus transparent. We need to
ensure this process improves before we let
AI become fully operational.

What do we need to do in order to build
skills for the different sectors of our
society?
l The education system requires deep,
structural reforms, which should include
different aspects, like training teachers,
preparing manufacturing workers for
automation, and helping specialist
professionals understand issues that
go beyond their main competence.
As technology crosses over distinct
industry boundaries, we need, for example,
lawyers to understand how networks
function, and network engineers to
understand human rights.
l We may need to organise meetings on a
given industry or theme to audit the skills
that are needed and define the best ways to
measure and test our progress in learning to
manage AI.
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FOLLOW THIS
Social media entertainment – the kind that has seen huge growth on YouTube
and other platforms – needs understanding if there is to be any measured policy
response, writes STUART CUNNINGHAM from an Australian perspective

O

ver the past 10 years or so, in the midst of all
the cacophony of change we are well familiar
with, a new creative industry was born. With
my collaborator David Craig, a veteran
Hollywood executive now teaching at the University
of Southern California Annenberg School for
Communication and Journalism, I have been
examining the birth and early childhood of what
we call social media entertainment. It is peopled by
cultural leaders, entertainers and activists most of
whom you may be very unfamiliar with... Here
are some of them – Hank Green, Casey Neistat,
PewDiePie, Tyler Oakley.
We understand social media entertainment to be
an emerging industry based on previously amateur
creators professionalising and monetising their
content across multiple social media platforms to
build global fan communities and incubate their
own media brands.
The work has taken three years and has taken
us to nine countries, but the best moment was
as I lined up as an enthusiastic early bird at the
Melbourne Convention Centre for Australia’s first
VidCon show in September 2017, along with several
hundred tweeners, many with their mums and
dads, all prepped to get to interact with their
favourite creators. A 30-something guy walked down
the line, looked at me relieved and said, “Just as well
– I thought I’d be the oldest person here.”
This emerging industry started soon after the
acquisition by Google of YouTube in 2006, and
concurrent with the launch of Twitter and their
counterparts in China, Youku and Weibo. We know
that more than 3 million YouTube creators globally
receive some level of remuneration from their
uploaded content and it is estimated that, in
mid-2018, the top 5,000 YouTubers had at least
1 million subscribers; more than 200 had 10 million
subscribers; and more than 100 had a billion
lifetime video views.
Across other platforms, the top 500 Twitch
streamers have a minimum of 200,000 paying
subscribers, the top 100 Instagram users have a
minimum of 20 million followers, and the top
100 Twitter users have 20 million followers and up.
A report by the Re:Create Coalition found that
creators earned $5.9bn across nine digital and social
media platforms in 2016 in the US alone.1
In Australia, Google states that there were in 2016
more than 400 Australian YouTube channels
with more than 100,000 subscribers and 85 with

1+ million; 2,000+ Australian YouTube channels
earned between $1,000 and $100,000 and more than
100 channels earned more than $100,000. More
than 550,000 hours of video were uploaded by
Australian creators and over 90% of the followers of
Australian channels were international.
That’s only YouTube, and only the programmatic
advertising revenue that can be tracked by Google.
A Google-funded study by AlphaBeta2 estimates that
the number of content creators in Australia has
more than doubled over the past 15 years, almost
wholly driven by the entry of 230,000 new creators
of online video content. The same study estimates
that online video has created a A$6 billion
consumer surplus (the benefit that consumers get
in excess of what they have paid for that service).

IMPACT ON POLICY
What’s all this got to do with regulation,
competition and global content markets?
The big social media platforms (Google/YouTube,
Facebook, Instagram, Twitter, Twitch and others)
are spaces where an awful
lot of Australian content
Over 3 million
is being distributed to the
YouTube creators
world by creators such as
the Van Vuuren brothers,
globally receive
Wengie, and SketchSHE.
some level of
And while it is certainly
remuneration from
premature to bracket
social media
their content.
entertainment in the
same class of content that
is the subject of Australian content regulation, there
is much for industry, policymakers and regulators
to get their heads around.
First, let’s get more acquainted with this
emerging industry. There is still a remarkable
ignorance about its dimensions, both global and
local. In various public utterances by industry
figures, in interviews and at an event in 2017, the
“Australian content conversation”,3 which kicked off
a review of Australian and children’s content, views
have been put that:
l This sort of material is not viable as a business
(they are hobbyists who need to grow up)
l It’s rubbish anyway and should not be
mentioned in the same breath as professional
screen content (it’s all about cute moggies doing the
darndest things).
Behind these two sit the fear and loathing that all
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this happens on platforms that are eating our lunch
as the advertising lifeblood of broadcasting and
media moves online.

IT’S NOT VIABLE AS A BUSINESS
Yes, social media entertainment is definitely part of
the gig economy. It is inherently unstable, not least
because the algorithms that drive remuneration on
the platforms are constantly being tweaked. But
volatility doesn’t stop hotel associations and taxi
companies from taking Airbnb and Uber seriously.
As we have seen, there has been huge growth,
but the business models during that time have
undergone fundamental change owing to the need
for risk management and portfolio diversification
and in response to platform competition. We’ve
seen moves from a single platform (YouTube) and
programmatic advertising, to multiplatform
and multiple sources of revenue, including
merchandising, live appearances, licensing and
crowdfunding, but most centrally, brand
integration and the rise of the “influencer”.
Of course, it’s too early to tell whether and how
this rapidly changing environment featuring
constantly pivoting platforms will consolidate.
www.iicom.org

Clockwise from top
left: Casey Neistat,
Louna Maroun, Felix
Kjellberg (PewDiePie),
Wengie, Australian
twins Danny and
Michael Philippou
(RackaRacka),
SketchSHE, Tyler
Oakley (and his fan
number)

After all, the mainstream screen business that we
all know and love has been around in various forms
for 100 years. Social media entertainment is an
upstart and a young person’s business. While you
get the odd octogenarian outlier, the average creator
is a 20-something, and – while it has proven
impossible for us to establish good data at this stage
– there are no doubt many who have burnt out,
flamed out or aged out. And there is Mathias Bärtl’s
study on YouTube:4
“It demonstrates stark contrasts between video genres in
terms of channels, uploads and views, and that a vast
majority of on average 85% of all views goes to a small
minority of 3% of all channels. The analytical results give
evidence that older channels have a significantly higher
probability to garner a large viewership, but also show that
there has always been a small chance for young channels to
become successful quickly, depending on whether they choose
their genre wisely.”
While this doesn’t sound too different from any
other creative industry, what is fundamental is that
creators of social media entertainment engage in a
model of entrepreneurial practice that pays as
much if not more attention to how you build and
maintain a subscriber community that is
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passionate enough to follow you through thick
and thin as to the creation of content. And feedback
is in real time, constant, fulsome and often
confronting. This includes a lot of strong negatives
and trolling.
Every kind of revenue model in this
entrepreneurial practice depends on activated
community support. Mainstream arts, culture and
screen industries, with all their talk of audience
building, have much to learn from this practice.
It’s an unforgiving business model: upload content
several times weekly through non-commensurate,
multiplatform gateways, build and maintain
your community, deal with the vagaries of the
algorithm, risk-manage your authenticity with
demanding brands and even more demanding
communities.
As the multitalented, multidisciplinary musician,
actor, vlogger and Twitch streamer, Louna Maroun,
said when she spoke to me:
“I work constantly, whether it is filming, editing, emails
or social media. It is a lot of work and I spend the majority
of my time dedicated to it. Sometimes I don’t feel like I’m
actually working when I’m working, and that makes it
difficult to keep track of how much work I am putting in.
I love it so much that I don’t even have a regular schedule.
I just want to be able to access it whenever I feel inspired.”
At the end of 2017, the Australian and Children’s
Screen Content Review5 was submitted to
government, with the aim of “reviewing the
support measures in place for producing and
delivering Australian and children’s screen content,
to determine if these remain fit for purpose in the
new, multiplatform environment that has emerged
since these measures were established”. But so far,
while there are odd mentions in the media of its
recommendations, there is nothing official.
As we wait, I suggest that the biggest gap in the
consultation paper for the review was a lack of
attention to new business models and the lack of
serious attention to what the paper still calls
“user generated content” – and what we call social
media entertainment.
Mitch Fifield, Australia’s minister for
communications, in his address to the Content
Conversation in May 2017, acknowledged the
seriousness of structural change in advertising
support for the industry and called for “significant
investment in new business models”.

For debates to be
useful, arguments
about quality need a
much stronger dose
of demand-side
thinking.

IT’S RUBBISH ANYWAY
The premise is that social media entertainment
should not be mentioned in the same breath as
professional screen content. Of course, like any
culturally relativist academic, I could deflect this
by pointing out that every new pop cultural form
through history has been called crap. But even
YouTube’s CEO, Susan Wojcicki, says, “We are not
polish, we are texture”, which we could interpret
as, “there’s lots of crap but don’t let that stop you
advertising with us”.
But, more seriously, there are plenty of sinners as
well as saints in social media entertainment.
PewDiePie, the most popular YouTube channel,
which currently numbers more than 77 million
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subscribers, has flirted with Nazi
symbolism and been lauded by
the Daily Stormer, while Logan
Paul has uploaded video of
Japanese suicides. On the other
hand, there are social media
entertainment thought leaders
Hank and John Green, the
“Vlogbrothers”, who started
Nerdfighters and the VidCon
show and speak out for small business creators and
communities. Note that there is a lot of disciplining
of creators by their communities as well as the
inbuilt constraints that commercial interests exert
both on platforms and on creators.
But a crucial point is that it is not a zero-sum
game about what is professional quality and what is
rank amateurism – it is not only about quality of
content but quality and diversity of engagement.
For debates to be useful for policymakers,
arguments about quality need a much stronger dose
of demand-side thinking.
At the Content Conversation event, Megan
Brownlow from PwC made significant points about
the “lost generation” of television viewers; 8-22 year
olds – generation Z and the millennials – constitute
a huge video market, 20% of the Australian
population. But 15-24 year olds have been lost to
linear television.
On the other hand, social media entertainment
engages underserved audiences and provides
production and career building opportunities for
new voices (youth, and culturally and ethnically
diverse creators and audiences) most of whom have
never been near a screen production course or a
funding agency. And there is a lot of social
innovation going on – such as with Nerdfighters
(there are thousands of Australians in the
Nerdfighter global community), the YouTubesupported Creators for Change programme, and
much more.
And as I have noted, when it comes to the
entrepreneurial aspects of distribution,
merchandising, and audience building, I suggest
that social media entertainers have achieved
levels of professionalisation greater than many
mainstream screen businesses.
Of course, it is a mistake to perpetuate the “us
professionals” versus “them amateurs” line, even
if for regulatory purposes you have to draw the
line somewhere. In support and enablement
programmes, you can afford to be more
immediately responsive and experimental. There
has been a great deal of movement globally for
screen, broadcasting and arts agency support for
social media entertainment. The biggest initiative
appears to be the establishment of Funk, an annual
e45 million investment in online content services
for young viewers from the German public
broadcasters, ARD and ZDF. As far as I can ascertain,
this is the largest public support of social media
entertainment up to 2017.
While coverage of this initiative has suggested
that it is in part motivated by the need to create
efficiencies due to high fixed costs in broadcasting
www.iicom.org

MEDIA

(it involved the closure of ARD’s EinsPlus and
ZDFkultur), it is more a response to the
demographic crisis in public service media and a
decision to “offer formats on the net in which
young people are interested and make them
available on the platforms they use”, in the words
of ZDF director, Thomas Bellut.
And in Australia, from 2013, Google and Screen
Australia launched the Skip Ahead programme,
aimed at providing local talent with resources to
develop episodic scripted content for distribution
via YouTube. There have been five rounds of Skip
Ahead so far. Screen Australia selects creators for
the programme, and those selected receive a share
of joint seed funding along with access to local
production resources, and an opportunity to
network at YouTube Space in Los Angeles.
But there are also indicators of quality – one is
RackaRacka, run in Adelaide by brothers Danny
and Michael Philippou, who create action-packed
videos full of choreographed fight scenes, comic
violence, and pop culture references (their Marvel
vs DC video has had more than 60 million views).
Graeme Mason, CEO of Screen Australia, has
described RackaRacka as Australia’s most successful
content creator, and there are plenty of other
mainstream tributes.

PLATFORMS ARE EATING OUR LUNCH
The big digital platforms are avatars of what
Richard Barbrook and Andy Cameron called the
“Californian ideology”6 – that unique mix of
ultracompetitive high-tech and communitarian
anti-statism – that makes their voice provocatively
orthogonal to the Australian communications and
cultural policy space.
But with foreign influence on the 2016 US
election now under intense forensic examination,
the “adpocalypse” of 2017 (the advertising boycott
of YouTube), and the Cambridge Analytica episode,
we have entered a new regulatory era. There are
now a slew of regulatory initiatives and policy
developments:
l Regulation attacking tax minimisation
(coordinated global effort)
l Interventions against anti-competitive practices
(EU, especially)
l Interventions on grounds of privacy and
cyberbullying (global)
l Activity against fake news and democratic deficit
(US, especially)
l Interventions to support news values and the
crisis in journalism (several jurisdictions including
Australia)
l Regulation to support local/national content
(EU, for streamers).
While it is not at all clear what benefits
regulation might bestow on social media
entertainment, it is abundantly clear how it could
and does harm it. As everyone picks up the
pitchforks to demand greater and more effective
platform governance and regulation, remember
that the adpocalypse of 2017 had unintended and
unfortunate consequences.
In 2017, journalists revealed that multinational
www.iicom.org

and national brand advertising was appearing
programmatically alongside YouTube videos
featuring terrorist organisations, anti-semitic clips
discussing a “Jewish world order”, and Swedish
neo-Nazi groups.
The backlash from over 250 major advertisers
like Walmart, which pulled their advertising from
the site, was met swiftly by a response from Google/
YouTube vowing to crack down immediately on this
flagrant failure of programmatic advertising to
maintain baseline community standards. YouTube
introduced a set of filters to promote more “adfriendly content”. Creators were charged with
indicating whether their “content” fitted a list of
categories which advertisers had the option to
delete from their advertising inventory.
If left unmarked, these videos would remain
demonetised and undergo a human review process
– a kind of purgatory with anonymous censors
hired by the platform. Even if the video was later
cleared for monetisation, most creators reported
losing up to 90% of the revenue they might have
earned under the filterless system. The content of
exemplary social media entertainer, RackaRacka,
was caught up in the adpocalypse, losing it
hundreds of thousands of dollars of revenue.
The adpocalypse does give some hope to
mainsteam media, which has experienced the
departure of advertising to online. But the rapid
brand safety responses by platforms to the
adpocalypse shows them to be very vulnerable to
the growing calls for them to be treated for
regulatory purposes as much as media companies as
tech companies.

CONCLUSION
This is very much a “watch this space” situation.
But from a broad policy perspective, we need:
l Better demand-side understanding of what has
substituted for linear television for young people.
While it is often very much “television” in terms
of content, it’s just that it’s not delivered in
broadcasting mode, surrounded by advertising,
while a lot of it is social media entertainment
l Greater attention to business model innovation
– some of which must be modelled on social media
entertainment
l Wider enablement strategies that take these first
two points and work them more confidently into
our established policy work instruments.
Audiences for the screen industries of the future
depend on it.
STUART CUNNINGHAM is professor of media and
communications, Queensland University of Technology,
Australia, and co-author with David Craig of Social Media
Entertainment: The New Intersection of Hollywood and
Silicon Valley, to be published by New York University
Press in February 2019.
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IIC COMPETITION

FUTURE LEADERS
The IIC’s Future Leaders Competition, for members aged 35 and under,
attracted a strong entry on the given topic of the sociology of technology.
Here is a round-up of the runners-up – the winning entry is on page 30 of this issue

VARDHAN KAPOOR – FOCUS ON TECHNOLOGY FIRMS
The essay argues that a large portion of the
challenges facing contemporary society stem from
the intentional manipulation of emotion and fact
in ways that would have been unthinkable, if not
impossible, as little as a decade ago. There’s a pivot
away from the societal impact of technology
towards the sociology of the technology industry
itself, and a focus on two potential solutions:
increased systems thinking in technology
companies and shifting pressure on tech companies
and their surrounding ecosystem to engage with
more holistic, stakeholder-first, growth structures.

FAIZA SALEEM – WOMEN’S HEALTH IN ASEAN
This essay looks at women’s health in the region
covered by the Association of Southeast Asian
Nations (ASEAN) and examines how growing
technology uptake can play a role in improving
health outcomes. The status of women and gender
parity remain crucial concerns for the region. To
close the gender gap and increase growth and
productivity, women’s health, education and
employment outcomes need attention by
governments, especially in ASEAN’s developing
economies.

MICHAEL KHOO – SOCIAL HABITS AND FAMILY TIME
While society has focused on the positive
externalities of technology, maybe it is time to
reflect on some of the negative externalities which
threaten to disrupt family interactions. How
often have we sat at a restaurant only to observe
families in complete silence, with family members
glued to their smartphones and ignoring each
other? It may seem irrational to try to think of
policies or regulations to improve personal
behaviour, but the erosion of sociability warrants
targeted prevention.

Entrants were asked to provide a digital report or multimedia presentation
on the subject of the sociology of technology. Tim Hogg, consultant at
Oxera, was the winner, and gave a presentation on holistic consumer
outcomes at the IIC’s annual conference in Mexico City. The judges were
Derek Wilding (University of Technology, Sydney), David Fares (21st Century
Fox), Robert Pepper (Facebook), Steve Simpson (former commissioner at the
CRTC, Canada), and Andrea Millwood Hargrave (IIC director general).

MARK DATYSGELD – NO NEUTRAL GROUND
When the subject of contemporary technology is discussed, there are
arguments which have become so commonplace that they are close to
reaching the status of mantras. A position that stands out is the claim
that there is an inherent neutrality to most technologies. What this
overlooks is the fact that technology derives from a process of creation,
which is informed directly and indirectly by the social and cultural
structures that surround it. Once technology exists and is given a
purpose, it then shapes the interactions and culture.

TAISHA GRACE ANTONY – POLITICAL PROPAGANDA
This paper examines the role of computational propaganda,
particularly the use of technology to influence electoral outcomes. It
also explores some of the potential solutions to this threat, including
regulatory measures that have been attempted in some countries.

JULIA JASINSKA – ARTIFICIAL INTELLIGENCE AND WELFARE
The balance of AI’s impact on society can be tilted towards
welfare and benefits, but it requires sound policy actions.
Governments now have an opportunity to steer AI development
towards solving big societal challenges and to employ AI to increase
our welfare. When doing so, they should not forget AI’s dark side:
any AI policy should include programmes aimed at mitigating AI’s
potential negative consequences.

SAGARIKA SENAPATY AND EVELYN OOI-WIDJAJA – AI AND ETHICS
The use of AI technology can be subject to bias, but at the same time
can be used to overcome human judgement by eliminating emotions
from a situation, hence policymakers will need to strike a balance
between protecting citizens’ interests and encouraging technological
innovation.

STEFANO DE LUCA – TRUST THROUGH BIG DATA

CLAIRE BARRACLOUGH – LOVE ISLAND, A CASE STUDY

While big data has been the key tool in the private
sector to adapt to the new economic challenges, it is
still largely unused in the public sector despite the
growing economic constraints. This paper shows
concrete and successful cases of big data use by
governments and offers inspiration for how big data
can play a significant role in reducing public
administration costs and in increasing public
service performance in the EU. By tackling the
privacy risks, big data might be one of the tools to
rebuild EU citizens’ trust in the efficiency of public
institutions.

The television series Love Island, very popular in recent years,
illustrates key changes that technology has had on society, including
online echo chambers, moving the boundaries of what is acceptable
speech, and how society is more open to behavioural manipulation.

RYHAN MOHD YAZID – CROSSING BORDERS
Technology has empowered people from different cultures to come
together, while at the same time working with their peers from the
same ethnic or cultural background to maintain and preserve the
traditions of earlier generations. Striking a balance between the two,
without causing both worlds to collide, is achievable but requires
much more than just optimism.
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DUTY OF CARE
There are tried and tested models from other sectors that could be adapted
for social media regulation. LORNA WOODS puts forward a proposal

I

t has become increasingly apparent that, while
the internet offers many possibilities for people
to connect and to find and share information and
knowledge, there are also problems which come
with the way this technology is used – ranging from
data breaches, illegal activity (child pornography,
terrorism), to less serious issues, such as cyber
bullying and the dissemination of fake news. There
are also concerns about whether the design of
services cause problems, as well as their allegedly
addictive nature.
To date, the policy narrative has tended towards
emphasising the benefits of the internet and the
difficulties of regulating in fast moving fields. The
cumulative impact suggests that market forces and
a self-regulatory approach are no longer producing
an ideal outcome, a point seemingly now accepted
even by some of the tech companies. Mark
Zuckerberg, in his evidence to the US Congress, has
said he welcomes regulation of the right sort and
Jack Dorsey of Twitter has made a public plea for
help. The emerging evidence of harms suggests that,
following the precautionary principle, there is a
case for regulatory measures.
This article outlines a proposal, elaborated with
Will Perrin under the aegis of the Carnegie UK
Trust, to try to reduce the harms in this sector; it
focuses on social media platforms, businesses which
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for many people have almost become the entirety of
their internet use. While some of the regulatory
examples are British, it is suggested that the model
is adaptable to other legal systems too.

THE PUBLISHER PROBLEM
Currently, the discussion about how to treat social
media platforms has been phrased in the context
of the question of whether they are publishers of
their users’ content and whether it is therefore
appropriate to hold them liable for that content.
The alternative sees the platforms as intermediaries,
little more than conduits for others’ content.
This indeed seems to be the model for many laws
worldwide dealing with intermediaries, one
example being the European Union’s e-commerce
directive,1 which provides “safe harbour” from
liability for neutral intermediaries which have no
knowledge of problematic content. Once such
intermediaries cease to be neutral, or have
knowledge of a particular item of content, they
lose immunity from suit and effectively are treated
as publishers.
This all-or-nothing strategy, which predates the
introduction of social media, does not fit today’s
world as it does not recognise the scale of the
operations involved and the way that content must
be organised to make it accessible, rather than
December/January 2018/19 Vol 46 Issue 4 | InterMEDIA 17
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overwhelming. The current approach offers
either too much protection, so that the platforms
become reckless, or too little – especially where
platforms are deemed not to be neutral, with
the economic threats resulting from extensive
liability possibly resulting in an overly cautious
approach to providing space for a wide range of
users and content.
We thought that, rather than consider the
question as being about either transmission or
content, a better framing would be to view social
media as “quasi public spaces”. We are not referring
here to some form of digital agora or “coffee shop”
where matters of public interest are discussed, but
instead to the range of spaces that are generally
accessible by the general public or at least a large
number of people. We are thinking of shopping
malls, cafes, night clubs, sports stadia, parks,
children’s playgrounds, and the streets and squares
of our towns and cities, to give but a few examples.
This change in focus allows us to recognise the fact
that social media constitutes an environment
provided and controlled by the operators within
which users carry out a range of activities, and is
significant for a number of reasons:
l Different spaces may be used for different
purposes and have different user groups with
specific social norms about appropriate behaviour
– and consequently lead to different risks of harm
arising
l The architecture of the place is significant in
terms of what behaviours it facilitates, permits,
prohibits and encourages – a recognition also found
in Lawrence Lessig’s work where “code is law”2
l A proposal which focuses on the underlying
system – the architecture or the arena provided –
allows us to decouple “safety” concerns from
individual items of content.
The question then becomes how do we make
these spaces safer.

MODELS FOR REGULATING THE ARENA
We considered the models that exist for broadcast
content and telecoms. In the UK, these are found in
the Communications Act 2003 but while they are
comparatively light touch compared with the
equivalent regimes in, say, the 1980s, we consider
they are too directive in terms of the obligations
imposed on service operators. Moreover, ultimately
both regimes allow the relevant regulator to stop a
company from providing its service, which we
initially felt was too extreme for speech-related
services. Instead, we looked at two groups of
regulation: that concerning physical space/
environment, and data protection (which is
particularly relevant in the technology sector but
has a broader application).
In the UK, the Occupiers Liability Act 1957, the
Health and Safety Act 1974 and the Environmental
Protection Act 1990 have in common the fact that
they each establish a statutory duty of care. For
example, section 2(2) of the Occupiers Liability Act
specifies that “[t]he common duty of care is a duty
to take such care as in all the circumstances of the
case is reasonable to see that the visitor will be

reasonably safe in using the premises for the
purposes for which he is invited or permitted by the
occupier to be there”. This puts an obligation on the
person controlling the space to ensure – within the
limits of reasonableness – the safety of visitors.
Similar phraseology can be seen in the Health
and Safety Act 1974, which applies to almost all
employers and their myriad activities. The regime
does not set down specific detailed rules with
regards to what must be done in each workplace but
rather sets out some general duties that employers
have both as regards their employees and the
general public. It then
elaborates on particular
We looked at
routes by which that duty
two groups of
of care might be achieved:
regulation: physical e.g. provision of
space/environment, machinery that is safe;
the training of relevant
and data protection. individuals; and the
maintenance of a safe
working environment.
While the Health and Safety at Work Act sets
goals, it leaves employers free to determine what
measures to take based on risk assessment; this
allows a certain amount of flexibility. In that
employers may change how they respond to risks,
an element of future-proofing is also built in –
measures change in line with a changing
environment. This then is a counter to the risk that
through shoddy practices an employer might
attempt to externalise business costs (e.g. onto a
worker; onto society).
In contrast to the Occupiers Liability Act, the
Health and Safety at Work Act also provides for a
regulator: the Health and Safety Executive (HSE),
whose functions are set down in the Act. It may
carry out investigations into incidents, and has the
power to approve codes of conduct. It also has
enforcement responsibilities and may serve
“improvement notices” as well as “prohibition
notices”. As a last measure, the HSE may prosecute.
There are sentencing guidelines which identify
factors that influence the heaviness of the penalty.
Matters that tend towards high penalties include:
l Flagrant disregard of the law
l Failing to adopt measures that are recognised
standards
l Failing to respond to concerns
l Failure to change/review systems following a prior
incident
l Serious or systematic failure within the
organisation to address risk.
A similar duty of care approach can be seen in the
Environmental Protection Act for disposal of waste,
again with the effect that business costs (relating to
the safe and appropriate disposal of waste) are not
externalised. Economic theory suggests that
markets do not work for society unless a business
accounts for all its costs in making decisions – the
ones it incurs directly and those that fall on others.
Regulation often plays a role in internalising
external costs through a variety of routes such as
the “polluter pays” principle, which can be seen also
in the other examples. In the waste disposal context,
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while the legislation specifies particular concerns,
more detail on what the duty of care requires is set
down in secondary legislation, and codes of practice
give practical guidance. The documentation
demonstrating compliance with the duty of care
must be kept for 2 years.
Given the importance of data protection for
the tech sector, the model adopted in the EU’s
General Data Protection Regulation (GDPR) is also
relevant.3 Central to the GDPR is the principle of
accountability, which can require a data controller,
as defined in the GDPR, to show how it complied
with the rules on data protection. Another
approach is the risk-based approach to data
protection measures, so the more sensitive the data,
the great the volume of data, or the riskier the
nature of the processing, the more care should be
taken. The GDPR, for example, requires “appropriate
technical and organisational measures to ensure a
level of security appropriate to the risk”.
Specifically, the GDPR requires “data protection
by design and by default” (privacy by design),4 so
that the protection of personal data is a default
property of systems and services. The design
includes business practices as well as technology
choices. Additionally, the GDPR envisages that data
controllers should carry out privacy impact
assessments (PIAs), at least for certain forms of
“risky” processing5 – though it is generally seen as
good practice for all large processing operations.
Guidance on how to carry out these requirements
will be given by the relevant independent
regulatory authority. Article 34 specifies that
where a PIA suggests that there is a high risk, the
controller must ask the supervisory authority before
proceeding. The purpose of such an assessment is
to help a controller first identify risks and then
mitigate against them.
So while accepting the risk-based approach, the
purpose is also to stop the problem happening in
the first place, and might be said to constitute a
precautionary approach. A similarly precautionary
approach to harm can be seen in the requirements
of privacy by design and security by design. These
themes feed into the factors that the supervisory
authorities take into account when assessing the
size of fines to impose on a controller (or processor)
in breach under the GDPR.

SALIENT POINTS
A number of points can be drawn from these
regimes. The first concerns the advantages of a duty
of care that targets the systems that the platform
provider operates, rather than focusing on
individual instances of harm. The reliance on a
systems-based approach may mean that instances of
harm are less likely to happen in the first place;
systems based on cases of harm depend on those
instances having occurred.
Although general obligations are identified, the
responsibility lies with the operator to understand
the risks involved in its operations and to take
appropriate action to protect against them.
This allows flexibility in the measures that are
implemented, and operators may to some extent
www.iicom.org

choose approaches that they feel suit them best,
mitigating to some extent the concern that safety
requirements operate as a barrier to entry.
It also means that the measures could keep up
to date with developments in technologies and
in the market more easily than legislatively
mandated solutions. To a certain extent, a duty of
care thus allows for future-proofing of the
safeguarding system.
High risk activities in these regimes are, however,
subject to tighter control and even in some
instances a “permissioning” regime, so that the
activity cannot go ahead without consent of the
regulator. The data protection and health and safety
regimes highlight that there may be differing risks
with two consequences:
l That measures taken to prevent risks actually
happening should be proportionate to those risks
l That in areas of greater risk there may be greater
oversight.
Nonetheless, while the data protection regime
may impose – post GDPR – hefty penalties, and limit
particular processing operations, it may not stop a
controller from being a controller. Again, with
regard to health and safety, particular activities may
be the subject of a prohibition notice, but this does
not disqualify the recipient from being an employer.
The notice instead relates to a particular behaviour.
Most of the regimes have some form of oversight
and enforcement – including criminal penalties in
cases of flagrant breach. The health and safety
regime gives some examples (noted above) of the
types of factors that could be taken into account
when considering penalties. Criminal action in
extreme cases can be seen in the other sectors.
A recent example comes
from data protection
A duty of care can
in the UK where
target the systems
the Information
rather than focusing Commissioner is starting
criminal prosecution
on individual
against a data controller
instances of harm.
for failure to comply with
an enforcement notice to
comply with a subject access request.6
The regulators responsible are independent from
both parliament and industry and have the
authority to make decisions without political
approval. In some sectors, such as broadcasting,
there are standards for independence.7 Any
regulatory scheme should consider these elements.
One key element of many regulatory approaches is
that changes in policy take place in a transparent
manner after consultation with a range of
stakeholders and on the basis of (empirical) evidence.
We have developed a checklist of elements (see
overleaf) that a regulatory schema should satisfy
and which we believe our proposal below, which is
built on the models discussed, incorporates.

THE PROPOSAL
Drawing on these models, we propose imposing a
duty of care on social media platforms to take
reasonable steps to protect against foreseeable risk
of harms to their respective users. A duty of care
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CHECKLIST FOR REGULATION
Criteria

What we mean

1 Proportionate
providers

outcomes
2 Future-proof,
flexible, iterative

improvement
3 Risk-based

extra protection for more vulnerable
4 Independent
5 Consistent

social media services

6 Transparent
public domain

7 Tested
and impact

8 Simple

9 Promotes market
efficiency

into a company’s production decision
principle

10 Enforceable
implementation, proportionate, provide a
escalation
11 Interoperable,
scalable

an international context
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requires the operator to act towards its users with
the attention, caution and prudence that a
reasonable person in the circumstances would. It is
not a requirement to protect users from all possible
harms but instead for the operator to consider its
own operations and their likely consequences
(taking into account the likely behaviour of its
users) and to take reasonable steps to guard against
those matters that can be reasonably foreseen.
In terms of foreseeability, not every possible harm
is a foreseeable harm; conversely, neither is wilful
blindness on the part of the operator acceptable.
In contrast to the English common law duty of care,
which is limited insofar as mental and emotional
harms are concerned, we propose that the relevant
harms here should in principle include such
emotional harms.
While the obligation to prevent harm is set down
in statute, we envisage setting up an independent
regulatory body, and one of its tasks would be to lay
down further guidance as to what those harms look
like. In so doing, we envisage that it would consider
existing evidence and consult relevant stakeholders
(e.g. industry, NGOs, consumer bodies, service
users). It could also constitute a venue for sharing
best practice, development of standards and
assessing rising threats. It has been noted in the
context of cybersecurity that such a venue is
important because no one industry player can see
the entire information ecosystem.
Affected companies would assess their platforms,
technologies and services for risk of harms, and
measure them and draw up a plan to mitigate those
risks. These proposals could include, depending on
the service:
l Enforcement of terms of use/community
standards equally and transparently
l Parental controls
l Tools to find or filter content that are easy to use
and in the control of users
l An effective complaints mechanism (both as
regards other users but also the company)
l Contributions to a mediation service
l A review of mechanisms for prioritising content.
It would be expected that for new services,
amendments to existing services and new
technologies, a “harms impact assessment” should
be undertaken, and that companies should adopt a
safety by design approach – safety understood in the
context of their user group (so greater if the service
is aimed at children, for example). It may be that for
smaller companies, the regulator can develop more
detailed guidance/advice in this area.
The regulatory body would then keep progress
under review to check whether the companies are
doing what they said and whether what they
propose is effective (see harm reduction
cycle diagram) with the company reviewing its
plans in the light of experience. Note the focus is on
the systems – whether software, or business
(including legal issues) – that the operator has in
place, so instances of “bad content” would not
automatically mean that there had been a failure in
the duty of care, though frequent failings might
indicate just such a systematic failing.
www.iicom.org
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To facilitate this, companies would be required
to report (in a form set by the regulator), and the
regulator would have power to compel companies
to provide information, and even to raid premises
in cases of urgency, subject to judicial approval.
We also suggest that the regulatory body
has enforcement powers – so able to issue
“improvement notices” and “prohibition notices”,
as well as levy fines on the scale of those found in
the GDPR. The regulator should also be obliged to
report to government on its activities.
Essentially, what is proposed is a form of coregulation, with companies setting their own
standards, possibly developing their own codes of
practice, within a statutory framework under the
oversight of a regulator. We consider, however, that
it would not be appropriate to allow a user to sue
the relevant companies for breach of statutory duty
(matching the position now with regard to the UK
Health and Safety Act); this would not affect any
other claim an individual might bring should the
facts in an individual case support such a cause of
action (e.g. negligence, defamation, misuse of
private information).
One final question is which companies should be
caught. Our proposal focuses on social media, not
other actors, for example search engines, involved
in the internet. We leave open the question of
whether such a duty of care should be applied to
these others. Who then are social media providers?
We propose the following, that to fall within the
regime a service should:
l Have a strong two-way or multiway
communications component
l Display and organise user generated content
publicly or to a large member/user audience
l Not already be subject to a sector specific regime
(e.g. mass media).
This test would be assessed by reference to users
in the relevant jurisdiction. We also wondered
about instituting a de minimis threshold for the
regulation, but have been persuaded that this is not
likely to be tenable. Apps can increase in popularity
so fast that designers should be thinking about
baking safety by design into their software and
business practices from the beginning; moreover,
there are some groups which are sufficiently
vulnerable (e.g. children) that any business aiming
a service at them should take an appropriate level
of care no matter what its size. It seems that a
proportionality test is a better mechanism by
which to take into account the position of small
companies, so that their size and limited resources
are factors taken into account when assessing the
suitability of the harm prevention systems such
companies propose.
The more difficult questions relate to what to do
in extreme cases. Should there be a power to send a
social media services company director to prison or
to turn off the service? Regulation of health and
safety in the UK allows the regulator in extreme
circumstances, which often involve a death or
repeated, persistent breaches, to seek a custodial
sentence for a director. The UK’s Digital Economy
Act contains powers8 for the age verification
www.iicom.org

HARM REDUCTION CYCLE
Measure and
survey harm

Implement plans

Virtuous circle of harm
reduction on social media

Plan to prevent next
most significant
harms or new harms
identified

Repeat this cycle in perpetuity
or until behaviours have
fundamentally changed and
harm is designed out

Plan to prevent most
significant harms
identified in survey

Implement plans

Measure and
survey harm to assess
effectiveness of plans

regulator to issue a notice to internet service providers to block a
website in the UK. Should there be equivalent powers to send a social
media services company director to prison or to turn off the service?
In the US, the new FOSTA-SESTA package9 apparently provides for
criminal penalties (including we think arrest) for internet companies
that facilitate sex trafficking. Given the impact on freedom of
expression, such penalties should be imposed only in the most extreme
cases; but should they be there at all?

CONCLUSION
The public debate is often about individual items of content and the
specific rules that it might or might not have broken. This debate
sometimes misses the need for an overarching duty of care to apply to
the systems in place. The advantage of this approach is that to a large
extent it decouples the question of whether the system operator has
done a “good job” from the questions surrounding how their users use
the platform. This is not to say that there will never be discussions
about the type of content made available via social media, or that this
proposal is a silver bullet dealing with all forms of harm. Rather, we
see a statutory duty of care enforced by a regulator as providing a
foundation for more detailed interventions that governments might
think necessary to protect the public; indeed, a duty of care might well
reveal where more sophisticated rules are necessary.
Statutory duties of care enforced by a regulator have proven to be
robust and effective in the UK in a wide range of circumstances,
including the complex and economically and socially profound. We
see no reason why the issues posed by social media should lie beyond
the capabilities of this sort of model and therefore submit that this
model is worthy of consideration in the social media space.
LORNA WOODS is professor of law at the University of Essex, UK. The
proposal is under development under the aegis of the Carnegie UK Trust, and
suggestions on improving it are welcome at comms@carnegieuk.org; see also
blogs on the project at bit.ly/2PK1qAB.
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BLOCKCHAIN
AND TELECOMS
How will blockchain technology impact telecoms policy? DAVE MICHELS
is your guide to this much-hyped technology and its applications

B

lockchain technology is widely discussed.
Depending on who you ask, it is either a
foundational technology, poised to disrupt
and transform a wide range of industries – or
a passing fad used to move around make-believe
money online. Admittedly, cryptocurrencies such as
Bitcoin and Ethereum are, to date, the only largescale, real-world deployments of blockchain
technology. Nonetheless, many companies are
testing and developing prototypes and launching
pilot projects. Though financial technology
companies are firmly in the lead, telecoms operators
are also experimenting with blockchain technology.
A recent report forecasts that the blockchain-fortelecoms market will grow from around $50m in
2018 to almost $1bn in 2023.1
Speculation aside, blockchain-for-telecoms will
likely remain in an early stage of development for
the coming years. As a result, it is hard to predict
the regulatory and policy issues that will arise from
blockchain adoption in telecoms. Such issues will
inevitably depend on how blockchain technology is
deployed. Given this, regulators would be wise to
adopt a “watch and wait” approach. They should
familiarise themselves with the opportunities and
challenges of this emerging technology today, so
they are prepared should blockchain become
widespread tomorrow.

BLOCKCHAIN TECHNOLOGY AND SMART CONTRACTS
What is blockchain? There are three basic concepts:
l It is a system for recording a series of data items
(such as transactions between parties)
l It uses cryptography to make it difficult to tamper
with past entries
l It has an agreed process for storing copies of
the ledger and adding new entries (also called a
consensus protocol).
Blockchains can be stored in a distributed
manner across many different devices, called nodes.
As a result, blockchain is often referred to as
a distributed ledger technology (DLT).2 The
combination of distribution and cryptography
makes it difficult for any single actor to change past
entries, while the consensus protocol ensures that
the copies of the ledger stored by the nodes are
consistent. Consequently, all participants can be
confident that the ledger is accurate, without
having to trust a single third-party record keeper.

A blockchain can be used to store and record
data, instead of a normal database. It may offer
advantages where multiple parties need to view and
append entries and are not inclined to trust a third
party. By using a shared ledger, parties can avoid
replicating data in separate ledgers which need to
be reconciled periodically. In addition, since they
are tamper-evident, blockchains can provide better
proof of data integrity and transparency than
ordinary databases. Further, a distributed
blockchain is a resilient system, since there is no
single point of failure. Even if several nodes fail, the
network will continue to function.
Much of the current excitement about blockchain
stems from the promise of smart contracts, which
are essentially computer
Much of the current programs that
automatically bring about
excitement around
some specified actions,
blockchain stems
such as transferring
from the promise of digital assets, according
to a set of pre-specified
smart contracts.
rules. As a result, smart
contracts can automate
agreements between parties according to a set of
instructions in their code. As such, they add
functionality and interactivity to blockchain
applications, enabling them to perform a wide
range of functions.
However, today’s distributed blockchain systems
have high running costs and low throughput. To
achieve consistency across thousands of nodes, the
Bitcoin and Ethereum networks currently use
consensus protocols based on proof-of-work (PoW).
This means that any participant who wants to add
new entries to the ledger needs to first solve a
computationally difficult puzzle (called mining).
This slows down system performance and uses large
amounts of energy.
In 2017, Bitcoin mining consumed an estimated
22 terawatt-hours a year, which is similar to the
energy expenditure of Ireland.3 It is also a lot more
than Google consumes, which was about 6 terawatthours in 2015. But not all blockchain applications
rely on energy intensive PoW protocols. For
example, Ripple, the third largest cryptocurrency,
achieves consensus through voting by a list of
trusted nodes. As a result, it features lower costs and
higher throughput.
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BLOCKCHAIN TECHNOLOGY AND TELECOMS
Blockchain’s origins lie in cryptocurrency payment
platforms. The same technology could be used to
support payments in telecoms. For example, in
some countries, telecoms operators provide mobile
payment services to their customers, such as
Safaricom’s M-Pesa money transfer service in Africa.
In such cases, blockchain could provide an
alternative back-end infrastructure.
Blockchain technology could also be used to
facilitate payments and other transactions between
telecoms operators. For example, since 2015, French
operator Orange has invested in Chain – a company
that designs private blockchain networks for
telecoms. In February 2017, Japan’s Softbank and
US operator Sprint launched a consortium with
software developer TBCASoft to develop blockchain
applications. The consortium aims to provide a
cross-carrier payment platform to connect carriers’
back-end systems, including for wholesale roaming
payments and retail top-up payments. In theory,
such networks could use smart contracts to
automate the execution of roaming agreements
between operators, providing real-time
authorisation, billing and payment. This could
help prevent roaming fraud and reduce disputes
between operators.4
Some startups are looking to go further, by using
blockchain-based micropayments to fund mesh
networks. For example, Ammbr aims to create a
community mesh network wherein participants
link dedicated outdoor routers and indoor internet
access points, to provide last mile coverage.
The mesh network uses unlicensed spectrum
frequencies, as well as frequencies that are not used
locally, such as television white space. Subscribers
pay for access through blockchain-based payments,
which in turn incentivise participants to install
routers.5 The resulting fixed-wireless networks could
help extend outside broadband coverage to new
areas (provided a fixed core network and spectrum
bands are available), particularly where rollout has,
to date, been constrained by a lack of operator
access to capital, or by legal issues like planning
www.iicom.org

permissions and wayleaves. A pilot programme
will deploy Ammbr’s mesh routers in Cape Town,
South Africa, by the end of 2018, funded by a grant
from Facebook.
Beyond processing payments, blockchain
technology could also support new revenuegenerating services. For example, telecoms operators
could offer a digital identity service, allowing their
subscribers to log in securely to third party
providers’ apps or on websites.6 Such a service could
be built using a private key stored securely on each
subscriber’s device, with the telecoms operator(s)
managing the blockchain ledger that matches such
keys to subscriber identities.4 Looking even further
ahead, blockchain and smart contracts could also
be used to facilitate automated machine-to-machine
micropayments, such as electric cars paying
autonomous charging stations for power.7

REGULATING BLOCKCHAIN-BASED APPLICATIONS
Since Bitcoin was the first application of blockchain
technology, it has shaped the public perception of
what blockchain is. However, Bitcoin is best thought
of as a particular implementation of blockchain
technology designed for a specific use case, namely
to support value transfers between pseudonymous
parties without going through a trusted
intermediary. It is an example of a public
blockchain (also called open or permissionless).
This means anybody can join the network as a node
and store a local copy of the ledger.
Some worry that such public blockchains are
beyond the reach of the law. Take Bitcoin –
developers make the Bitcoin software publicly
available as open-source software. Thousands of
Bitcoin nodes around the world then download and
run the software on their local machines. Now
imagine you are a regulator trying to impose
anti-money laundering regulations on the Bitcoin
network. Who do you target with your regulation?
Who do you enforce against? Fining individual
node operators wouldn’t shut down the rest of
the network.
In some respects, the regulatory challenge is
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similar to that presented by peer-to-peer filesharing services, like BitTorrent. Software
developers make the BitTorrent protocol and client
software available for download. Thousands of users
around the world then download and run the
software on their local machines and can make
their files available for others to download. Files
are stored in small pieces across many different
machines, instead of on centrally controlled servers.
Since Napster emerged in 1999, such networks have
been used for the unlicensed dissemination of
copyrighted works. As there is no central party that
controls the content, it is difficult to effectively
prevent copyright infringement. Sending noticeand-takedown letters to individual file-sharers
doesn’t affect the rest of the network.
Nonetheless, courts and legislatures have found
ways to regulate copyright-infringing peer-to-peer
file-sharing. For example, instead of targeting
individual users, many European jurisdictions
require ISPs to restrict their subscribers’ access to
websites that index so-called magnet links to
copyrighted works, like The Pirate Bay.
Generally speaking, fears of blockchain systems
being somehow immune to regulation are
overblown.8 First, blockchain technology can be
applied in a variety of ways to create applications
with different properties. It is unlikely that the
blockchain components deployed in telecoms will
resemble public blockchain systems like Bitcoin.
Instead, operators will use private blockchain
systems (also called closed or permissioned), where
copies of the ledger are controlled by a closed group
of vetted participants. For example, a consortium of
carriers could act as the nodes that collectively
control the blockchain. They could design and
manage the application so as to comply with
relevant regulations.
Second, even completely open blockchains like
Bitcoin are not immune to regulation. Instead,
regulators can control their use by identifying and
then targeting any centralised or concentrated
activities within the value chain. For example, many
Bitcoin users rely on intermediaries that provide an
interface to the blockchain system, such as online
wallets like Blockchain.info, or online exchanges
like Coinbase. These services are provided by
companies that can be regulated.
Thus, in September 2018, the UK House of
Commons Treasury Select Committee
recommended that the UK Financial Conduct

A TELCO DIGITAL ID

Authority (FCA) be given powers to regulate
crypto exchanges for the purposes of anti-money
laundering and consumer protection.9
Finally, for particularly high-risk cases, courts
could order internet service providers to perform
deep packet inspection and filter out certain
unwanted blockchain traffic – though this may
raise privacy concerns.
In sum, there are various ways to regulate systems
that use blockchain technology. Consequently,
the more pertinent question is not whether
regulators can regulate blockchain, but whether
they should, and if so, how. It is too early to answer
that question in the abstract. The specific regulatory
and policy concerns will differ for each blockchain
application – although some specific concerns can
be foreseen.

SPECIFIC CONCERN: GDPR

Any applications that process personal data will fall
within the scope of relevant data protection laws,
such as the EU’s General Data Protection Regulation
(GDPR). The GDPR has a broad reach. It applies to
anyone who processes personal data and is
established in the EU. It also applies to anyone
outside the EU who processes the personal data of
persons in the EU in the course of offering them
goods or services, or
when monitoring their
There are concerns
behaviour within the EU.
about how data
Personal data is a broad
term: it covers any
protection rules
information that can be
will apply to public
linked to an identifiable
individual. This includes
blockchains.
pseudonymised data, as
well as encrypted data, as long as there are ways to
decrypt it. Processing is also broadly defined: it
refers to any operation or set of operations
performed on personal data. So if telecoms
operators provide a digital identity service for EU
citizens, this activity would certainly fall within the
scope of the GDPR.
However, there are three main concerns about
how data protection rules will apply to public
blockchains like Bitcoin. A first concern relates to
accountability. Under the GDPR, parties who engage
in data processing are called controllers or
processors. Put simply, a data controller is the party
in charge of the data processing operation: it
determines the why and how of processing. A data
processor is a supporting party: it follows the
controller’s instructions and processes data on the
controller’s behalf. Under the GDPR, the parties
SERVICE
involved in data processing need to determine their
roles as controllers or processors and agree a
contract that sets out their responsibilities.
However, identifying who qualifies as a controller
and a processor is complicated in public blockchain
systems like Bitcoin. Software developers often only
make the open-source software available for
download, without processing any personal data
themselves. Nodes store the ledger and process new
ledger entries, but don’t have any control over how
the system works. Meanwhile, the users arguably
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upload personal data to the blockchain when they
submit transactions. So who’s a controller and
who’s a processor? And how are all these parties
supposed to conclude controller-processor
agreements?
A second concern relates to international data
transfers. The GDPR imposes conditions on transfers
of personal data from the EU to third countries (i.e.
any country outside the European Economic Area).
Thus, controllers must ensure they have an
appropriate legal basis for any international data
transfer to a third country. Relevant legal bases
include an adequacy decision from the European
Commission; a certain type of contractual
agreement with the receiving party; or explicit
consent from the data subject. However, open
blockchains are unconstrained by international
borders. Anybody, anywhere, can download the
ledger and start processing new blocks of entries as
a node. As a result, such systems cannot exclude
data transfers to third countries. Since any party in
any third country can download the archive, it is
difficult to see how an appropriate legal basis could
be assured.
A third concern relates to respecting data subject
rights. On the one hand, the GDPR aims to give data
subjects rights over how information about them is
processed. For example, individuals have the right
to request that their personal data be corrected or
deleted. On the other hand, blockchain technology
purposely makes it very difficult to alter or delete
any information stored “on the chain”. So how
would a public blockchain comply with a data
subject’s right to be forgotten?
While these concerns are valid, they do not apply
equally to private blockchains. First, with a private
blockchain, accountability for data processing can
be assigned among the closed group of nodes. A
consortium of carriers that operates a private
blockchain system can be held responsible for
complying with the GDPR. Second, to comply with
GDPR rules on international data transfers, the
operators would need to ensure that their system
does not transfer data to third countries without an
appropriate legal basis.
Third, they need to be able to comply with data
subject rights, including requests for correction or
deletion. Fortunately, a blockchain ledger is not
technically immutable. The nodes of any given
platform can “correct” their local versions of the
ledger and undo specific past transactions they no
longer consider appropriate.10 They would simply
move to a new version of the blockchain (called
forking), and delete the old version.
Admittedly, this goes against the original aim
of creating a persistent record. Nonetheless the
operators of a private blockchain may agree that it
is appropriate to do so to comply with data subject
requests under the GDPR. Moreover, work on
designing blockchains that are able to comply
with data subjects’ rights without forking is
ongoing. Examples of promising solutions include
encrypting entries and then deleting the relevant
decryption keys as needed, or using so-called
“off-chain” storage models.11
www.iicom.org

BLOCKCHAIN BITS AND PIECES
l There is a mythology about
blockchain that certainly does
not help its champions. The
inventor of Bitcoin is supposed
to be someone called Satoshi
Nakamoto, who wrote the first
paper in 2008, “Bitcoin: A peerto-peer electronic cash system”,
and subsequently released
Bitcoin software. But this is
not thought to be a real
person, and there has been
much speculation about their
real identity.
l One of the most interesting
ideas for blockchain is that it
is an enabler for the sharing
economy and a more equitable
distribution of wealth, given
that one of the big challenges
of the current high-tech world
of globalised capitalism is “the
relentless rise of inequality
and the lack of steady, wellremunerated employment”, as
Nicolas Berggruen, chair of the
Berggruen Institute, has said.
l Virtually every industry has
blockchain applications mooted
or implemented. They include:
– Solving problems of origin,
ownership and price in the
art market
– Enabling peer-to-peer
fundraising donations in nature
conservation and monitoring
conservation (e.g. Madagascar
tree-planting through Ixo’s
blockchain platform)
– Funding journalism, such as
with Civil (see civil.co)
– Regulation of utilities, such
as water in South Africa in a
project involving blockchain
company, Hashcash, and see the
2018 World Energy Blockchain

Insights Brief, developed in
partnership between the World
Energy Council and PwC
– Bringing trust to the charity
sector – for example Aidcoin is a
blockchain system that is aiming
to make donations trackable
and efficient (see aidcoin.co)
– Healthcare systems are
eying up blockchain for health
records; Estonia already uses the
technology for citizens’ records
– IBM has started a blockchain
practice and is working with
shipping giant Maersk to use
smart contracts at more than 20
ports around the world to track
the movement of containers and
share shipping documents.
l Applications in developing
countries are attracting
attention and include
fundamental issues such as
registering people, including
children, and land; securing
voting in elections (as recently
trialled in Sierra Leone); and
also various financial systems,
including a proposal for a new
mobile phone blockchain
network. See bit.ly/2OkDmQ0
and bit.ly/2DhZbyR.
l The US Federal Trade
Commission (FTC) has set up
a blockchain working group
to target fraudulent schemes
which affect the agency’s
consumer protection and
competition brief.
l The Federal Communications
Commission (FCC) took action
against a New York resident
whose Bitcoin miner was
interfering with T-Mobile’s LTE
network in the city.
Marc Beishon

BLOCKCHAIN: CHALLENGES AND OPPORTUNITIES
Whether blockchain will actually prove useful in
facilitating cross-carrier payments or supporting
digital identity services remains to be seen. Given
this early stage of development, regulators would be
wise to adopt a “watch and wait” approach.
Pre-emptive regulation could prove heavy-handed
and stifle innovation. In 2016, the European
Parliament agreed to take a hands-off approach to
blockchain regulation and recommended the
establishment of a taskforce to monitor blockchain
technology.12 In February 2018, the Commission
launched the EU Blockchain Observatory and
Forum, and in October this year the European
Parliament passed a resolution highlighting the
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potential of blockchain and distributed ledger
technologies in most sectors, including energy,
transport, healthcare and education, and also in the
creative industries and copyright.13
Nonetheless, where specific issues are likely to
arise, regulators could help by issuing guidelines so
as to reduce uncertainty. For example, CNIL, the
French data protection authority, has released a
report on blockchain.14 In addition, telecoms
regulators could establish regulatory sandboxes to
test new services, as the UK Financial Conduct
Authority has done for financial applications.15
This would allow regulators to keep abreast of
blockchain developments and prepare for whatever
future challenges and opportunities lie ahead.
Finally, regulators could even look to take
advantage of blockchain technologies themselves.
For instance, a regulator could use a blockchain
system to manage spectrum licences and facilitate
spectrum exchanges between operators.16
Alternatively, a regulator could request read-only
access to a blockchain platform used by telecoms
operators. Since the blockchain would form a
reliable ledger of operator activity, access to the
ledger could improve transparency and auditability.
A regulator could even mandate that rules are built
into the platform through smart contracts to ensure
compliance with certain requirements.17
The Telecom Regulatory Authority of India (TRAI)
has taken a first step towards using blockchain as
“RegTech” to further legal and regulatory objectives.
In May 2018, it issued a draft regulation that aims to
reduce unsolicited commercial communications
using blockchain technology. The proposal calls for
operators to establish a private and permissioned
distributed ledger to register customers’ consent to
receive commercial communications (see also box).18
Microsoft is reportedly working with Tech Mahindra
on a blockchain solution to curb spam calls, in line
with the TRAI proposal.19 If successful, a similar
system could manage consent for direct marketing
communications under the EU’s e-privacy laws.
Further, in October 2018, the UK government
awarded £700,000 to Ofcom, the communications
regulator, to work with operators to develop a
blockchain platform for managing and porting
telephone numbers between operators (see box for
details).20 As with much else around blockchain,
only time will tell whether these pioneering
projects will succeed.
JOHAN DAVID MICHELS is a researcher at the Cloud
Legal Project, Queen Mary University of London, and
co-author of “Blockchain demystified” in the Richmond
Journal of Law and Technology at bit.ly/2SQIWNJ.

REGULATORS CHOOSE
BLOCKCHAIN FOR ‘REGTECH’
The Telecom Regulatory
Authority of India (TRAI) is
claiming a world first in using
blockchain on a large scale
in the telecoms sector. The
application is set out in a draft
regulation that aims to curb
the problem of unsolicited
communications, or spam,
which TRAI first started to
tackle in 2010 with a “do not
disturb” registry, which has a lot
of subscribers – TRAI says 230
million are registered.
But the problem was
not contained because
“unscrupulous elements”
started obtaining customers’
consent, often surreptitiously,
or resorted to the use of
unregistered telemarketers that
call or message from a 10-digit
number. Recently, the incidence
of fraud calls has also been on
the rise.
The new regulations require
that consent be explicitly
recorded by a third party and be
activated only after subscriber
confirmation. Furthermore, the
subscriber is given the option to
revoke his or her consent, if it’s
abused or is no longer relevant.
Blockchain is the key to
making it work, says TRAI, as it
has proven useful where the
objective is to cryptographically
secure information and make
it available only on a need to
know basis. “Yet none may
deny their actions or tamper
with records, once recorded on
the distributed ledger, which
uniformly enforces compliance.”
However, a software engineer
has taken issue with the use of
blockchain for this application,
saying it hasn’t been tested at

scale anywhere in the world, and
that a private and permissioned
blockchain network is not
secure. Shirsendu “Troy”
Karmakar challenges several
assumptions in TRAI’s proposal
in an article that can be read at
bit.ly/2Qnwcws.
Meanwhile UK regulator,
Ofcom, is inviting organisations
to trial the porting and
management of millions of
telephone numbers using
blockchain and ledger
technology. Ofcom says about
1 billion landline telephone
numbers are available in the UK,
either already in use or reserved
for allocation, and are issued in
blocks to telecoms operators,
which manage the numbers and
movement (porting) of them
into and out of their control.
Existing systems used for this
process will need to change
as networks move to an all-IP
(internet protocol) infrastructure
and moving to blockchain
has the potential to improve
customer experience when
moving a number between
providers, lower regulatory and
business costs, and provide
more effective management of
nuisance calls and fraud.
Says Ofcom: “Previous
attempts to develop a
centralised database haven’t
succeeded because of high costs
and barriers to collaboration;
but this technology offers an
opportunity to build a cheaper,
long-term system… We plan
to share key learnings, best
practices and the underlying
code base with other regulators,
where we can.”
Marc Beishon
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BREXIT AND TELECOMS
Nations tend to keep a closer hold of telecoms industry regulation than in other
sectors, even in Europe. It’s why the UK’s imminent exit from the European Union
won’t impact its telecoms sector too much, as IAN WALDEN explains

T

he telecoms sector has seen enormous growth
over the past 30 years, driven largely by the
twin demands for mobile telephony and
internet access. While this growth has been
global in nature, Europe has been at the forefront of
many market developments. European Union (EU)
telecoms policy has been pursuing market
liberalisation and harmonisation since 1988,
beginning with the opening up of the telecoms
equipment market. Europe has experienced notable
successes over the years, such as third-generation
mobile telephony, and the emergence of global
players, such as Nokia and Ericsson.
These developments have been examined in detail
in Telecommunications Law and Regulation, the 5th
edition of which has been published (to be reviewed in
the next Intermedia – ed). In this article I consider the
regulatory implications of the UK leaving the EU
(“Brexit”) for the UK telecoms market, and suggest
that there are a number of reasons to be optimistic
that it may have less impact on the telecoms
industry than in other business sectors. I examine
some of the features of telecoms law that will likely
militate against any need for a radical overhaul of
the current regime, whether the UK’s Brexit is
“hard” or “soft”. There are parallels with telecoms
law and industry in other countries.

GATS AS EU LAW ‘WRIT LARGE’
One key area in which the EU has been particularly
successful is in exporting its regulatory framework
for telecoms to the rest of the world. The most
notable example is the World Trade Organization’s
(WTO) basic agreement on telecoms, made under
the General Agreement on Trade in Services (GATS),
www.iicom.org

to which some 99 countries have since adhered,
representing over 90% of global revenues in the
sector.1 A unique part of the basic agreement is a
reference paper detailing pro-competitive regulatory
principles for the telecoms sector,2 including the
need for asymmetric regulatory controls over a
dominant operator, known as “a major supplier”,
an analogue for the EU’s concept of operators with
significant market power. The reference paper can
be described as EU law “writ large” because it so
clearly aligns with EU law in force at the time, but is
equally applicable today.
On the presumption that the UK remains a
member of the WTO, it seems highly likely that it
will need to submit a schedule of commitments in
respect of telecoms services, which will be largely
similar to that currently submitted by the EU.3
Given that the UK’s Communications Act 2003
embodies the requirements of the reference paper,
this would argue in favour of retaining the current
statutory framework. This is a first reason why UK
telecoms law post-exit from the EU is highly likely to
look and feel very similar to the current regime.

A SINGLE MARKET, NOT!
A second reason for relative regulatory stability is
the fact that the telecoms sector, in stark contrast
to other related sectors, specifically broadcasting
(known as audiovisual media services) and OTT
services (known as information society services), has
not been subject to the country of origin approach
to harmonisation. Under the country of origin
principle, a business established in one EU member
state is free to supply services into the other 27
member states without further authorisation or
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regulatory control from the recipient state,
except in limited and procedurally controlled
circumstances. The principle is seen as conferring a
significant benefit to market participants wishing to
offer services in the 28 national markets in terms of
compliance obligations and cost.
However, in the telecoms sector, this principle has
never been adopted, with an operator having to be
authorised and to comply with national conditions
in each member state in which it has networks or
in which it provides services.4 As such, operators
continue to have to think and act on a distinctly
national basis, subject to oversight and intervention
by national regulatory authorities, such as Ofcom,
which have significant freedom to govern the
market. Indeed, this is something about which
telecoms operators have complained vigorously for
many years…
There have been repeated attempts by the
European Commission to move towards a country of
origin approach to the regulation of telecoms, from
the “one-stop shopping procedure”5 to a proposal
for a “regulatory passport”.6 Yet to date, member
states have steadfastly resisted the adoption of
country of origin. While the motives for this
hard-line stance are diverse, they can be viewed as
being centred on the public interest nature of
aspects of the telecoms sector. These public interest
features not only interfere with a fully competitive
single market, but also disrupt efforts to establish a
coherent regulatory regime across Europe. Indeed,
these public interest components reflect the
limitations of the European Union “project”.

PUBLIC INTEREST TELECOMS
One public interest component is the use of public
resources. In telecoms this is manifested most starkly
in the belief that the electromagnetic spectrum is
the property of the state, as well as a scarce resource.
As a state resource, it is subject to controls to ensure
that it is utilised for the maximum welfare of all, as
a “public good that has an important social, cultural
and economic value”, according to the EU’s 2002
electronic communications regulatory framework.7
While state ownership remains inviolate, the
recognition of the ability to transfer spectrum rights
in 2002, which was extended in 2009, has enabled
the possibility of a competitive secondary market in
spectrum trading to develop, although there is little
sign of it to date.
In terms of economic value, we have also seen EU
member states take contrasting positions with
respect to the award of spectrum, with permitted
variants along a continuum between “competitive
or comparative selection procedures”, as the
framework states. For some, such as the UK, this has
meant auctioning spectrum for maximum revenue;
while others, such as Finland, have awarded it on
the basis of a “beauty parade”.
Telecoms can also be seen as residing uneasily and
uncertainly between the utilities sector and the IT
sector. As a networked utility with substantial
infrastructure, it can be viewed as a supplier of an
“essential service” akin to electric, gas and water
companies.8 The regulatory framework for telecoms

can therefore sometimes appear two-faced,
switching between deregulation initiatives and
politically charged interventions in market conduct.
The latest manifestation of the latter is the
current debate over net neutrality – imposing
restrictions on the freedom of operators to
implement traffic management practices or to offer
certain services, such as network-level ad blocking,
to preserve the “functioning of the internet
ecosystem as an engine of innovation”.9 Such
measures can be viewed as representing a utility
perspective of the telecoms sector.
Universal service is the
embodiment of public
Telecoms is also
interest in telecoms, with
increasingly
the desire to ensure that
recognised as part
all citizens have access to
networks at an affordable
of critical national
price. Here again,
infrastructure.
European law provides a
floor, a minimum
obligation,10 but member states have the freedom to
define higher standards in pursuit of varied
industrial or social policies. In the UK, the
government is currently in the process of amending
the current universal service obligation (USO)
through the digital economy bill, to facilitate
broadband access.11
Financing of the USO can become a potential
market issue, in a similar fashion to public service
broadcasting. Currently, European law permits
member states to choose between payments from
public funds or shared among designated market
participants. To date, no state has chosen to use
public funds, except in a targeted fashion to
improve broadband rollout, although the European
Commission has recently proposed requiring that
only public funds be used.12 In the UK, there is no
mechanism for financing the USO because BT and
KCOM, the two providers subject to the obligation,
have been held not to be subject to an “unfair
burden”. As such, Brexit should mean no change for
UK law on universal service.
As well as being considered utility-like, telecoms
is also increasingly recognised as being part of a
nation’s critical national infrastructure, which
engenders its own distinct public interest concerns.
Service providers are made subject to regulatory
obligations to ensure the integrity of their service,
including the ability to carry state broadcasts in the
event of an emergency.13 The requirement to ensure
service integrity is an issue addressed in the recently
adopted EU directive on information and network
security.14 Under the measure, any “operator of
essential services” and “digital service providers”
will have obligations to implement “appropriate
technical and organisational security measures”
and notify incidents of security breach. The
measures reflect obligations already imposed on
the telecoms sector under data protection law.15
Another element of the public interest nature of
telecoms is the role of service providers in law
enforcement and national security matters.
Historically, telecoms operators have been required
to build an intercept capability into their networks16
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to enable law enforcement access, as well as provide
associated traffic and subscriber data. After the
revelations of Edward Snowden, such practices have
become increasingly transparent, as governments
have been forced to publicly avow such activities,
as well as needing to impose such obligations on
a broader range of services than traditional
communication services.17 However, the desire to
retain control over such matters has limited the
enthusiasm of governments to accept country of
origin as the regulatory principle for telecoms.
A final public interest component of telecoms
that has perhaps been less relevant to the UK is the
fact that in most member states, the incumbent
national operator continues to be part owned by the
state, positioned as both provider and national
champion. This relationship has caused regulatory
problems for a number of countries, such as
Germany’s attempt to grant Deutsche Telekom a
regulatory “holiday” and France’s offer of loans
to France Télécom, both of which have been
successfully challenged by the European
Commission. While the UK has not been immune
to governmental concerns about the health of its
incumbent operator, or indeed to European
Commission findings of unlawful state aid
intervention, BT’s greater independence has
resulted in a more competitive national market
than in those where the incumbent remains in part
or whole an emanation of the state.
Taken together, these public interest components
have prevented the establishment of a truly
European market similar to that achieved for
broadcasting and OTT services. Were the EU, after
Brexit, to finally move towards a single market for
telecoms, then the position of UK industry would be
likely disadvantaged, but until then, operators are
likely to experience little change.

UNDER NATIONAL CONTROL
A final reason for expecting little change post-Brexit
is because responsibility for key areas of the telecoms
sector have been retained under national control,
rather than handed over to the EU. As noted, with
respect to wireless communication services (e.g.
mobile and satellite), control and management of
spectrum has remained the near exclusive (and
valuable) property of the state. While spectrum
usage requires coordination and cooperation, this
occurs at an international level, within the ITU, as
much as at a European level. As with the WTO, the
UK’s membership and participation in the work of
the ITU will continue post-Brexit.
In terms of space, the European Space Agency
(ESA), in which the UK is a significant contributing
member, is not an EU organisation and has already
declared that Brexit should have little or no impact,
although the UK may have to renegotiate its role in
respect of specific programmes, such as the global
satellite navigation system, Galileo, which is owned
by the EU, even if implemented through the ESA.
With regard to the construction of telecoms
networks, laying cables and installing masts, rights
and obligations concerning buildings invoke issues
of property and planning law, which operate at
www.iicom.org

both a local and national level. The forthcoming UK digital economy
bill will reform the electronic communications code that governs
network operators in order to facilitate more rapid network rollout.
Again, however, such initiatives reside primarily at a national rather
than European level.

AND NOW FOR THE BAD NEWS….
There are also areas where Brexit may have a negative outcome, and
where telecoms regulation will, or may, differ following departure:
l First, the European Commission will no longer have exclusive
competence to decide on competition matters that have a “community
dimension”,18 and which led to the recent decision to prohibit the
merger between mobile operators Three and O2 in the UK. Whether
this change has any real effect will depend on the commercial reach of
the relevant parties, since competition law has a well-established
extraterritorial reach over businesses headquartered outside the
jurisdiction.19 In addition, Ofcom and the UK competition regulator,
the Competition and Markets Authority, will want, and need, to
establish an effective working relationship with the EU Competition
directorate to ensure that transnational matters are dealt with in a
coordinated manner, as would be the case were any transaction to
involve the US competition authorities.
l Second, the progressive reduction of roaming charges for consumers
within the EU, and their eventual abolition from June 2017 may be
disapplied to UK users, leading to higher prices when Britons roam in
Europe. Given that operators have complained that the abolition of
roaming charges will have a significant impact on their revenue
streams, with claims that it will have an adverse impact on investment
capacity, they may view UK consumers as an opportunity to claw back
some of this revenue. Conversely, current market trends and consumer
behaviour (e.g. turning data services off or buying local SIMs) may
convince operators that the opportunities for raising tariffs are limited.
l Third, the recent net neutrality measures, and indeed any broader
reform of the EU telecoms market, may offer long-term advantages to
operators within the EU to the extent that they level the regulatory
playing field with OTT providers and reduce barriers to market entry.
The implications of Brexit for the UK, the EU and indeed the wider
international community will take time to be fully realised. The legal
complexities involved are of a scale that has not previously been
experienced. The peculiarities of telecoms law will potentially mean
less change to the regulatory regime than in other areas, such as
financial services. But as the UK has not even begun the process, we
can only opine so much before entering a legal and regulatory fog…
IAN WALDEN is a professor at the Centre for Commercial Law Studies, Queen
Mary University of London, and editor of the book, Telecommunications Law
and Regulation, the 5th edition of which is out now from OUP.
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GET THE
WHOLE PICTURE
Price, quantity, quality, innovation and choice have been the main ways we measure
consumer outcomes. It’s time, says TIM HOGG, to widen the scope to holistic outcomes,
including relationships, fairness, truth and privacy – in the ‘sociology of technology’

G

overnment policy, regulation and competition
law all aim to make a positive difference for
consumers, and are afterwards judged by
whether consumers actually benefited.
Improving consumer outcomes is what gives policy
its focus. Our common understanding of what
constitutes a consumer benefit – how we define
consumer outcomes – is therefore a crucial element
in policymaking, regulation and competition law, as
follows:
l Consumer outcomes in policymaking.
Economic impact assessments are conducted to
quantify the effects of potential policy decisions on
consumers. For example, the European Commission
requires impact assessments to be undertaken on all
“initiatives expected to have significant economic,
social or environmental impacts”.1 The quantified
impact is then a key piece of information in the
decision-making process.
l Consumer outcomes in regulation.
Regulators typically evaluate how well markets are
working through valuing the market outcomes. If
the regulator identifies a market failure causing
(sufficiently) poor market outcomes, then the
regulator may choose to enact regulatory remedies.
For example, the New Zealand Commerce
Commission continually monitors consumer
outcomes such as broadband performance, using
this as an evidence base in regulatory decisions.2
l Consumer outcomes in competition law.
Recognising the positive force of competition in
driving positive outcomes, competition law has
been developed to ensure that anti-competitive
practices or mergers do not lead to poor consumer
outcomes. Furthermore, some (potentially anticompetitive) practices can be justified if they lead to
positive consumer outcomes. For example, the
European Commission will permit a (potentially
anti-competitive) practice if it: “contributes to
improving the production or distribution of goods
or to promoting technical or economic progress,
while allowing consumers a fair share of the
resulting benefit”.3
Given that consumer outcomes are so important,
the way in which they are considered is crucial.
For example, if consumer outcomes were solely
considered in terms of price, then policymakers

would promote low prices at the cost of other
outcomes, like quality.
There is remarkable consistency in how consumer
outcomes are considered across policymakers,
regulators and competition authorities. Typically,
these public bodies consider price, quantity, quality,
innovation and choice. The table (opposite) gives
more detail. This set of five consumer outcomes
has served authorities well because they are of
importance to consumers, quantifiable (especially
price), and widely applicable across markets. But
technological advances mean that a more holistic
set of consumer outcomes is required.

TECHNOLOGICAL ADVANCES AND CONSUMER OUTCOMES
It is difficult to overstate the importance of
technology. As the historian David Nye put it:4
“Technology matters
because it is inseparable from
Technological
being human. Devices and
machines are not things ‘out
advances mean
there’ that invade life. We are
that a more holistic
intimate with them from
birth, as were our ancestors
set of consumer
for hundreds of generations.”
outcomes is needed.
Technology can be
thought of in a myriad
of ways, using the language of knowledge and
learning, systems and processes, or machinery and
equipment. For the purposes of this article, the
focus is on 21st century technological advances, and
in particular on those advances which are affecting
consumers in ways that transcend the traditional
consumer outcomes. Somewhat inevitably, the focus
therefore falls on developments in information
technology (although this is not to diminish the
importance of technology in other areas). For
simplicity, “technology” and “information
technology” are used interchangeably.
Technology is transforming societies and
economies almost beyond recognition:
l Technology is transforming markets. More
efficient search and matching mechanisms are
prevalent in consumer markets (e.g. price
comparison websites), and also in other areas of life
– there are 85.5 million paying online dating
accounts in Europe.5 New distribution channels for
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goods and services are ubiquitous – many millions
of consumers worldwide pay to stream music online
(Spotify, SoundCloud, QQ Music). There has also
been rapid growth in peer-to-peer platforms – there
are reportedly 6,000 peer-to-peer lending platforms
in China.6
l Technology is enabling new and better forms of
communication, such as high-quality video calling
(FaceTime, Skype). Consumers are able to speak to
people across the world at lower prices than ever
before through mobile virtual network operators
like Lycamobile. Social media is a further extension
of greater technology-enabled communication –
Facebook has over 2 billion monthly active users.
l Technology is broadening access to services which
used to be the preserve of the few. For example,
Tutor.ng is a Nigerian online education platform
that connects students and tutors, enabling remote
learning. Higher quality and more personalised
healthcare is another product of technology – users
of the Apple Watch can monitor their daily activity
and set their own goals. Technology has also
widened access to personal finance, with 30 million
consumers in Africa, Eastern Europe and India
gaining access to the benefits of a bank account
through the M-Pesa service.
Given the above, it is not surprising that
technology is affecting consumers in ways that are
not captured by the five usual consumer outcomes
I have outlined.
www.iicom.org

USUAL CONSUMER OUTCOMES
Price

Lower prices are beneficial for consumers, who
are able to consume more while remaining
within their limited budgets. For example,
lower broadband prices are a positive
consumer outcome

Quantity

Greater quantity is beneficial for consumers,
both in terms of the number of consumers
who purchase a product, and also in terms
of the amount of a product which individual
consumers purchase. Quantity is largely driven
by price. For example, greater broadband
penetration is a good consumer outcome

Quality

Greater product quality is a positive outcome
for consumers. For example, higher broadband
speeds enable consumers to gain more utility
from internet access. Quality also encompasses
time savings

Innovation
NE

Choice

W

!

Faster innovation leads to better products
and the development of new products. For
example, innovation in fibre broadband
increased broadband speeds and data caps
A greater variety of products enables
consumers (with varying preferences) to
choose the most suitable product. For
example, a range of broadband products
with different speeds, data caps, and prices
means that consumers can choose the bestsuited product

NE !
W
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TECHNOLOGY IS AFFECTING A BROAD ARRAY OF
CONSUMER OUTCOMES

prices to person A than to person B, as the firm
knows that A has a higher willingness to pay,
because the firm viewed A’s social media accounts
Here I focus on four ways in which consumers are
and realised that she is vulnerable and cannot shop
getting different outcomes as the result of advances
around for alternatives so easily. While this example
in technology over the past two decades:
is extreme, it shows how technology can affect the
relationships, fairness, truth and privacy.
fairness of consumer outcomes.
The depth and breadth of relationships are
Dissemination of truthful news is being
being affected by technology Technology
affected by technology Technology is changing
brings people together. Through social media I
the dissemination of news, with 93% of US adults
remain in contact with friends on the other side of
viewing some form of online news media.11 I rarely
the planet. My partner and I got to know each other
purchase a physical newspaper or magazine, instead
through social media and messaging apps, despite
relying on social media and broadcaster apps to
living in different cities. I speak to my parents
read the news. This is hugely more convenient (and
regularly, in spite of the physical distance.
cheaper) than buying a daily newspaper, and I am
However, technology can cause isolation.
far more aware of global events than I would have
Loneliness appears to be growing in many societies
been otherwise.
across the world, and technology may play a
However, the impact of technology has not been
negative role for some people.7 The loneliest
all positive regarding the dissemination of news –
generation in the US are those aged 18-22.8 There
technology has made it easier and cheaper to spread
are few things more annoying than a friend being
false information (e.g. fake news). For example,
distracted by their mobile in a café. Indeed,
there were concerns about increasing volumes of
therapists advise that switching off devices can
fake news ahead of
deepen intimacy.
elections in India.12
The net effect of technology on the quality of
New consumer
Fake news is
both online and offline relationships is a matter of
undermining trust in
heated debate.9 Few argue, however, that technology
outcomes must
online news (and social
has had little impact on the relationships of billions
be important,
media platforms), and is
of consumers. As is clear from this discussion,
harming democratic
the impact of technology on relationships is
quantifiable and
debate.13 Despite online
widespread, significant, and not covered by the
widely
applicable.
fact checkers (such as
consumer outcomes currently considered.
Full Fact, Africa Check,
The fairness of consumer outcomes is being
PolitiFact) fake news continues to be an issue facing
affected by technology Technology is changing
consumers worldwide.
the distribution of consumer outcomes
Privacy is being affected by technology
(distributional fairness) and the way in which firms
Technology is changing the level of privacy that
set prices (procedural fairness). Consumers are
consumers enjoy, as many of the online business
quoted different prices for the same goods.
models rely on access to consumer data. For
Advances in algorithms and access to consumer
example, price comparison websites are able to
data means that personalised pricing is growing
match me with mobile providers when I enter my
in importance.
personal details and preferences. My social media
While price discrimination is a natural (and often
accounts are free, because platforms send me
efficiency-enhancing) part of markets, technology
targeted advertising based on my likes and dislikes.
is increasing the opportunities for price
The cost to consumers of these positive outcomes
discrimination.10 In many cases, technology is
is that as they have bartered their data; they have
undoing pre-existing cross-subsidies, which may
reduced their privacy.14 This could lead to consumer
have unintended social consequences.
detriment, as some consumers are unaware of
Consider this example: a firm charges higher
how their data is used, and feel powerless to do
anything about it.
Next, I explore how these four holistic consumer
HOLISTIC CONSUMER OUTCOMES
outcomes can, and should, be considered.
Greater depth and breadth of consumer
Relationships
relationships, in terms of leading towards
intimacy (rather than isolation)

HOLISTIC CONSUMER OUTCOMES – WHY THEY SHOULD
BE CONSIDERED

Fairness

Greater distributional and procedural fairness
towards consumers, ensuring that no
consumer is unduly exploited

Truth

Greater prevalence (and penetration) of
truthful news (as opposed to unreliable or
fake news)

Privacy

Greater awareness of how consumer data
is used, and greater ability to control how
consumer data is used

New consumer outcomes must be important,
quantifiable and widely applicable. As we saw
earlier, consumer outcomes drive policymaking,
regulation and competition law – and a certain
degree of caution should be exercised before new
consumer outcomes are added to the list of
considered consumer outcomes. Therefore, new
consumer outcomes should be:
l Important to a broad range of consumers, and
not overly similar to consumer outcomes already
considered
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FINANCIAL SERVICES AND FAIRNESS
Lesser concern

Greater concern

Who is harmed by
price discrimination?

Wealthier consumers – e.g. time poor,
cash rich

Consumers with characteristics which
might be deemed vulnerable (e.g. low
income, older age, etc.)

How much are these
individuals harmed?

Profitability difference between consumer
segments is minimal and is immaterial to
the harmed segment

Significant profitability differences and the
harm has a significant adverse effect on
the segment affected

How significant is the
pool of people harmed?

Very small minority

Significant group of consumers

How are companies price
discriminating?

Transparent and based on behaviour
which consumers can easily change
(e.g. switching)

Hidden and based on intrinsic
characteristics which consumers cannot
easily change (e.g. personal characteristics)

Is the product/service essential?

Product/service is considered nonessential but desired by some consumers

Essential product/service (e.g. current
account or motor insurance)

Would society view the price
discrimination as egregious/
socially unfair?

Little concern expressed about practices
and company behaviour widely accepted

Persistent and broad-based concern
expressed and company behaviour seen
as poor conduct

Financial Conduct Authority (2018). Price discrimination in financial services: How should we deal with questions of fairness? bit.ly/2vIllVm

l Quantifiable in order to be useful in decisionmaking by policymakers, regulators and
competition authorities
l Widely applicable across a broad range of
markets, and in the application of policy,
regulation, and competition law.
Next, I explore whether the four holistic
consumer outcomes meet these criteria.
RELATIONSHIPS As we saw, technology is having
a significant impact on the relationships enjoyed by
consumers, in both positive and negative ways.
Relationships are important to all aspects of the
economy:15
“Creating value, managing risk, achieving performance
in a fast-moving business environment, improving
wellbeing, building social capital, developing nations: all
these challenges are affected by the health or otherwise of
relationships.”
Perhaps contrary to expectations, the quality of
relationships (e.g. intimacy versus loneliness) can
be quantified. For example, the business firm,
Relational Analytics, provides metrics to measure
the depth of relationships in order to provide a
“rigorous quantitative basis for management
and governance”. Five quantifiable metrics
have elsewhere been identified as effective
communication, momentum in relationships
(e.g. sense of belonging), transparency,
participation, and synergy (e.g. shared identity).16
Policymakers are already acting to address
some of the issues in relationships that may be
exacerbated by technology. For example, in January
2018 the UK appointed a “minister for loneliness”
with responsibility for building “more integrated
and resilient communities”.
Consideration of relationships is also widely
www.iicom.org

applicable across the whole economy. As Joseph
Pilling, a now retired senior British civil servant,
put it:
“It would be a happier world if civil servants were
required at the end of every policy paper they wrote to
include a paragraph assessing its relational implications
for the society they are serving.”
To summarise, the depth and breadth of
relationships are important, quantifiable, and
widely applicable. The consumer outcome of
relationships can be defined as:
Greater depth and breadth of consumer relationships,
in terms of leading towards intimacy or isolation.
FAIRNESS Technology is affecting distributional
and procedural fairness, as discussed earlier.
There is a vast body of evidence from psychology,
neuroscience and behavioural economics showing
that fairness is of great importance to consumers.17
Distributional and procedural fairness is relevant
to all markets where there is price discrimination,
and can be considered by policy, regulation and
competition law.18 While definitions of fairness
are likely remain to some extent subjective,
policymakers and regulators are beginning to
consider it.
For example, the UK Financial Conduct Authority
regulates to ensure that firms are “treating
customers fairly”, and is able to quantify and assess
fairness. The table above outlines its approach to
assessing fairness through the lens of price
discrimination.
Fairness is therefore an important, quantifiable,
and widely applicable consumer outcome. The
consumer outcome of fairness can be defined as:
Distributional and procedural fairness towards
consumers, ensuring no consumer is unduly exploited.
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TRUTH The ability to uncover, proclaim and find
truth is a vital part of democratic debate. The
truthfulness of online news has come under
question with the rise of fake news. Tackling fake
news must be a high priority.
Facilitating the truth in online news is already a
large part of a number of different business models.
For example, publishing organisations aim to
promote quality in journalism, online platforms
are dealing with the issue, and independent
organisations (fact checkers) are also in this space.19
Organisations and academics have demonstrated
that it is possible to define fake news and quantify
its prevalence.20
The truthfulness of news is applicable across
policy, regulation and competition law. For
example, the impact of a merger between two
online publishers or social media sites could also
consider the possible effects on the prevalence
of fake news. Indeed, policymakers are beginning
to take the truth in news seriously. In the EU,
representatives of online platforms, social networks,
advertisers and the advertising industry have now
agreed on a self-regulatory code of practice to
address the spread of online disinformation and
fake news.21
Thus truth is important and quantifiable. While
there could be a debate over whether truth is widely
applicable enough (given the focus on publishing),
it should be noted that truth is affected by a wide
variety of online markets such as social media or
search engines. The consumer outcome of truth can
be defined as:
Greater prevalence (and penetration) of truthful news
(as opposed to unreliable or fake news).
PRIVACY Privacy is important to many consumers,
although the degree of concern about privacy varies
by country, as a global study notes.22 The primary
concerns about privacy lie in whether consumers
are aware of how their data is used, and whether
they have control over its use.23 Both privacy
awareness and control are quantifiable through
surveys and experiments, and can be evaluated by
policymakers.
Privacy is also widely applicable, as it is relevant
to all online markets. Indeed, where policymakers
and regulators have begun to act on privacy, the
remedies have been wide-reaching in scope (such as
the General Data Protection Regulation in the
European Union).
In summary, privacy is important, quantifiable
and widely applicable. The consumer outcome of
privacy can be defined as:
Greater awareness of how consumer data is used, and
greater ability to control how consumer data is used.

BENEFITS OF CONSIDERING HOLISTIC OUTCOMES
Holistic consumer outcomes, as considered by
policymakers, regulators and competition
authorities, will vary across the world. This
flexibility is important and necessary, and will help
counteract common critiques of globalisation.
For example, as Joseph Stiglitz has noted:
“The rules under which the governing bodies and
authorities work must ensure that they will heed and
respond to the desires and needs of all those affected by
policies and decisions made in distant places.”25
Authorities must be fully equipped to take the
decisions that will most benefit consumers in their
jurisdiction. Each society must reflect on the way
in which technology is changing a broad array of
consumer outcomes, and select the holistic
consumer outcomes that best reflect their own
values, preferences and priorities. Considering
holistic consumer outcomes will empower societies
to ensure that technology benefits all of their
consumers.
Considering holistic consumer outcomes will
create commercial opportunities. It will lead to
better consumer outcomes; for example, taking
account of privacy in
policy decisions can result
Better holistic
greater consumer
consumer outcomes in
awareness and control
of how data is used,
will lead to greater
leading to better privacy
societal support
outcomes. Better holistic
for technology.
consumer outcomes will
lead to greater societal
support for technology. For example, if consumers
feel confident that they are aware and in control
of their privacy, then they are more likely to be
advocates for technology.
Greater societal support for technology will
generate new opportunities for technology to
change society and more commercial opportunities
around technology. Ultimately, an absence of
societal support for technology would lead to
popular support for decisions that slow the pace of
technological advances and limit associated
commercial opportunities.

The interactions between holistic consumer
outcomes are also important. For example, fairness
and privacy would be interlinked if privacy became
the preserve of the wealthy (i.e. if it required
resources to protect one’s data; indeed, is privacy a
universal human right?).24
Next, I explore the benefits of considering holistic
consumer outcomes.
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DEALING WITH OBJECTIONS
Any proposed change to policymaking, regulation
and competition law must be robust to challenge.
In this section I explore five possible objections to
considering holistic consumer outcomes.
Replacing the current set of defined
consumer outcomes would harm consumers
Holistic consumer outcomes are complements to,
rather than substitutes for, the current set of
consumer outcomes (which remain vital
considerations).
Holistic consumer outcomes cannot be
quantified Some may object to considering
holistic consumer outcomes on the grounds that
they may be difficult to quantify. However, as we
saw earlier, quantification of holistic outcomes is
already achievable. The challenge of quantification
is also relevant to some of the existing considered
consumer outcomes, such as quality. This does not
www.iicom.org
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mean that we should stop caring about quality;
rather, that we should work towards understanding
and measuring quality more robustly. The same
applies to relationships, fairness, truth and privacy.
Holistic consumer outcomes are
uncommercial to provide A possible objection is
that they are uncommercial for firms to provide,
and would result in costs (that would be passed on to
consumers). The evidence, however, does not support
this. For example, Instagram and Facebook are
introducing tools to help consumers control the
amount of time they spend on their sites, which
could help them improve offline relationships.
Financial services firms in the UK often advertise
that they treat customers fairly. Facebook is
developing fact checking technology to tackle fake
news. In the messaging app market, some apps
explicitly advertise themselves as better for privacy,
such as Telegram and Signal – the latter’s slogan is
“Fast, simple, secure. Privacy that fits in your pocket.”
Considering holistic consumer outcomes
will result in less competition Could holistic
outcomes lead to less competition, which would
ultimately harm consumers? The intention is
that there will be more competition, not less.
Considering holistic consumer outcomes will help
shift the competitive equilibrium to one where
firms compete on a broader array of consumer
outcomes. We already see competition in holistic
consumer outcomes in some markets (such as
messaging apps competing on privacy). While
remedies vary in the level of intrusiveness (from
highly interventionist to light touch), the threat of
overly intrusive interventions harming competition
is not new, and can be avoided in much the same
way as it currently is.
Holistic consumer outcomes are outside the
boundaries of economics Some economists may
argue that considering holistic consumer outcomes
would take policy, regulation and competition out
of the realms of economics, into something less
well-defined. However, other fields such as sociology
have a great deal to add to policy, regulation and
competition law. Being outside the boundaries of
traditional economics does not mean that we
cannot add value and benefit consumers.
Furthermore, the boundaries of traditional
economics are broader than often assumed –
economics has a long tradition of considering issues
like relationships, fairness, truth and privacy.
Tomás Sedlacek, a Czech economist, has noted that
economics is “the study of human relationships
that are sometimes expressible in numbers, a study
that deals with tradables, but also one that deals
with nontradables (friendships, freedom, efficiency,
growth)”.26 Holistic consumer outcomes could also
be thought of as externalities or market failures
(concepts central to economics).10

CONCLUSION
Government policy, regulation and competition law
all aim to make a positive difference for consumers,
and are afterwards judged by whether consumers
actually benefited. So our common understanding
of what constitutes a consumer benefit is crucial.
www.iicom.org
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To date, consumer outcomes have mainly been
considered in terms of price, quantity, quality,
innovation and choice. However, technology has
transformed societies and impacted consumers in a
variety of sociological ways. Therefore policymakers,
regulators and competition authorities should
consider additional holistic consumer outcomes,
including relationships, fairness, truth and privacy.
The next step is to start an open debate in every
society about which holistic consumer outcomes
are important, quantifiable and widely applicable.
Authorities can then begin to define high-level
objectives based on these outcomes. These objectives
will inform their decisions, and further incentivise
enterprises to provide technology-based solutions to
the benefit of consumers worldwide.
TIM HOGG is a consultant at Oxera Consulting
specialising in regulation and behavioural economics,
and winner of the IIC’s Future Leaders Competition
for 2018 for his presentation and this article on the
sociology of technology. The article reflects his own
views, not those of Oxera.
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HOW SUSCEPTIBLE
ARE INTERNET
USERS?
Amid the concern about the impact of fake news, echo chambers and
filter bubbles, WILLIAM DUTTON and LALEAH FERNANDEZ find there is
not such a big problem – and a solution lies in ‘nudge’ theory

M

ajor concerns have been raised over the
impact of fake news, echo chambers and
filter bubbles. But how pervasive are these
problems? What proportion of internet users
are susceptible to such sources of disinformation?
Based on a seven nation comparative survey of
internet users, we have identified those most likely
to be vulnerable to the different but related risks of
fake news, echo chambers and filter bubbles.
Counter to widespread expectations, we find only a
small proportion of internet users are likely to be at
risk in these countries.
In seeking to identify those internet users who are
vulnerable, statistical tendencies conform with
general expectations of older users with less
education and lower incomes being among those
most susceptible. However, there is also evidence
suggesting that some individuals in nearly all
demographic groups can be among the vulnerable
and fall through the cracks. Finding the vulnerable
to be limited in scale, but scattered across major
demographic categories, we argue against an
aggressive awareness campaign targeting the most
vulnerable, in favour of nudging all internet users to
be aware of vulnerabilities and how to avoid them.

INTRODUCTION
Concerns continue to mount over potential threats
to democratic structures and processes from
disinformation circulated via the internet and
social media. The major threats include the
dissemination of fake news, the potential for
personalised news and social media feeds to create
filter bubbles, and the tendency for users to network
with like-minded individuals in ways that trap them
in virtual echo chambers. Each threat could distort
what people know about politics and therefore
undermine the choices they make as citizens and
voters. Many efforts by internet service providers,
social media platforms and the press are underway
to address these threats. However, what should be
done needs to be calibrated to the scale and
distribution of these problems.
Research to date has focused on the production of
fake news, the potential for algorithms to create
36 InterMEDIA | December/January 2018/19 Vol 46 Issue 4

filter bubbles, and the potential for individuals to
network themselves into an echo chamber. However,
most of this research is based on studies of
platforms, and has a deterministic logic: expecting
technical features such as search algorithms to have
strong and predictable effects. Relatively little
research has focused on the ways internet users
actually use search and social media. Are they
fooled by fake news? Are they trapped in a filter
bubble? Do they inadvertently or purposively lock
themselves in a political echo chamber online?
Our own research focused on how internet users in
seven nations get political information through
search and social media to address these issues from
a more user- versus techno-centric perspective.1
The findings suggest that there is a moral panic
developing over fake news, echo chambers and
filter bubbles that could lead to disproportionate
responses to genuine problems. For example, the
vast majority of internet users use multiple sources
of news across different online platforms as well as
offline, reducing the likelihood they are trapped in
a filter bubble. They recognise wrong information,
and often check questionable information on social
media by using search, reducing the likelihood they
are fooled by fake news. And it is rare that they cull
their social media sites to eliminate people who
have different political views, and so see a greater
diversity of viewpoints on social media than
suggested by notions of an echo chamber.
However, individuals vary in their vulnerability to
disinformation, such as their reliance on multiple
sources of information about politics. That
realisation led us to ask more about the proportion
of the internet-using public that is highly
vulnerable to disinformation, and whether it can
be identified in ways that these issues could be
addressed through targeted awareness campaigns
or training programmes.

RISING THREATS OF FAKE NEWS, ECHO CHAMBERS,
AND FILTER BUBBLES?
Efforts to stop the distribution of fake news gained
worldwide attention following the 2016 US elections
and allegations of Russian interference in elections
www.iicom.org

in Angola, Armenia, Colombia, Ecuador, France, the
Gambia, Germany, Indonesia, Italy, Kenya, Rwanda,
South Korea, and Turkey – so not just the UK and
the US.2 Clear evidence of the production of fake
news, for example, has led governmental bodies
and private industry to step up initiatives to
understand the problem and stop its spread. For
example, the UK recently announced the creation
of a dedicated national security communications
unit to combat disinformation by state actors and
other malevolent users.3
Technology companies are also taking steps to
mitigate fake news, and foreign interference, in an
effort to protect future elections. For example,
Facebook announced news feed changes designed to
present users with more “high-quality” news while
pushing lower quality or questionable news to the
bottom of user feeds. Facebook also announced the
creation of a documentation process to require
advertisers to verify who they are and where they
are based. Google, Facebook and Twitter have
floated a range of ideas to combat the spread of fake
news, including compiling lists of fake news sites,
flagging certain stories as having been disputed as
fake, using plug-ins and apps to detect fake news,4
and even taking down known fake news providers.
However, some argue, that such efforts to stop or
slow the spread of fake news are in vain and
demonstrate a fundamental misunderstanding of
the issue.4
Fake news is just one element in a larger debate
about the possible dangers of repeated exposure to
low-quality or selectively homogenous information
sources – disinformation. For example, because
search engines, news aggregators and social
networks are increasingly personalising content,
they might also be putting individual users in their
personal, political “filter bubbles”.5,6 Filter bubbles
are viewed as an unintended outcome of algorithms
designed to personalise search. Such algorithms are
useful in pushing information that is personalised
to the reader, reflecting content that is likely to
reflect individual interests. However, critics have
argued that one possible consequence of the
personalisation of search is trapping users in
www.iicom.org

searches that simply reinforce the user’s political
beliefs and opinions. The worry is that algorithmdriven filter bubbles are undermining democractic
choice by biasing or limiting the public’s sources of
political information.6,7
Another concern among scholars is the notion of
echo chambers. Like filter bubbles, echo chambers
arguably restrict access to alternative viewpoints
and information sources. While filter bubbles are a
function of search algorithms, echo chambers are
associated primarily with social media. More
specifically, echo chambers result not only from
personalisation of content through social media
algorithms, but also by users culling their social
networks in ways that lead to a network of
politically like-minded users, who confirm, rather
than challenge, pre-existing beliefs and opinion.8
While these perspectives assume that features of
the underlying technology, such as filter bubbles
and social networking, unfold in particular ways,
there are social psychological perspectives that lead
to similar expectations. For example, theories of
selective exposure postulate that people seek
exposure to content they believe supports their
pre-exposure attitude toward the issue or favourite
candidate and avoid exposure to campaign
communications that disagree with their
predisposition.9,10 Others call this a “confirmatory
bias” in content selection.8
Despite anecdotal and empirical studies that
document the propagation of fake news, for
example, questions about the level of influence of
disinformation campaigns remain unclear. And
despite the intuitive appeal of deterministic and
social psychological perspectives on filter bubbles
and echo chambers, relatively little evidence exists
on the degree that internet users are vulnerable to
these problems. Consequently, questions about the
proportion of people who are vulnerable to false or
deceptive information are often not even asked.
Relatedly, the profiles, or descriptive characteristics
of those that are most vulnerable to information
manipulation are unclear.
Before appropriate solutions can be judged,
it would be valuable to have an empirical
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understanding of the extent of the problem and the characteristics
of those most impacted. Documenting the existence of fake news does
not translate into an understanding of the proportion of users exposed
and vulnerable to this problem. Our research has sought to calibrate
the extent of these problems by identifying the proportion of people
across seven countries who are most vulnerable to fake news, echo
chambers and filter bubbles.

OUR METHOD
Our user-oriented study was based on an online survey of stratified
random samples of internet users in seven nations, six (France,
Germany, Italy, Poland, Spain and the UK) in the European Union (EU),
and the United States (US). The survey was complemented by a limited
use of trace data on internet search to bring in more information
about the relative importance internet users placed on political
information relative to other purposes, such as entertainment. In each
nation, responses were received from about 2,000 adult individuals,
yielding a total sample size of about 14,000.
Participants were asked questions about offline activities, social
networks, and online activities including search and social media use.
The survey included questions about search habits and media use
related to political information and a number of items to obtain
demographic characteristics, including age, gender, children in the
home, education, income, and job status. The questionnaire was
tailored to our research questions, but built on existing survey
research, such as the Oxford Internet Survey (OxIS), Pew Internet and
American Life Project, YouGov surveys for the Reuters Institute, and
Canada’s Young Voters Survey.

IDENTIFYING THE HIGHLY VULNERABLE
Our early analyses of cross-national patterns of access to information
about politics led to an increasing focus on individual variations in the
vulnerability of different internet users, which appeared far more
significant than cross-national variations.1 Our findings highlighted
the degree that internet users rely on multiple sources of information
about politics, not just search or any single platform,11 making it far
less likely that a person is trapped in a bubble on a single platform.12
These were among an array of findings that illuminated how the
information practices of users was likely to mitigate the degree that
users would be subject to fake news, filter bubbles or echo chambers.
Specifically, users rely heavily on search for information about
politics, but as one of multiple sources of information. They often
sense information that could be wrong or questionable, and use search
and other approaches to check its authenticity. They also seldom focus
on shaping their social networks to conform with their political views,

FACTORS MITIGATING THE ROLE OF FAKE NEWS,
FILTER BUBBLES AND ECHO CHAMBERS
3. CHECK, CONFIRM
INFORMATION
2. DIVERSITY
OF SOURCES/
VIEWPOINTS
1. CENTRALITY OF
SEARCH FOR INFO ABOUT
POLITICS

4. FIND INFO THAT IS
NEW, UNEXPECTED
OR WRONG

MITIGATING
PROBLEMS

5. SELDOM BLOCK,
UNFRIEND,
CENSOR OTHERS
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such as blocking individuals with different
viewpoints. Search engines are often used to
check information seen on social media, and
new information found through such searches
can change opinions or viewpoints, including
voting decisions.11 About half (48%) of our
respondents said they “often” learn something
new when using search and more than two-thirds
(68%) indicated that information they found using
a search engine was important to influencing
voting decisions.
In short, internet users see a diversity of
viewpoints from a diversity of sources, which they
can check in a variety of ways. If they are in an echo
chamber, it is not because they fail to be exposed to
multiple sources and viewpoints.
However, there are individual variations.
Particularly, internet users who said they were
interested in politics tended to consult a greater
diversity of information sources on and offline.
This makes it far less likely that they are subject to
filter bubbles or echo chambers. Moreover, those
interested in politics are more likely to use search to
double-check problematic political information.
Political interest alone does not indicate that
an individual is vulnerable. The internet is one of
the first places people go to for various types of
information, and when online,11 search is one of the
first places people go to find what they are looking
for.13 The importance of search skill can be
illustrated in the prevalence of search engines for
access to information about any topic, but also
political information. For example, nearly twothirds of users in six of the seven nations use a
search engine “greater than once a day”. Germany
is the exception where only half of respondents
reported using the internet more than once a day,
but another 29% said they search “daily”.
Empirically, we found through multivariate
analyses that interest in politics and the ability to
search the internet are key to understanding who
is accessing information in ways that are less
susceptible to being fooled by fake news stories, or
trapped in filter bubbles or echo chambers. Our
analyses led us to the conclusion that those most
vulnerable to disinformation are among those
individuals who are not interested in politics and
report very low internet and search skills.
By controlling for one’s orientation to information,
captured best by internet and search skills, and one’s
orientation to politics, captured most simply by
interest in politics, it is possible to explain a major
proportion of the variance in the information habits
of internet users. Those interested in politics and
skilled in search are more likely to consult diverse
sources and check their sources, independent of
their demographic characteristics.
However, from this perspective, demographic
variables such as income, education, age, gender,
life-stage or work status and household make-up
could help explain who is most vulnerable to
information problems like filter bubbles or believing
fake news by helping us to identify those least likely
to be interested in politics and have the lowest skills
in search.
www.iicom.org
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PROPORTION OF THE MOST VULNERABLE

PERCENTAGE OF VULNERABLE BY COUNTRY
Overall, these tests revealed very small percentages
of those that would be highly vulnerable and this is
the case for nearly all demographic characteristics
(see table). There are weak relationships, even
if statistically significant in cases, between
demographic factors and vulnerability. Specifically,
while statistically significant, income, age and
education are not clear predictors of vulnerability.
Someone in any income, age or education bracket
could be among the vulnerable to information
problems. Other indicators such as gender and
having children in the home are statistically
significant in some instances, but demonstrate even
weaker relationships, while life-stage or employment
status rarely explain any level of vulnerability.
Income is the strongest predictor of vulnerability
– those with higher incomes are less likely to be
vulnerable to information problems. It was the only
factor that demonstrated a statistically significant
association with vulnerability across all seven
countries when all other demographic
characteristics are controlled. However, the
relationship between income and vulnerability

VULNERABLE CLASSIFICATION
BY COUNTRY
Vulnerable
Country N
%
US
18
0.92
France 32
1.66
Poland 33
1.68
UK
33
1.71
Spain
38
1.93
Germany 44
2.27
Italy
73
3.72

Demographics

INTEREST IN POLITICS
INTERNET AND
SEARCH SKILL

www.iicom.org

Least likely
to be vulnerable
N
%
740
38.03
390
20.26
380
19.3
580
30.04
393
19.92
353
18.2
371
18.88

Total
1,946
1,925
1,969
1,931
1,973
1,940
1,965
13,649
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FACTORS SHAPING VULNERABILITY
VULNERABILITY

Unlikely
to be vulnerable
N
%
1,188
61.05
1,503
78.08
1,556
79.02
1,318
68.25
1,542
78.16
1,543
79.54
1,521
77.4

PERCENTAGE OF VULNERABLE
BY COUNTRY

Percentage

Based on this framework, we were able to identify
those most vulnerable to disinformation, which are
those least interested in politics and least skilled in
search. We then examined the demographic
characteristics of those classified as highly
vulnerable to fake news, filter bubbles or echo
chambers in each country surveyed. These factors
included age, income, education, gender, marital
status, life-stage or employment status, and children
at home.
The classification of those who are highly
vulnerable was operationalised as the group of
individuals who indicate low interest in politics and
low search ability. Those who answer “not at all
interested” and rate their own ability to use a search
engine as “bad, poor or fair” are classified as highly
vulnerable. Those who report being “somewhat
interested, interested, or very interested” in politics,
and say they have “excellent” ability to use a search
engine are classified as least vulnerable. The
percentage of those most vulnerable (not interested
in politics and unskilled in search) is quite low in all
countries, ranging from less than 1% of users in the
US to less than 5% (3.72%) in Italy. Clearly, from our
user-focused perspective, very few individual
internet users are very vulnerable to disinformation.

INFORMATION HABITS
DIVERSITY OF SOURCES

NUMBER OF SOURCES
READ SOMETHING DIFFERENT THAN USUAL
READ SOMETHING YOU AGREE WITH

CHECKING SOURCES

USING SEARCH FOR ACCURACY OF NEWS
FINDING AND CHECKING FACTS
CONFIRMING WITH OFFLINE NEWS MEDIA

Most

Least

remained weak across all seven countries. Using
standardised coefficients across countries and
variables, the strongest relationship is in France and
the weakest in the US.
And when cross-tabs are used to identify the
percentage of the most vulnerable based on income
brackets we see anomalies for some countries. For
example, in Poland the highest income category
appears most vulnerable, with 7.69% of this income
bracket being the most vulnerable. Similarly, in the
UK, the highest income category is more vulnerable
(at 2.78%) than all other income brackets.
But income is a clear example of people falling
through the cracks. However, this same pattern of
weak relationships, with some people vulnerable
across categories, is true for all of our demographic
categories.
Regression models for each country were
calculated to determine the variance that can be
attributed to demographic factors. Overall, even in
combination, vulnerability cannot be easily
predicted or explained by demographics. The
amount of variance that can be explained by
demographic variables ranged from about 4% in
Germany to 9.8% in the UK. Income and
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education were the best predictors; however,
cross-tabs illuminated the fact that anyone can fall
through the cracks at every level of income and
education.

WHAT CAN BE DONE?
Based on our analysis, vulnerability to
disinformation may be far more limited than
implied by deterministic models of filter bubbles,
echo chambers and fake news. Most people access
multiple sources of information about politics and
exhibit a number of other good information
practices, such as checking the authenticity of
questionable information. Those who have poor
information practices, such as limiting themselves
to fewer sources of information about politics, are
those with little or no interest in politics and poor
skills in the use of the internet and search.
The good news is that it is not a large proportion
of the internet population, at least in the seven
high-income countries we surveyed. The bad news is
that is difficult to predict those who are vulnerable
– who have no interest in politics and lack skills in
use of the internet and search. While there are some
statistically significant relationships with some
demographic characteristics, such as income and
age, these are weak relationships. So the least well
to do and oldest internet users might be somewhat
more vulnerable, but some young users with high
incomes can also be vulnerable.
Given these statistical patterns, there is not a
strong basis for a targeted awareness campaign, or
training programme, given that such a negligible
percentage of most categories of users appear
vulnerable. That said, our findings demonstrate that
there is some potential for a few internet users in
any category to sometimes, albeit rarely, be
vulnerable. The conjunction of these two insights
leads to an approach that is more “libertarian
paternalist” and social psychological than focused
on policy or regulation – the potential for
“nudging” all users to follow information practices
that, in the words of Richard Thaler and Cass
Sunstein, will “make their lives better”.14 In this
case, it means less vulnerable to fake news, filter
bubbles and echo chambers.
Given the limited size of the populations at
risk, the characteristics shaping risk, and the
demographic spread of the vulnerable, the principle
conclusion of this analysis is that developing
aggressive initiatives aimed at pushing regulation
of content and internet service providers are
misplaced and inappropriate. Even targeted digital
media literacy programmes might miss the mark
given the small size and spread of the target
population. Instead, the evidence is suggestive of
the potential value of social interventions aimed at
nudging and reminding all users to employ helpful
practices, such as using multiple sources, search
engines, and checking questionable news and facts
(see box – and we find nudge theory associated
with Richard Thaler’s 2017 Nobel Prize to be
compelling in this case). In addition, it is critical to
encourage people to be interested in politics, and
have some ability to use the internet and search as a

NUDGING INTERNET USERS
TO BE LESS VULNERABLE
l Encourage an interest in
politics; make it interesting
l Don’t undermine trust by
demonising the internet
l Recommend consulting
multiple sources, on- and offline
l Identify good online practices,
such as:
– Use the internet and search
– Value a diversity of views on
your social networks

– Check questionable news and
facts (use search)
l Design platforms to make
good information practices easy,
such as by:
– Showing alternative and
diverse sources of information
– Enabling easy access for open
search and fact checking
– Displaying sources and
provenance of information

means to mitigate the problems associated with disinformation.
Our findings do not deny the existence of fake news, filter bubbles
and echo chambers. They are real problems, but they are not
deterministic processes that inevitably envelop all internet users. In
fact, there is likely to be a great deal of variation among users, with
most exhibiting information practices that will mitigate many of these
problems most of the time. This is why a regulatory approach by
government or industry is likely to be disproportionate, unless focused
on campaigns to encourage good information practices by all users.
That said, the fact that internet users are exposed to multiple
sources of information and have a variety of practices that are likely to
expose them to a diversity of information, does not mean that they
will be open minded. Individuals can create their own echo chambers,
but the cause is not the internet, search or social media, it is the
mindset and confirmatory biases of individuals who choose to ignore
countervailing information. Internet users, just like academics,
journalists, scientists and politicians, often choose to ignore
information that does not follow and reinforce their viewpoints.
However, this is not because they are unaware of or not exposed to
countervailing information. Blaming the news, the internet or social
media for our selective perception of the facts is likely to lead to
inappropriate and misplaced remedies. What can be done is to work
hard to encourage all news, information and internet service providers
to nudge their readers, listeners, viewers and users to follow good
information practices, such as those suggested in this article.
WILLIAM DUTTON is emeritus professor at the University of Southern
California, and works at the Global Cyber Security Capacity Center (GCSCC)
in the Department of Computer Science and Oxford Martin School at the
University of Oxford. LALEAH FERNANDEZ is assistant director of the
Quello Center in the Department of Media and Information at Michigan State
University. This article is based on the Quello Search Project at the Quello
Center, supported by a grant from Google. See bit.ly/2OL0IDD.
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AUCTIONS: SUCCESS
OR FAILURE?
CHARLEY LEWIS presents part 2 of his discussion of spectrum allocation
and auctions, including what lies ahead for South Africa

F

rom the country summaries I set out in part 1
(Intermedia, October 2018), a number of issues
have emerged as key factors affecting the
success or failure of spectrum auctions. It is to a
discussion of these issues that I now turn.

REVENUE MAXIMISATION
Much of the emphasis in auction design, reporting
and evaluation has been placed on the revenue
raised. The prospect of substantial inflows into
treasury and the consequent fiscal impact on
borrowing may be very attractive (Morocco’s GSM
auction, for example, generated the equivalent of
5% of foreign debt), but is both short term and
short-sighted in the view of many commentators.
For example, Bill Melody critiqued the early 3G
auctions in the EU as having been designed simply
to “extract maximum monopoly rents”.1 Thomas
Hazlett too has noted how “revenue became a
standard metric in scholarly articles assessing the
first generation of wireless licence sales [where]
auctions producing high receipts were ‘successful’
while countries with low prices were ‘fiascoes’”.2
www.iicom.org
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The country cases I noted in part 1 are replete
with examples where the hunger for revenue
maximisation effectively killed off the auction, with
excessive reserve prices leading to a limited number
of bidders as in Nigeria’s auctions in 2013 and 2017,
or no bidders at all as in the case of Senegal in 2016
and Nigeria in 2007.
The warning of Rod Sims, head of the Australian
Competition and Consumer Commission (ACCC),
is apposite: “I’ve said it before as we’ve seen the
evidence: when governments downplay competition
to sell monopoly assets for the highest price the
economy loses out.”3
Making revenue maximisation the primary
objective of any spectrum auction, at the expense of
ensuring proper allocative efficiency and of
realising broader economic and social benefit, is
clearly counterproductive.

ECONOMIC IMPACT
There is extensive international research
demonstrating the positive impact of ICT rollout on
economic growth. Most widely cited in this
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regard is the seminal World Bank report linking
broadband uptake to increased economic growth.4
Sometimes overlooked is the report’s extensive
review of the literature, which makes much the
same point, and its more statistically reliable
finding that mobile diffusion too is strongly
positively correlated with economic growth.
(Also overlooked is that the report is a historical
regression analysis and therefore unable to make
national forecasts that ignore the country context.
For mobile, it suggests that a 10% increase in mobile
teledensity is associated with an increase in GDP
of between 0.6% and 0.8%, with the effect more
pronounced in low- and middle-income countries.)
A number of subsequent studies have confirmed
the positive impact of both mobile telecoms5 and
broadband6 on economic growth. To that growing
body of increasingly incontrovertible evidence is an
ITU report co-authored by Raul Katz and Fernando
Callorda.7 Taken together, this underlines the
importance of sector development in promoting
socioeconomic development, and hence the value of
making the necessary spectrum available. Indeed, a
cross-country study of Latin American countries
demonstrates the “very large social benefits” –
specifically a substantial “consumer surplus” of the
order of “$50 per capita” – that are “available to
countries that make more spectrum available for
mobile phone markets”.8
The focus of spectrum policy, therefore, should
be on its impacts on the economy and on
socioeconomic development. In the words of one
spectrum analyst, “The government’s interest
should be in the total level of investment,
innovation, service delivery, job creation, and
other social welfare benefits that arise from the
[spectrum] licence, not in maximising the upfront
payment.”9 This view is echoed by the ACCC’s Sims:
“The value of spectrum lies in the economic and
social benefits it can provide to citizens and
consumers, not in financial returns to the budget.”3

could afford to bid in the second (where the reserve
price had been pegged to the value of the winning
bid in the first round).11
It is for reasons like this that the UK’s National
Audit Office has called for a study into the
“competitive operation” of markets as a prerequisite to spectrum auctions.12 Peter Cramton and
his fellow researchers have identified a number of
measures that regulators can deploy to strengthen
the competitive outcome of auctions.10 These
include spectrum caps and spectrum set-asides, but
also cover careful auction design, which might
include “bidding credits”.
Longer term measures,
There have been
such as careful band plan
attempts to couple
design and “antitrust”
the auction of
regulatory interventions
are also recommended.
spectrum with
Together these may well
rural coverage.
reduce auction revenue
(for example, the set-aside
that brought Three into the UK market was about
$240 million), but such revenue should not be a
primary regulatory concern.

COMPETITION AND MARKET STRUCTURE
A number of commentators have pointed to the
vested interests of incumbent licensees in the face of
spectrum auctions, namely to keep spectrum out of
the hands of rivals and new entrants, who might
cut into market share and dent profitability. Sims,
for example, has noted that “companies also put a
high value on preventing their competitors or
potential competitors getting access to spectrum”.3
Likewise, a report by a group of US auction experts
points out that “part of the willingness to pay [by]
the incumbent in the auction comes from the value
of deterring new entry”.10 This market imperative
has been manipulated in auction design to
maximise revenues, where “economists [have]
recommended auction rules to restrict competition
in order to goose auction receipts”.2
Turkey provides a telling illustration of the point,
albeit unintentional on the part of the auction
designers. In the early 2000s, one of the operators
was able to game the two-stage design of the 3G
auction in order to secure a monopoly, by bidding
so high in the first round as to ensure no-one else
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UNIVERSAL ACCESS AND SERVICE
As we saw in the case of the 450 MHz spectrum
auction in Brazil, there have been attempts to
couple the auction of spectrum with the social goal
of rural coverage. This effectively places a trade-off
between the price of spectrum and the promotion
of universal access and service under the
auctioneer’s hammer. For example, recent spectrum
auctions in Denmark,13 Germany14 and Sweden15
have sought to impose rural service provision
obligations on successful spectrum auction bidders.
A slightly different approach in the US proposes to
redirect auction income towards universal access
and service, requiring “10% of [spectrum auction]
proceeds [to] be directed toward wireless
infrastructure projects in rural areas”.16
The notion of including universal service
obligations in the auction of spectrum was first
advanced by some years ago.17 It aligns with the
argument that links “high levels of broadband
adoption in rural areas positively (and potentially
causally)” with “income growth” and reduced
unemployment.18 A recent assessment of this now
“commonplace” model concludes that, although
“there have been some difficulties in enforcement…
operators have generally been forced either to
comply or return the licence”, and hence that the
“approach does seem to be a workable and
competitive means of ‘buying’ the attainment of
equity objectives”.19
Rural coverage obligations have recently been
attached to spectrum auctions by the French
regulator, Arcep,20 and by the UK’s Ofcom.21

CONSUMER WELFARE
There has been considerable speculation that high
prices paid by licensees are passed on to consumers
by way of high prices.22 The GSMA, for example,
argues that “high spectrum fees might be passed on
to consumers in the form of higher retail prices
www.iicom.org
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and/or reduced investment in infrastructure and
services”.23 Others are rather more equivocal,
suggesting that consumer auction prices are treated
by licensees as “sunk costs” and not passed on to
consumers. They claim that empirical evidence
suggests that the cost of a spectrum licence does not
increase consumer pricing for wireless services.24
Others, however, argue that the theory “stands in
stark contrast with evidence that pricing decisions
of real world firms display a sunk cost bias… [with
most firms pricing] their products based on costing
methodologies that treat fixed and sunk costs as
relevant for pricing decisions”.25 The regulatory
imposition of long-run incremental cost (LRIC) and
similar costing models explicitly sets out to counter
such pricing methodologies.
It has further been suggested that consumer price
impacts may be more affected by other factors, such
as scarcity of spectrum and degree of market
concentration. Research into the impact of
spectrum auctions on consumer welfare seems,
therefore, to be rather equivocal, and in need of
further investigation to inform auction decision
and design.26

AUCTION DESIGN
It is clear from the preceding discussion that
auction design is critical for the success or failure of
any spectrum auction. Those auctions that have
gone spectacularly wrong, as in the case of Turkey,
have done so because of failure to plan properly,
inability to anticipate unintended outcomes, and
neglecting to consider opportunities for gaming the
rules on the part of the bidders. Those auctions
widely held to be successful, such as the 2001 GSM
auction in Nigeria, reveal carefully considered
planning and design. Poorly crafted auction rules
may simply create perverse incentives in the
marketplace, resulting in outcomes far removed
from those intended. It is for this reason that
auction expert Paul Klemperer stresses that
“auction design is a matter of ‘horses for courses’…
[since] each economic environment requires an
auction design that is tailored to its special
circumstances”.11

WHAT ABOUT SOUTH AFRICA?
Considering the benchmark examination of
countries in Africa and the BRICS countries I
discussed in part 1, together with the discussion of
the issues and challenges associated with spectrum
auctions, what, then, are the implications for
policymakers and regulators, and for South Africa
in particular? What considerations are needed to
inform and shape any engagement with the
auctioning of spectrum?
Any venture into auctioning off spectrum in
South Africa needs to take account of the policy
context and the strictures of legislation. Under
current legislation, although the regulator
“controls, plans, administers and manages the use
and licensing of the radio frequency spectrum”
(except when it comes to representing South Africa
at the ITU), and is authorised to “prescribe
procedures and criteria” for the licensing of
www.iicom.org

spectrum,27 there is no direct consideration given to auctions as a
possible means for such licensing of spectrum.
Further, the regulation of spectrum is explicitly subject to
ministerial policy. Indeed, spectrum is the first of nine specific issues
on which the policymaking role of the communications minister is
explicitly recognised.27 The current spectrum policy, however, dates
back nearly 10 years,28 despite repeated promises to have it updated.
It too gives no consideration to the possible auction of spectrum.
The country’s 2013 broadband policy, SA Connect,29 recognises the
critical role of spectrum in achieving its vision of universally
accessible, affordable broadband for all by 2020. However, nowhere
does it specify anything other than administrative procedure to assign
spectrum. The policy is rather more equivocal in relation to highdemand spectrum, which appears to imply an auction model where
it states that “the minister will issue a policy directive to ensure that
high demand broadband spectrum is assigned on a fair value,
competitive basis”.
Subsequently, the ICT Policy Review Panel went on to consider the
question of auctioning spectrum. But it recommended that South
Africa approach spectrum auctions with “discretion”, despite the
attraction of the revenue, because they could “favour stakeholders
with substantial resources and therefore not necessarily result in the
greatest value”. The panel went on to recommend a “hybrid
assignment model which combines elements of the current regime
and market-based and spectrum commons approaches”.30
This does imply a role for spectrum auctions within an integrated,
differentiated approach, but, as a recommendation, has no policy
force. It was this policy lacuna, together with the longstanding delay
in formally updating the spectrum policy, that appears to have
prompted the regulator, ICASA, finally to embark on a process to
auction off high-demand spectrum. In mid-2016 it issued an invitation
to apply (ITA) covering four asymmetric lots of spectrum, with an
overall asking price of R12 billion.31 (ICASA’s impatience at the long
policy delay also led it to issue draft regulations dealing with dynamic
spectrum assignment and TV white spaces.)
The minister, however, with his eye on the imminent promulgation
of a white paper setting out a specific set of measures involving
high-demand spectrum and a wholesale open access network (WOAN),
then went to court to prevent the regulator from proceeding. The
resultant interdict required ICASA to hold off on the ITA pending a
judicial “review” of its auction decision. Interestingly, the ruling
reaffirmed the independence of the regulator, requiring that ICASA
only need “consider existing national policy and existing policy
directives” – rather than any in the pipeline.
The ensuing white paper,32 which followed in short order, and which
does reflect a revision of official government policy, effectively killed
off ICASA’s spectrum auction plans. It is similarly concerned with
how the existing “provision of exclusive rights to spectrum [in the
hands of] a few players in the mobile market” constrains “growth and
innovation”, and argues that spectrum assignment should be
determined by the “social and economic value [of spectrum, which is]
of greater importance” than mere “monetary value”. The subsequent
draft Electronic Communications Amendment Bill33 goes on to deal
extensively with spectrum issues, particularly in relation to the role of
the minister in respect of spectrum policy (the draft bill considerably
diminishes ICASA’s role and independence in relation to spectrum
management), and in relation to “high-demand” spectrum, its
assignment to the WOAN, and its assignment by the regulator.
That position seems rapidly to be shifting, however, with highdemand spectrum now set for imminent release to operators.
Under pressure from incoming President Cyril Ramaphosa,34 and in
the face of research by the Council for Scientific and Industrial
Research (CSIR) suggesting that the spectrum needs of the proposed
WOAN are dramatically less than originally envisaged,35 the minister
has moved rapidly to bury the auction hatchet with the regulator.36
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He is further in the process of finalising the
necessary policy direction37 empowering ICASA to
proceed with licensing a substantial proportion of
high-demand spectrum (the CSIR study suggests
that the WOAN will require at most 135 MHz) in the
700, 800 and 2600 MHz bands.
While there is as yet no explicit mention of
auctions as an assignment model, it seems likely
that the “high-demand” nature of the spectrum in
question will preclude any other approach. The
draft policy direction does, however, enjoin the
regulator to take into account a number of the
issues discussed above – including universal access
and service, market concentration and provision for
new entrants – in addition to being preoccupied
with linking the process to the licensing of the
WOAN. ICASA, in turn, has responded by issuing a
flurry of spectrum documents for public comment.
It seems likely, therefore, that South Africa will
rapidly move to implement the auction model for
the assignment of high-demand spectrum, albeit a
model shaped by public interest objectives and
complicated by the commitment to licensing a
WOAN. It is an approach in which careful and
complex auction design becomes paramount.

IMPLICATIONS FOR SPECTRUM MANAGEMENT
A number of overall implications for the
management of spectrum follow from the
preceding analysis. These affect both those
jurisdictions already engaged in spectrum auctions,
and others contemplating dipping their toes in the
muddy waters.
To begin with, international good practice and
market trends, together, point to the need for a
carefully considered, mixed approach to the
assignment of spectrum: the kind of hybrid
approach envisaged above by South Africa’s ICT
Policy Review Panel. This implies a differential
assignment of spectrum according to the
characteristics of the band in question, and in
accordance with unfolding market trends and
evolving usage demands.
The administrative assignment model, as it
currently exists in many jurisdictions, remains a
useful model for many of the spectrum bands in
developing countries. It is an approach that
couples well with an administered incentive
pricing (AIP) scheme of the kind implemented
in South Africa, to realise fair value from the
spectrum thus assigned, and to incentivise effective
usage by licensees.
However, consideration needs to be given to the
provision of additional licence-free spectrum for
“commons” use, where appropriate, something
that has been widely advocated in recent years.38
Consideration too may be given to the judicious
introduction of spectrum auctions, where this is
appropriate, such as for high-demand spectrum.
Auctions should, however, clearly not be viewed
primarily as a source of revenue generation,
or, worse, narrowly motivated by revenue
maximisation. Rather they should be considered as
a market-based model to ensure allocative efficiency
and to realise fair value from such spectrum.

Such a hybrid approach needs to be supported by measures that seek
to encourage innovation in the deployment and usage of spectrum.
This may include provisions such as the promotion of spectrum
refarming, spectrum trading, and dynamic spectrum assignment
(including TV white space spectrum).
As we have seen, design and process management are critical success
factors for any auction of spectrum. Where spectrum auctions are to
be deployed, therefore, a carefully considered auction design needs to
be employed, prioritising universal access and service, along with the
key objective of ensuring benefits to the market, the economy and
society, including users and consumers as key constituencies. This
may require the use of spectrum caps to ensure equitable access to
spectrum, the imposition of coverage requirements to promote
universal access and service, and the specification of set-asides to
facilitate market diversity.
It is also clear that the auction model for the assignment of
spectrum needs further research – to investigate the market, economic
and social impacts of auctions; to identify which spectrum bands
might be suitable for auction-based assignment; and to develop and
design appropriate measures to ensure the outcomes of such auctions
generate long-term benefits in the public interest.
While spectrum auctions are clearly here to stay, their adoption
needs to be far more carefully considered, and their implementation
far more carefully managed. The lessons distilled here, on the basis of
a benchmark consideration of comparator deployments, hopefully
form a basis for such a consideration, and offer some assistance
towards the further development of spectrum policy.
CHARLEY LEWIS is an independent analyst and researcher in ICT policy and
regulation. Contact him at Charley.A.Lewis@gmail.com. The views expressed
are his own.
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