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We saw a diverse range of issues rise up the agenda
in 2017 and they all look set to dominate this year.
Artificial intelligence, machine learning and
algorithms (which our editor looks at in the issue)
have polarised opinion – some see AI as an existential
threat, others see only a boon to humanity. My view is
that while out-of-control robots are far-fetched, there are certainly
concerns about data manipulation, discrimination and privacy and
our challenge is to resist the idea that “being mastered by technology
is inevitable” – these systems and their developers must be
accountable. It’s not negotiable. Then there is the allied concern
of fake news, plus all things “cyber” – security, data protection and
cryptocurrencies among them; and an old favourite has returned –
net neutrality, thanks to the FCC overturning the US Open Internet
Order, which could have global effects and complicates the over the
top (OTT) picture still further. More than ever, as Kim Mallalieu
and Nievia Ramsundar discuss in their article, we need global
collaboration on these big issues – they opine that it is critical that
OTT players are placed within a framework of governance. Finally,
we must not take our eye off the ball of local access issues. It’s a tall
order – but one we relish at the IIC. Chris Chapman, president, IIC
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Illicit streaming devices have become a big piracy threat.
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America and the Caribbean that could hold up investment
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MEDIA

EU TACKLES FAKE NEWS

Students learn with the help of tablets provided by UNICEF at a school in Baigai, northern
Cameroon. Despite children’s online presence – 1 in 3 internet users worldwide is a child – too little
is done to protect them and increase their access to safe online content, UNICEF says in its annual
report, “The state of the world’s children 2017: children in a digital world”. See uni.cf/2nOv1MD

INTERNET

TAKING STOCK OF NET NEUTRALITY
Democrats in the US Congress are planning to force a vote on the repeal
of the FCC’s Open Internet Order (net neutrality rules) introduced under
the Obama administration. The vote is seen as a largely symbolic move
as it is not likely to be signed into law under a Republican administration
if it passes the Senate. On 4 January, the FCC released the Restoring
Internet Freedom order, voted for on party lines by the commissioners,
which restores the classification of broadband internet access service as
an “information service” under Title I of the Communications Act, finding
that “the regulatory uncertainty created by utility style Title II regulation
has reduced internet service provider (ISP) investment in networks, as
well as hampered innovation, particularly among small ISPs serving rural
consumers”. It also restores broadband consumer protection authority to
the Federal Trade Commission (FTC).
While the domestic battle in the US over net neutrality has become
increasingly acrimonious, there are also concerns it could have wider
consequences both at home and for the global internet:
l It could slow down or reverse the progress that has been made to
protect a free internet internationally as some countries may look to the
US as a lead, especially emerging nations
l Companies outside the US could face high charges to provide over the
top (OTT) services in the US. Some analysts say that it could lead to a trade
war with China, given that the Chinese internet is closely controlled
l Telemedicine is an application that could be affected by lack of network
neutrality, as smaller clinics may not be able to pay for the high bandwidth
needed and this could favour large providers. It is possible that healthcare
could be exempted from the repeal
l Generally there is concern about increasing Balkanisation or
fragmentation of the global internet. Some US states are also introducing
net neutrality laws, which could create a patchwork in the country.
n In Europe, the regulators’ body, BEREC, has found in an initial analysis
that there is consistent treatment by national regulators of practices
relating to the core principles of net neutrality, such as the ban on
blocking of applications and discriminatory treatment of specific traffic.
But “commercial practices such as zero rating show that it is key to analyse
the specific details of the practice concerned and its circumstances”.
2 InterMEDIA | December/January 2018 Vol 45 Issue 4
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The European Commission has appointed 39 experts
to a high level group on fake news and online
disinformation. It comprises representatives of civil
society, social media platforms, news media
organisations, journalists and academia, and is chaired
by Madeleine de Cock Buning, from Utrecht University.
On fake news, the Commission is carrying out a public
consultation and a Eurobarometer public opinion
survey to analyse the perceptions and concerns of
European citizens.
n The European Regulators Group for Audiovisual
Media Services (ERGA) has recently set up an
academy for media regulators to help increase their
independence and effectiveness and will prepare
ERGA for the revision of the Audiovisual Media
Services Directive. Damir Hajduk, president of the
Croatian Council for Electronic Media (AEM), is chair
for 2018.

INDIA

TRAI CONSULTS ON POLICY
India’s telecoms regulator, TRAI, is consulting on a
new national telecoms policy for 2018, 6 years
after the last such policy was set out. The new
policy recognises shortcomings in reaching
teledensity goals and progress in new
technologies such as the internet of things (IoT),
and has the ambition of increasing rural
teledensity to 100%; giving access to wireline
broadband services to 50% of households and
wireless broadband services at affordable prices to
90% of the population; connecting 10 billion IoT/
M2M sensors/devices; and attracting $100 billion
in investment to the communications sector. A raft
of policy and regulatory measures are proposed,
including restructuring TRAI as a converged
regulator for ICT and broadcasting.

DEMOCRACY

MORE DECLINE IN RIGHTS
Democracy is under assault and in retreat around
the globe, a crisis that has intensified as America’s
democratic standards erode at an accelerating pace,
according to “Freedom in the world 2018”, the annual
report on political rights and civil liberties from
Freedom House. The report finds that 2017 was the
12th consecutive year of decline in global freedom;
71 countries suffered net declines in political rights
and civil liberties, with only 35 registering gains.
Once-promising states such as Turkey, Venezuela,
Poland and Tunisia were among those experiencing
declines in democratic standards.
www.iicom.org
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5 February, Singapore
IIC Regional Regulators Forum

REGULATION REVIEW

EUROPE DOMINATES REGULATORY TRENDS
UK regulator, Ofcom, has issued its
“International communications
market report 2017”, which includes
a section on regulatory context.
Developments noted include:
l The consideration of the European
Electronic Communications Code,
which has the “overriding policy focus”
of deploying high speed networks.
l Mobile roaming without surcharges
in the EU, but with “fair use” policies.
l Traffic management and net
neutrality – Ofcom says there is broad
global support for the principle that
ISPs should not become gatekeepers
to online content, applications and
services but significant disagreement
about what this means for ISPs, with
“strongly held and divided views
about practices such as zero-rating”.
l Next-generation access (NGA) –
apart from the incentives that will be
in the Code, European regulators are
implementing NGA that differs in type
and speed despite common goals.

Meanwhile Australia, Brazil,
Luxembourg, New Zealand, Singapore
and South Africa have created
state-owned operators. Geographic
variations based on competition are in
play in France, Spain and Portugal.
“The range and mix of policy
approaches reflects the trade-off that
governments and regulatory agencies
are having to contend with,” says
Ofcom. Policy is also increasingly
focusing on the demand side, it adds.
l Content regulation – the AVMSD in
Europe is a flagship and expanding
scope to video on demand a
significant development.
l Media – noted are the completion
of the work of the Council of Europe’s
Committee of experts on Media
Pluralism and Transparency of Media
Ownership; new media ownership
laws in Australia; and plans to lift
restrictions in the US.
l Spectrum is also covered.
See bit.ly/2B50hZ7

PLATFORMS

AUSTRALIA STARTS
MEDIA INQUIRY

Australia’s government has directed the
Australian Competition and Consumer
Commission (ACCC) to start an inquiry
into digital platform providers such
as Facebook and Google. The ACCC’s
inquiry will look at the effect that digital
search engines, social media platforms
and other digital content aggregation
platforms are having on competition
in media and advertising services
markets. ACCC chairman Rod Sims said:
“As the media sector evolves, there are
growing concerns that digital platforms
are affecting traditional media’s ability
to fund the development of content.
Through our inquiry, the ACCC will look
closely at the impact of digital platforms
on the level of choice and quality of
news and content being produced by
Australian journalists.” A preliminary
report is expected by December 2018.
See www.accc.gov.au/digital-inquiry

www.iicom.org
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UNITED STATES

COMMUNITY DOES
BEST BROADBAND

Research by the Berkman Klein
Center shows that community
broadband providers in the US
provide better value than private
operators. The researchers collected
prices for data plans offered by
40 community owned (typically
municipally owned) ISPs that offer
fibre-to-the-home (FTTH) services
and compared prices to those of
private competitors in the same
markets. “We found that most
community FTTH networks charged
less and offered prices that were
clear and unchanging, whereas
private ISPs typically charged initial
low promotional or ‘teaser’ rates
that later sharply rose. We also
made the incidental finding that
Comcast [a major US company]
offered different prices and
terms for the same service in
different regions.”

6-7 February, Singapore
IIC Telecommunications and
Media Forum (TMF)
26 February-1 March, Barcelona
Mobile World Congress
19-23 March, Geneva
World Summit on the Information
Society (WSIS) Forum 2018
15-17 May, Geneva
AI for Good Global Summit

IN BRIEF
ECONOMICS OFFICE

The FCC has published a plan to set
up the Office of Economics and
Analytics (OEA), “with delegated
authority designed to better
integrate economic analysis into
the FCC’s decision-making”.
See bit.ly/2mJGSs9

FRENCH COVERAGE

The French government has reached
“an historic agreement” to ensure
high quality mobile coverage for
every person in France, reports
regulator, Arcep. bit.ly/2DChyf3

IPHONE ADDICTS

Two Apple investors have written an
open letter to the iPhone/iPad maker
about the dangers of addiction to
the products by teenagers. The letter
is at bit.ly/2D7eo2Q

BREXIT HEAD

The UK has created the position of
head of “Telecoms EU exit policy
and legislation”, located in the
Department for Digital, Culture,
Media and Sport.

MOBILE WISHLIST

Ericsson’s report, “Towards a 5G
consumer future”, based on a survey
of smartphone users, finds that data
plans are too complex, that 20% of
users would like to cash in unused
data, and faster broadband and fair
contracts are more important than
“data buckets”. See bit.ly/2D7pdRv

SAMSUNG’S FM MOVE

Samsung says it will ship phones in
the US and Canada with unlocked
FM radio chips. This will allow people
to access local radio and emergency
broadcasts and was called for
recently by FCC chair, Ajit Pai.
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MEETING IN THE
HEART OF EUROPE
The IIC’s annual conference in 2017 was held in Brussels at a key time in the
developments in Europe and beyond. Report by Intermedia editor, MARC BEISHON

T

he IIC’s 48th annual conference, part of the
Communications and Regulation Week held
each year, took place in Brussels, Belgium, at
The Hotel Brussels. It was preceded as usual by
the International Regulators Forum (IRF), hosted by
Belgium’s regulator, the Belgian Institute for Postal
services and Telecommunications (BIPT). The main
annual conference sessions are reported below.
The conference also included keynotes from
Sharon White CEO of Ofcom, the UK regulator, on
the risks that Brexit poses to the sector; by Roberto
Viola, head of the European Commission’s
communications directorate; and Sérgio Sá Leitão,
Brazil’s minister for culture, who gave a thorough
grounding on Brazilians’ appetite for audiovisual
media and how regulation and taxation could
address the impact of over the top (OTT) and video
on demand services on Brazilian content.

BREXIT TO THE FORE
Brexit is certainly an issue that is now looming
large for communications companies in Europe,
particularly those in the UK. White spoke of three
issues that the regulator is looking at. “Perhaps
the biggest [issue], certainly the one facing our
broadcasters, is
how they can
Brexit does not change
continue to reach
the whole EU from
the UK’s desire to work
the UK and vice
globally on issues of
versa.” The country
communication that
of origin principle
and freedom of
affect all of us.
transmission could
endure – but
companies are facing uncertainty. The second
concern, said White, is personal data, which cannot
leave the European Economic Area under current
law, and barriers to cross-border data transfer could
pose major problems. And third is access to skilled
workers. She set out how the UK’s regulatory regime
will work apart from the EU, and said: “Brexit does
not change the UK’s desire to work globally on
issues of communications that affect all of us.”

OBJECTIVES FOR REGULATORS
IIC president, Chris Chapman, set the scene for the
first session with a hardhitting scenario. “The old
system, legislative and regulatory, is broke, or on
4 InterMEDIA | December/January 2018 Vol 45 Issue 4
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the cusp of being broke – digital and IP
enablement did that,” he said. “Everything is
interconnected; sovereign, economic and political
borders are under huge stress; the post-World
War II institutions and related systems can’t cope,
are no longer fit for purpose, and lack speed and
agility. Regulators are no longer operating within
well-defined, traditional vertical boundaries, but
as a generalisation their regulatory toolkit
implicitly assumes that they are.”
Nicole Chan, chair of the National
Communications Commission (NCC), Taiwan,
started with some enviable statistics: the WEF
Global ICT Report 2016 ranked Taiwan first in
mobile network coverage and in internet and
telephone competition indicators, and the WEF
Global Competitiveness Report 2017/18, placed
the country fifth in competitiveness. But she said
that “in many respects most people, including
especially in Taiwan government officers and
legislators, still have pre-convergence mindsets”.
Taiwan has now embarked on a national digital
plan that puts broadband as the key support for
the digital economy, and “rather than focusing
on broadband hardware infrastructure alone as
in the past, the digital infrastructure plan for the
first time covers soft infrastructures such as
lifestyle applications, open government cloud
services, smart learning school campuses, high
definition digital content and public services IoT
(internet of things)”.
Michael O’Rielly, commissioner at the US FCC,
said it is critical to recognise the differing levels
of legal authority that governments bestow on
each regulatory agency. “In the United States,
which has seen monumental technological
advancements as the result of convergence and
digitisation, we constantly struggle with these
lines of authority. To act outside our bounds
– however meritorious it may seem – can be
harmful.” He gave the example of Congress
overturning the FCC’s move to impose data
privacy regulations on broadband providers,
with authority returned to the Federal Trade
Commission (FTC), rightly in his view.
“Other nations’ regulatory agencies may be
similarly and properly restrained. But this
situation also plays out across national borders as
well. In particular, the increased prevalence in
www.iicom.org
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adoption of the internet and digitisation raises a
related issue of authority: what role or right do
international regulators have to regulate industries
from afar? Over the past few years, the US has seen
international jurisdictions attempt and, in some
cases, succeed in imposing their regulatory schemes
on US headquartered companies.”
O’Rielly went on to ask: “What activity should
regulators take, if any, to reflect the vastly changing
technology marketplace?” Noting that “most of us
maintain imperfect information about the dynamic
technology platforms and applications causing vast
disruption to incumbent networks”, he added: “My
experience leads me to one conclusion. It isn’t our
job to make ourselves relevant. There are moments
in time when technological shifts require different
approaches and more reliance on the free market.
We are at that point with the internet economy
today. Boundaries between voice and video services
are evaporating before our very eyes.”
RS Sharma, chair of the Telecom Regulatory
Authority of India (TRAI), outlined three ways in
which everything has changed. One is that
everything has become data. “Yesterday we were
regulating networks, which were permanent bases.
Today you are talking in terms of bits and bytes, as
voice is an application on top of data. Everything is
data: it is a new raw material from which you
construct various ‘end things’.
“The second thing is that yesterday we were
regulating how much you can charge for a service;
today everything is for free. How do you regulate a
zero rate? Third, the physical location has no
meaning now – it’s a boundaryless digital world in
which data is flowing seamlessly. How do you
regulate a virtual world?”
Sharma added that we used to say the internet is
an open democratic platform, but now 90% of data
is controlled by the major platforms. So it is not
just about protecting the financial interests of
consumers, but also privacy, trust and the market
power of platforms. “I think we must start
regulating data flows – we should not be afraid to
recognise that there are data monopolies,” he said,
noting that people must have rights to their own
www.iicom.org
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Left: Sharon
White, CEO of UK
regulator Ofcom,
delivering her
keynote
Right: Delegates
in the main
conference room

data, and that many people, certainly in India, don’t
realise what they are trading with gaining zerorated internet access.
Sébastien Soriano, chair of France’s Arcep, and
also the 2017 chair of BEREC, the European
regulators’ body, homed in on innovation, which
he said is a subject not frequently discussed in
regulatory circles. “We can empower entrepreneurs,
creators of start-ups, to scale up, to launch their
services, to find their market, not by micro
managing anything, not by subsidising anything,
but just by creating a pro-entrepreneur, proinnovation environment.”
A key tool for this is net neutrality, for which
Europe has adopted strong regulation. “One
continent is defending net neutrality – it is for the
benefit of innovation all around the world,” he said.
Soriano added that a priority for BEREC is
addressing bottlenecks for start-ups caused by the
big platforms. For helping innovation, he spoke
about the idea of “regulatory sandboxes” for
shielding start-ups initially from regulation, and
also providing free spectrum.
Two other speakers rounded off this session.
Tshoganetso Kepaletswe, acting CEO of the
Botswana Communications Regulatory Authority
(BOCRA), singled out content regulation as one of
the major challenges, and put the onus on industry
being more self-regulated to provide appropriate
content to each market, highlighting in particular
the responsibilities for social media platforms.
He also touched on cybersecurity and the need
for coordination with other regulators and
stakeholders on this and other issues such as
spectrum, as applications such as connected cars
come on stream.
Adriana Labardini, a commissioner at Mexico’s
regulator, IFT, gave a rapid tour of her country’s fast
progress in reform (which has been praised by the
OECD), in terms of lessening the market power
of the incumbent, releasing more spectrum,
encouraging foreign investment and tackling the
digital divide. She highlighted a range of challenges
in cybersecurity, spectrum costs and sharing, IoT,
and competition in fibre investment.
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MAJOR TRENDS
The second session on day one explored the main
trends in the industry, comparing the regulatory
response in the EU and other parts of the world.
The regulation of access networks was the key
theme. Comcast’s Rebecca Arbogast offered an
overview of the US approach. Unlike the EU, the US
did not extend access regulation to broadband.
The level of network investment per household
grew higher in the US, with the gap widening over
time so that current investment levels are 3 times
higher in the US.
To make his point about access regulation,
Enrique Medina Malo (Telefónica) described the
outcome of one case in Spain. In 2009, with the
country experiencing a deep recession, the
government created a regulatory holiday for
30 Mbps connections (the standard was around
10 Mbps). The incumbent took the opportunity and
built a fibre network, consolidation followed and
investments began. Because of the recession, take up
was below expectations, but this has changed since.
In addition to the lower levels of investment,
Wolfgang Kopf (Deutsche Telekom) highlighted the
dramatic loss of value in the EU telco sector, value
that has gone to the disruptors. The expectation for
the new EU communications code was that it would
provide bold incentives for investments, but this has
not happened and the intervention of the European
Parliament appears to have made matters worse.
Also remarking on a decade of decreasing
revenues for the industry, Vianney Hennes (Orange)
lamented the tension between “competition” and
“networks as a public good” as guiding principles
for EU regulation. From a static perspective, he
maintained, access regulation works, but when it
comes to investment, it lacks incentives. Rules based
on legal definitions, he added, are showing the
limits of sectoral regulation: what are electronic
communication services in the world of IoT?
There is no longer a narrowly defined telecoms
sector; there is a digital ecosystem, echoed Manuel
Kohnstamm (Liberty Global). Sector specific
regulation should be abandoned and replaced with
general rules that are applicable to every player in
the digital sector, he said. Europe needs businesses
of scale and scope, and should avoid fragmentation.

From top: Michael O’Rielly,
one of the five FCC
commissioners, speaking at
the session on regulatory
objectives (and saying,
‘It isn’t our job to make
ourselves relevant’);
a question from the floor;
RS Sharma, chair of the
Telecom Regulatory
Authority of India (TRAI),
emphasising that
‘everything has changed’;
colleagues from African
regulators

CONTENT AND PLATFORMS
Damir Hajduk, president of Croatia’s Electronic
Media Council, kicked off this session by talking
about the lack of a level playing field in
broadcasting. “The role of content regulators is to
safeguard media pluralism,” he said, noting how
internet platforms are jeopardising the existence of
traditional broadcasters and their role in producing
local audiovisual content, particularly in small
markets such as Croatia. Hajduk is also 2018 chair of
the European audiovisual regulators group (ERGA),
and he explained how the Audio-Visual Media
Services Directive will be brought to bear, such as
through co-regulation on major players such as
YouTube. The European digital single market does
not bring benefits for local AV content, and he is in
favour of the kind of restrictive approach adopted
6 InterMEDIA | December/January 2018 Vol 45 Issue 4
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say by France, in protecting cultural heritage.
Linda Griffin, global head of public affairs at King
(the games company famous for Candy Crush) and
also chair of the European Tech Alliance, cautioned
that “when we create regulations around platforms
that we think not just about platforms, but the
ecosystems around them, and the intended or
unintended impacts on those ecosystems”. She
highlighted the size of the app economy in Europe
– at 1.64 million people it employs nearly as many
as the US. But in Europe’s major digital single
market regulations, such as on e-privacy, the app
economy has not been mentioned much and “it will
have a massive impact on our industry”. Griffin also
urged the audience to think more about conditions
for small companies in Europe, so they have a
chance to grow into the next Google.
One of Europe’s most high profile content
providers was next – Mathieu Moreuil, head of
European public policy for England’s football
Premier League, took up the digital single market
theme. He said that the proposal for portability of
content – that if you pay for sports in one country
you can watch your package in another – is OK,
but a single licence for the whole of Europe is
“dangerous for content providers”.
He said the idea of the European Commission is
quite simple – with the diversity of content in
Europe it would be great if everyone had access,
and competition would force prices down, as with
mobile roaming. But the ability to tailor content
and prices to territories is vital to meeting the
cultural needs of country markets, he said. Offering
the UK package to the whole of Europe could not
work in terms of price and suitability. Moreuil did
have positive words about the Commission’s role in
addressing illegal content on digital platforms with
new guidelines.
David Wheeldon, group director of policy and
public affairs at Sky, rounded off this session by first
noting that his company is a content creator, a
distributor, a pay TV platform and a telco in
broadband, fixed and mobile – a truly converged
status. He highlighted the sheer scale of the major
content platforms and their roles in news
publishing, broadcasting and marketplaces. “But
their business models appear agnostic to the
legality or harmfulness of the content, and that
poses a difficult question for policymakers. How can
these global tech platforms be incentivised to meet
the high standards that certainly in Europe our
media platforms have traditionally abided by?”
He also welcomed the online platform guidelines
issued by the European Commission. “But attention
also needs to be given to the processes that online
platforms put in place to police illegal content... We
increasingly see our carefully regulated content and
our socially responsible services appearing on the
same devices and screens side by side with what we
see to be a complete free-for-all. That’s not good for
our customers, it’s not good for our industry, and
not good for our society.
“I think the EU, in particular, now has a chance
to set an example to make the internet a better and
safer place.”
www.iicom.org
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DATA ECONOMY AND PRIVACY
Roberto Viola gave his keynote on the data economy
as a prelude to this session, first looking at data
flows and drawing a distinction between personal
and non-personal data. “In 2018, the General Data
Protection Regulation [GDPR] will kick in; that will
ensure that wherever you are in Europe, there will
be the same data protection rules. Hence, there will
be no justification for localisation of data on the
basis of personal data protection. The other side
is machine generated data, robot generated data
and sensors.”
In this case the GDPR does not help, he said, and
it is complemented with a new proposed regulation
on the free flow of non-personal data (see also an
analysis of the current European Commission/
Council proposal, p30 of this issue).
Viola described a second element, that of open
public data and sharing of private data – “There’s a
consensus that we should not rush into legislating
the ownership of data,” he said. “There are many
different business models around sharing data.”
There is an asymmetry in that smaller firms badly
need data to innovate, and public bodies will also
want access to, say, data from connected cars. He
also spoke about data standards and processing,
noting that Europe “has lost its way” somewhat in
high-performance computing.
Fiona Taylor, head of international public policy
at Verizon, said there are two main pillars for the
data economy – privacy and security – and concerns
for these are legitimate considering the complexity
of the value chain and the number of players.
She set out the complexities and demands of
implementing the
latest European
There’s a consensus
data regulations,
such as the GDPR,
that we should not
and also the impact
rush into legislating
of the proposed
European
the ownership of
Communications
data. There are many
Code, and how they
business models.
affect machine to
machine (M2M)
communications,
in particular. There is a “need for simplicity and
consistency” – she said if you offer services across
the whole of the value chain, with different
segments regulated by different bodies, things are
extremely complicated from a compliance
perspective.
Leena Kuusniemi, senior legal counsel at games
company Rovio, spoke about the challenges of
collecting and protecting consumer data where
there are conflicting demands, say from a desire to
target adverts. Protecting data on children is a
particular issue. She mentioned a new group of
gaming companies that is investigating how to
improve the digital identity ecosystem.
An academic view came from Abu Bakar Munir,
from the law faculty at the University of Malaya and
associate fellow at the Malaysian Centre of
Regulatory Studies. He described how data
protection has become a hot topic globally with
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the appointment of a special rapporteur on
the right to privacy by the United Nations, the
incorporation of data protection clauses into trade
agreements, and over 120 countries have passed
data protection laws. Europe’s GDPR and its global
impact is also a big topic. But at the same time
trust in the internet is eroding. He said: “Public
confidence in the internet as a trustworthy medium
for social and business life is being shaken.”
Munir noted how data protection law can
enhance trust, pointing to a new cybersecurity law
in China, a right to
privacy decided by
Trust is essential to
India’s supreme
achieving the aims of
court, Japan
bringing its law into
the digital economy.
line with the GDPR
and enforcement of
law by the Philippines, Malaysia and South Korea.
Fanny Hidvégi, European policy manager at
Access Now, a digital rights NGO, agreed that trust
is essential to achieving the aims of the digital
economy. She stressed that data protection and
privacy are both fundamental rights. Looking at the
reform of the European e-privacy directive, she said
there have been attempts to repeal or water down
its provisions. It is claimed that the GDPR is the
perfect solution on its own, and that it already
creates a large and complex burden. “But the
GDPR does not ensure the confidentiality of
communications, and to respect the right to privacy
is not a favour but an obligation; processing and
monetising personal data must come with a price.”

Hidvégi called for levelling the playing field
between industry and people and voiced strong
support for the e-privacy reform.

POLICING THE INTERNET
In the era of fake news, this session homed in on
how we can batter shape what happens on the
internet. Antonio Nicita, commissioner at AGCOM,
Italy’s regulator, mapped out how regulation on
media pluralism, such as the Fairness Doctrine for
broadcasting in the US, has been set aside in many
countries in favour of competition as the driver of
choice for the consumer. But the internet, he said,
has created echo chambers that cater for the
confirmation bias and short attention spans of
people today. “If there is a market failure on the
demand side, economists suggest that maybe
competition is not as good as we thought it was in a
world in which we assumed that consumers behave
in a rational way.” He left open the question of
whether there should be some sort of regulation.
William Bird, director of Media Monitoring Africa,
said PR companies can spread fake news, and that
“the role of journalists and whistleblowers is now
more critical than ever for democracy... You just
need a president of a massive country to say that all
credible media is fake news, and suddenly, all of us
suffer because of that.” Bird presented a browser
extension called Newscred that can help distinguish
credible news from dodgy material.
Al Jazeera’s Yaser Bishr followed by noting that
there are two incentives to consume news – to get
accurate information but also to meet cravings for

IN BRIEF: OTHER EVENTS IN THE IIC’S BRUSSELS WEEK
The International Regulators
Forum (IRF), held at the Belgian
Institute for Postal services and
Telecommunications (BIPT), and
involving 35 countries, included
these themes and points:
l Regulation of OTT and apps – OTT
players can bring life to infrastructure
and telcos must find ways to
embrace them. OTT gathers valuable
data, and privacy and monitoring are
issues. Services, not platforms, should
be a regulatory focus. Generally,
there is a lack of regulatory tools to
address OTT services and apps.
l Building trust – regulation has not
caught up with the virtual world.
Users need more clarity and choice
concerning what happens with their
personal data, and there is little
accountability for dishonest material
on social media.
l Rethinking regulation – issues such
as how to develop cross-sector
regulation were explored, and it was
said that new models must reduce

the burden and/or cost of regulation,
and must be content focused and
technology agnostic.
l Digital economy – the session
looked at key regulatory
interventions in access, connectivity
and skills. It was said that regulators
do have a role in becoming enablers
of the digital economy. Beyond
regulation, principles are needed.
l Connectivity – issues raised
included how to better support the
Sustainable Development Goals
(SDGs), the role of universal service
obligations/funds, and defining
connectivity in the same way as a
utility such as water.
Breakout groups
The annual conference also has a set
of breakout groups that are often
very lively – this year’s topics
included 5G “myth busting”, artificial
intelligence and machine learning,
cybersecurity, innovation in
connectivity technologies, nuisance
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communications, and the US
incentive auction – for a detailed
article on the auction see p25.
Workshops
Two workshops took place during
the annual conference.
l The first, on connected cars, is
reported on p10 of this issue.
l Advertising in the digital age was
the subject of the second workshop.
Among the issues raised:
– The extent to which adverts lead to
the commercialisation of childhood,
how to educate children about the
media, and the balance to be struck
between protection and products
– Self-regulation and its relevance in
the digital age. Extending the
regulatory remit to search ads and
social media, and how to handle
complaints
– Cultural sensitivity to certain
material
– The impact of “social influence”
advertising.
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confirmation bias. With fewer people visiting news
sites and instead consuming material on social
media, news operations are now “slaves to
algorithms” and will need to work hard to level the
playing field against fake news.
Alexandra Borchardt, from the Reuters Institute
for the Study of Journalism, said that people do
know that there is lots of fake news out there, “lots
of stuff they can’t trust on social media. In fact, our
Digital News Report found that only 24% of all
respondents on average, from 36 countries, think
that social media is doing a really good job in
separating fact from fiction.” But only 40% think
that traditional media are doing a good job, and
there is a trend for people to avoid news. However,
outrageous or funny fake news items tend to get
shared and remembered, and these feed advertising
models. Platform companies are at the heart of this,
but Borchardt also said: “The fake news debate
could also be very good for journalism because it
could help journalism to get even better.”
Finally, Manish Tewari, a spokesperson for the
Indian National Congress, said that “[what] we are
seeing is a tale of two civilisations: a brick and
mortar civilisation which emerged over thousands
of years, and a virtual one that is evolving”. Social
media, he added, is riding on the back of the
“anarchy” of the internet and has been good in
holding mainstream media accountable but at the
expense of responsibility. At some point, social
media platforms need to take responsibility.
“Because, eventually, the right to credible
information, the right to honest, objective facts, the
right not to be trolled, the right to reputation are
also as integral to human existence as the freedom
of speech and expression.”

COMPETITION DYNAMICS
This final session looked at challenges posed by
convergence of sectors of the economy – not just in
communications alone but with smart home and
car apps, banking, and so on. This looks good for
competition, but raises questions about rules for
vertical integration, where, say, a telecoms operator
buys content, and also wider integration, where a
telco can operate in the mobile banking market,
for example. Barriers to market entry need to be
carefully assessed, as must prospects for innovation.
The two-sided markets created by the platform
players also require understanding from a
competition perspective.
Karim Lesina, a VP at AT&T, pointed out the way
in which technology and apps have changed the
way people communicate, such as with instant
messaging on social media. “Competition is not
only about the number of players present in a
market, but also about the real choice the consumer
has between the different players for the same kind
of, or similar kind of service,” he said. Pointing to
the huge growth in video on networks, he noted
how AT&T has transformed into also being a
distributor and producer of content, and where
service quality is key. “I don’t like the term OTT as
we are all in OTT today,” he said, adding that the
platform players are themselves investing in fibre
www.iicom.org
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The conference reception at the Egmont Palace in Brussels
networks. Competition on services, not just by
sector, in a converged world is the way forward.
An economist’s view came from Paul Milgrom,
Stanford University, who said that it is fine to want
a firm such as Google to take advantage of “scale
economies” and compete for dominance in a
market. “What you don’t want it to do is to then
extend its dominance to other sectors. That’s a
hard question that regulators have to deal with.”
He also touched on artificial intelligence (AI) and
its integration with cloud services as a major
disruptive force in competition.
Robert Pepper, head of global connectivity policy
at Facebook, spoke about how unleashing
competition can drive innovation and investment,
mentioning how certain telcos in Australia and
India were given permission to deploy 4G mobile
that then forced others to follow suit. He warned
about confusing two type of asymmetric regulation,
between similar
and dissimilar
You don’t want
companies, giving
to impose legacy
the example of
regulation on these new messaging apps that
have grown rapidly
types of applications.
at the expense of
SMS, which has
been driven down to zero marginal cost. “You don’t
want to impose legacy regulation on these new types
of applications,” he said.
Juan Manuel Wilches, commissioner at CRC,
Colombia’s regulator, spoke about the elements of
platforms (of which the network is only one),
economies of scale and industry dynamism, and
how traditional regulation focuses only on the
communications network. Understanding how the
new value chain works and where service offers on
platforms start substituting for each other is critical
to moving regulation forward, he said, mentioning
a market analysis on the AV sector recently
conducted in Colombia.
“What we concluded after that discussion is that
we need to go from using traditional telecoms
service competition indicators such as prices,
quality, coverage to new variables that provide a
better sense of the innovation in commercial
offers,” he added.
December/January 2018 Vol 45 Issue 4 | InterMEDIA 9

22/01/2018 11:16

IIC EVENTS

Connected car agenda

T

he Brussels IIC chapter held an event on
global policies for smart cars during
Communications and Regulation Week.
Drawing on the US and EU experiences, the
seminar brought together Steffen Nolte from
Daimler, Alin Stanescu from Qualcomm, Yulia
Koulikova from Inmarsat and Nancy Norton from
Kymeta, to discuss, among other things, liability in
road accidents, insurance, computerised decision
making and ethical issues. Lilian Edwards, from the
University of Strathclyde (UK) opened the seminar
with a keynote presentation.

WHAT ARE CONNECTED CARS?
Connected cars can bring enormous advantages in
terms of universal mobility, access to remote areas,
and even environmental protection, so it is
something we want to encourage. However, the
term covers a range of vehicles with different levels
of autonomy. We are not yet at the level of the
completely driverless car: there is still some degree
of driver involvement. It is important to bear this in
mind when trying to see how existing arrangements
for insurance or regulation might need to scale
to deal with specific levels of automation. An
overarching point is that the complexity is greatest
during the period of transition, when driven and
driverless cars are sharing the road.

THE EXTENDED VEHICLE
Autonomous and connected cars are not
synonymous. To be driverless, a car relies on sensors,
so it only needs to connect its sensors and cameras
to its own “brain”. Connection to the IoT is an
add-on, allowing cars to connect to other vehicles
and to outside information, such as updated road
map information, or to connect to services.
The automotive industry is looking at the
possibility of keeping the “outside” flows of data
separate from the car safety architecture, and
managing the former via an off-board facility for
secure data flows – a concept known as the
“extended vehicle”. This allows free flow of data,
non-discriminatory access, and, crucially, enables
the flow to be cyber-secure. It is secure because it
does not interfere with the car safety architecture
and because it has cybersecurity and data
protection by design. Designing data protection
means moving away from the binary choice, “if you
want to use this technology, you have to give away
your privacy”, and working on solutions that
minimise use of sensitive data, developing
technologies that preserve privacy.
The bonus of the extended car is that publicly
relevant data (for example, information on road
hazards etc.) could be forwarded to a cloud server
or a neutral server run by third parties and be
shared, with driver consent, to improve road safety
for everyone.

Qualcomm pulls in the smart
car crowd at CES in Las Vegas

DATA IS THE NEW FUEL
Connected cars rely on data, and this poses significant concerns about
privacy and cybersecurity. First, many people worry about pervasive
long term ubiquitous tracking of their location, but this could be
partially resolved by policies that obscure location and anonymise
data. EU laws on data management are clear that data collection must
have a legitimate basis. Questions are:
l What kind of data do we consent to disclosing with connected or
driverless cars?
l How do we get consent from the passengers?
l How do we obtain portability of car generated data, when artificial
intelligence technology means that cars learn from the way we drive?
l What happens to my data when the car is sold?

WHAT NETWORKS?
While there is a call for more spectrum and for rollout of 5G
networks, the reality is that cars would not rely on one type of
infrastructure. In fact, they are likely to use terrestrial and satellite
networks, as long as they are pervasive and cyber-secure
infrastructures. It is important to note, however, that no network is
fully and perpetually free from attacks.

DRIVERLESS INSURANCE
How are current models of insurance going to work in a future of
driverless cars? A bill currently going through parliament in the UK
(see bit.ly/2zhacKV) establishes that there would be general coverage
of the connected or autonomous vehicle, an ordinary compulsory
insurance which covers, as a minimum, damage to third parties but
more often than not also covers the driver/owner – with some
exceptions. These exceptions include an exclusion if the driver had
not installed the necessary updates for the software of the car, or
if the driver has left the car in automated mode “when it was not
appropriate to do so”. Both exceptions may be problematic, for
example if the updates did not succeed or if the driver had only a few
seconds to shift from automatic to manual mode.

DRIVING DATA MANAGEMENT TO SUCCESS
How can the legislator contribute to making this a success story in the
EU? A single market regulation that can be easily applied is going to be
important for connected cars. Ideally, regulation should be restricted
to allow interoperability, standardisation and scalability of the data, so
that free flow of data is enabled without prescribing what industry is
supposed to do and how it is supposed to do it. Let the market decide
the best solution to develop. Premature regulation should be avoided.
What is needed is more work with industry, creating more
opportunities to get parties together and developing more synergies
with infrastructure.			
Cristina Murroni

10 InterMEDIA | December/January 2018 Vol 45 Issue 4

conference v1.indd 8

www.iicom.org

22/01/2018 11:16

DIGITAL ECONOMY

GOING FOR AN
ASIA-PACIFIC AGENDA
How should we define the digital economy and what are its policy implications?
MARI PANGESTU and PETER LOVELOCK provide an Asia-Pacific perspective

I

nternet-based technologies are rapidly changing
the way in which businesses, consumers and
governments interact with each other. The extent
to which this transformation is taking place is
leading some to conclude that the digital economy
is not only the future of our economy, it is the
economy. Goods and services are being digitised, not
only in how they are developed, but also in how
they are delivered and consumed, transforming
how the economy works, and how individual
sectors, such as health, education, security, finance,
and even governance, work.
Some refer to the process as “digital DNA”1 – how
information and communications technologies
have become the underlying driver that is changing
business models, the way in which the economy
and government work, and the way people live. At
one level it is about how billions of everyday online
connections among people, businesses, devices, data
and processes are being connected, re-connected,
and constantly interacting – in a word, hyperconnectivity. It is about converting things in the
physical world to a piece of information, a digital
representation. But to convert the physical to the
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Ready to Go-Jek:
Michaelangelo
Moran, co-founder
of the Indonesian
hyperlocal startup,
poses with bikers
from the firm’s
transport arm

digital, requires having the basic infrastructure:
affordable, open and safe hyper-connected access.
The pace and extent of this change varies both
among and within economies. This is a result of
both the underlying infrastructure and of the
integrated policies put in place to develop the
digital economy. Some economies in the Asia-Pacific
Economic Cooperation (APEC) region, for example,
have very high internet penetration rates while
others are still lagging. Moreover, within economies,
rural and low-income groups are often less well
served, raising the risk of a growing digital divide.
The UN Broadband Commission State of
Broadband report notes that while 48% of the
global population (3.6 billion) is online, internet
penetration in the developing world was projected
to reach only 41.3% by the end of 2017. There is also
a gender divide, with men still outnumbering
women in terms of internet usage, and the gender
divide is becoming wider in many developing
economies.2 Policy discussions tend to revolve
around addressing the internet backbone, but in
addition to ensuring that backbone access is there,
it is now apparent that at the heart of a digital
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economy is the pressing need for it to be a platform that can
interoperate with all other platforms both within an economy and
between different economies.
The current pace of change offers enormous opportunities for more
inclusive growth, potentially even providing the opportunity for
economies to leapfrog stages of development by promoting more
inclusive access, along with more economic and social participation.
Previous development models required enormous capital expenditure.
Digital technologies at reasonable cost – especially mobile-enabled
interoperable platforms – open opportunities for previously
underserved communities to engage in broad ranges of economic
activities through the provision of access. For example, healthcare and
banking services can now be provided without the need for building
new physical infrastructure, or even having practitioners or service
personnel on location.
The digital economy is also changing the nature of business. In the
past the corporation was the centre of the commercial system; now
increasingly it is the individual. This throws into question how
governments and societies are organised and the way in which value is
created. There is a certain degree of ambiguity about the nature of
service providers such as Uber, Didi, Grab, Airbnb: are they taxi and
hotel firms, transportation and hospitality businesses, or are they
software companies? Are they platforms?
This is neither a banal or a semantic series of questions. Is the driver
of an Uber car an Uber employee or self-employed? Such designations
can have profound implications for the tax system, for labour
protection and the social security system.
So as we look to progress the digital economy, a further and perhaps
fundamental challenge lies in how we deal with the consequences
of the associated disruptions, and create a trusted environment to
cooperate globally.
Three immediate questions for policymakers and trade officials are
apparent:
l What is the digital economy and what are its implications?
l What are the opportunities and risks?
l What are the implications for local, domestic and international
policy?

DIGITISATION: REDUCING FRICTIONS, INCREASING TENSIONS?
Globalisation is deeply intertwined with technological change. The
first era of globalisation began with the steam engine. Improvements
in communications technology allowed regional production networks
to evolve. Today, the digital economy is again reducing traditional
market frictions. The time and the costs required to find information,
to meet people, to access market data, to buy something, are all
coming down. Moreover, while the previous era of globalisation was
about companies, today we are talking about individuals – micro and
small enterprises benefiting from access to global markets.
Thus, individuals and small enterprises (often with outsized
influence, or power), need to be collaborated with, if the platform
economies are to be successful. But for this transition to be successful
and sustainable, those being collaborated withalso need to be
empowered to benefit. For the Uber platform to be successful,
consumers need to want to consume from the platform, and the
drivers need to want to participate. And, not only now, but on an
ongoing and sustainable basis. This is true too of the Khan Academy
platform, YouTube, and so on. If customers, consumers, participants,
traders do not feel that they are benefiting and empowered, if they
instead feel exploited, or increasingly insecure, then the welfare gains
will prove to be short-lived and unsustainable.
This means that it is not enough to have physical connectivity.
Looking at Indonesia as an example, it may appear to be one of the
most highly connected economies in the region. As the fourth most
populous Facebook community, and the “Twitter capital of the world”,
Indonesians have adopted new technology at a rapid rate. However, not
12 InterMEDIA | December/January 2018 Vol 45 Issue 4
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only is such connectivity highly and
disproportionately concentrated on urban or
wealthier environments, the connectivity itself is
disproportionately focused on social media and
social connectivity – some 80–90% of digital activity
– with far less usage directed towards economic,
trade or social development activity. And thus,
Indonesia’s connectivity hasn’t been translated into
significant economic value yet. Developing in
parallel the human capacity to use connectivity to
have and to generate economic value – that is, true
digital literacy – is a requirement.3
This points to the issue of governance and the
need to rethink both the approach and the
coordination mechanisms required to create a
successful digital economy framework. It also points
to two further complicating challenges in the
digital era: regulation and cross-border trade.
As has been repeated in many different contexts,
the internet knows no borders. This is a strength in
providing access to a global market, in lowering
costs, and in accelerating and democratising
innovation. But increasingly the challenges are
becoming apparent: differences in the levels of
market development when coupled with digital
opportunity have rapidly challenged the ability of
policymakers to effectively control policy and
regulatory levers in everything from cybersecurity
to privacy, piracy, tax regimes and even identity.
The ability of domestic policymakers and regulators
to stipulate and enforce decisions has been
challenged and eroded.
The release of the latest Apple iPhone has again
brought into stark relief the opportunities that
become apparent with a digital – and therefore
global – footprint, and the practical enforcement
requirements that emerge alongside the
opportunities. The Apple products announced last
September were given the same price in pounds
sterling and dollars, from the cheapest Apple TV
(£149 or $149) to the most expensive iPhone X
($1,149 or £1,149) – this despite a 25% foreign
exchange difference between the dollar and the
pound. Articles pointed out that this made it
potentially cheaper for a UK resident to fly to New
York and buy an iPhone than to buy it at home. But
to do so, even for personal use, is illegal.
Similar issues are emerging in other domains,
accelerating the requirements for cross-border
accountability. But does this also mean cross-border
enforcement and cross-border regulation? And, if so,
how? It is clear that we need to not only promote
but also to ensure cross-border data flows, and to
make these as seamless as possible, but how to
enforce such requirements? And, how to promote
such benefits domestically and the necessary
cooperation internationally?
What has become increasingly clear is that at the
domestic level this requires a fundamental change
in approach to regulation, and a change in the
mindsets and the capacity of the regulating
authorities. Beyond being a risk manager, and an
enforcer of sectoral regulation, regulating
authorities need to become an advocate for, and an
enabler of, digital inclusion and innovation. Thus,
www.iicom.org
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one of the first steps to promoting digital economy
growth needs to be understanding the disruptive
challenges of the digital economy to sectoral
regulation, and providing regulators with the
tools to manage these disruptions rather than
blocking them.

The accelerating pace of technological change
in recent years compounds these challenges and
the pressures on policymakers and regulators,
beginning with the internet, followed by the
disruption of the web and later the app economy,
and most recently the development of cloud
computing and platform economies. These waves of
change progressively extended access at fractional
cost, with greater flexibility to act and respond to
consumer demand.
The digital economy is also changing economic
systems to become increasingly peer-to-peer, i.e.,
crowd-centric rather than corporate-centric, as
noted above. Airbnb, for example, has some
640,000 hosts and 2 million available spaces in
34,000 cities under active consideration, without
the corporate body owning a single piece of
property. This crowd-centric model challenges our
existing notions of employee and employers.
There are regulatory and legislative grey areas
regarding whether Uber is or isn’t a transport
company: are Uber drivers working for a company
or are they partners? Do they have worker rights?
If not, then what kind of rights do they have? These
are not one-off questions but are arising with
increasing frequency across sectors as platform
economies move more and more into mainstream
commercial activity.
To date, the income growth, or at least the
income opportunities, for people working in this
space have been great. But is that always the case,

and as more people move into the space and the
platforms look to maximise profits, will income
growth stay positive? Fundamentally: is this a
case for the market or for regulators? And how
should regional trade officials be looking at such
developments?
An Asian example is Go-Jek, providing motorcycle
taxi rides in Indonesia. Within just three years, the
operation has grown to 300,000 drivers earning an
average of 4 million rupiah per month – double the
minimum wage. Moreover, having started out with
ride sharing services, the
company has used the
In particular, the
same platform to provide
digital economy
an increasing multitude
overturns our
of other services that
share under-used access
concepts of the
to idle resources,
uneconomic citizen. including Go-Food,
Go-Massage, Go-Glam,
and most recently payment services through Go-Pay.
Together, these developments are transforming
business models. In particular, the digital economy
overturns our concepts of the uneconomic citizen:
someone for whom the cost of connectivity, of being
put onto the network, is simply not justifiable
because of meagre economic and social returns.
With communications networks now a
“horizontal” enabler and not simply a “vertical”
sector, the benefits generated from providing
someone with network access include the education,
healthcare and broader participative (voting,
welfare dissemination, tax, etc.) rights that accrue.
This is because interoperability of networked
platforms can enable all manner of service delivery:
e-education, e-government, e-health, and so on, and
in so doing transforms almost all sectors, including
agriculture, aquaculture, energy, logistics and
transportation.
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NEED FOR INCLUSION
In the aftermath of the global financial crisis the need for future
growth to encompass both inclusiveness and innovation was
emphasised by APEC leaders. Innovation inevitably entails change,
but so too does inclusion, as the existing business models which see
certain parts of the community as uneconomic need to be challenged.
The impact of recent technology change, and particularly of cloud
computing, has been to enable access to enterprise-grade tools for
micro and small and medium enterprises (MSMEs) at fractional cost.
Thus, small businesses, like big enterprises, can now increase or
decrease technology deployment as needed and without incurring
sunk costs.
When combined with mobile access, it has made business models
supporting, for example, remote healthcare and distance education
not only feasible, but sustainable. No longer are such programmes
driven solely by donor organisations or corporate social responsibility
programmes. Hence fintech, healthtech, edutech, and so on, have
emerged, targeting market gaps or failures.
Moreover, it is not just the private sector, but government too that
has been enabled to take advantage of the outsourcing of technology
cost while retaining the innovation benefits, extending government
reach and enabling the timely delivery of all kinds of services.
Given the opportunities from the digital economy, access to the
internet needs to be improved, especially for emerging economies and
remote areas. However, as was mentioned above, it is not simply about
access. Accessibility has to be affordable, secure, reliable and fast. As
shown in the graphs on p13, the cost of accessing the internet varies
considerably in the region but the costs as a percentage of gross
national income (GNI) per capita are considerably higher in emerging
economies, which also tend to have lower average internet speeds.
Moreover, while there has been an extremely successful “mobile
first” trend with many users first accessing the internet only through
mobile, this also requires having electricity. Electrification rates are
lower than mobile penetration. Emerging economies should therefore
deal with three issues sequentially and if possible in parallel:
electrification, telecoms infrastructure, and the cost of access to
smartphones.

DIGITAL ECONOMY AND JOBS
The impact of the digital economy on labour markets will be large.
Routine and more mechanical types of work are already being replaced
by machines, by automation, by robots, and by systems. This means
that workers need to be transitioned to jobs that are either of low
productivity but with some complexity, or increasingly to higher
productivity tasks. This is emerging as a significant political issue for
many economies, and is only likely to increase dramatically unless
policymakers begin to plan for and promote such transitions.
For example, in the US, estimates suggest that from 2000 to 2010,
some 85% of jobs lost were due to productivity gains and on average
only 13% of job losses due to trade competition.4 The International
Labour Organization (ILO), among others, is attempting to track the
impact on jobs resulting from automation and the so-called 4th
industrial revolution, but without consistent and comparable
measurements of the digital economy it remains a fraught task.
According to the results of the Pacific Economic Cooperation
Council (PECC) 2017 State of the Region survey, while people expected
some types of jobs to decrease, such as clerical and assembly line work,
others were expected to increase such as technical and professional,
which are associated with higher levels of education, but not
necessarily university degrees.

EDUCATION
Education has been seen by many to be the last information-based
industry to undergo a technological revolution. Before the digital
economy a single teacher was limited to teaching in a classroom.
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Today that same teacher can reach hundreds or
thousands online. In some cases, as with viral
YouTube or TED lectures, the online audience can
be in the millions. And online teaching is proving to
be extremely effective.5
Udacity, for example, will refund graduates 100%
of their tuition costs from certain streams of their
courses if they don’t secure a job at Facebook,
Google, Oracle or similar firms. Some 70% of chief
academic officers in US institutions now view online
teaching as being equal to, or better than, “offline”
courses at many institutions. So the challenge is no
longer results and recognition – top universities are
increasingly recognising units taught online.
More important is the use of technology to resolve
accessibility issues for education in many parts of
the region. For example, Bridge International
Academies provides a good quality curriculum of
studies for $6 a month, which includes tablets as
the access device. This model is being scaled across
India and Asia, as are a variety of others both
similar and distinct. Facebook has been attempting
something similar with its variously named “zero
package” initiative in several economies.
Smartphones are provided for $39 and connectivity
is free within a certain “selected garden” of
content. While these initiatives have proved to be
controversial from a competition and net neutrality
perspective, with many questioning Facebook’s
motivations, the model aims to enable everybody
to access online internet content – including
education.
On the teachers’ side of the equation, online
education platforms are helping to address the lack
of qualified teachers by extending the access and
reach of qualified and talented teachers, and in
so doing are creating online superstars in the
education profession – teachers making millions of
dollars a year. Platforms are now available that
allow a teacher to log on during their spare time
and teach for even just a few minutes. One initiative
for example, brings in retired teachers to teach
children English. It also enables teachers to focus on
just teaching, while grading, administration, class
preparation and materials can be outsourced.

THE POLICY AGENDA
Given the above trends and developments in the
digital economy in the Asia-Pacific region, we need
to continue to prioritise capturing the potential of
digital dividends and digital development as
broadly as possible. The digital economy, if
successful, can promote efficiency, innovation, and
inclusion.6 The lower cost of accessing and utilising
ICT makes economic activities more productive and
innovative, for example enabling farmers to get
information on the weather, their own field and
crop conditions and watering requirements, and on
market prices, while SMEs can get access to
e-commerce platforms. Public services can be
improved, leading to better governance and,
potentially, better democracy.
As in previous phases of globalisation, there is a
tendency to try to protect the domestic development
of the data economy or the digital economy. In the
www.iicom.org
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past this took the form of tariffs on goods or
services trade; today these protectionist moves often
focus on requiring data to be processed or stored
locally, and creating other restrictions of data flows.
Increasingly, the blocks to free trade are centred on
data flows.
But data has different characteristics from
traditional goods and services. While the value of
data can be difficult to define (and this is in itself a
topic now attracting a lot of attention), there is little
doubt that the value of data overall is increasing as
data networks continue to grow. This focus on data
is, for example, changing the thinking around
comparative advantage with attention shifting to
the individual, as noted above, and to new forms of
collaborative enterprise. Simply put, the people who
need the data have to collaborate with those who
have the data. Thus, telecoms firms are taking on
some banking functions, airlines are working with
crowd-sourced accommodation providers, and so on.
Emerging from this are new and complex
questions on the ownership of data, data privacy,
protection and access, and data security. Three
policy issues that have yet to be properly addressed
at either the domestic or international levels
are cloud computing, data localisation and
cybersecurity. But there are also questions about
the changes in the nature of competition with
“the winner takes all” business model, market
participation and tax issues. There are emerging
and fraught questions on the accuracy of data and
of information: with so much information available
– some of it real, other information perhaps less
so – is it now more difficult to ensure the reliability
and authenticity of information?
So, some questions for developing a policy
framework can be identified: How can we have
systems that establish trust in cross-border
transactions? How can we capture the gains from
trade and investment in a data driven environment?
Avoiding the costs of data localisation policies,
particularly for local firms, is very much a trade
argument, and yet this has not begun to be dealt
with by trade policy officials. The Trans-Pacific
Partnership (TPP) framed some of these issues, but
it remained light on details. Then there are the
security and privacy issues.
These challenges are real, as we have seen with
developments such as the WannaCry malware, the
Equifax data breach, and the Swift cybertheft of up
to $1 billion from a Bangladesh bank. All these
events imply that immediate thought and,
preferably, some increased degree of cooperation is
much needed. However, given the potential for
harm resulting from poor regulation or uninformed
regulatory application in such a dynamic and
nascent period, should regulators actually regulate
or should we be relying more on self-regulation, as
with for example, trip advisories which provide
information on service providers, and allow people
to rate, rank or yelp without there being a
regulator? Instead, what we are seeing now is the
emergence of a lot of protectionism – because
regulators faced with uncertainty often try first to
regulate to protect.
www.iicom.org
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AN ASIA-PACIFIC AGENDA
APEC could play a significant role in addressing these issues, precisely
because of its convening and coordinating role and its non-binding
nature. To begin with, APEC could, and should, establish principles
for the digital economy that individual economies could then review
and implement. This would be much like the work APEC did to
socialise investment and competition policy in the 1990s. As shown
in the graph above, there was little disagreement among respondents
to the PECC survey from emerging and advanced economies on
the priority issues that need to be addressed for the growth of the
digital economy.
One finding is that respondents from emerging economies tend to
give a slightly higher degree of importance to all issues than those
from advanced economies. Indeed, the only issue on which
respondents from advanced economies gave a higher degree of
importance was on de minimis levels of trade. And given the cyberattacks that have taken place in recent months, respondents from
both emerging and advanced economies gave a high priority to data
protection and privacy issues. This should spark a higher degree of
interest in initiatives such as the APEC Cross Border Privacy Rules
framework.
A few issues are apparent. First, a “whole of government” approach
is needed. Some economies now have a digital or ICT ministry. At the
very least those responsible for ICT policy need to be coordinated or
represented at a high level of government. The digital economy cuts
across all aspects of the economy and therefore there needs to be
political understanding and political support at the highest level of
government as well as technical expertise.
This is critical to minimising unintended consequences from policy
decisions and regulatory applications. The risks are large. Should
governments formulate polices on the basis of the interests of one
sector of the economy, the risk is missing out on the development of
new growth sectors.
Given the rapid pace of change taking place, the temptation as we
have seen is for regulators to immediately step in to set marketplace
December/January 2018 Vol 45 Issue 4 | InterMEDIA 15
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rules. The problem is that the regulations tend to
favour established interests, reducing the potential
for innovation. This is not to say that there should be
a free for all, but that the impact of innovations in
markets and on consumers’ needs to be better
understood.
To this end, some economies are deploying
“regulatory sandboxes”. Sandboxes permit
innovators to pursue their businesses, working with
regulators to enable greater understanding of both
the technology and the business model, before new
products or services are subject to regulation. A
number of financial regulators around the world
have adopted the sandbox approach to launch
innovative financial products that have extended
inclusion or driven greater opportunity.
The purpose of the sandbox is to minimise legal
uncertainty, improve access to investment, adapt
“test and learn” approaches, and create rules for
new products and services. These measures
involve relaxing specific legal and regulatory
requirements that market players would otherwise
be subjected to for innovative products and often for
a period of time.
Another critical ingredient is trust: how do
governments build trust into the adoption of the
new systems? One critical ingredient for APEC
economies is to have digital identification (ID)
programmes. Ideally, such systems would resolve to
a single number or indicator that would be able to
travel across both domains and jurisdictions.
Without a digital representation, an individual
can’t be connected in this hyper-connected world.
But equally, many connected individuals now have
multiple online identities (passwords, numbers,
accounts, passports, etc.) that are not interoperable
and often not interconnected.
Cross border e-commerce is a trade facilitation
issue requiring harmonisation of customs regulation
and logistics for last mile delivery. The APEC SME
working group has an SME Online to Offline (O2O)
initiative to help promote trade engagement. While
the Asia-Pacific region has become the fastest
growing market for the digital economy, only a
relatively few SMEs in APEC are currently taking full
advantage of new digital opportunities. Another
area for international cooperation is in cross-border
payment systems. This again depends on the sharing
of data across platforms and across jurisdictions, so
a logical starting point could be in trade finance –
where much of the data is already shared.
Talent, human capital, capacity, and the future
of jobs also need to be addressed. We need to
consider the training and recruitment of workers,
identifying the future skills needs, developments
required, and of course, the tech education
programmes. APEC meetings, especially the Human
Resources Development working group, already
have programmes on digital literacy and education.
But how connected to other digital development
and digital economy work programmes are these?
How well suited are they for the future
opportunities and, importantly, do they address the
need for the movement of people – talented and
otherwise – around our region?

A number of financial regulators have
adopted the sandbox approach to
launch innovative financial products.
INTERNATIONAL COOPERATION
International trade discussions and agreements are slowly beginning
to address rules for the digital economy. The Trans-Pacific Partnership
included rules on the free flow of data across borders. Not all APEC
members were part of the TPP negotiations so one part of the
cooperation agenda would be to understand what such rules mean for
the other economies. Similarly, the World Trade Organisation (WTO)
has a temporary moratorium on the imposition of customs duties on
e-commerce. There are moves to make this a permanent feature of
trade rules – the TPP text agreed to this but other economies need to
consider what the impact would be if such an arrangement were to
become permanent. The TPP also dealt with a commitment to not
require source code of software, and data localisation.
The future of policies agreed to in the TPP remain in the balance.
Should TPP-11 or another variation of TPP proceed, it would set some
international baselines among a still significant group of economies.
Another approach is to consider the TPP as an “organ donor”, that is
for the text to be imported into other agreements with modifications
or adjustments in accordance to the needs of the members.

CONCLUSIONS
Many of the elements of the international policy regime needed to
facilitate the growth of the digital economy already exist. The first
imperative should be to build on those regimes, without becoming
hidebound to them. Some progress has been made among groups of
economies such as the TPP negotiating economies. But given the
potential of the digital economy to promote inclusive and innovative
growth, policymakers need to move much faster. The stakes are large
– the sector is estimated to already be at around $4 trillion.
A key principle is the need for flexibility and ongoing dialogue – but
not at the expense of action-oriented steps. Technology is changing
rapidly, and policies, frameworks, rules and regulations need to not
just have room to adapt, but also be agile. Agility implies that one has
to be anticipatory, quick to respond and adapt in a continuous way,
since the changes are happening so much more rapidly.
For these developments to be successful requires trust. The process
of building norms for the digital economy must bring together
regulators, politicians, businesses and civil society to shape common
understanding on these issues. APEC did this in the early 1990s on
what were then difficult issues such as investment and competition
policy; it needs to do so now for the internet/digital economy.
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PIECING TOGETHER
THE DIGITAL AGE
The wave of digital destruction wrought by fragmentation and OTT is repaired by
KIM MALLALIEU and NIEVIA RAMSUNDAR in an analysis of regulatory priorities

T

he communications industry has come a long
way: from fixed line copper wired telephony
and over the air television and radio, to
wireless telephony, cable TV and internet
radio; to mobile telephones with rich data and
computational capabilities; to fixed and mobile
computers with phone capabilities; and recently, to
networks of autonomous nodes that interact with
the environment without human intervention. It is
clear that technology is moving faster than political
will or regulatory form.
The market as a whole has had its own natural
disasters or “waves of destruction”. These waves
have marked inflexion points, as in Joseph
Schumpeter’s gale of creative destruction (from
1942), the “process of industrial mutation that
incessantly revolutionises the economic structure
from within, incessantly destroying the old one,
incessantly creating a new one”.1 Each and every
time, creative destruction has given rise to
considerable market disruption in which industry
players have had to reorganise business models, and
regulators and governments have had to revise or
construct a new legal and regulatory framework.
This is not unique to the communications industry;
neither is it new to the industry.
Kenji Kushida speaks of the “rapid, radical
reorganisation of industry leaders and business
models”.2 In the case of the communications
industry, he recognises three waves of disruption:
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l Initial liberalisation of the traditional telephony
market, with the dismantling of national telecoms
service providers (telcos) and introduction of new
competitors
l The rise of the internet as an open platform
l The growth of the mobile communications
market and consequential demise of the carrier
controlled handset.
Liberalisation was accompanied by harsh market
disruptions; and the adoption of the internet as the
global information superhighway or infobahn
brought with it profound market transformations.
In today’s mobile communications market, the
provision of products and services is no longer the
sole remit of the mobile carrier, but is facilitated
through a complex value network comprising the
carrier, device manufacturer, operating system
developer and a burgeoning number of third parties
that supply content, applications (apps) and a rich
array of innovative over the top (OTT) services. The
OECD defines OTT services as “video, voice and other
services provided over the internet rather than solely
over the provider’s own managed network”.3
Apps and OTT services, highly sought after by
consumers, are largely enabled through the
processing and computational capabilities of end
user devices, the increasingly open architecture of
communications technologies, the explosion in
open application programming interfaces (APIs) and
open data, and the availability of cloud storage and
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computing. These enabling factors have introduced
several degrees of freedom that stimulate and
support a complex value chain of interacting agents
that are as complementary as they are competing.
The dynamic nature of the market, its technologies,
products and services make it impractical to say,
“This is what you are, service”, “This is what you are,
product” and “This is how I intend to regulate you”.
From a regulatory standpoint, this current wave is
particularly challenging.
The reality is that, much to the chagrin of the
national telcos and other longstanding market
incumbents, the market is characterised by a new
level of fragmentation – and this fragmentation is
not necessarily a bad thing. The development of the
communications industry now sees the relevance of
the telco as the creator and supplier of the national
infrastructure upon which the open platform that
is the internet can rest.
The Japanese story is a clear example of the
national telco NTT emerging as the winner in
its own communications battle. With political
and regulatory support for retaining limited
competition against NTT and its revenue savvy
partnership agreements with content providers and
carrier integrated billing, its model predated the
application of these mechanisms by Apple’s iPhone
and Google’s Android. Kushida observes that there
are different winners and losers at each wave of
disruption, depending on the political and
regulatory processes which shape the industry in a
particular jurisdiction at the time. Who emerges
the winner or loser is not a uniform prediction in
the global market.
The liberalisation of the sector in the early 1980s
and 1990s also saw the increasing relevance and
creation of a separate market for handset and
equipment manufacture. While the “big three” EU
countries (UK, France and Germany) grappled with
getting liberalisation right, the Nordic countries
swept into the R&D market for equipment, with
Nokia and Ericsson the winners. These players also
played a critical role on the global scene in the
development of the GSM standard.
The development of technology at warp speed
also led to the proliferation of numerous apps with
downloadable software and upgrades completely
exogenous to the mobile carrier. The US market
focused its R&D on content and services, with the
onslaught of Amazon, eBay, Google, Yahoo and a
host of others. Therefore the apps emerged the
winners in this market.
OTT and apps are now part of the value chain.
They provide the innovation driver in today’s
market and have led to the commoditisation of
traditional services. Even the carrier is marketing
smartphones with a shift to the provision of data
services and packages bundled with OTT offers.
At the same time, Wi-Fi proliferation has reduced
the reliance on carriers. As a consequence, there is
generally an increasingly disengaged customer base,
lower thresholds of carrier loyalty and greater
motivation to defect to other carriers when prices
increase. Yet the reality is that neither traditional
nor contemporary services can run without

infrastructure; and the
infrastructure is largely
owned by the carriers.
This infrastructure is
clearly a cornerstone of
the new wave of carrier
business models. The
corresponding regulatory
burden is to ensure a
dynamic regime which enables network operators
to flexibly adapt their business models to respond
to market changes, while preventing the
establishment of new barriers to entry into the
evolving market.
It is futile to consider regulation of apps and OTT
in the same way as the regulation of traditional
services. This fails since, among other things, OTT is
not specific to one country and therefore cannot be
authorised in each country. The application of
standard market definition and analysis tools is
also largely irrelevant on account of the various
dimensions and weightings of interdependence,
complementarity and substitutability of traditional
and contemporary services. The fit is unnatural,
invalid and is often reduced to an unproductive war
of semantics.
The creation of a level playing field must come
from technologically neutral regulation applied to
players similarly situated. The regulatory rhetoric,
having already tried blocking OTT, and failed, and
then tried regulating OTT, and failed, should now
turn to mechanisms that recognise apps and OTTs
as legitimate components of the value chain while
ensuring that the fundamental objects of regulation
are realised in a fair, reasonable and nondiscriminatory manner (FRAND). The regulatory
solution should therefore be adaptive, flexible and
fit for purpose, while avoiding strangulation of
creativity and R&D. A two tier approach in which
regulation of infrastructure is separate from
matters of services and products is inevitable.
Key considerations are as follows.

It is futile to
consider regulation
of apps and OTT
in the same way as
traditional services.
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INFRASTRUCTURE – Without a doubt, this
has always been and should always be the main
concern for the political and regulatory will.
Without infrastructure, there is no access or push
for R&D in the sector. Therefore, political will
should be focused on ways to encourage and
enhance funding mechanisms for infrastructure
rollout. Use of funding allocated for the provision
of universal services is always a key component
of infrastructure rollout, as well as consideration
of tax and other incentives to cushion the cost
to the carrier for the build out of this most
expensive resource.
Additionally and critically, resilience measures,
such as redundancy and backup access, are
essential. For example, the Caribbean is reeling
from the aftermath of numerous hurricanes and it
is critical that there are adequate mechanisms in
place, facilitated by national governments, to avoid
countries from going dark for long periods after a
natural disaster or even after an act of terrorism. For
weeks following Hurricane Maria, nearly half of
www.iicom.org
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Puerto Rican subscribers had no phone service.
Dominica suffered unspeakable damage and with it,
the complete loss of communications with the
outside world, save through amateur radio relay.
Cyber-health issues are also critical to the
infrastructural aspects of the communications
value chain.

2

REVENUE ENHANCEMENT – In Trinidad
and Tobago, where we are based, as in most of
the world, there have been reductions in carrier
revenue and subscriber numbers, in some cases
without a transfer to other carriers. With
the onslaught of OTT, customers now have
access, through a Wi-Fi connection, to free
communications technology for voice and video,
free instant messaging, and free or low cost music
and video content. The burden of the build,
maintenance and enhancement of infrastructure
along with operations and management and quality
of service obligations rest with the carrier.
Carriers need to embrace this new wave, along
with the transformation of the value chain, and
enhance their revenue base by wooing customers to
stay and become engaged while on their network.
Many operators have entered into content sharing
agreements with OTT players and implemented
carrier aggregated billing. As well, bundling services
with data and pricing to ensure ARPU goals are
met may be crucial. For example, MTC Namibia
provides a package that simulates instant
messaging by bundling a high amount of texts
(SMS) with voice and data; 21 countries in Africa
have partnered with Facebook to provide a Free
Basics package on their platforms.
Carriers can look to their access to big data and
use that as a revenue earner – they can use the
data to enhance and personalise the customer
experience, increase operational efficiencies,
partner with OTT players and extend their
subscription revenues.

3

CONTENT – The main conundrum in
addressing OTT is the authorisation of content.
This is the major issue that requires action on a
global scale not just by the communications sector
but by the intellectual property (IP) sector as well.
Emerging technology is premised on “whenever,
wherever” and the ever popular “all you can eat”
buffet. However, geo-blocking means that the
customer who pays for a subscription in one
jurisdiction cannot access her content when
travelling in another region.
It is perhaps time to consider a change in the way
we look at IP rights and the creation of artificial
scarcity of these products. The open platform that is
the internet does not support the creation of a
product in one country being blocked from access
in another – the reality is that the technology
with all its techno-pirates and development of
software defined networks (SDNs) enables the
customer to get what she wants, when she wants,
no matter what. The creation of a system that
addresses the no-barrier zone that is the internet is
now much needed.
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4

COMPETITION – In 2011, the EU competition directorate
approved the merger of Skype and Microsoft on the grounds that
this internet voice and data merger did not significantly impede
competition. In 2014, it approved the acquisition of WhatsApp by
Facebook. It concluded that, regardless of whether Facebook
introduced advertising on WhatsApp or collected user data, the
transaction would not raise competition concerns.
The EU further relied on the fact that a large amount of internet user
data that is valuable for advertising purposes is not within Facebook’s
exclusive control. However, in 2017, Facebook was fined e110 million
due to the submission of inaccurate information on whether it could
link WhatsApp numbers to Facebook accounts. Apparently, it knew it
could and subsequent to the approval in 2014, did so.
Such merger activity shows the vibrancy of a sector that is here to
stay and that is supremely lucrative. But the need for effective
competition regulation does not go away with the fact that a bunch
of bright people have created a new dynamic frontier and does not
mean a “free-no-consequences-attached” play. Whether competition
regulation is fused with sector regulation is a political decision, but for
small and emerging economies, competition regulation is best placed
with those who know the sector and are required to regulate it.
We are also seeing the merger of companies in the sector that have a
significant amount of control of personal and other information about
customers. The big data phenomenon can be a good revenue earner for
carriers, but it raises other important concerns.

5

PROTECTION – In consumer and national security interests the
biggest cry of traditional operators is that of an unequal playing
field. The argument is premised on the fact that they are authorised
and subject to the standards of their authorisation and to fee and
universal service requirements. However, it is the standards that are to
be applied to OTT that should take up most of the regulatory debate.
Regulation is not there to protect a carrier that cannot adapt to the
new era and cannot effectively compete. Rather, regulation should
ensure that the game is set with no preference for winners or losers,
but for the protection of the customer no matter who wins the game.
Therefore, global standards for the operation of OTT are required for
quality of service, customer protection and privacy, cybersecurity and
national security interests, and data security.

CONCLUSION
Regulation is not obsolete – not yet. In a dynamic market that is ever
changing, rules must be set and a watchdog appointed to ensure that
the customer experience is a good one and that the policy objectives of
governments are met through the market players. What is needed is a
supplement to national-specific rule making, since the game is now
set over the global stage and the players are not always within the
jurisdiction of our own national sovereignty.
The key is to set global rules for players regarding operable service
standards to maintain; data and privacy to protect; and contracts and
content authorisations to procure. It is critical that in as much as
OTT may not be the best subject for regulation, the players are still
placed within a framework of governance that would provide the rules
of the game while allowing them to be the innovation drivers that
they have become.
At the same time, regulatory and political intervention is needed
to ensure that carriers, which are the inevitable bearers of the
infrastructural burden, are provided with the assistance and growth
mechanisms needed to prevent a crash and burn of the industry as
a whole.
KIM MALLALIEU is a senior lecturer at The University of the West Indies,
Trinidad and Tobago, and deputy chairperson at the Telecommunications
Authority of Trinidad and Tobago (TATT). NIEVIA RAMSUNDAR is corporate
secretary at TATT.
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IS IT TIME TO
REGULATE AI?
Thanks to big increases in computing power, artificial intelligence has now become a
legal and regulatory concern. MARC BEISHON weighs up the evidence for intervention

T

he biggest emerging technology and regulatory
issue in 2017 was artificial intelligence (AI),
although Bitcoin, cybersecurity and fake news
also made big splashes. But AI is now a key
issue in regulatory and policy circles, with a
multitude of reports, commentary and academic
papers weighing in on the principal question:
does AI need regulating at this stage in its
development, or at least in the near future?
The battle lines have been drawn up between those
advocating regulation and those who say that any
such moves are premature.
In the US, there are already moves to propose
legislation. A bipartisan group of senators have put
forward the “Future of AI Act” that would create a
federal advisory committee to examine and wrestle
with the economic opportunities and impacts that
emerging AI technologies will have in many aspects
of American life.1 The committee would be set up by
the Department of Commerce, and would address
policy on the workforce, privacy, innovation and
“the development and application of unbiased AI”.
Meanwhile a local bill in New York City would
require the creation of a taskforce that provides
recommendations on how information on
automated decision systems run by agencies may be
shared with the public and how agencies may
20 InterMEDIA | December/January 2018 Vol 45 Issue 4
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address instances where people are harmed by such
decision systems.2
Although these moves are about setting up
committees, and are as much about economic
growth as safety, they were no doubt prompted by
alarmist talk by leading figures such as Elon Musk
and Stephen Hawking. Back in 2015, they and a
number of AI experts signed an open letter3 calling
for research on its societal impacts, but since then
the rhetoric has ramped up. Hawking has said:
“Alongside the benefits, AI will also bring dangers,
like powerful autonomous weapons, or new ways
for the few to oppress the many.” Musk, the force
behind Tesla and SpaceX, has tweeted messages
such as: “If you’re not concerned about AI safety,
you should be. Vastly more risk than North Korea”,
and: “Got to regulate AI/robotics like we do food,
drugs, aircraft and cars. Public risks require public
oversight.” He has also co-founded the non-profit
OpenAI, which aims to promote “safe” development
of AI technologies, and has briefed US state
governors on AI.
But there are sharp disagreements with the view
that we are heading for any kind of apocalyptic end
with AI, and indeed that we need much in the way
of even mundane regulation in any case. Typical of
this “hands off” side is Andrew Burt, an executive at
www.iicom.org
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Governments have so far issued reports that largely
agree with this more relaxed position. One of the
last outputs from the Obama administration’s
Office of Science and Technology Policy (OSTP) was
a report, “Preparing for the future of artificial
intelligence”,5 which said that considerable progress
has been made on what is known as “narrow AI”,
which is about applications such as playing
strategic games, language translation, self-driving
vehicles and image recognition. The type of AI that
worries people more, known as “general AI”, is
about AI that exhibits apparently intelligent
behaviour at least as advanced as a person and is
the stuff of dystopian visions of the future, but the
report found little here to trouble policymakers, at
least at the back end of 2016.
For regulation, the report talked about specific
risks that AI systems may introduce, such as
ensuring the safety of autonomous vehicles and
aircraft. The report says that “broad regulation of AI
research or practice would be inadvisable at this
time”, but government agencies will need
appropriate technical expertise at a senior level.
However, it did also discuss the use of algorithms
in applications such as criminal justice and
cybersecurity, although it pointed out that they can
be both positive (machine learning can help rebuff
cyber-attacks) and negative (biased learning can
discriminate against certain groups).
There is probably more concern at government
level about the impact of automation on the
economy and jobs, which was addressed in a
companion report from OSTP, “Artificial
intelligence, automation, and the economy”.6
In the UK, a government-commissioned report,
“Growing the artificial intelligence industry in the
UK”, by Wendy Hall and Jérôme Pesenti, published
in autumn 2017,7 focused as the title suggests on the
business side of AI, noting that AI could add an
additional $814 billion to the UK economy by 2035,
increasing the annual growth rate of GVA (gross
value added) from 2.5% to 3.9%. The report rightly
recognises Alan Turing, the pioneer of computer
science, as inspiring much development of AI, and
that “the UK has an exceptional record in key AI
research”. But it has little to say about drawbacks.
The recommendations are grouped into four
categories – improving access to data (and here
there is advice that policy should support open data

and trusted frameworks); improving skills;
maximising AI research; and supporting the uptake
of AI. The report does say: “Resolving ethical and
societal questions is beyond the scope and the
expertise of this industry-focused review” – so it is a
rather one-sided report. The authors do refer to a
Royal Society and British Academy report, also
published last year, “Data management and use:
governance in the 21st century”.8 From this they
conclude that, “While AI will generate some specific
challenges, it would not be helpful to see AI
governance as something unrelated [to] and
separate [from] broader data governance.” This is
in line with the idea that AI is essentially a data
management issue.
However, there is a House of Lords Select
Committee on Artificial Intelligence that is looking
at wider issues in the UK, such as what the public
needs to know about AI.9 In December it heard from
a number of witnesses on questions such as, “What
assessment has the government made of existing
regulations related to AI to ensure that they are
fit for purpose, now and in the future?” and
“Is the AI community right to be concerned that
scaremongering over AI could damage trust in
the technology?”
Hall and Pesenti also
It would not be
call for the establishment
of an AI council to
helpful to see AI
promote growth and
governance as
coordination in the sector.
separate from
The idea of some kind of
coordinating body is a
data governance.
common theme in other
countries and reports and
papers – there is feeling that AI does require
something more than existing regulatory and
policy bodies. The authors also recommend
“guidance on how to explain decisions and
processes enabled by AI” – which is related to the
concerns of the Lords committee and a big topic
alone (see the panel, p22). The EU’s General Data
Protection Regulation (GDPR) has been said to
contain a “right to explanation” that would apply to
AI systems. However, a paper by Sandra Wachter and
colleagues10 says that “there are several reasons to
doubt the existence, scope, and feasibility of a ‘right
to explanation’ of automated decisions... We argue
that the GDPR does not, in its current form,
implement a right to explanation, but rather what
we term a limited ‘right to be informed’.” The paper
includes discussion of how EU member states such
as France and Germany have made such distinctions
in their own laws.
Last year, European members of parliament asked
the European Commission to propose rules on
robotics and AI, in particular legislation to clarify
liability issues for self-driving cars and robots.11
Studies, such as one on civil law rules in robotics,
have been published.12 But much of the recent
output from Europe has been more on economic
opportunities, and launching projects on highperformance computing and quantum technology.
Andrus Ansip, the Commission’s VP for the digital
single market, has said though: “We are now
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data management firm, Immuta, who says that
there is little agreement on what AI is, but it is
certainly not a single technology or development.
“Regulating an assemblage of technology we can’t
clearly define is a recipe for poor laws and even
worse technology,” he has said,4 adding that the
challenges of AI are not all new, as we have long
been using automated systems in, say, financial
markets. Back in 1970, Newsweek ran a cover story
titled “Is privacy dead?”, premised on the impact of
computers. Regulating sector-specific systems such
as banking algorithms is instead a reasonable
strategy. The point is that many of the issues posed
by AI lie in the data it uses.

GOVERNMENT RESPONSE
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ACCOUNTABILITY: SOME EXPLAINING TO DO
A paper titled “Accountability of AI under the law: the role of
explanation”, asks: “How can we take advantage of what AI systems
have to offer, while also holding them accountable?”13 The authors
focus on one important tool, which is called “explanation”. This is
about the reasons or justifications for a particular outcome from a
decision, and in certain cases these are expected under legal
systems (which they outline in the US context). Law apart, if there is
reason to believe an error has or will occur in decision making, we
may want explanations if it is believed there were inadequate
inputs, inexplicable outcomes or distrust in a system’s integrity.
AI systems are like “black boxes” here in that we won’t need to
know how they work as we can design and test an explanation
regulation independently. But this will work best where its terms are
determined in advance, i.e. ex-ante (such as training a health system
to know when someone has diabetes). It gets more challenging for
ex-post scenarios – in such cases, “AI systems may struggle; unlike
humans, they cannot be asked to refine their explanations after the
fact without additional training data.”
The authors say that demanding explanations from AI systems is
reasonable, and that we should start by asking of our AI systems
what we ask of humans. “Doing so avoids AI systems from getting a
‘free pass’ to avoid the kinds of scrutiny that may come to humans,
and also avoids asking so much of AI systems that it would hamper
innovation and progress.”
However, there is also a question of need. “Just as with
requirements around human explanation, we will need to think
about why and when explanations are useful enough to outweigh
the cost. Requiring every AI system to explain every decision could
result in less efficient systems, forced design choices, and a bias
towards explainable but suboptimal outcomes.” We probably don’t
want a smart toaster to say what it did, but “may be willing to accept
the monetary cost of an explainable but slightly less accurate loan
approval system for the societal benefit of being able to verify that it
is nondiscriminatory”.
The authors note two other approaches for accountability. One
is empirical evidence, which is a measure of a system’s overall
performance. Examples are observing that an autonomous aircraft
landing system has fewer safety incidents than human pilots, or that
the use of a clinical diagnostic support tool reduces mortality.
The other is a theoretical guarantee. For example, “We trust our
encryption systems because they are backed by proofs... Similarly, if
there are certain agreed-on schemes for voting and vote counting,
then it may be possible to design a system that provably follows
those processes.”

working on a European strategy on robotics and
AI, planned for early next year. This will look at how
best to promote AI to benefit Europe’s people and
businesses, our society and economy. It will also
address ethical, legal and socioeconomic aspects.”
Undoubtedly the GDPR, the e-privacy regulation and
measures to strengthen cybersecurity will go some
way to addressing concerns.

DEVELOPING AN AI INDEX
It is a reasonable point that there is not enough
information about what constitutes AI and where it
is going. A project that is tracking this is Stanford
University’s One Hundred Year Study on Artificial
Intelligence, and part of this is the AI Index, the first
edition of which was published in November 2017.14
Initially, it is focused mostly on the US but the
trends it reports show just how quickly AI has
expanded in the past few years:
22 InterMEDIA | December/January 2018 Vol 45 Issue 4
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l Volume of activity – the number of AI papers has
increased by more than 9x since 1996, particularly
those in computer science. The number of students
at Stanford taking AI and machine learning (ML)
courses has risen sharply since 2010; this is also
reflected in other US colleges. Attendance at AI
conferences has also zoomed up in the past 2-3 years
and the research focus has shifted from symbolic
reasoning to ML and “deep learning”.
l Industry – the number of venture-backed US
private companies developing AI systems has
zoomed up by 14x since the year 2000. The share of
jobs requiring AI skills in the US has increased 5x.
Canada and the UK have even higher numbers. The
number of robots imported has grown rapidly since
the recession of 2008.
l Public interest – a metric here is the “sentiment”
of articles referencing AI. Positive articles, perhaps
surprisingly, outweigh negative ones.
l Technical performance – here the Stanford
researchers report how well AI systems perform.
In object detection, the best AI system now
outperforms humans, but progress seems to have
stalled in asking a system to give open-ended
answers to questions about images, where people
do much better. AI is doing better in language
processing, but took a dip recently in German
to English translation (and vice versa). AI is
approaching human levels in finding the answer to
a question within a document, and now equals
people in recognising speech from phone call audio.
Also reported are milestones, such as in 2017
when a program called Libratus defeated four top
human poker players in a tournament, and an AI
system trained on a data set of 129,450 clinical
images was capable of classifying skin cancer at a
level of competence comparable to dermatologists.
The authors note that important areas are not yet
covered in this inaugural index, such as in technical
performance where there are no benchmarks for
some metrics. They also say: “Tracking areas that
have traditionally lacked concrete measurements
may also facilitate a more sober assessment of AI
progress. Progress is typically tracked consistently
when good progress has been made. As a result, this
report may present an overly optimistic picture.”
They would also like to include more international
data, impacts on vertical industries, and impacts of
AI on society. “Issues associated with societal risks
resulting from AI are left unaddressed... In future,
we hope to provide metrics that help ground
discussions of AI safety and predictability, fairness of
AI algorithms, privacy in an era of AI, ethical
implications of increased automation, and other
topics.” In other words, like much of AI, we are in
the early days of developing a comprehensive index.

AN AI ROADMAP
Among the recent crop of papers trying to make
sense of AI is one by Ryan Calo at the Washington
School of Law, “AI policy: a primer and roadmap”.15
As he says: “I am a law professor with no formal
training in AI. But my longstanding engagement
with AI has provided me with a front row seat to
many of the recent efforts to assess and channel the
www.iicom.org
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impact of AI on society.” This puts him in a position
to stand back from the technology and set out a
roadmap for policy that addresses many of the
concerns voiced by commentators (not least that we
do lack policy tools to make sense of the rapidly
emerging technologies). Calo’s roadmap comprises
these components:
Justice and equity. “Perhaps the most visible
and developed area of AI policy to date involves the
capacity of algorithms or trained systems to reflect
human values such as fairness, accountability, and
transparency,” he says. Outlined are ways in which
applications can treat people unequally, such as in
image recognition of ethnic minorities, price
discrimination against certain groups, and using
crime “heat maps” that can result in certain groups
being subject to more harassment. Calo says there
are two policy questions – what constitutes best
practice in minimising bias (antidiscrimination
laws, consumer protection, industry standards) and
how to ensure that the risks and benefits of AI are
evenly distributed across society.
Also in this category is what he terms
“consequential decision making”, which is related
to inequality but a consequence of using AI,
especially by government in areas such as criminal
justice where there are existing rules and process
guarantees. Calo say these systems need to be
understood before new ones are designed, and
objectives and values imported into a machine need
context. “AI here can say what will happen but not
why,” he says, noting an example – when should a
person be taken off a life-support system?
An interesting point is that striving for
transparency and fairness should not come at the
expense of efficiency otherwise an AI process could

take too long and could actually decrease its
accuracy, according to researchers. So there are
trade-offs.
Use of force. This is a special case and concerns
the debate over taking life and whether there can
still be meaningful human control with, say,
autonomous weapons. “Policymakers must work
toward a framework for responsibility around AI
and force that is fair and satisfactory to all
stakeholders,” he writes.
Safety and certification. Given that AI systems
can control vehicles and provide sensitive services
that normally require
human training and
Indirect harm can
certification, Calo asks
how standards can be
also be caused by
met. Just how safe should
technology such
a driverless car be? That’s
more a policy than a
as cognitive radio
technology question, and
systems.
then how would one set a
standard for a given safety
threshold? Indirect harm can also be caused by
technology, such as cognitive radio systems (a
telecoms example) that inadvertently cut off
emergency communications. An AI system could
also spread disinformation, but is this just free
speech? There is already such a concern in the
conduct of elections. There is scope for regulatory
standards here and also legal liability.
Meanwhile there are already systems such as
autopilots that do not require a certificate like one
awarded to a human pilot. But Calo says there are
new systems such as surgical robots that will be able
to do things that no human can do – so should they
be certified in some way?

A SELECTION OF AI DATA POINTS AND RESOURCES
l AI is a term coined as long ago as
1956. Narrow AI refers to systems that
perform particular tasks while general
AI is about the ability for machines to
reason like a human. Machine learning
gives computers the ability to learn
without being explicitly programmed,
while deep learning is about
mimicking neural networks.
l A paper by Urs Gasser and Virgilio
Almeida has a model for AI governance.
It has three interacting layers that sit
between society and AI systems: social
and legal, ethical and technical.16
They also say: “Absent an AI-specific
international legal framework, a global
oversight body... could be the curator
of global principles and emerging
norms for AI systems.”
l There are a number of groups
taking action about AI:
– Algorithmic Justice League
(ajlunited.org), which highlights
algorithmic bias
– Future of Life Institute’s AI stream
(see futureoflife.org)
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– Computer Science for All Movement
(csforallconsortium.org)
– AI4All initiative (ai-4-all.org)
– The Partnership on AI has been set
up by Microsoft, Google and others.
l “Humans are defenceless in
information environments that are
grossly corrupted,” said Stuart Russell,
from UC-Berkeley, speaking at last
year’s AI for Global Good Summit.17
How we might protect the integrity of
our information environment is a
problem likely to prove very difficult
to solve as AI advances. “The use of
malware has been a catastrophe,” said
Russell, highlighting that direct theft
from bank accounts now exceeds
$100 billion a year. “I think by solving
malware we will set up a paradigm for
how we can start to think about
controlling the misuse of AI. But we
have to do this soon.”
l Emerging countries such as India
have been looking closely at the
benefits of AI but as an article in a
special AI issue18 of MIT Technology

Review notes: “Automation could hit
India particularly hard because much
of its high-tech economy involves
relatively routine work that is prime for
computers to take over.” Also in the
issue are articles on how AI can detect
how people are feeling, how to root
out hidden biases in AI, and “Don’t let
regulators ruin AI”.
l Many great ideas in AI languished in
textbooks because we did not have
the computer power to apply them, an
article in Science notes.19 Now, one
idea, improving neural networks not
through teaching, but through
evolution, is revealing its potential.
Five papers from Uber demonstrate
the power of so-called neuroevolution
to play video games, solve mazes, and
even make a simulated robot walk.
l Some AI apps just seem to be for
the good – a system that listens in on
emergency calls in Denmark can
diagnose heart attacks from voices
and other background sounds better
than dispatchers can.20
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Privacy and power. This is more familiar
ground for data protection and communications
regulators. As Calo says, AI is intimately tied to the
availability of data, and can engage in pattern
recognition that if captured by companies and
governments can track and predict your every move.
It’s deep thought about big data. Serious policy
issues concern the lack of insight that consumers
have about sharing information and this is the
domain of the current reform of the e-privacy
directive in Europe.
But there is the genuinely frightening prospect
of everyone being identified by facial recognition
when in public. The power of knowing so much
about someone could also put them at the mercy of
cleverly targeted messaging. Much of this is now
a reality.
It is also about an issue he calls data parity –
where a handful of very large companies
monopolise information and smaller companies
find it increasingly hard to compete as data is not
shared (and this is also an issue for government-held
data). This is also a privacy question, as “firms will,
and already do, invoke consumer privacy as a
rationale for not permitting access to their data.
This is partly why the AI policy community must
maintain a healthy dose of scepticism toward
‘ethical codes of conduct’ developed by industry.”
This is not to say we should “run roughshod over
privacy in pursuit of data parity... The hard policy
question is how to incentivise technical, legal, social
and other interventions that safeguard privacy even
as AI is democratised.”
Taxation and displacement of labour. The
final item on Calo’s list is how we deal with the
replacement of jobs by robots, driverless trucks and
so on, and whether there should be taxation of AI
systems (which Bill Gates, for one, is in favour of).
Calo says these headings are by no means
exhaustive and there are also issues that cut across
them. One is what institutional arrangements we
might set up and what expertise is needed to
manage AI policy, which if done at all is currently
piecemeal. “One overarching policy challenge is
how best to introduce expertise about AI and
robotics into all branches and levels of government
so they can make better decisions with greater
confidence.” Governments can also influence AI
through their procurement decisions. He also
notes various calls for policymakers to open up AI
systems to more legal scrutiny given that most are
proprietary.
As for the existential threat to humanity, Calo is
not in the Hawking/Musk camp and says they could
distract policymakers from more immediate harms
and challenges. He says though that while the
doomsday idea of AI deciding to wipe humanity out
is science fiction, there is a concern that there could
be accidents or people could use AI for bad ends.
However, it is really the day to day encroachment
of AI now that should be the focus. As Calo notes,
the problem is not that AI “will get too smart and
take over the world,” as computer scientist Pedro
Domingos writes, but that “the real problem is that
[it’s] too stupid and [has] already”.

CONCLUSION
While most would agree that the most alarming
predictions for AI are not likely to be a threat, there
does seem to be some complacency that the gains
from AI and its various manifestations far outweigh
the risks, and that in any case those risks are being
taken care of with regulation in data protection and
privacy, and perhaps with some form of legal status.
But the European Economic and Social
Committee (EESC) has called firmly for a “human-incommand” approach, a code of ethics, and a ban on
autonomous weapons, and warns of developments
of AI taking place “within a homogenous
environment principally consisting of young, white
men” and that the AI systems now being developed
will not have any built-in ethical values.21
The EESC also says a seemingly strange thing:
“Technology is not something inevitable.” This
point was also made by Robin Mansell in the last
issue of Intermedia.22 Writing from the digital
economy perspective, and about a new type of
digital divide, she says: “...the more digitally
mediated benefits we have, the fewer opportunities
there are for humans to
exercise their control and
The concern about
authority.” The concern
AI is also that it
about AI is also that it can
exacerbate inequality and
can exacerbate
to less control by
inequality and lead lead
ordinary people and that
to less control.
the dominant theme is
economic investment.
One of the best quotes
that sums this up came last year from Apple CEO,
Tim Cook, speaking to students at MIT: “I’m not
worried about artificial intelligence giving computers the
ability to think like humans. I’m more concerned about
people thinking like computers without values or
compassion, without concern for consequences. That is what
we need you to help us guard against. Because if science is a
search in the darkness, then the humanities are a candle
that shows us where we’ve been and the danger that lies
ahead. As Steve [Jobs] once said, technology alone is not
enough. It is technology married with the liberal arts
married with the humanities that make our hearts sing.
When you keep people at the centre of what you do, it can
have an enormous impact.”
MARC BEISHON is a long-standing technology writer, and editor of Intermedia.
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LESSONS FROM
THE US INCENTIVE
AUCTION
The dust has settled on the world’s first auction that incentivised broadcasters to
relinquish spectrum for wireless use. HOWARD SYMONS and PAUL MILGROM,
who were part of the auction team, reflect on the process and the implications

C

onsumer demand for wireless communications
has exploded, and mobile data usage continues
to grow exponentially. Nations and carriers
face a major challenge to ensure that the
speed, capacity and accessibility of wireless
networks keep pace with these demands in the
years ahead. Meeting this challenge requires
creative solutions for making more spectrum
available for mobile broadband through the
reallocation of frequencies, spectrum sharing and
the authorisation of new secondary uses on bands
that are otherwise underutilised for their primary
purpose. One such solution is the use of the
two-sided “incentive” auction, which uses market
mechanisms to identify supply as well as demand.
The US successfully used such an auction to
repurpose 84 MHz of spectrum from television
broadcasting to mobile broadband, which
concluded in April 2017. In addition to reallocating
a substantial amount of spectrum, the auction
produced a surplus of nearly $7 billion, which will
be contributed to the US Treasury.
This article discusses the US incentive auction,
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the challenges related to participation and auction
design, and the relevance and applicability of
two-sided spectrum auctions outside the US.

PURPOSES AND GOALS OF THE INCENTIVE AUCTION
A spectrum incentive auction is a market-based
means of repurposing spectrum by encouraging
licensees to voluntarily relinquish spectrum usage
rights in exchange for a share of the proceeds from
an auction of new licences to use the repurposed
spectrum. The incentive auction combines a reverse
auction, in which incumbents bid to relinquish
their spectrum usage rights; a forward auction, in
which buyers bid to acquire the relinquished
spectrum for new purposes; and a procedure to
reconcile the two.
Auctions have been used by the US Federal
Communications Commission (FCC) since 1994 to
assign new licences. Before the incentive auction,
the FCC simply used its plenary power to relocate
the incumbent users from spectrum bands that
were licensed via auction. The incumbents were not
given any financial incentives to move (other
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REVERSE AND FORWARD
Broadcasters relinquish spectrum
usage rights for compensation

Broadcasters
Reverse auction

Mobile broadband providers bid
for spectrum licences

Mobile
broadband
providers
Forward
auction

THE REALLOCATION
Before

After

than access to a mechanism for reimbursing them for the costs
of moving).
The demand by mobile providers for more low-band spectrum,
which can transmit longer distances and penetrate walls for indoor
coverage, called for a different approach. In the US, broadcasters do
not own their spectrum; they use it under licence from the federal
government. Nonetheless, the FCC faced political resistance to moving
the broadcasters from their channels in the 600 MHz band. The answer
was to give broadcasters a financial stake in reallocating the broadcast
band by passing a law giving broadcasters the right to seek
compensation through the auction for relinquishing their frequencies.
The auction, which formally closed on 13 April 2017, was a success.
TV channels 38-51 (614–698 MHz) were reallocated, with 70 MHz for
use by wireless carriers and 14 MHz for unlicensed uses. This
reallocation was accomplished by purchasing the spectrum of 175
broadcasters in the reverse action for a total of $10 billion, paid for out
of the proceeds from the sale of this spectrum to wireless carriers in
the forward auction.
The 50 winning bidders in the forward auction paid more than
$19 billion for licences in the repurposed 600 MHz band. In addition to
funding the purchase of spectrum usage rights from the broadcasters,
the forward auction receipts covered the establishment of a fund to
compensate the costs of moving 957 of the broadcasters remaining on
the air post-auction to new channels, as well as the FCC’s costs in
developing and running the auction.

will allow for mobile transmissions on broadcast
spectrum. Broadcasters therefore needed to be
persuaded that national reallocation by the FCC
(the sole organisation with the authority to
reorganise the band on a nationally uniform basis)
was the only effective means for creating the
necessary scale and scope for new 600 MHz
ecosystem, which in turn would maximise the value
of the broadcast spectrum tendered in the reverse
auction, making each broadcaster a valuable part of
a “larger whole”.
Reallocation required the coordinated
development of standards so users would not
interfere with each other at the boundaries of their
licence regions; international coordination to avoid
treaty issues with Canada and Mexico; and the
establishment of “guard bands” to prevent
interference with users in adjacent frequency bands
– none of which could have been accomplished on a
nationwide basis by broadcasters acting through
the secondary market.
To encourage broadcaster participation, the
statute authorising the incentive auction gave them
three bidding options: a participating broadcaster
could choose to bid to relinquish its spectrum usage
rights and go off the air; retain its licence and
broadcast from a shared channel; or move to a lower
frequency band (from UHF to VHF, for instance, or
from a high VHF channel to a low VHF channel).
The statute also gave the FCC authority to reassign
(“repack”) TV stations that remain on the air so that
they would occupy a smaller portion of the UHF
band. But the repack was designed to allay concerns
by broadcasters that the reassignment to a new
channel would adversely affect their business.
Non-participating broadcast stations and
broadcasters whose bids were unsuccessful were
guaranteed a channel in their pre-auction band.
Congress also required the FCC to take all
reasonable efforts to preserve the coverage area and
population served of stations that would remain on
the air after the auction, with those metrics set as of
22 February 2012, the date of enactment. This

REPACKING RULES
B-Ch.21
Former
interference
contour

THE CHALLENGE OF STAKEHOLDER PARTICIPATION
While ultimately successful, the auction faced several challenges.
One significant challenge was that broadcasters were sceptical of the
auction and there was a risk that insufficient numbers of them would
participate. The US has about 2,000 television broadcast stations.
While many are owned by large companies, licensees include small
and family-owned businesses. Broadcasters, even the larger group
owners, were unfamiliar with spectrum auctions. Many were
concerned that the auction would not be truly voluntary, while
non-participants in particular feared losing coverage after the auction.
Some broadcasters thought they could reallocate their frequencies
for mobile use through private transactions and the introduction of
the new ATSC 3.0 advanced television transmission standard, which
26 InterMEDIA | December/January 2018 Vol 45 Issue 4
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C-Ch.50>
C-Ch.21
New interference contour

Unique new
interference area
not permitted
unless <0.5%

A schematic of the rules governing the repacking of broadcasters onto
new channels after the auction. Assignment to a new channel is not
permitted if the population served loss exceeds 0.5% (yellow); the
predicted areas of no change are indicated in black. The new coverage
area will replicate a station’s contour on its new channel.
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authority enabled the FCC to reconfigure a portion
of the UHF band into contiguous blocks of
spectrum suitable for wireless use, while assuring
broadcasters that there was no risk to participating
in the auction. All of these constraints also created
challenges for auction design, described in more
detail below.
Finally, Congress also established a $1.75 billion
TV Broadcaster Relocation Fund to pay the
reasonable relocation costs of television stations
that moved to a new channel in the smaller
post-auction 600 MHz band allocated for
broadcasting. FCC staff developed a list of eligible
expenses and estimated costs with a goal to
balance expediency with the avoidance of waste,
fraud and abuse.
To educate broadcasters and encourage them to
consider participating in the auction, the FCC
mounted an unprecedented outreach campaign.
Educating broadcasters about the incentive auction
is analogous to providing potential investors with
the information they need to make a knowledgeable
decision about whether to fund a multibillion
dollar financial transaction. The FCC engaged an
investment banker to assist in this effort, and
prepared an information package for every auctioneligible station owner. This package included
high-end estimated compensation values for every
television market. FCC staff visited 30 cities around
the US and met with hundreds of broadcasters to
explain the auction and address questions.
The FCC also adopted a number of policies
intended to encourage forward auction
participation by a wide array of bidders to promote
more competition in the marketplace for mobility
services. Foremost among these policies was a
set-aside of up to 30 MHz of spectrum in the
forward auction for bidders other than the largest
two carriers. This “conditional reserve” is described
in more detail below. Additional measures included
small business bidding credits and credit for small
carriers serving rural areas.

There were many new challenges in designing the
rules of the US incentive auction, among which
three stand out as particularly difficult, requiring
novel solutions.
The first of these challenges was to keep the
auction relatively simple for the broadcasters, so
that they would trust the process and participate.
What made this hard was that the auction outcome
needed to respect interference constraints, which
limited the way channels could be assigned to
stations. There were literally millions of such
constraints, mostly of the form “one cannot assign
station X to channel A and station Y to channel B”.
Deciding whether there is some way to assign
channels so that any particular combination of
stations could all continue to broadcast is very hard
computationally – so hard that bidders would
likely be unable to check that the auctioneer’s
computations are correct. In such a setting, a small
broadcaster cannot know how high a bid must be to
win, so how can it think about how to bid? Is there

any way that the inherent complexity of the
auction’s machinery can be kept “under the hood”
and out of the view of the bidders?
To ease the broadcasters’ bidding problem, the
FCC adopted a simple auction rule: a descending
clock auction. To describe this auction simply,
consider the case of a small broadcaster that has
decided not to switch to a VHF frequency, but
instead decided to either sell its broadcast rights if
that can be done at a price higher than “X” or to
keep its rights if it cannot get at least that price.
In the descending clock auction, the station’s price
starts high and declines from round to round.
It falls whenever there are enough other willing
sellers such that there is still room in the band to
accommodate the station. That determination is
very hard computationally, but the station’s bidding
problem is easy. It should continue to offer its rights
for sale as long as the currently offered price is any
price >X, and it should exit the auction if price is
<X. It is obvious that this strategy sells the rights
when the station can meet its price target, and not
in any other case.
The second novel challenge concerned how to
clear the market. In a competitive auction market
for an ordinary commodity, there is just one price.
The same thing is being bought and sold, so what
the seller receives is what the buyer pays, minus any
commissions. In the incentive auction, however, the
two sides are buying and selling very different
things: the stations sell their spectrum rights,
which are then used to clear some channels in the
UHF band. Some of the cleared channels are used to
create mobile broadband licences, which are to be
sold, but some go to unlicensed uses, such as
wireless microphones. The challenge is how to
ensure that the revenue from the forward auction is
sufficient to pay not only
the cost of the reverse
In the incentive
auction, but also the
auction, the two
costs of running the
sides are buying
auction and moving the
continuing broadcasters
and selling very
to new channels, as well
different things.
as meeting the FCC’s
minimum reserve price.
To accomplish all these things, the FCC adopted
the following procedures. The first step took place
long in advance of the auction, when the FCC
determined how many 10 MHz broadband licences
it could sell for any number of broadcast channels
to be cleared. It planned to sell 10 broadband
licences if 21 channels could be cleared,
9 broadband licences if 19 channels could be
cleared, and so on. The detailed plan is depicted on
p28. Next, the FCC announced high opening prices
for stations, and required stations to declare
whether they wished to bid in the auction and to
commit to sell at the high opening prices. Then, the
FCC computed the largest number of channels that
it could possibly clear if all these stations were
bought, which established the initial (channel)
clearing target. Using the clearing target and the
associated number of broadband licences, the
reverse and forward auctions would be run.
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BAND PLANS

If the net revenue was not sufficiently high or the
average price in the forward auction failed to meet
a minimum threshold, then the clearing target
would be reduced and the auction would continue.
If those requirements were satisfied, the “final stage
rule” would be triggered, and the number of
channels to be cleared would thereafter remain
unchanged.
The third novel challenge was how to reserve
some spectrum for bidders, other than the largest
incumbents, which did not yet have sufficient
low-frequency spectrum to provide effective
wide-area coverage. Without knowing how much
spectrum would be cleared in the auction, how
would the regulator know how much to reserve?
If it set aside too much and kept the prices low, how
could it avoid causing the whole incentive auction
to fail, with too little revenue in the forward
auction to pay the prices demanded by broadcasters
in the reverse auction?
The solution to the third challenge was the FCC’s
conditional reserve. Until the final stage rule,
described above, was triggered, there would be no
reserve: no spectrum set aside for qualified bidders.
All bidders would have to contribute to paying the
cost of clearing the broadcasters from the spectrum.
However, once the final stage rule was triggered,
there would be reserved spectrum created in each
licence area. The number of reserved 10 MHz
broadband licences in each area would be the
smaller of three licences or the number of such
licences with bids from qualified bidders. This rule
ensured that:
l Incumbents would be unable to shut the other
bidders out of the bidding
l As much as 30 MHz in each area would be
provided to non-incumbents
l Forward auction prices would be high enough to
pay the broadcasters for their spectrum rights, sold
in the reverse auction.

REGULATORY DESIGN
In parallel with educating bidders and developing
the auction design, the FCC had to translate the
incentive auction into regulation. One critical
policy decision was the band plan for the
reallocated spectrum. The FCC adopted what it

called a “down from [channel] 51” plan, with all
paired 5x5 megahertz blocks. Blocks above the
11 MHz “duplex gap” were reserved for uplink
transmissions; blocks below the duplex gap would
be used as downlinks.
Because the FCC would not know how much
spectrum would be available to reallocate until the
auction began, it adopted band plans for a range of
possible clearing targets (shown above).
International coordination along the borders with
Mexico and Canada was also critical to the success of
the incentive auction. Mexico adopted a plan to
relocate all of its television stations below channel
37, and Mexican and US regulators confirmed
through an exchange of technical coordination
letters that the two nations intended to follow
common guidelines for
repacking TV stations.
International
Industry Canada adopted
the same 600 MHz band
coordination along
plan as the US and
the borders with
reached an agreement
Mexico and Canada with the FCC to jointly
repack TV stations on the
was also critical.
same timetable. Canada
and the US agreed to a
statement of intent setting out a framework and
timeline for repurposing TV spectrum for mobile
broadband on both sides of the border.
An important element of regulatory design was
the post-auction transition. The FCC established a
transition period of 39 months for reassigned
stations to cease operation on pre-auction channels,
with individual deadlines for reassigned stations to
move to their new channels in the smaller portion
of the 600 MHz band allocated to broadcasting. The
FCC has developed a schedule for this “repacking”
that takes account of the complex interference
relationships among television stations in adjacent
markets (the “daisy-chain”).
Finally, implementation issues also included
reallocation of other users in the 600 MHz band,
including wireless microphones and low power
television licensees. The FCC’s transition rules allow
low power stations to operate in the newly licensed
wireless spectrum unless and until displaced, while
wireless microphones and unlicensed devices may

The band plan
scenario associated
with each potential
spectrum clearing
target, along with
the number of paired
blocks offered in
each band plan
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operate in cleared spectrum during the transition
period. In addition, the FCC determined that a
proportion of the duplex gap would be available for
unlicensed devices.

APPLICABILITY AND RELEVANCE OUTSIDE THE US
While certain aspects of the US solution were
subject to criticism, the US experience offers some
important lessons to legislators, regulators and
stakeholders. The US incentive auction facilitated
the reallocation of spectrum by giving “sticky”
incumbents – in this case, broadcasters – a financial
stake in the repurposing of a band. But the
incentive auction concept can be used in any band,
not just broadcasting; and it can be used to facilitate
spectrum sharing and alternative uses of
underutilised bands, as well as reallocation.
In all of these instances, an incentive auction can
promote the efficient use of spectrum without
relying on government fiat. Instead, it uses market
forces to enable incumbents and prospective users
to determine on a voluntary basis whether there
are higher value uses for a band. It also creates a
win-win-win process, in which the old and new
users and the public treasury can all benefit while
avoiding, or at least minimising, the political
friction that can occur when these determinations
are imposed in a “top-down” fashion. At the same
time, policymakers retain the important role in
identifying bands that may be the most appropriate
targets for applying the auction mechanism to and
addressing the questions of reallocation or sharing.
Some have noted that the US incentive auction
was complex and time-consuming (applications for
the reverse auction opened in January 2016 and the
auction closed in April 2017). But many of the
complex elements of the US incentive auction were
the result of policy decisions that need not be part
of every such auction. These included making
participation by broadcasters voluntary; protecting
the service areas and population of broadcasters
remaining on the air; providing participating
broadcasters with a range of bidding options; and
establishing a duplex gap for unlicensed use that
consisted of spectrum that had to be purchased
from broadcasters but, by definition, was not
available to be sold in the forward auction.
Nonetheless, the US experience does suggest
several elements required for a successful auction.
Most fundamental to success, of course, are a sound
auction design and a workable regulatory scheme.
But of nearly equal importance is creating the
environment in which an incentive auction is
regarded as an appropriate and useful solution to
the vexing problem of continued spectrum scarcity.
Creating that environment requires educating
policymakers and stakeholders.
Policymakers are familiar with spectrum
auctions, but applying market forces to identify
supply as well as demand will be new, as it was in
the US. The US experience teaches that legislators
and regulators will want to be assured that an
incentive auction can be a workable solution that
benefits the public by efficiently and effectively
meeting the demand for mobile broadband. The
www.iicom.org
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SPECTRUM OF VIEWS ON THE AUCTION
Since the auction’s end in April 2017, reception has been mixed on
the extent of its success and how it could apply elsewhere.
l There has been much respect for the FCC for conducting such a
complex auction, and recognition of the political realities, but some
have questioned the administrative costs and results. They note that
the auction did not meet the highest clearing target (70 MHz out of
120 MHz targeted), and the unlicensed use, say for white spaces, was
there anyway. Conversely, others argue that the approach reduced
the availability of over-the-air television service. Campaigners for
public accountability have also complained that winning bidders
obtained payment for what should have been public-owned guard
spectrum (although this is true for any use of the incentive auction
mechanism), and those who elected for channel sharing could also
retain their licences and service rights. Broadcasters will also benefit
from the transition to ATSC 3.0 technology and from subsidies
(see, for example bit.ly/2jbUqL8 and bit.ly/2kHhXUr).
l On international applicability, Analysys Mason notes that US
broadcast spectrum is much more in the hands of commercial
broadcasters than in most other countries, where public service
broadcasters hold most spectrum, although there are multiplex
operators that serve commercial outfits. They also note that some
US operators opted to relocate to the VHF band, which was
abandoned long ago in most countries, and that in the US, terrestrial
TV is in any case a fairly small part of the market (16% on primary TV
sets) compared with cable and satellite, so a loss of audience from
stations going off-air is much less than, say, in Italy or Spain.
But there are countries such as Germany and Japan that have an
even smaller proportion of terrestrial TV households than the US.
See bit.ly/2BFZamM. However, applying the incentive auction to
non-broadcast bands would not necessarily raise these issues.
l Meanwhile the National Association of Broadcasters in the US has
launched TVAnswers.org, a website to inform Americans about how
they can continue receiving their local broadcast TV stations during
the repack process.
l An interesting paper (co-authored by Paul Milgrom) shows how
economics and computer modelling were combined to work on the
incentive auction. Titled “Economics and computer science of a radio
spectrum reallocation” it discusses the “essential and unusual
challenge” of how to make the auction “simple enough for human
participants while still ensuring that the computations would be
tractable and capable of delivering nearly efficient outcomes”.
See bit.ly/2kGu9ow
l Finally, Thomas Hazlett, whose book The Political Spectrum we
reviewed recently, and a free market thinker, lost no time in
mentioning his preferred market mechanism to free up more
spectrum – overlay rights. “Overlays do not require congressional
authorisation, complex auction designs, or contentious uprooting
of incumbents,” he says. See brook.gs/2kVaggI		
Marc Beishon

details of that experience also suggest the sorts of statutes and rules
that are needed to allow the auction to achieve those objectives.
Most stakeholders will also be unfamiliar with a two-sided auction
for spectrum rights. To encourage stakeholders to participate in such
an auction, they need to see it as a fair mechanism.
There is no single model for a successful incentive auction. It can be
tailored for use on a national, regional or continental basis, respecting
differing national uses for particular bands. The US experience was a
proof of concept under challenging circumstances. The incentive
auction should be a tool in every spectrum manager’s toolbox.
HOWARD SYMONS is a partner at Jenner & Block. He was general counsel of the
FCC and vice chair of the FCC’s Incentive Auction Task Force. PAUL MILGROM is the
Shirley and Leonard Ely professor of humanities and sciences at Stanford University,
and chair of Auctionomics, which designed and helped implement the auction.
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SHORTCOMINGS OF
THE EU PROPOSAL FOR
FREE FLOW OF DATA
The EU legislator has proposed banning mandatory non-personal data localisation to
help unlock the data economy. While facilitating the free flow of such data within the
EU is laudable, the proposal has a number of shortcomings, writes CATHAL FLYNN

O

n 19 September 2017, the European
Commission published a proposal for a
new regulation prohibiting mandatory
localisation requirements for non-personal
data in the EU.1 The importance of this proposal to
achieving a competitive data economy in Europe is
reflected by the member states’ decision to prioritise
it for legislation. On 19 December 2017, the
European Council published a revised text of the
proposal2 and decided on a mandate to begin
negotiations with the European Parliament as soon
as possible.
Despite the significance attached to it, there
are a number of shortcomings to this legislative
initiative. First, the Commission has failed to make
a convincing case for legislating on the free flow
of non-personal data in the EU. The key premise
underpinning the draft regulation is that
mandatory data localisation restrictions are unduly
hindering cross-border data flows at a significant
cost to the information and communications
industry (ICT) sector and wider European economy.
The Commission has failed, however, to adequately
30 InterMEDIA | December/January 2018 Vol 45 Issue 4
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identify the nature and scale of this problem in its
impact assessment of the regulation.
Second, there is some ambiguity in respect of
the actual scope of application of the regulation.
Under the current wording of the Commission and
Council drafts, the application of the regulation
would be determined purely in relation to the
character of the data. This contrasts with the
discussion in the impact assessment report, which
assumes a broader scope of application based on the
type of localisation requirement enacted in respect
of the data. There is a substantial difference
between both approaches. It is submitted that, as
currently worded, the draft regulation risks
creating a dichotomy in terms of the regulation of
personal and non-personal data flows within the EU
that would give rise to the conceptual and
operational challenges described in this article.
Third, the proposed legislative framework for
facilitating cross-border access to non-personal data
is unsatisfactory. The Commission and Council have
not addressed the possibility that direct disclosure
of data to a competent authority from one member
www.iicom.org
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state could be prohibited in the member state where
such data is actually located. The draft regulation
may therefore give rise to legal uncertainty for
service providers in the EU. Moreover, the draft fails
to establish sufficient safeguards around such
access, including in relation to fundamental rights
protection. These shortcomings call into question
both the wisdom of the Commission’s proposed
principles-based approach and the appropriateness
of legislating on the sensitive issue of cross-border
data access under an instrument aimed primarily at
EU economic market integration.
This article briefly discusses mandatory data
localisation requirements and describes how they
can impact negatively on the ICT sector and the
wider economy. The key principles of the draft
regulation are then discussed. This is followed by a
critical analysis of the proposal, focusing on the
three shortcomings outlined above. A number of
conclusions are then presented.

WHAT ARE MANDATORY DATA LOCALISATION
REQUIREMENTS?
Data localisation restrictions dictate or influence
the localisation of data for its storage or processing.3
These types of restrictions come in many forms,
from hard law to soft law measures and
administrative practices. An example of a
localisation restriction would be a legislative
requirement that certain types of data (for example,
financial or health data) generated in a particular
country or relating to that country’s residents,
citizens or incorporated entities be processed and
stored in that country.
The number of data localisation restrictions
enacted at the national level has been increasing in
response to a combination of factors, including
the digitisation of the global economy and the
development of cloud computing. For example,
Russia and China passed legislation establishing
data localisation requirements in 2014 and 2017
respectively and similar laws have been enacted in
several other countries. Within the EU, more than
60 restrictions have been identified across 25
member states, but the Commission believes there
may be many more.4
The reasons why states enact data localisation
requirements are explored briefly below (and see
also panel overleaf for disadvantages).
l Security. Mandatory data localisation
requirements can be driven by data security
concerns, including those relating to
confidentiality, integrity, continuity and
accessibility. As noted by the Commission in its
impact assessment report accompanying the draft
proposal, states may require local processing and/or
storage as a means of protecting the confidentiality
of certain types of data and to control access to such
data. This could relate specifically to citizens’ data,
national sensitive data, privileged information and
industrial secrets.5
More broadly, security related concerns can also
give rise to legitimate customer preferences for local
storage. This is likely to be the case if there is a
perception that the data would be subject in the
www.iicom.org
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country of origin to
stronger security
safeguards and stronger
substantive and
procedural safeguards
in respect of law
enforcement access (see
“surveillance”).
l Surveillance. The
globalised nature of ICT service provision triggers
complex data dislocation scenarios where
information originating in one country is
potentially exposed to the laws and jurisdiction of
one or several other countries. This challenge has
been compounded by the fact that cloud service
provision can involve the storage of data
redundantly in multiple copies to safeguard against
loss or inaccessibility should a server (or data centre)
malfunction.
This phenomenon presents significant challenges
for law enforcement authorities seeking direct
access to electronic evidence for national
investigation purposes. States have sought to
address these challenges in a number of ways,
including through the imposition of mandatory
data localisation requirements. As a practical
matter, the ability of a law enforcement authority to
procure direct access to data will depend to a large
extent on the localisation of that data within the
same territory. Mandating data localisation
therefore guarantees law enforcement authorities
direct access to that data.6
l Economic protectionism. Mandatory localisation
requirements invariably place multinational service
providers at a disadvantage to their local
counterparts or competitors. In practice, such
requirements necessitate the deployment by a
cross-border service provider of a data hosting
capability at the local level where such deployment
may not otherwise have been required. This
contrasts with the situation for local service
providers that are focused on their own national
market and that would, in all likelihood, have to
arrange for a data hosting capability in-country in
any case. This distinction may, however, be less
relevant with the onset of the cloud.

The number of
data localisation
restrictions enacted
at the national level
has been increasing.

THE DRAFT EU REGULATION
The key points in the draft regulation are as follows.
l Safeguarding the free flow of non-personal data
across borders. Article 4(1) of the draft prohibits
member states from obliging service providers to
locate the storage or processing of electronic “data”
within their borders, unless justified on grounds of
“public security”. Any such public security grounds
would need to be expressly justified and notified to
the Commission under Article 4(2) for assessment
and approval. Article 4(1) is aimed at catching both
direct data localisation requirements and measures
having equivalent effect. The regulation as a whole,
including Article 4, applies in respect of activity
taking place within the EU only.
The term “public security” is not defined in either
the Commission or Council drafts. However, Recital
(12) to the Commission and Council drafts
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NEGATIVE CONSEQUENCES
OF MANDATORY DATA LOCALISATION
Mandatory data localisation can have a number of negative
consequences. These are as follows:
l There are concerns that these requirements can be used to
facilitate domestic surveillance that would not otherwise be
possible where data is exported. It has been argued that this can be
achieved in two ways. First, the storage of data in local servers
significantly enhances the chance of domestic authorities acquiring
direct access to that data. Second, and less obviously, the ability to
procure direct access to data stored locally in this manner can be
used by national law enforcement authorities as a bargaining chip
when negotiating with third country authorities for the sharing of
data stored in their jurisdiction.7
l Data localisation requirements raise important issues in respect of
trade. These requirements can be used for economic protectionist
purposes to place multinational or foreign service providers at a
disadvantage to their local competitors in the manner described
earlier in this article. They can constitute barriers to market entry
and disrupt continued service provision in specific geographies.
There is increasing recognition of the negative impact of national
data localisation requirements on global trade. For example,
these measures have been called out in 2017 by the US Trade
Representative as a “key barrier to digital trade”.8
l Compliance with mandatory data localisation can be costly for
service providers, particularly start-ups, and can lead to the
otherwise unnecessary multiplication of data storage and
processing activities and facilities.9 This can lead to distorted
markets for cloud service providers. As noted by the Commission
in its impact assessment report on the draft regulation, data
localisation requirements force these types of service providers to
make business and investment decisions that lead to “suboptimal”
outcomes in cost, security and operational agility.10
l Mandatory data localisation risks leading to a loss in growth and
innovation potential. This is because data localisation restrictions
form barriers to new types of services that are geographically
distributed by design and truly global in nature. The deployment of
internet of things (IoT) services is cited by the Commission as a
particular risk in this respect.11 The Council also explicitly
acknowledges the importance of IoT as a source of non-personal
data in the new Recital (10a) that it has inserted into the draft
regulation.
l Finally, there are concerns that, by leading to a combination of
the above, such practices could risk undermining the internet’s
innovative potential.12

clarifies that this concept should be understood
within the meaning of Article 52 of the Treaty on
the Functioning of the European Union (TFEU). The
newly inserted Recital (12a) to the Council’s draft
develops this concept.
The term “data” is defined in the Commission and
Council drafts as data other than “personal data”
as defined in Article 4(1) of the General Data
Protection Regulation (GDPR). However, neither
the draft regulation itself, nor its explanatory
memorandum, explicitly identify or provide
examples of the types of “data” (or “non-personal
data”) that would be covered under this legislative
proposal. Annex 5 to the Commission’s impact
assessment report makes various references to the
following types of data: public and government
data, tax, accounting and company data, gambling
data, financial data, telecoms data and health
data.13 Annex 6 lists data localisation requirements
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and their obligations per member state which cover
these same areas. The intention therefore appears to
be that the regulation will apply in respect of these
types of data, although it is difficult to see how at
least some of these would not constitute personal
data within the meaning of Article 4(1) of the GDPR.
l Data availability for “regulatory control”. Articles
5 and 7 of the draft are aimed at facilitating
cross-border access to non-personal data by
competent authorities. The latter term is defined
very broadly under Article 3(6) of the draft as any
member state authority (and, in the Council’s draft,
“any other entity authorised by national law to
perform a public function or exercise public
authority”) that has the power to obtain access to
data for the performance of its official duties under
national or EU law.
Specifically, Article 5(1) provides that the
regulation shall not affect the powers of competent
authorities to procure direct access to data. It also
provides that direct access to data may not be
refused on the basis that such data is located in
another member state.
The remainder of Article 5, together with Article 7,
establishes a framework under which a competent
authority from one member state can request the
assistance of a competent authority from another
member state to procure access to non-personal data.
Certain differences exist between the Commission
and Council drafts in relation to how this framework
will operate in practice. However, both institutions
are in agreement that cross-border access should
only be granted by one member state to another
where no specific cooperation mechanisms exist
between both countries.
l Cloud services portability. Article 6 of the draft
regulation encourages and facilitates the
development of self-regulatory codes of conduct at
EU level to facilitate user switching between service
providers of cloud storage and porting data back to
users’ own IT systems. This initiative takes account
of Article 20 of the GDPR, which gives the data
subject the right to receive the personal data
concerning him/her from a data controller and the
right to transmit that data to another controller.

SHORTCOMINGS OF THE DRAFT REGULATION
It is submitted that the draft regulation has three
shortcomings that give rise to a number of
substantive concerns. These are discussed below.
Failure to make a strong case for legislating on this
issue. The nature and scale of the problem that the

Commission is seeking to address with this
legislative initiative is not clear. This lack of clarity
was identified by the Commission’s Regulatory
Scrutiny Board (RSB) as one of the principal
shortcomings of the Commission’s September 2017
proposal in its second negative opinion on the
legislative initiative.14 More specifically, the RSB
concluded that the impact assessment report
accompanying the draft proposal fails to establish
the size of the problems of location restrictions on
non-personal data.
The RSB also contends that the impact assessment
www.iicom.org

19/01/2018 10:37

DATA FLOW

report fails to explore the reasons for data
localisation restrictions, analyse their merits or
analyse the strength of observed customer
preferences for local storage. This is a significant
omission considering that there may be legitimate
customer preferences for local storage. This is likely
to be the case, for example, if there is a perception
that the data would be subject in the country of
origin to stronger security safeguards and stronger
substantive and procedural safeguards in respect of
law enforcement access.
The Commission’s decision not to address this
issue is surprising considering that Annex 5 to the
impact assessment report acknowledges that 60%
of the IT service providers consulted prior to the
publication of the draft regulation indicated that
their users demand local data storage and/or
processing. The Commission appraises the existence
of these customer preferences in a very narrow
context, however, and assumes that they arise solely
as a result of a perception on the part of users that
localisation requirements exist under national laws
together with a preference for a risk averse
approach.15
Notwithstanding this, the Commission goes on
to concede elsewhere in Annex 5 that the users
of data services display a “degree of lack of trust”
in cross-border storage of data. Specifically, the
Commission states:16
“In a survey, 30% of business respondents recognised they
preferred that the data generated and used by their business
is stored and processed inside the country they operate.
Over 35% of the respondents see location as a proxy
for security of data.” (our emphasis)
There is therefore a clear inconsistency in the
Commission’s own analysis of customer preference
in its impact assessment.
Finally, the RSB concludes that the Commission
failed to make a satisfactory case for a new right of
cloud service portability. According to the RSB, the
Commission has not demonstrated that switching
costs are excessive. It also notes that the proposed
portability solution would not address the obstacles
to switching identified in the impact assessment
report, including standardised data formats and
data transfer logistics.
Scope of application. As noted earlier, “nonpersonal data” is defined under the draft regulation
as data other than “personal data” defined in Article
4(1) of the GDPR.17 Personal data is defined under
Article 4(1) as any information relating to an
identified or identifiable natural person. This means
that, as currently worded, the applicability of the
draft regulation is determined purely in relation to
the character of the data; i.e., whether it qualifies
as personal data within the meaning of Article 4(1)
of the GDPR or not. This is consistent with the
discussion in the Recitals to the draft, including
Recitals (9) and (10), for example.
Notwithstanding this, the Commission’s impact
assessment report assumes a broader scope of
application for the draft regulation. According to
page 5 of the report, the regulation does not
concern the processing of personal data and the
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The Commission concedes that users of
data services display a ‘degree of lack of
trust’ in cross-border data storage.
free movement of such data “as governed” by the GDPR, Article 1(3) of
which prevents member states from restricting or prohibiting the free
movement of personal data within the EU for reasons “connected with
the protection of natural persons with regard to the processing of
personal data”. Interestingly, the Commission has assumed for the
purpose of this legislative initiative that Article 1(3) of the GDPR is
functionally equivalent to an explicit prohibition on localisation (as
established under Article 4 (1) of the draft regulation).
Under the approach described in the impact assessment report, the
applicability of the regulation would be determined on the basis of the
type of data localisation requirement enacted in respect of the data, as
opposed to the character of that data. This would mean that national
localisation requirements that apply in respect of “personal data”
would also fall within the scope of the regulation, assuming that such
requirements are not aimed at the protection of such personal data as
contemplated under Article 1(3) of the GDPR. The report further
clarifies that, where such requirements are aimed at the protection of
personal data, they would be addressed by the GDPR and, as such,
would fall outside of the scope of the draft regulation.
To illustrate this broader scope of application, the example is
provided by the Commission of a national requirement to store
corporate information locally (including registers of shareholders
and directors which constitute personal data). This national data
localisation requirement is aimed at enabling shareholders and other
interested parties to access the corporate information, as opposed to
the protection of personal data as contemplated under Article 1(3) of
the GDPR. The report concludes that, because these requirements
would not be addressed under the GDPR, they would be addressed
under the draft regulation.
The discussion in the impact assessment report is therefore at odds
with the wording of the draft regulation itself, which would allow
member states to apply data localisation requirements in respect of
personal data based on (for example) taxation or accounting laws that
are not associated with personal data protection. At the same time,
these types of requirements would fall squarely within the more
extensive prohibition established under Article 4 (1) of the draft
regulation where applied in respect of “non-personal data” as
currently defined, assuming, of course, that they cannot be justified on
grounds of “public security”.
Such an outcome also appears inconsistent with the EU legislator’s
stated objective of creating a single EU dataspace with a coherent set of
rules for the free movement of different types of data. There is a risk
that the draft regulation could create an incongruity regarding the
regulation of different types of data flows within the EU. Specifically,
data that does not qualify as personal data would be subject to the
broad localisation prohibition established under Article 4 (1) of the
draft regulation (with the exception of data localised for “public
security” purposes), while all personal data would be subject
to the prohibition on restricting or prohibiting free movement
established under Article 1(3) of the GDPR that applies only in respect
of measures aimed at personal data protection.
This incongruity would create certain operational problems for
service providers. The Commission has stated in the impact assessment
report that, to the extent that the proposed regulation would deal
with mixed data sets that include personal data, the applicable
provisions of the GDPR must be fully complied with in respect of the
personal data part of the set.18 This principle has been worked into the
draft itself as part of the Council’s amendments to Recital (10) that are
aimed at clarifying the relationship between the draft regulation
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and the GDPR. Accordingly, Recital (10) states
that, where non-personal and personal data are
“inextricably linked”, the draft regulation should
not “prejudice the application of [the GDPR]”.
Recital (10) also states that the draft regulation does
not “impose an obligation to store different types of
data separately”.
Assuming that the scope of application of the
draft regulation is determined on the basis of the
current definition of “non-personal data”, member
states would be free to require localisation of the
personal data part of a mixed set (where this
requirement is not based on the protection of such
data) but prohibited from doing so with regard to
the non-personal part of that set (unless on grounds
of “public security”). This calls into question the
validity of the Council’s statement under Recital (10)
that the draft regulation does not impose an
obligation to store different types of data separately.
The potential difficulty here is perhaps implicitly
acknowledged later in the Council’s draft, Recital
(28) of which allows the Commission to periodically
assess “the experience gained in applying [the
regulation] to mixed data sets”.
The broader scope of application contemplated
in the impact assessment report (whereby the
applicability of the draft regulation would be
determined on the basis of the type of localisation
requirement enacted in respect of data, as opposed
to the character of that data) eschews the
conceptual and operational challenges described
above. This approach would achieve a consistent
regime for regulating personal and non-personal
data flows in the EU whereby all personal data in
the EU would be subject to either:
l The limited prohibition on restricting or
prohibiting free movement established under
Article 1(3) of the GDPR (assuming, as the
Commission does, that this is functionally
equivalent to an explicit prohibition on
localisation);
or, where a member state localisation requirement
is not aimed at the protection of personal data,
l The more extensive (and explicit) prohibition
on localisation established by Article 4(1) of the
Commission’s draft regulation that also applies to
data other than personal data.
This approach is also in line with the
Commission’s earlier discussion in its
communication on building a data economy from
January 2017 where it distinguishes between
restrictions to the storage and processing of
personal data justified on the grounds of personal
data protection, and restrictions justified on other
grounds that “need to be assessed on the basis of […]
EU legal instruments [other than the GDPR]”.19
Proposed framework for cross-border access to
non-personal data. The Commission has chosen a

principles-based legislative cooperation framework
over a more detailed and prescriptive approach. This
has given rise to the following concerns regarding
the provisions in the draft regulation aimed at
facilitating cross-border access to data.
l First, Article 5(1) of the proposal provides that

access to data may not be refused on the basis that
it is “[stored or otherwise] processed in another
member state”.20 It is assumed that this provision is
directed at the service provider that will be subject
to a request for access.
The possibility that the disclosure of data to a
competent authority in one member state could
be prohibited in the member state where such data
is actually stored or otherwise processed has,
however, not been addressed under Article 5(1).
Therefore and to avoid any risk of legal uncertainty,
Article 5(1) should also provide that a service
provider will not be in breach of the law of one
member state when complying with a request for
access from another member state.
The associated risk faced by service providers in
this regard is augmented under the Council’s draft,
which, under a new Article 5(3a), provides for the
imposition of sanctions for failure to comply with a
request by a competent authority pursuant to
Article 5(1).
l Second, guidance would be welcome in respect of
the circumstances under which a competent
authority can legitimately
request the assistance of
It is unclear what
another member state for
access to data under the
safeguards would
draft regulation.
be applied for
Reference is made, under
Recital (18) and Article
procuring crossof the Commission’s
border data access. 5(2)
draft, to the competent
authority “[exhausting]
all applicable means to obtain access to [such] data”.
However, no clarification or guidance is provided by
the Commission on how onerous this standard of
exhaustion of “all applicable means” should be.
The Council’s draft dispenses with this construct
altogether (in fact Article 5(2) is removed completely
from that version and the relevant wording
discussed above is struck out of Recital (18)).
Instead, the Council proposes that a member state
be allowed to request assistance from another
member state where it “does not receive access
pursuant to [Article 5(1)]”. This implies a lower
threshold to be met by competent authorities
before they can make a legitimate request for
assistance under the regulation. Again, guidance
would be helpful.
l Third, and related, it is unclear what substantive
safeguards (if any) would be applied when a
member state does request another member state
for assistance to procure cross-border data access.
For example, the Commission and Council drafts
are silent as to whether a request for assistance from
one member state to another must respect the rule
of law or fundamental rights as established under
the EU Charter of Fundamental Rights, including
the right to liberty and security (Article 6), the right
to privacy (Article 8) (assuming that the draft
Regulation will also apply in principle to personal
data) and some of the rights established under
Chapter VI (Justice).
The only substantive requirements established in
the Commission’s proposal can be found under
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Recital (18) and Article 7(3). Recital (18) provides that
the requested member state can refuse to grant
assistance to the other member state if doing so
would be contrary to its “public order”. Article 7(3)
requires that the request for assistance be “duly
motivated” and include a written explanation of its
justification and the legal basis for seeking access.
The Council’s December 2017 draft retains Article
7(3). Significantly, however, the Council has removed
the wording under Recital (18) that allowed a
member state to refuse a request for cross-border
access on “public order” grounds.
Recital (18) of both the Commission and Council
drafts does provide that, when requesting assistance,
member state authorities should “use” cooperation
instruments established under EU or international
law. A number of such instruments are explicitly
cited in Recital (18), including, for example,
framework decision 2006/960 and directive 2014/41/
EU of the European Parliament and Council
establishing a framework for the European
Investigation Order (EIO) in criminal matters.
It is not clear, however, the extent to which any
substantive safeguards established in these
instruments would be applicable in respect of the
cross-border data exchanges contemplated under
the draft regulation and, assuming that they are,
whether they would be appropriate in practice.
Article 7(6) of the Commission’s draft provides
that the Commission may adopt implementing acts
setting out details of the procedures for requests
for assistance. This would leave open the possibility
for the Commission to address some of the
shortcomings described above in the future.
Whether or not it is appropriate to grant the
Commission this measure of discretion in respect of
such a sensitive issue is another matter. This may, in
any case, be a moot question as the Council has
removed Article 7(6) from its draft. This would
suggest that the Council considers that the
regulation is capable of operating on its own and
without the benefit of implementing acts. As shown
above in the context of cross-border access to
non-personal data, this is questionable.
As a general observation, the substantive
shortcomings described above raise questions about
the wisdom and indeed appropriateness of including
a framework on cross-border access to data in the
draft regulation in the first place. The inclusion of
these provisions is clearly aimed at alleviating
member states’ concern that the draft regulation
would undermine their ability to procure direct
access to non-personal data. This is acknowledged by
the Commission in the impact assessment report
where it states that the availability of data for
regulatory control emerged during the structured
dialogue preceding the publication of the draft
regulation as a “key concern”21 for member states.
The report also states that the availability of data in
this manner was identified as a:
“[…] ‘functional requirement’ to flank a potential free flow
of data right: member states indicated to be willing to
remove certain data localisation restrictions if availability of
certain data would be guaranteed by another provision of
the legal act.”22
www.iicom.org
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The Commission has therefore sought to create a type of quid pro
quo in that, while the draft regulation prohibits mandatory data
localisation requirements on the one hand, it makes it easier for the
member states to procure cross-border access to data on the other.
The Council, in turn, has sought to strengthen the proposed
framework for cross-border data access where possible through a
number of important amendments to the Commission’s original draft,
some of which are controversial and have been discussed above.
This quid pro quo has, however, required that the sensitive issue of
cross-border data access be addressed as a secondary issue in a
legislative instrument primarily aimed at achieving economic market
integration within the EU. It is submitted that, precisely for the reasons
discussed above, this approach has led to an unsatisfactory outcome.
One final remark on the choice of legal basis. The draft regulation is
based on Article 114 of the TFEU, which allows for the harmonisation
or approximation of national laws for the creation of an internal
market. The Court of Justice of the EU (CJEU) has considered the
relationship between surveillance related requirements and the
regulation of economic activity within the EU when determining the
suitability of Article 114 of the TFEU as a legal basis under EU law.
In 2006, Ireland (supported by Slovakia) challenged the
Commission’s choice of legal basis for the (now annulled) EU Data
Retention Directive. Both countries argued that the then Article 95 of
the Treaty establishing the European Community (current Article 114
of the TFEU) was an inappropriate legal basis for the EU Data Retention
Directive as the latter’s main objective was not to eliminate barriers
and distortions in the internal market but to harmonise the retention
of personal data to facilitate action by the member states in criminal
law. The CJEU rejected this argument in a 2009 judgment and ruled
that the legal basis chosen by the Commission was appropriate.
The CJEU subsequently held that the Data Retention Directive was
unlawful on grounds of fundamental rights protection in a separate
ruling from 2014.

CONCLUSION
Despite the significance attached to it, there are a number of
shortcomings to the EU’s draft regulation on the free flow of nonpersonal data. It is hoped that they can be remedied by the colegislators as the draft progresses to the European Parliament,
although it is unclear at this stage how co-legislators will reconcile
the competing issues of data sovereignty, a consistent approach
towards data free flow, and fundamental rights protection explored
in this article.
CATHAL FLYNN is an Irish qualified barrister (non-practising) and specialist in
communications regulation in the tech and comms group at Bird & Bird
in London. Email: cathal.flynn@twobirds.com. This article does not constitute
legal advice.
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ILLICIT STREAMING
DEVICES: TIME TO ACT
Illicit streaming devices have become the latest mainstream content piracy threat.
CASBAA’s JOHN MEDEIROS says that policymakers need to act now

F

rom the factories of Shenzhen to Singapore’s
malls, London’s pubs, and e-commerce
platforms worldwide, illicit streaming devices,
or ISDs, seem available just about anywhere.
While ISDs represent a new assault on creative
industries in the global fight against content piracy,
hope – in the form of effective policy and
enforcement solutions – exists.
So, first things first, when discussing ISDs, what
are we talking about?

THE RISE OF ISDs
ISDs (mostly called Android TV boxes, Kodi boxes, or
IPTV boxes) are small Apple TV lookalike devices
that connect to broadband, plug directly into a TV
and are often pre-loaded with illicit content
applications which bring users into a world full of
streamed and downloaded pirated content.
Most ISD outfits use the open source Android
operating system as a simple and cheap way to run
their user interface. While an ISD could in theory be
only an “empty box” – sold without software aimed
at piracy – in practice they are marketed as
providing the buyer with a world of pirated content.
“You want HBO or STAR Chinese Movies or Premier
League matches? – Yes, you’ll get that for free.”
36 InterMEDIA | December/January 2018 Vol 45 Issue 4
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Pay a one-time fee for the ISD, you are told before
purchase, and we will give you free content forever.
It’s a compelling sales pitch and great value
proposition – free and forever.

ISDS HAVE ‘TIPPED’ AND BECOME MAINSTREAM
ISDs have reached the tipping point, and are now
globally available and wildly popular. This new
piracy ecosystem, the content industry’s “perfect
storm”, is impacting all businesses involved in the
production and distribution of authorised content,
distribution platforms and content creators alike.
In the UK, the ICM/Industry Trust for IP
Awareness study examined how many users were
familiar with and are using ISDs:
l 50% of IPTV box users have used ISDs to access
unauthorised sports events that were only available
through a subscription service
l 45% have used them to access films that were
only available in the cinema
l 20% have used them to access unauthorised
television content available through a subscription
service
l 20% have spent less on or cancelled subscriptions
to authorised services.
While the story in the UK demonstrates the rapid
www.iicom.org
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devices and disrupt these criminal operations. Over
the past 18 months, the UK police and other British
agencies and rights holders have worked together to
conduct a number of successful raids, disrupting
ISD criminal operations. These actions have focused
on retailers and network operators who, in addition
to selling the devices, are advertising and
promoting how ISDs provide access to infringing
and unlicensed content. While there have been a
number of successful cases, ambiguity in UK law
still exists which has prevented further actions.
In Asia there have been a few notable actions
against ISD operations. Hong Kong customs officers
raided an ISD operation in mid-2014; the cases
languished in legal limbo for two years but are now
concluding, as several of the defendants have
pleaded guilty to copyright and fraud charges.
In February 2017, the Chinese ECID raided and
closed down an ISD syndicate that was illegally
distributing ABS-CBN content. In May 2017,
Thailand’s Department of Special Investigations
raided five locations across Thailand and arrested
three individuals for running an ISD syndicate
which operated across four Southeast Asian
countries. They were charged with violating the
Computer Crime Act and Intellectual Property
Rights Act and causing over Bt100 million worth of
damages. In June 2017, police in Malaysia arrested
six people in Kuala Lumpur and Johor who were
accused of illegally retransmitting programming
from satellite broadcaster Astro. The illegal ISD
operation was estimated to have 30,000 subscribers.
Meanwhile the Alliance for Creativity and
Entertainment (ACE), a new global coalition set up
in June 2017 to combat online piracy, has already
forced a number of popular piracy-linked streaming
tools offline.

growth of ISDs, Asia remains ground zero, with
these devices being openly sold in retail shops and
e-commerce marketplaces across the region without
any meaningful government response to date.
Governments have yet to acknowledge that ISDs are
a real problem, that their own broadcasters and
creators are in danger, and that this problem needs
to be fixed. Unfortunately, too many policymakers
in Asia have chosen to delay any action on ISDs, but
in the meantime the problem grows and further
enters the consumer mainstream.
The fact that one in five British ISD consumers
have cancelled or have spent less time on authorised
services should be a wake-up call for the industry
and governments about the serious threat that ISDs
pose to the entire content creation and distribution
ecosystem.

TIME IS RUNNING OUT: ACTION IS NEEDED NOW
It is essential that all stakeholders work together to
address this serious and growing problem. There are
three main areas for action.
A strategy to tackle the entire ISD ecosystem.
The ISD problem requires industry and governments
to work together to define a clear and effective
strategy to tackle these devices, and that may mean
modernising and tailoring regulatory frameworks to
specifically deal with ISDs.
While the threat of ISDs and massive online
infringement may be pretty clear for industry
stakeholders, it is important for government to also
recognise that ISDs represent serious dangers to
consumers. Malware, spyware and faulty wiring are
common on ISDs (a UK report from Electrical Safety
First and FACT, an intellectual property protection
organisation, warns that all devices it tested failed
to meet national electrical safety regulations).1
In the UK, amendments are being proposed to
target ISDs. In other jurisdictions courts have
delivered encouraging decisions that indeed ISDs
are infringing devices. This will help industry and
governments work together to determine whether
laws and regulations can apply to ISDs or if they
may be lacking.
In 2017, the Court of Justice of the European
Union (CJEU) ruled that sale of ISDs constitutes an
infringement of copyright.2 The court also
determined that “streaming should not be exempted
from the right of reproduction”. Since ISDs mainly
rely on streaming infringing content, we are hopeful
that officials can more assertively target ISDs.
This follows a decision in June 2016 of the
Canadian Federal Court that determined ISDs “do
not act as a mere conduit, rather they deliberately
encourage consumers and potential clients to
circumvent authorised ways of accessing content”.3
Consequently, the court issued injunctions against
numerous ISD operators preventing the continued
sale of the illegal devices.
Empowering agencies to seize ISDs and
disrupt criminal syndicates. Since ISDs have
exploded on the scene, there have been intermittent
enforcement actions in various jurisdictions to seize
www.iicom.org
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Encouraging e-commerce platforms to
prevent sale of ISDs. The growth of e-commerce
platforms has been astonishing but unfortunately,
as they evolve to provide more e-commerce and
marketplace options, many criminals are finding
them to be a convenient way to sell illicit goods and
services, and that has certainly been the case with
ISDs. For many of the initiatives and actions outlined
above to be successful the cooperation of technology
platforms and other intermediaries is essential.
While these platforms may be able to litigate their
way out of any potential liability for what is bought,
sold and consumed on their platforms, we strongly
believe it is in their best interests to neither promote
nor condone illegal activities such as copyright
infringement. Specifically, they should cease
monetising the sales of ISDs and prevent such sales
transactions from taking place.
Some of these platforms, including Amazon,
Alibaba and Facebook, have announced policies that
prohibit the sales of ISDs, which is a positive step.
However, it will require sustained effort and
attention to substantially reduce the sales of ISDs on
otherwise reputable e-commerce platforms.
JOHN MEDEIROS is chief policy officer of CASBAA, the
association for multichannel TV in Asia, established in 1991.
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SIGNALS FOR
LATIN AMERICA
ANTONIO GARCIA ZABALLOS of the Inter-American Development Bank discusses
shortcomings in Latin America and the Caribbean that could hold up investment

O

ver the past few decades, the Latin America
and Caribbean (LAC) region has had
numerous changes in development, most
of them beneficial. Notwithstanding
considerable variation among countries, most have
experienced technological modernisation and
economic growth. There has been expansion of the
region’s network infrastructure sectors, such as
transport, energy, and information and
communications technologies (ICTs).
But modernisation and expansion reveal old risks
and bring new ones that arise from widespread
reliance on infrastructure assets and systems, and
from increasing interconnectivity of different
structures at national and international levels.
If ignored, those risks could turn into large scale
disruptions of infrastructure and could cause
significant impact on the population and vital
functions of society.
Broadband in particular plays a crucial role
as a catalyst for further development of this
communication and facilitates economic growth
and social inclusion.
The “pyramid” ecosystem of broadband conceives
it as a set of supporting layers, ranging from
infrastructure to the personal use of connectivity
elements (see graphic, opposite). Nonetheless, the
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layers should not be additive, but rather part of a
comprehensive ecosystem that must be considered
as a whole. For instance, internet content is only
accessible and relevant when there is an application
that carries it, there is a device that allows the
application to be used, an information management
system, and an efficient network infrastructure.
Infrastructure would be merely a dump channel
without all of these layers taken together. Moreover,
different players play a key role in each of the
elements in the ecosystem.
In addition to the horizontal layers, the ecosystem
of the pyramid consists of a set of facilitating
elements: strategic public policies, regulation and
legislation, and training and creation of awareness.
These are levers that boost the elements of the
ecosystem either in access (network infrastructure
and information systems) or adoption and usage
(devices, applications/services and content).
With the ecosystem approach, the Inter-American
Development Bank (IDB) created a comprehensive
Broadband Development Index (IDBA) that
measures the different elements of the ecosystem
arranged around four pillars: infrastructure, public
policies, strategic regulation, and applications and
capacity. Although the index appears to be a
ranking system, the objective of the IDBA is not to
www.iicom.org
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Among the issues that require improvements in the
LAC region are the lack of legal certainty and the
stability of national regulatory frameworks where
frequent changes made over a short period of time
decrease regulatory certainty for investors. In
several countries, the separation of responsibilities
and powers between the government, the
communications authority and/or the competition
authority is complex and unclear, with overlapping
powers or intersecting governance. This makes
regulatory oversight unnecessarily complex, less
efficient and cumbersome. Inconsistent and, in
many instances, a loose regulatory approach
towards the dominant operators weaken the
competitive environment in individual countries
and in the region as a whole.
In several LAC countries the communications
authority is controlled by the government and/or
its decisions can be vetoed. This undermines the
independence of the sectorial regulator that is
essential for consistency of regulatory initiatives
aimed at fostering competition and subsequently
for attraction of private investment.
Although there have been advances in improving
the independence of regulatory authorities across
LAC in recent years, a number of issues remain
unresolved. Among them:
l Nominations to the communication authority’s
boards are mostly not transparent; selection criteria
related to experience and professional competence
are not always applied for such nominations.
l There is a lack of financial independence of
communication authorities along with inadequate
budgeting to execute their legal mandate.
Budgeting of the regulatory agency is in some cases
set by the government without a clear methodology
that would consider the level of effort required to

Sectors
Health, energy,
water, transport,
government etc.

Regulation/legislation

REGULATORY STABILITY

ECOSYSTEM OF THE PYRAMID
Strategic public policies

compile a classification but rather to spot the
strengths and weaknesses of countries. This
coincides with the goal of helping LAC countries
improve their strategies to boost broadband ICTs.
The results obtained from the IDBA suggest that
countries are situated along the digital divide at
primarily one of three different stages of growth:
exponential, inflection and linear (see second
graphic). As a result, countries can be grouped into
three categories:
l Countries that need to act in each of the four
dimensions of the broadband ecosystem (four
pillars on the IDBA). These countries are those
located at the exponential stage and their IDBA
score is below 4
l Countries that have basic infrastructure but need
to revise their regulatory framework in a way that
fosters investment and innovation. These countries
are located at the inflection stage and their IDBA
score is between 4 and 6
l Countries where infrastructure is adequately
developed, but where the major areas of
improvement are those related to the development
and use of services and applications. These countries
are in the linear stage of growth and their IDBA is
above 6.
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conduct regulatory oversight. In many cases across
LAC we observe underfunded regulatory agencies
unable to perform with the required level of
quality and scrutiny such important tasks as
market analysis.
l There is also an absence of adequate legal
mandates for communications regulators to collect
market data from operators. Unavailability of robust
and detailed market data hinders regulators’ ability
to monitor the market and take informed
regulatory decisions. In many cases, regulatory
authorities are lacking adequate resources for
statistical analysis. Robust market data on a
quarterly and annual basis are critically important
for existing and potential operators to plan their
investments in LAC markets.
l Finally, there is a need for clear coordination
between ex-ante and ex-post regulation. Most of
the countries in the region do have a competition
authority covering general competition issues for all
sectors of the economy, including telecoms services,
except for five countries in Central America and the
Caribbean. The existence of an effective competition
authority is important for broadband and telecoms
services, as many anti-competitive practices are
addressed by competition law under an ex-post basis
for all sectors of the economy (e.g. antitrust law).
Despite the technological change that is
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EXAMPLES OF DISTRIBUTION OF POLICY AND REGULATORY FUNCTIONS
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Regulatory framework examples. Argentina: Ley de telecomunicaciones. ‘Ley Argentina Digital’ (2014), modified by decree 267/2015 (Creation of Ente
Nacional de Comunicaciones, ENACOM). Belize: Belize Telecommunications Act CAF229 N° 16, (2002). Brazil: Lei Geral de Telecomunicações N°9.472 (1997).
Chile: Ley General de Telecomunicaciones N° 18.168 (1982). Colombia: Ley para las Tecnologías de la información y las Comunicaciones TIC N° 1341 (2009).
Ecuador: Ley Especial de Telecomunicaciones N°. 184 (1992). El Salvador: Ley de Telecomunicaciones (1997). Guyana: Telecommunications Act (1990).
Mexico: Reforma Constitucional en Materia de Telecomunicaciones (2013). Ley Federal de Telecomunicaciones y Radiodifusión (2014). Peru: Ley de
telecomunicaciones Nº 26096 (1993). Uruguay: There is no general telecoms law; relevant legislation includes the law Nº 17.296 and the decree 212/001,
Source: IDB
establishing URSEC and its functions (2001).

coming with the democratisation of the digital
economy, outdated and commonly inadequate legal
and regulatory frameworks are perceived as a major
barrier for further digitisation of LAC.
Meanwhile, most telecoms laws date from the
late 1990s or early 2000s when the definition of
broadband and the regulatory framework did not
consider the consumption pattern that can be
observed today with the explosion in data and
the convergence of services. Technology and
market advances should be reflected in muchneeded amendments of telecoms law and
secondary legislation to encourage competition
across the players in the value chain and
incentivise innovation in services and investment
in new technologies.

CONCLUSION
The LAC region is facing several challenges that
are key to overcome. Governments should foster
initiatives that will contribute to expanding the
frontier of commercial viability and new modes of
infrastructure supply, and decreasing deployment
costs beyond those discussed. For example,
innovative models for public–private partnerships
between municipalities or utility companies and
40 InterMEDIA | December/January 2018 Vol 45 Issue 4
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operators could address deployment of fibre access
networks in urban areas or backbone deployment
to connect more isolated areas. Similarly, a more
effective construction process could save time and
financial resources whenever infrastructure
deployment is taking place where civil works are
also being completed.
We conclude that, in the current environment,
accelerating the rollout of infrastructure and
promoting affordable broadband access for citizens,
businesses, and organisations is a significant
investment challenge for telecoms operators. For
them to succeed, governments need to incentivise
infrastructure investments by adopting a holistic
approach which combines policy and regulatory
instruments that include:
l Infrastructure sharing, including tower sharing
l Public (co)financing in justified instances
l Co-deployment of new infrastructure and
coordination of civil works
l Preconditions for cheaper deployment of
infrastructure in the future
l Effective construction processes.
ANTONIO GARCIA ZABALLOS is telecommunications lead
specialist at the Inter-American Development Bank.
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