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IT’S ALL ABOUT DATA

CONTENTS

By far the biggest news recently in the IIC’s broad 
area of interest has been the revelations about 
Facebook and Cambridge Analytica, which I see has 
already generated a Wikipedia page as a “data 
scandal”. For me, it is very clear that users are far 
too open with what they disclose on social media, 

but it is also clear that their details (and those of their “friends”) 
were tapped on an industrial scale and quite possibly used to 
influence public opinion through targeted political campaigning. 
As Eli Noam wrote in Intermedia last year, in an article on how the 
internet got Donald Trump elected, it was partly by using social 
media such as Twitter to make direct connections with voters, 
supported by a sophisticated data analysis and campaign 
operation. And as Krisztina Rozgonyi discusses in this issue, the 
regulatory debate about new media platforms extends far wider, 
into fake news and free speech issues. An irony is that on 25 May, 
the EU’s General Data Protection Regulation (GDPR) comes into 
force. It was initially seen in the US as a European overreaction. 
Now it seems that this flagship law has considerable merit after  
all (even among its critics), and will have worldwide impact.  
How quickly things change.               Chris Chapman, president, IIC  
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DATA PROTECTION

THE IMPACT OF THE GDPR  
On 25 May the EU’s General Data Protection Regulation (GDPR) comes into 
force for the 28 members states, but the impact is already far wider as the 
regulation affects any organisation that keeps data on an EU citizen, which 
includes all the global internet giants. It also comes at a time when there 
has been one of the most high profile data breaches with the Facebook/
Cambridge Analytica “scandal”. Among the news and commentary on the 
introduction of the GDPR:
l The Economist considers that the GDPR’s premise, that consumers 
should be in charge of their own personal data, is the right one. “The 
failings of America’s self-regulatory approach are becoming clearer by 
the week,” it says. While the legislation is too complex, compliance costs 
for smaller firms, in particular, look burdensome, and the “right to be 
forgotten” would not work in the US, “these are arguments for using the 
GDPR as a template, not for ignoring the issue of data protection”.
l Larry Downes, at the Georgetown Center for Business and Public Policy, 
considers that the GDPR, and calls for similar regulation in the US, “may 
lead to the end of what has long been the internet’s grand bargain: the 
exchange of free or subsidised content for personalised advertising”. 
Downes says this could threaten the free and open internet and some 
consumers won’t be able to afford certain services. 
l A possible casualty of the GDPR is ICANN’s public database of domain 
name registrations (called WHOIS). The Article 29 Data Protection 
Working Party has written to ICANN expressing concerns that the WHOIS 
directories and services will not be compliant. See go.icann.org/2vmRvYC
l EU law makers are also scrutinising the issue of metadata processing 
in the context of new EU laws on privacy and electronic communications 
(the e-privacy regulation). Metadata is information such as numbers 
called, websites visited, location, or the time and date a call was made.  
l The United Nations trade and development agency, UNCTAD, has called 
for global action on data protection. It says about 90% of new internet 
users in the past 5 years live in developing countries but 60% of these 
countries do not have any data protection legislation in place.
n Gemalto, a digital security specialist, in its latest Breach Level Index, 
reveals that 2.6 billion records were stolen, lost or exposed worldwide in 
2017, an 88% increase from 2016. 

NET NEUTRALITY

STATES GANG UP ON FCC 
California is among the US states that could 
reintroduce net neutrality following the FCC’s 
overturning of the Open Internet Order. A bill from 
Democratic state senator, Scott Wiener, would 
reinstate net neutrality as law in California along the 
lines of the Open Internet Order. Washington state has 
already passed a net neutrality bill, and Oregon has 
one pending. There are similar initiatives in many 
states, such as executive orders that require any 
broadband provider doing business with the state to 
certify that it won’t block, throttle, or prioritise any 
content or applications. There are complicated legal 
issues concerning whether states can block the repeal 
of net neutrality or introduce their own rules, and 
conflicting opinions on whether they will succeed. 
There is a view that such interventions from the states 
could undermine the FCC, and lead to less federal 
regulation, and that such challenges are best done in 
the US Congress. 

SPECTRUM

WHITE SPACE REGS FILLED
The Dynamic Spectrum Alliance (DSA) has 
congratulated the Independent Communications 
Authority of South Africa (ICASA) for publishing 
regulations on the use of television white space 
(TVWS) to make use of unused spectrum. The DSA 
has also published model rules for TVWS technology, 
to provide governments, policymakers and regulators 
with the tools necessary to enable the efficient 
deployment of TVWS networks to help bridge the 
digital divide and support the internet of things (IoT). 
ICASA’s regulations are at bit.ly/2HygyKR; DSA’s model 
rules are at bit.ly/2H1UZBg

EUROPE

BEREC SETS OUT PRIORITIES  
The Body of European Regulators for Electronic 
Communications (BEREC) has highlighted its focus 
areas for 2018 – with emphasis on a study on 5G, 
the latest data on international roaming, and a 
consultation paper on net neutrality. BEREC has 
made 5G a strategic priority for the next 3 years 
and has published a 5G study that can be 
downloaded from its website. The study shows 
that many potential use cases are currently at only 
early stages of development. A consultation paper 
on net neutrality has questions to stakeholders  
on definitions, zero-rating practices, traffic 
management, specialised services, transparency 
and new technologies. Of special interest to BEREC 
is how stakeholders view net neutrality rules in the 
context of 5G. See bit.ly/2FP7Cz9

The world’s most powerful rocket, SpaceX’s Falcon Heavy, blasts off from Cape Canaveral in February 
carrying Elon Musk’s Tesla Roadster and a dummy named Starman. But soon it could deploy 
thousands of satellites to enable broadband around the world, following deployment approval 
from the FCC in March for the NGSO satellite system. See bit.ly/2GWP5lV
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NEWS 
FROM AROUND THE GLOBE

A paper published by Brookings looks 
at the importance of cross-border data 
flows, taking Asia as a model, and why 
they need regulating to stimulate the 
digital economy. Among the points:     
l While the economic and trade 
opportunities from connectivity and 
data flows are significant, 
governments are increasingly 
introducing data localisation 
measures, which restrict data flows. 
l Governments restrict cross-border 
data flows with several goals in mind, 
including to improve citizens’ personal 
privacy, ensure rapid access to data by 
law enforcement officials, protect or 
ensure national security, improve 
economic growth or economic 
competitiveness, and to level the 
regulatory playing field.  
l In most cases, data localisation is 
suboptimal as there are ways to 
achieve regulatory goals with less 
impact on growth and trade.  
l Restrictions on cross-border data 

flows harm both the competitiveness 
of the country implementing the 
policies and other countries.  
l One way forward is the Asia-Pacific 
Economic Cooperation (APEC) forum’s 
Cross-Border Privacy Rules (CBPR). The 
US-EU Privacy Shield is another. 
l Cybersecurity is not necessarily 
strengthened when data is kept 
locally, and could be weakened; cloud 
security across countries can add 
resilience.  
l For law enforcement, a reform of 
mutual legal assistance treaties 
(MLATs) rather than localisation  
would be best.  
See brook.gs/2pxrS1s  
n The Internet & Jurisdiction Policy 
Network, which held its second event 
in Ottawa, came up with the Ottawa 
Roadmap to address jurisdictional 
challenges on the internet, with 
cross-border issues common to all.  
It will be working on this up to a Berlin 
event in 2019. See bit.ly/2Hop41s

EUROPE

SOCIAL MEDIA 
WORKING GROUP 
Working Party 29 (WP29), the 
group that unites European 
data protection authorities, has 
announced “its full support” for 
investigations by national privacy 
authorities into the collection and 
use of personal data by and through 
social media. In addition, WP29 is 
setting up a social media working 
group to develop a long-term 
strategy on the issue. “A multibillion 
dollar social media platform saying 
it is sorry simply is not enough. 
While Cambridge Analytica and 
Facebook are on top of everyone’s 
mind we aim to cast our net wider 
and think long-term,” said WP29 
chair, Andrea Jelinek. 
n When the General Data 
Protection Regulation (GDPR) 
comes into force, WP29 will be 
replaced by the European Data 
Protection Board.

EVENTS
24-25 May, Miami 
IIC Telecommunications and 
Media Forum (TMF) 
3-4 July, Sydney 
IIC Telecommunications and 
Media Forum (TMF)
8-11 October, Mexico City 
IIC Communications Policy and 
Regulation Week

COMPETITION HELP 
The EU’s competition chief 
Margrethe Vestager, has recruited a 
trio of academics to help with 
technology policy: Heike Schweitzer, 
Jacques Crémer and Yves-Alexandre 
de Montjoye.   

MONEY SCHEME 
The GSMA has launched the  
Global Mobile Money Certification 
Scheme, an initiative intended to 
increase consumer confidence in the 
security and reliability of services 
from operators, banks and other 
providers. 

PLATFORM TOOLS 
The OECD has published “Rethinking 
antitrust tools for multi-sided 
platforms”, a report that investigates 
how competition agencies can 
respond to the challenges of 
platform markets in the digital 
economy. See bit.ly/2qiRNdw

COVERAGE COUNT 
Most countries in the Americas 
include coverage obligations in their 
latest spectrum licence awards, 
according to a report by Cullen. Some 
have a rollout schedule, including for 
roads and rural areas, whereas others 
set more generic obligations.

UK LAW CHECK 
The communications committee of 
the UK’s House of Lords is exploring 
how regulation of the internet 
should be improved, and whether 
specific regulation is required or 
whether existing law is adequate. 
See bit.ly/2HyQSh5

NEW ACMA CEO 
Creina Chapman will be the new CEO 
of the Australian Communications 
and Media Authority (ACMA).  
She will move from media group 
Southern Cross Austereo in June. 

DIGITAL ECONOMY

UNLOCKING CROSS-BORDER DATA FLOWS  

MEDIA

CHALLENGES FOR 
PUBLIC SERVICE MEDIA
The Nordic Information Centre for 
Media and Communication Research 
(Nordicom) has published Public Service 
Media in the Networked Society, a 
collection of papers on the role of public 
sector media. As the editors say: “There 
is a great need for critical reflection and 
careful thought because the validity of a 
public service orientation in tomorrow’s 
media systems is at issue.” Although 
public service broadcasters have played 
a leading role in establishing online 
services and developing new media 
platforms in Europe, “their investments 
and efforts have not always been 
rewarded”. The book has contributions on 
topics such as “reclaiming digital space”, 
algorithms, distribution dilemmas and 
public service media in the social network 
and platform era. The book, based also 
on the RIPE@2016 conference, can be 
downloaded at bit.ly/2qsgzc3

IN BRIEF



R  
egulators, industry and analysts gathered in 
Singapore, in February 2018 for the IIC’s first 
Telecommunications and Media Forum (TMF)  
of the year, hosted by the Infocomm Media 

Development Authority (IMDA) of Singapore.  
There was also a Regional Regulators Forum. 

The densely populated Asian country is a prime 
example of transformation driven by technology, as 
it successfully managed its transition from trading 
port to global financial centre, and now is home to 
tech companies that are disrupting core banking 
services. “We are here to talk about disruption and 
achieve common outcomes,” said Kiat How Tan, 
chief executive of IMDA, in his welcoming speech to 
delegates at the TMF.  

The first panel, comprising only regulators, 
discussed many common concerns, such as the  
core issue of providing connectivity to remote or 
disadvantaged communities, attracting investment 
and adopting flexible policies to cope with a 
changing landscape. Since communications are 
now impacting the whole economy, the panel 
observed, regulation has to deal with issues that are 
no longer confined to the telecoms domain, and a 

much broader set 
of tools is needed, 
some of which will 
be the traditional 
ones while others 
will need the 
ability to bring 
people around a 
table and find 
solutions to 

complex issues. An example of creative regulation  
is the IMDA’s “innovation sandboxes” where 
entrepreneurs can pilot innovation by testing new 
ideas, even with no licence, for a limited time.

BUILDING BLOCKS FOR THE DIGITAL ECONOMY 
In the next session, delegates heard that several 
Asian countries are setting up agencies whose 
mission is to nurture and develop the digital 
economy. Singapore’s IMDA has the dual mandate 
of regulating and developing the industry, while 
Malaysia created an ad hoc agency, the Malaysia 
Digital Economy Corporation, to achieve the same 
goal. Yasmin Mahmood (MDEC) explained that 

MDEC is working on four critical factors, of 
which inclusion is the overarching one, because 
“all the growth and top ranking indicators  
make no sense if your people cannot feel the 
difference”. Another factor is developing talent 
from the earliest stages: Malaysia has recently 
added computational thinking to school 
curricula, and is working with universities to 
ensure courses align with industry demand. 

Then there is connectivity, which needs to be 
upgraded to get faster and cheaper all the time, 
and innovation. Vichaow Rakphongphairoj  
of True Corp (Thailand) said that digital 
transformation has to begin inside companies, 
enabling telcos to develop new services in 
response to over the top (OTT) competition, and 
also to create start-up incubators and embark on 
programmes to spread digital knowledge in 
schools. Jasper Mikkelsen (Telenor) added 
spectrum policy to the list of building blocks, 
particularly in countries that rely on mobile for 
most connections, plus cross-border data flows 
(they allow businesses to scale) and, finally, 
collaboration in policy setting. 

Digital is first and foremost about opportunity, 
argued Dionisis Kolokotsas (Google), since it has 
fuelled economic growth to an unprecedented 
scale and it will continue to do so as people get 
richer and spend more. The success factors are 
policies that help SMEs to go digital, and  
are investment and innovation friendly and 
pro-competitive. 

 
DIGITAL CONTENT IN AN OTT WORLD 
The next panel session focused on content, 
discussing the different degrees of regulation 
applied to video services. The viewpoint of OTT 
players was provided by Monique Meche (Netflix) 
and Robert Pepper (Facebook). Netflix argued that 
its huge investments in researching and 
measuring audiences are the key reason behind 
its success, together with giving viewers easy and 
effective control over their curated content.

Pepper emphasised that Facebook’s call for 
light touch regulation is inextricable from the 
company’s strong sense of responsibility, 
exemplified by its recent hiring of around 10,000 
people to monitor offensive and violent content 

All the growth and 
top ranking indicators 
make no sense if your 
people cannot feel the 
difference.
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MAKING SENSE  
IN SINGAPORE 
The challenges of the digital economy are nowhere more apparent than in Asia,  
as the IIC’s TMF in Singapore explored. Report by CRISTINA MURRONI
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assistant) added that repetitive jobs will disappear, 
and there are no current answers to the many 
policy questions AI raises, from job loss to liability: 
who owns the information fed into the AI 
assistants? Jake Jennings (AT&T) also highlighted the 
potential loss of jobs and difficult policy questions, 
arguing that the only way to deal with them is to 
power up collaboration across sectors, across 
countries, across government agencies.

SECURITY AND OTHER POLICIES FOR DATA ECONOMIES
Security is the one area where the interests of 
companies and governments are closely aligned, 
suggested Jeffrey Avina (Microsoft), adding that 
industry has a lot of useful information on threat 
intelligence. His views echoed those of Seow Hiong 
Goh (Cisco), who made the point that having a 
central focal point to deal with cybersecurity makes 
a real difference in terms of effectiveness. 

This is the strategy laid down by Taiwan, 
explained Hong-Wai Jyan (Executive Yuan). Taiwan 
set up not only a national security operations  
centre and a department of cybersecurity, but  
also a cybersecurity instant response mechanism. 

The focus includes all 
critical infrastructure.  
The end goal is  
to establish a 
“transformative and 
trustworthy digital 
Taiwan”, where 
cybersecurity is 
expected to increase 
the value of Taiwanese 
industry.  

Benjamin Ang 
(Nanyang Technological University) illustrated the 
four pillars characterising Singapore’s national 
cybersecurity strategy. The first is about building a 
resilient infrastructure, the second is creating a 
safer cyberspace, through the action of the “cyber 
police”, but also greater involvement of the 
community, not just the critical information 
owners. The third pillar is developing an ecosystem 
through well-funded training, not only for new 
graduates but also for people in mid-career, and the 
last pillar is to strengthen international 

uploaded by users (the TMF did take place before the 
latest revelations about Facebook). Indeed, there  
was consensus that light touch regulation is more 
appropriate for OTT companies that curate content, 
since they work on the basis of consumer choice, 
and that quotas on local content would not result  
in quality local production – only quantity. Not 
everyone agreed, however, that since consumers 
demand “quality” content, the market will naturally 
provide it, arguing instead that “socially desirable” 
content, meaning content that is inclusive and 
brings us together, is an expression of society’s goals 
rather than consumer demand.

THE NEW KIDS ON THE BLOCKCHAIN 
The rise of new technology, and the way it forces us 
to look again at the way data is generated, stored 
and used today, was discussed by Zee Kin Yeong 
(Personal Data Protection Commission, PDPC, 
Singapore). Massive volumes of observable data, 
generated by internet of things (IoT) gadgets and 
sensors, artificial intelligence (AI), and then 
blockchain technology prompted the PDPC to 
review its data protection regime. It does not 
require consent at all times, but it is proposed that 
users are notified of new uses of their data and 
given an option to opt out at any time. 

Companies are expected to carry out data 
protection impact assessments, while the PDPC 
issues guidelines on how to anonymise data, and 
builds sandboxes to test new concepts and reveal the 
practical pitfalls they may have. While there is no 
desire to legislate on the ethics of AI, there is a clear 
duty to provide frameworks and guidance, both for 
companies and consumers. 

Melanie Swan, of the Institute for Blockchain 
Studies, argued that we have now moved to smart 
networks, where network protocols are used to 
transfer value without needing an intermediary, 
like a bank or a government, and where the 
software is the validation and transfer mechanism. 
The communications network is actually a 
computational infrastructure, and the key policy 
implication is that companies developing in this 
area need compliance guidelines, and regulation 
has a strong impact on adoption. 

Jin Hian Lee (the architect of Evie, an AI personal 

Delegates at the 
Singapore TMF

I I C  E V E N T S

While there is no 
desire to legislate on 
the ethics of AI, there 
is a duty to provide 
frameworks and 
guidance.
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partnerships – which is particularly important for 
smaller countries. 

Aileen Chia (IMDA) argued that security should be 
built into networks, not left at the level of the 
enterprise, and this will be a prominent issue with 
5G because it can bring about widespread service 
outage if not properly done. Cross-border data  
flows are a second vital policy domain, where 
internationally accepted frameworks should be 
developed to strengthen the digital data 
management capabilities of businesses across 
economies and support harmonised standards for 
cross-border data transfer, including personal data. 
The balance between innovation and the wide 
demand for privacy will be essential in the data-
driven future, and Europe’s position in that balance 
was the focus of a presentation by Lilian Edwards 
(Strathclyde University). 

The ensuing discussion concluded that the EU’s 
General Data Protection Regulation (GDPR) is going 
to prove difficult to live with in the 5G world, as it is 
based on consent and always requires the right to  
be forgotten, and it does raise the bar instead of 
providing an acceptable middle ground for 
international agreements, which may be a problem 
in the current political situation. On the plus side, 
interesting tools like privacy by design and data 
protection impact assessments also strongly feature 
in the GDPR. 

IT’S THE ARTIFICIAL INTELLIGENCE, STUPID
The TMF was wrapped up by a future-gazing 
presentation by Rohit Talwar (Fast Future Research), 
who looked at the two parallel challenges currently 
at play: one is to progress innovation, and the other 
is to deal with all its disruptive power and likely 
impact on jobs. The only possible response, he 
argued, is to think on three time horizons: first, 
what are we trying to do in the next year? This 
means not just working on our plans, but also 
establishing what things are vital to sort now.  
Second, where is innovation coming from? And 
that’s where we really need to understand the 
external environment and what drives change  
and may get in the way of our strategies – or give us 
new options. And finally, the long term, looking for 
the things that might shape the future. 

Talwar said AI is likely to destroy a lot of jobs and 
though it will create new ones, these are likely to  
be fewer and highly skilled. The reality is that we 
currently have no realistic policy to respond to this 
threat, he said, and to find something that we do 
not see yet, we need to really let go of our usual  
way of thinking and develop a new mindset. 
Organisations need to start re-educating their 
workforce to navigate unclear times by looking at 
what pioneering organisations are doing, and 
experiment their way forward. 

His view is that we need to give people lifelong 
skills that will help them “imagine” their jobs, and 
connect with those who can help make it happen. 
We need to make sure workers get the tools today to 
create their future. 

Regulators searched for common solutions to the issues raised by 
international data flows, attracting investment, dealing with OTT 
players and building capacity during the Regional Regulators Forum 
in Singapore. While the host, IMDA, invited its global colleagues to 
“hire people who are prepared to challenge” their thinking, promising 
solutions were found in multistakeholder forums to build a core 
set of standards and guarantees for international data flows, and in 
consolidating techniques for data anonymisation. On the investment 
side, there was an emphasis on the increasingly important role of 
passive infrastructure, but also of dialogue with industry, including 
any OTT firms willing to build infrastructure under the right 
conditions. The key message on building capacity was that creating 
the right culture inside an organisation is essential, and this is best 
achieved by setting relevant key performance indicators and looking 
at the entire digital ecosystem. 

THEMES AT THE SINGAPORE REGIONAL REGULATORS FORUM

Singapore was also the setting for a workshop searching for a way 
forward for online video classification, codes and content rules.  
The main takeaway of the workshop was that working with  
industry is possible and desirable. This is demonstrated not only by 
the fact that access to illegal content is proven to decrease as OTT 
players enter the market, but also by several working examples of 
regulation codes that were jointly designed with the industry and 
adopted by regulators. 

ASEAN regulators shared their strategy to manage OTT firms, 
which is based on three key principles: sector compliance through 
collaborative regulation; a level playing field, which means being 
accountable for the content; and the principle of inclusion. Inclusion 
means working with telcos to develop digital infrastructure, not 
just to increase consumer numbers, but ensuring everything is 
interoperable, and developing content that is culturally sensitive.  
The idea is to provide incentives for OTT firms to be good citizens.

A report by AlphaBeta on video on demand in Asia that informed 
the workshop is available at alphabeta.com/the-screen-evolution

WORKSHOP ON VIDEO CLASSIFIC ATION AND CONTENT

CRISTINA MURRONI is a telecoms and media analyst.



T  
he IIC’s winter TMF held in Washington was a 
star-studded event, with keynotes from the 
White House, the FCC chair, major industry 
players and key regulators. It was hosted by 

Verizon Communications.
 
DIGITAL OPPORTUNITIES FOR ALL AMERICANS
Three keynote presentations kicked off the event 
with an overview of the goals and priorities of the 
current administration. Grace Koh, special assistant 
to the president for technology, telecom, and 
cybersecurity policy, said that protecting the free 
flow of data is the primary technology policy 
priority for the Trump administration. The tangible 
and intangible benefits of data flows outweigh the 
risks: as every company becomes a digital company, 
these benefits are realised across the entire 
economy. The commitment towards unfettered data 
flows remains firm despite the rise of terrorist 
activity and the threat of cybersecurity breaches, as 
the US stance on security continues to evolve. 

FCC chair, Ajit Pai, explained that his agency’s 
move to reverse net neutrality rules is part of its 
drive to modernise rules and remove burdensome 
regulations that deter investment and innovation. 
Onerous regulation acts as a brake on innovation, 
and current changes will bring back the same light 
touch framework that has governed the internet in 
the US for most of its existence. The goal is simple: 
to extend digital opportunities to all Americans.

Thomas Dailey, general counsel at Verizon, 
emphasised that balancing the need for strong 
privacy protection is the one issue that regulation 
has to successfully address to move to the next 
technology phase. It is a necessary condition for 
building trust, and thus enabling the next wave of 
internet technology, which will be immersive and 
interactive, with applications like 360o augmented 
reality videos and personalised and adaptive 
applications. 

As the discussion clarified, with machine 
learning, the internet of things (IoT) and artificial 
intelligence, the ability to accumulate masses of 
data is critical to that kind of innovation. The 
debate also discussed the possible ways a regulator 
can earn trust in its actions: setting rules that are 
transparent, coherent and consistently applied. 

REGULATORY CHANGE ALSO SWEEPS OTHER CONTINENTS
Three panel presentations provided updates from 
across the world. Leonardo Euler de Morais (Anatel) 
offered an overview of the telecoms market in 
Brazil, where demand keeps growing, driven by 
growth in customer numbers and the demand for 
data intensive services. Here, the desire to provide 
regulatory certainty clashes with the sheer size of 
the country, where different areas have goals that 

require different solutions. The current drive for 
reform seems to be moving away from regulatory 
complexity, instead embracing competition as the 
best tool to promote growth and innovation, and  
he said that the market must have the space to  
find new ways to monetise data otherwise the 
investments required will not materialise. 

Rajan Mathews (Cellular Operators Association  
of India) presented a snapshot of India, where  
13 mobile operators are now consolidating to a 
handful and nearly $30-40 billion of value has been 
lost in the last 4 years because companies have left 
the Indian marketplace. The government’s key 

policy goal in 2018 is  
to attract foreign 
investment, which is not 
easy considering that 
India faces the same  
costs as the rest of the 
world for equipment, 
inflated spectrum  
prices (30% more than 

benchmarks), and much lower average earnings. 
India’s attractiveness is the number of connections:  
1.1 billion. 

The priorities for Africa were illustrated by Alice 
Munyua (Kenya ICT Action Network, KICTANet) and 
Botlenyana Mokhele (ICASA, South Africa), who 
explained that although the benefits of ICT for 
Africa are already evident, more needs to be done to 
apply digital technologies to traditional sectors. 
There are hundreds of technology hubs, but they 
are concentrated in five African countries. For South 
Africa, which is still one of the most unequal 
societies in the world, the primary role of the 
regulator is to ensure equal access to services but 
also growth in the market. 
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DEBATING IN DC 
A report on the IIC’s traditional TMF in Washington, by CRISTINA MURRONI

Strong privacy 
protection is the one 
issue that regulation 
has to address 
successfully. 

Brendan Carr,  
the newest 
commissioner at  
the FCC, delivers  
his keynote



A comprehensive debate on EU regulation  
was facilitated by Elena Scaramuzzi (Cullen 
International). 

The two remaining panel sessions on the first day 
provided insights from civil society and industry on 
global policy and infrastructure development. 
Although digital development is not a Sustainable 
Development Goal (SDG) in its own right, Boutheina 
Guermazi (World Bank) emphasised that no SDG 
can be achieved without the help of digital 
technologies, so the correct regulatory approach  
is very important. The industry called for flexible 
and adaptive regulation that fosters innovation: 
policy frameworks that allow for innovation and 

consensus-based 
evolution of technology. 
Brett Solomon (Access 
Now) argued that while 
the internet is pervasive, 
regulation is still sectoral 
and driven by partisan 
interests, often neglecting 
to include the voice of 
civil society. Regulation  

is neither good nor bad – it depends on the 
environment and the objective, which should be to 
support the openness of the internet and the digital 
rights of its users.

AIMING FOR CONSUMER PRIVACY AND PHYSICAL SECURITY 
Day two focused on privacy and security, and other 
key enablers of digital transformation, with keynote 
presentations and panel discussions. Terrell 
McSweeny, commissioner at the Federal Trade 
Commission, called for baseline federal privacy  
and comprehensive data security legislation. She 
added that consumer privacy and physical security 
are not necessarily at odds, and it is critical in a 
democracy that we retain our privacy because it 
safeguards our freedom. Freedom from unfettered 
surveillance is what makes freedom of expression 
and thought possible. 

In a keynote presentation, Brendan Carr, FCC 
commissioner, spoke further about the FCC 
reversing Title II rules for net neutrality, arguing 
that consumers in the US are going to have more 
protections and be better off. Robert Strayer, deputy 
assistant secretary for cyber and international 
communications and information policy, US 
Department of State, reasoned that it will take open 
markets, cooperation among countries, and the 
participation of a vibrant and diverse range of 
stakeholders, to enable the internet’s potential as 
the world’s engine for future growth. He too 
maintained that privacy and security are not 
mutually exclusive: it is possible to allow the free 
flow of data across borders and still provide 
world-class cybersecurity in personal data 
protection. 

After the keynotes, the conversation focused on 
international collaboration for cybersecurity. The 
consensus was that maintaining a decentralised, 
multistakeholder model for internet governance 
and promoting a framework of cyber norms 
internationally would be the right route. 

The following panel discussed privacy and 
security developments in the age of artificial 
intelligence and big data. Nuala O’Connor (Center 
for Democracy & Technology) called for more  
clarity on basic standards of privacy. The more 
opaque the decision-making processes are in the 
devices that power our daily lives, the more 
concerned we should be about the elements of the 
algorithms that fuel those devices, and whether  
the outcomes reflect the values that we, as 
individuals, communities and governments, want 
to see in our society. 

Krysten Jenci, (US Department of Commerce) 
drew a comparison between the US–EU Privacy 
Shield framework and the APEC Cross-Border 
Privacy Rules system. Unlike Privacy Shield, the 
APEC system is a scalable model for all 21 member 
economies of APEC; it is voluntary but enforceable 
once a company joins. It is an interesting alternative 
model because it creates a system that protects 
consumers but is also innovative and adaptable to 
any emerging technology.

Steve Satterfield (Facebook) argued that there are 
increasing calls to find a third way to deal with data 
regulation, and this has developed into a movement 
that is thinking about “privacy experiences as 
design experiences”. The discussion that followed 
reached the conclusion that technology design 
should take into account a range of human rights, 
not just privacy. 

KEYS TO DIGITAL TRANSFORMATION 
David Redl, assistant secretary for communications 
and information, National Telecommunications and 
Information Administration (NTIA), presented the 
last keynote of the TMF. He stated that in addition  
to connecting the unconnected, the promise that 
5G brings is now the main NTIA focus and this also 
includes ensuring that there is space for devices  
and people to operate, and that there are efforts  
to harmonise both spectrum allocations and 
technology standards. 

This kicked off a discussion on digital 
transformation enablers with the final panel of 
guest speakers. Danil Kerimi (World Economic 
Forum) called on the telecoms industry to embrace 
innovation, partner more with government, 
overcome legacy inhibitors and help us move 
towards a digital world that can achieve the SDGs. 
Susan Fox (Walt Disney) gave the perspective of the 
content owner, arguing that companies will always 
strive for the best viewer experience because the 
relationship with the viewer ultimately comes back 
to the company. 

Heather West (Mozilla) proposed an alternative 
perspective to how the industry could look forward 
and manage disruption: working towards a positive 
agenda that enables both old and new models and 
complements them. This can be done both at a 
business level and the regulatory level. It is about 
finding answers to questions like: What does the 
long term look like? How do we incentivise this 
ecosystem in a way that helps everyone?
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Regulation should 
support the 
openness of the 
internet and the 
rights of users.
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C
hildren are growing up in an ever-more 
connected world. They go online to learn, to 
interact, to share, to create, to play; indeed, it 
seems that the internet now permeates nearly 

every aspect of children’s lives. Accordingly, the 
digital environment has increasingly widespread 
and profound implications for children’s rights as 
enshrined in the UN Convention on the Rights of 
the Child (CRC). While the CRC predates the 
internet as we know it today, it has for more than  
25 years recognised that children’s unique situation 
gives rise to a specific and holistic set of rights,  
from health and education to protection and 
participation. The CRC applies equally in the digital 
world, which means that children have the same 
rights online as they do offline. 

Digital technology offers a uniquely empowering 
way for children to exercise their rights. In 
particular, going online is an expansive means for 
children to engage with the communities and 
societies around them. Children have instantaneous 
access to vast quantities of information and 
extensive social networks, which together enable 
children to form and express their views, opinions 
and experiences at an unprecedented pace and 
scale. Freedom of expression is fundamental to civil 
life in a democracy, and to children’s development 
as skilled, confident and responsible digital citizens. 

At the same time, children face serious risks in 
the digital environment. These include not only 
well-documented threats of abuse, exploitation and 
violence, but also the pervasive ways in which 
children are tracked and targeted by commercial 
actors. Children’s personal data is collected even as 
they develop in the womb, and the data trails of 
children born today will become wider and deeper. 
Although we don’t know the full implications, it is 
reasonable to imagine that the data generated, 
collected and processed about children will have 
significant, long-lasting and life-changing impacts.  

A PRINCIPLED APPROACH
Against this backdrop, it is critically important to 
consider how children’s privacy and expression 
rights can be realised in a digital world. There is a 
shared responsibility to protect, respect and fulfil 
these rights across government, industry, parents, 
educators and children, all of whom must play 
essential and interlinked roles in line with their 
authority, capacity and influence. Efforts to meet 
this shared responsibility can be guided by UNICEF’s 
recently articulated General Principles on 
Children’s Online Privacy and Freedom of 
Expression, which present an overarching rights-
based framework grounded in international law.1  

The CRC recognises that governments have the 
primary obligation to realise children’s rights, 
including the rights to privacy and freedom of 
expression, and highlights the special contributions 
that families, schools and children themselves can 
make towards this. However, the role of industry is 
not explicitly referenced in the convention and for 
many years received comparatively little attention. 
This approach shifted fundamentally in 2012 with 
the adoption of the UN Guiding Principles on 
Business and Human Rights, which avow a 
corporate responsibility to respect human rights,2  
and the subsequent publication of official guidance 
on the role of the private sector with regard to 
children’s rights.3 Given the fundamentally 
commercial nature of the internet, the role and 
responsibilities of business actors are especially 
pertinent to consider for children in the digital 
environment. 

CHILDREN’S RIGHTS AND BUSINESS IN A DIGITAL WORLD
Companies have tremendous sway over children’s 
experiences online. They create and operate the 
websites, platforms, products, services and 
applications that children use to access diverse 
sources of information, communicate with peers 

YOUNG, SAFE  
AND FREE

Protecting the online rights of children in the commercial sphere has become a 
pressing issue for policymakers, as UNICEF’s PATRICK GEARY explains

www.iicom.org
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and family members, and express themselves in 
the wider world. As a gateway to the internet, 
businesses have both a responsibility to provide 
tools that respect children as rightsholders and an 
opportunity to empower children as well-informed, 
free-thinking digital citizens. On a practical level, 
this may impact how companies filter content, 
moderate discussions, and enforce their terms of 
service, seeking to provide a safe environment that 
allows children more room to grow and explore as 
they mature and develop.

In a data-driven economy, businesses also have a 
crucial responsibility to ensure children’s privacy 
online. Children may have little conception of how 
their data is obtained or used, and often possess 
scant awareness of the potential consequences of 
providing personal information online. This 
vulnerability should shape how companies collect, 
process, retain and share children’s personal 
information. In practice, this could mean that 
companies gather less data from children, take 
extra steps to anonymise and secure the data they 
do collect, and refrain from profiling children or 
otherwise monetising children’s personal data.

UNICEF’s Checklist for Companies on Children’s 
Online Privacy and Freedom of Expression draws 
together the above concerns, noting that businesses 
may have many and various impacts on children’s 
rights in a digital world depending on the nature 
and scope of their operations. The checklist offers a 
set of questions that prompt companies to consider 
how they affect children’s privacy and expression 
rights, and invites a review of relevant corporate 
policies and practices. Potential impacts are 
grouped into four categories, as in the panel.

POLICY LEADS THE WAY
The European Union’s new General Data Protection 
Regulation (GDPR) presents a clear imperative for 
policymakers and businesses to revisit children’s 
privacy and freedom of expression online, offering 
greater protection for children’s personal data 
without hindering meaningful access to online 
services. It affects children’s rights in three ways: 
l Consent: member states must set an age between 
13 and 16 at which children can consent to the 
processing of their data online, below which 
parental consent will be required 
l Terms and conditions: companies must make 
their terms and conditions accessible and 
understandable for all users, including children
l Profiling: businesses should give special 
protection to children’s personal data for the 
purposes of marketing or creating personality or 
user profiles. 

But the GDPR leaves many questions open, and  
it is not yet apparent how it will be applied and 
enforced at national level. Nevertheless, the spirit  
of the GDPR should encourage policymakers to 
introduce initiatives that promise greater respect 
for children’s privacy and expression rights online. 
To ensure that businesses meet their responsibility, 
and to encourage companies to go beyond 
compliance, new policy measures could include 
supporting co-regulation or self-regulation 

C H I L D R E N

processes; developing industry codes of conduct; providing 
interpretive guidance; highlighting best practices; and launching 
awareness campaigns. 

Whatever the approach that policymakers bring to the GDPR, and 
however industry responds, it is evident that children’s rights to 
privacy and freedom of expression must be more fully incorporated 
into the decisions that shape the digital world. As technology 
continues to evolve, new risks to children’s privacy will arise just as 
new opportunities for children to express themselves will emerge. 
While it is near impossible to direct policies and practices in a way that 
is detailed, prescriptive and also futureproof, it is hoped that the 
concepts, principles, ideas and recommendations discussed in this 
article will serve to promote and protect children’s privacy and 
expression rights in a digital world.

PATRICK GEARY is children’s rights and business specialist at UNICEF. 

GENERAL PRINCIPLES ON CHILDREN’S ONLINE RIGHTS
1. Children have the right to privacy and the protection of their 
personal data.
2. Children have the right to freedom of expression and access to 
information from a diversity of sources.
3. Children have the right not to be subjected to attacks on their 
reputation.
4. Children’s privacy and freedom of expression should be protected 
and respected in accordance with their evolving capacities.
5. Children have the right to access remedies for violations and 
abuses of their rights to privacy and free expression, and attacks on 
their reputation.

POINTS FOR POLIC YMAKERS
To protect children’s privacy and expression rights online, 
policymakers should consider how to:
l Provide for children’s continued access to websites, platforms, 
products, services and applications that offer beneficial content 
l Support and value children’s contributions to society as 
responsible and engaged digital citizens
l Give children greater control over how their profiles, images and 
personal information can be searched, accessed and deleted 
l Make terms and conditions simple, concise, visible, clear, accessible 
and appropriate to children’s evolving capacities
l Ensure privacy settings are visible, child-friendly and provide 
greater protection for children’s accounts by default
l Limit the ways in which children’s personal data can be sold, 
shared, or otherwise monetised, and restrict the use of children’s 
personal data for the sole purpose of marketing or advertising. 

Impact area
1. Obtaining children’s 
personal data

2. Using and retaining 
children’s personal data

3. Ensuring children’s 
access to information

4. Educating/informing 
children online

Considerations 

Consent, age verification, data 
minimisation, sensitive data, default 
settings, privacy by design, third-party 
data collection

Granularity, profiling, monetisation, 
behavioural advertising, security, law 
enforcement, anonymisation, deletion

Accessibility/clarity of terms and 
conditions, filtering, parental controls, 
reporting, content removal

Digital literacy resources, responsible 
behaviour, identifying commercial content

CHECKLIST OF POTENTIAL IMPAC TS
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W
e are just beginning to grasp the full extent 
of digital disruption. As in the financial 
crisis of 2008, when top financial sector 
executives revealed they couldn’t really 

understand the inner workings of financial 
instruments they had sanctioned, executives of 
global internet companies are overwriting 
yesterday’s statements as negative externalities of 
their businesses surface. From foreign intelligence 
services leveraging social networks to influence 
national elections in Western democracies, to 
digital identity theft, to rising social inequality, a 
nauseating sense of frustration has emerged.

These issues present challenges well beyond 
corporate governance, as many of them are rooted 
in the governance of global digital markets. Digital 
disruption is here to stay, with data and internet 
intensive economic activity, currently representing 
20% of the global economy, likely to rise 
significantly. Moreover, 75% of the benefits from 
information technologies go to non-ICT businesses.  
But governance systems are ill prepared to respond 
to the social and economic disruption that follows 
the expansion of digitisation – so, it’s more 
important than ever to manage global digital 
governance challenges. 

DIGITAL COLLISION
But let’s not kid ourselves. The emergence of global 
governance regimes is particularly difficult as 
national governance regimes are splitting, putting 
at risk the very idea of a global internet. The world 
is moving towards three unique digital economy 
governance regimes, deeply rooted in the domestic 
politics of three parts of the world – China, the 
European Union, and the US. Trouble arises when 
companies headquartered in one model invest or 
trade ICT goods and services with another, exposing 
their colliding frameworks of digital governance.  

Governments block foreign company entry, heavily 
penalise company misbehaviour (acceptable in the 
headquarter market), and force data localisation. 

China’s state apparatus can access personal data 
held by any company operating in its territory. 
China engaged with the internet for commercial 
reasons, but also practises extensive censorship and 
citizen surveillance. Its policies promote digital 
service providers which comply with the domestic 
rules without defiance. This ecosystem nurtures 
powerful domestic internet companies that are 
second in size only to the largest US players, and 
have become innovative in their own right. The 
Communist Party’s central role in Beijing’s political 
system makes clear who’s in charge, and its 
entrepreneurs work well within those boundaries.

The EU’s stand on data privacy is rooted in 
rejection of government surveillance. The EU’s 
policies also reveal dissatisfaction with American 
dominance of the data landscape. Google, for 
example, has a larger market share in web searches 
in Europe (92%) than in the US (64%). The Privacy 
Shield, the EU-US agreement to protect European 
citizens’ data as they are transferred to the US, is a 
bridge between the US and European models, but 
an increasingly precarious one.

The US model of digital governance is 
complicated, favouring free speech and 
commercialisation of personal data. Its data privacy 
regulatory protections are fragmented across 
regulatory agencies (FTC and FCC), various sector-
specific laws (as opposed to the EU’s general data 
privacy law), and case law. American citizens are 
protected from domestic surveillance, but US spy 
agencies have a free hand to tap into foreigners’ 
personal data across the globe. The fierce political 
competition between the two major American 
political parties, has so far precluded the emergence 
of bipartisan data privacy legislation.

DECODING
 ‘DIGITAL DNA’

Developing global digital governance structures that could actually work is  
the subject of an important book reviewed by RICARDO TAVARES

www.iicom.org

The 2017 Internet 
Governance 
Forum (IGF)  
gets underway. 
Multistakeholder 
models such as 
this could be key 
to ‘digital DNA’ 

Digital DNA: Disruption 
and the challenges for 
global governance, by 
Peter Cowhey and 
Jonathan Aronson, is 
published by OUP USA 
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CAN THE DIGITAL ECONOMY BE GOVERNED?
In their book, Digital DNA, Peter Cowhey and 
Jonathan Aronson discuss how governance can be 
established in this divided digital economy, and 
there are many fruitful tracks to explore. The duo 
combines academic and policymaking experience. 
Cowhey was at the FCC during the Clinton 
administration and advised the Office of the US 
Trade Representative on trade policy under Obama.

Cowhey and Aronson pick up two key issues for 
digital global governance: cybersecurity and data 
privacy. Many react to serious challenges in global 
governance by calling on the UN. But, while the UN 
contributes to global governance in many areas, 
especially security, it falls short in addressing 
complex issues in which world powers have very 
different preferences, making it impossible to 
achieve effective agreements. Furthermore, global 
power has become more fragmented in this decade.  
Instead, the authors prefer multistakeholder 
organisations and trade agreements as instruments 
for bargaining over global digital governance.

They identify SWIFT as an exemplary model of 
multistakeholder organisation. An association of 
banks which manages international money 
transfers, SWIFT engages all banks of the world.  
It assures the confidentiality and cybersecurity of 
transactions and has been tested by crisis, from 
managing sanctions against Iranian banks, to 
cybersecurity breaches. Headquartered in Brussels,  
a committee of central banks oversees it, and the 
Belgian central bank supervises it closely on behalf 
of its peers. From this experience, Cowhey and 
Aronson extract the DNA of a successful 
multistakeholder entity: a civil society organisation 
under the supervision of public authorities.

Trade agreements exert more influence over 
non-trade issues than they get credit for, argue the 
authors. The World Trade Organisation’s 1999  
Basic Telecommunications Agreement (BTA) 
enshrined pro-competition norms in last mile 
communications. Why did the WTO, not the ITU, 
successfully forge the BTA? The reason is that 
ministries of communications, many of which still 
managed state-owned telecoms monopolies, 
represent member states at the ITU, while trade 
ministries participate in global trade negotiations 
under a framework of competitive global markets.

Cybersecurity is hard to negotiate in large 
inter-governmental forums. Cyberattacks have an 
“offensive edge”, which make countries with 
capabilities unlikely to constrain themselves, while 
companies hesitate to spend the money required for 
protection. Most countries, however, are building 
public-private cyber-response emergency teams.  
Could those public-private organisations potentially 
evolve into multistakeholder negotiating bodies?  
The answer is far from clear at this point.  
Because cybersecurity and market protection 
frequently mix, trade could also become a tool for 
such negotiations, argue Cowhey and Aronson.  
The Trans-Pacific Partnership (TPP), the proposed 
12-country trade agreement between US and Pacific 
nations, prohibited a requirement for disclosure of 
software source code, something China has asked 

G O V E R N A N C E

foreign software companies to do in exchange for access to the 
booming Chinese domestic market. By design, China was not part of 
the TPP, and Trump withdrew the US from it. But TPP-11 is keeping the 
software clause as Japan and others move ahead without the US.

Cowhey and Aronson are sceptical of any chance for a meaningful 
agreement if a large number of countries are involved in the 
negotiations. They suggest the formation of a relatively small club of 
members of the OECD plus TPP members to develop global 
cybersecurity and data privacy norms. Those norms would govern 
cross-border data flows and cyber behaviour, creating an international 
legal framework to attract other nations to observe. The authors 
recommend that if the preferred instrument is a trade agreement, it 
should be a “plurilateral” one, without “most-favoured nation” status, 
meaning that only countries that enforce their commitments would 
benefit from other countries’ commitments, preventing “free riding”.

PROCEED WITH CAUTION, AND BE CREATIVE
Clearly, both multistakeholder arrangements and trade agreements 
will be key to govern digital disruption. But it is also clear that they will 
not move ahead quickly at global level, just as trade negotiations have 
dragged, while incentives for multistakeholder governance are weak. 
Cowhey and Aronson also caution that only light regulatory principles 
can stick in any type of agreement, given the significant differences 
between the major players, so expectations must be kept low.

One aspect neglected in their analysis is the role of bilateral 
negotiations between the lead countries in the three models of digital 
governance – China, the EU and the US. The Privacy Shield is an 
excellent example of a bilateral instrument that bridges the gap in 
data privacy legislation between the US and the EU. There is also 
another example between China and the US that requires better 
understanding: the cybersecurity agreement that Xi Jinping and 
Barrack Obama signed in September 2015, restricting state-sponsored 
espionage of private companies’ intellectual property secrets. The 
White House described the agreement as follows: 

“The United States and China agree that neither country’s government will 
conduct or knowingly support cyber-enabled theft of intellectual property, 
including trade secrets or other confidential business information, with the intent 
of providing competitive advantages to companies or commercial sectors.”  

One year later, Adam Segal, director of the digital and cyberspace 
programme at the Council on Foreign Relations, wrote: “Despite a great 
deal of warranted scepticism about the agreement initially, much of the heat 
surrounding cybersecurity in the [China-US] bilateral relationship has dissipated.” 
But unlike the WTO, this bilateral cybersecurity pact is not binding.   
In 2018, as trade tensions rise between China and the US, signs of 
increased state-sponsored Chinese espionage of American technology 
firms have reemerged.

Bilateral agreements, though, by their very nature have only limited 
global impact, so the challenge for the private sector remains.  
In the absence of global norms, companies must adapt to regional 
governance regimes. Apple must localise its iCloud in China. Huawei 
continues to have trouble operating in the US. And the EU seems 
always to be preparing a large fine against a US internet company.  
This creates enormous reputational and transaction costs for global 
technology players as they navigate opposing governance regimes.  

The world is crying out for global digital norms that regulate market 
access and digital behaviour, but supply is likely to remain scarce for 
the time being.  We must try every tool we can find.

RICARDO TAVARES is MD of consulting firm, TechPolis. See techpolis.com

They prefer multistakeholder organisations 
and trade agreements as instruments for 
bargaining over digital governance.



April 2018 Vol 46 Issue 1 | InterMEDIA  13 

T
he rise of digital platforms and the emergence 
of over the top (OTT) providers have helped 
shape an environment where services are 
becoming increasingly detached from the 

underlying infrastructure used to deliver them. This 
presents challenges for communications regulation. 

In this environment, we might expect intense 
focus on regulatory design – on adapting the 
regulatory framework to meet contemporary 
conditions. But an early spurt of interest in 
replacing regulatory “silos” with cross-platform 
regulation designed for a converged 
communications environment appears to have 
stalled. In this article, we review the position of the 
“layered model” of communications as a framework 
for regulatory design, and ask whether it is still as 
attractive as it once seemed – whether such a model 
is equipped to provide a framework for policy and 
regulatory analysis in an environment where 
platforms and providers can supply services at more 
than one layer, or can move to deliver a service over 
a layer with a lower regulatory burden and cost. 

THE LAYERED MODEL
The changing communications environment, 
characterised by rapid technological change, the 
ubiquity and speed of broadband networks, 
increasingly sophisticated consumer devices, 

miniaturisation, and virtualisation of physical 
infrastructure, was brought into sharp relief by the 
recent review of Australia’s communications 
regulator, the Australian Communications and 
Media Authority (ACMA), undertaken by the 
Department of Communications and the Arts.  
The first recommendation of the 2017 ACMA review1 
was that the ACMA remit should “cover all the 
layers of the communications market, including 
infrastructure, transport, devices, content and 
applications”. 

In Australia at least, the layered approach to 
communications underpins discussions about the 
future of the regulatory regime. A layered model for 
regulation has been defined as establishing a “set of 
layers, each with its own set of permitted functions, 
to serve as a guide to regulatory decision-making”.2 
The model has been advocated by theorists, e.g. 
Richard Whitt, who wrote:3

“...a layers model can assist policymakers in targeting 
regulation to foster needed competition at the core (or lower 
layers) of the network, while preserving and enhancing 
innovation at the edge (or upper layers)... the layers analysis 
offers a fresh and compelling way to look at legacy US legal 
and regulatory policies.”

The layered approach can be contrasted with the 
“siloed” approach that characterises regulation in 
Australia, but also with the EU regulatory 

REVIEWING THE 
LAYERED MODEL

More than 10 years ago, as the move to digital took off, there was much debate about 
using a layered regulatory model to mirror the new world. Now, write IVOR KING and 

DEREK WILDING, it’s making a comeback in Australia. But does it have merit?
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framework based on “two directives that cover 
transmission networks and services, as well as 
information society services, but not the content  
of the services delivered over those networks”.4 The 
EU framework separates information services from  
the underlying network. Comparing the layered 
approach to an EU regulatory framework, the 
conclusion is that a layered model allows for “more 
refined classification and granular treatment 
among services”.4 

Initially grounded in the OSI layer model 
published in 1984, this model has been adapted  
and simplified into models containing fewer  
layers for regulatory and policy analysis: content, 
applications, logical layer (IP) and the physical 
layer.3 This is the most common breakdown of the 
layered model in use in regulatory frameworks.2,5 
There are other versions of the layered model, but 
they are essentially similar. The full OSI model has  
7 layers (see graphic). 

There is a view that regulation should be based on 
the principle of layer separation – minimising “layer 
crossing” – to ensure there is a direct connection 
between the “layer at which the law aims to 
produce an effect and the layer directly affected by 
regulation”.6 More recently, Yao-kuo Chiang echoes 
the view that layer crossing should be avoided.7

The ACMA presented a shortened version of the 
layered approach in its “broken concepts” report, as 
well as in a follow-up paper, where it considered 
emerging challenges with concepts underpinning 
telecoms regulation in Australia.8 The diagram  
(page 15) shows the version of the layered model 
used in the ACMA’s report, as well as the previous 
siloed approach. 

An inherent benefit of the layered model is the 
ability to separate out content from the transport 
infrastructure used to convey that content. The 
model also recognises the engineering reality of 
how communications and the internet IP stack 
operate, and it has the potential for application 
across IP-based broadcasting services and telecoms 
regulation. The ACMA notes that the layered 
approach “allows for a targeted policy approach 
that applies legislative, regulatory or other controls 
at the appropriate point in the service and/or 
content delivery stack”.8 

In favouring the layered approach, the 
Department of Communications uses the ACMA’s 
simplified model, but it combines applications and 
content, and adds a devices layer in the ACMA 
review report. The collapsing of applications and 
content layers is not present in ACMA writing in the 
lead-up to the report, and it is not fully explained. 
Devices are defined as being “an essential means to 
access communications networks. Devices include 
televisions, radios, mobile phones and tablets.” The 
ACMA review report recognises the growing and key 
role of devices, and their facilitation of greater 
mobility. However, there is limited detail on the 
addition of the devices layer, other than that it 
forms an important layer in the stack from 
infrastructure through to content. In its first 
submission to the review, the ACMA discusses the 
implications of the internet of things (IoT), with its 
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reliance on devices: “Such developments potentially give rise to 
massive numbers of connected devices generating huge quantities of 
data that may be collected, analysed and further utilised.”

The common approach of collapsing the layered model into four 
layers has been critiqued on the basis that it “deprives the layer model 
of much of its analytical power and misperceives the network layer’s 
function as the basis for universal connectivity”, as Christopher Yoo 
says.5 As he adds, the separation of the transport and network layers is 
one of the key architectural decisions underpinning the internet. 
Others argue that the model has been widely misunderstood and 
misrepresented in its application, not helped by the multiple 
variations on the original OSI model.9 This is an aspect that Australian 
regulators will have to confront if the applications and content 
combination is to be enacted. 

The ACMA has noted five key enablers of the internet economy: 
infrastructure, devices, services/apps, digital information/digital 
content, and user interactions with these elements, and in a 
submission in response to a draft of the ACMA review report, the 
ACMA supports the use of a layered approach “to identify the scope of 
government interest in the communications sector”.10 The ACMA 
further notes that it provides the flexibility to “manage the transition 
from existing legislation” and to “accommodate new developments in 
media and communications”. 

CRITIQUES OF THE LAYERED MODEL
Engineering bias. It has been said that the layered model derives 
from an engineering model for IP communications. While this has 
worked well for network design, this does not smoothly translate into 
a foundation for public policy on communications regulation.  
Further, an end-user might expect a model to be designed from their 
perspective, or at least from that of a regulator, rather than that of an 
engineer. David Reed notes, “What is good for the engineer is not easily 
applicable to the regulator, at least not in terms of adoption of a rigid 
framework required for consistent regulatory decision-making.”2  
The engineering bias inherent in the layered model also means that 
engineering concepts are sometimes offered as “substitutes for 
conventional tools of policy analysis”.5 The layered model has been 
invoked in the context of justifying regulation for the lower levels of 
the stack, leaving the upper levels free from scrutiny. 

Related to the engineering bias criticism is the failure to recognise 
the roles of institutions “involved in the regulation/legal/political 
processes that shape both the structure of the infocommunications 
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industry and how it works”.11 Martin Fransman 
writes that these institutions could be included in 
the overall “analytical framework” missing from the 
layered model.11 Others attempt to address these 
shortcomings in the layered model as follows:4

“First, implementation and enforcement of the layered 
model itself will result from dynamic legal and regulatory 
processes. Secondly, financial markets are tremendously 
influential through the availability of capital investment 
funds… Thirdly, innovation and standards processes led  
by universities and standards bodies yield tremendous 
influence, e.g. advancing technology, establishing 
interconnection rules that affect service provider 
interactions. Fourthly, demand drivers for the services 
reflected by the layers are an important influence.”

While the layered model may omit the effects of 
these institutions, their influence on the market 
and regulatory environment, and interactions 
between them and service providers, the model  
does benefit from its simplicity – a trade-off 
acknowledged by Fransman.
Inflexibility. Fransman also notes that a layered 
model is “essentially static in that it does not 
include processes of change and their causes”, and 
so it requires an “additional analytical framework”. 
This framework should be designed to enable 
understanding of the processes of change in the 
communications industry, identifying the “prime 
movers”. In his 2002 article Fransman makes no 
further attempt to define what this framework 
might look like. The layered model presupposes that 
“the current layered structure of network systems, 
namely those based upon the internet, will remain 
relatively stable in the foreseeable future”.2 

The New Millennium Research Council (NMRC) 
argues that “as technology develops, it is not 
necessarily following the prescripts of the network 
layers model. There may, indeed, be valid economic 
and technological reasons for bundling applications 
or integrating between layers”.12 Rapid 
technological change has shown that systems, and 
their underlying models, can adapt.

While the layered model is relatively good at 
accounting for differences between layers, it is  
poor at accounting for differences within layers:  
e.g. differences between fixed and mobile networks, 
or between local access networks and the core 
network, within the network layer, says Fransman.

Chiang notes the importance of flexibly applying 
the layered model, arguing that the model should 
be used as a structured lens through which to 
evaluate providers, and not as a new model for 
regulation. In his view, based on analysis of reforms 
in Malaysia, the UK and Taiwan, the layered model 
was not intended to entirely replace the previous 
siloed approach. The layered model “is an analytical 
tool for policy considerations, not a regulatory 
framework”, and to apply it as the basis for 
communications regulation would lead to failure.7

An additional criticism is that in regulating based 
on layers, the model encourages the creation of 
artificial barriers between layers, leading to undue 
restrictions on larger players in the market which 
would ordinarily be vertically integrated. In turn, this 
could result in poorer cost outcomes for consumers.12

R E G U L A T I O N

Innovation. Reed contends that the layered model 
can have a stifling effect on innovation – “regulatory 
oversight and approval processes will hinder 
deployment and development of new capabilities 
and services based on cross-layer technologies”.2 
Having artificial barriers, or differences in 
regulation between layers, could lead to a developer 
choosing not to innovate across layers in platforms 
and/or technology. If one layer is subject to a less 
hostile regulatory regime, the incentive is to 
develop at the less regulated layer, which may not 
result in the best or most cost-effective solution for 
the end-user.

The layered model can allow for regulation to be 
“compartmentalised and minimised by targeting 
only the appropriate layer”.9 In practice, with 
reference to the Sicker-Mindel-Cooper (SMC) model, 
this may unduly favour the application layer, 
advantaging OTT players. In turn, this disadvantages 
infrastructure providers, and does not encourage 

innovation at the 
transport or physical end 
of the stack. This bias is 
also evident in the ACMA 
review: “The bottom 
layers are the most scale 
and capital intensive (e.g. 
infrastructure owners), 
while the upper layers  
are more innovation 

intensive (e.g. applications and content).” There is 
limited consideration of whether this must always 
be the case, and whether the lower layers are 
doomed to lack innovation. The NMRC argues that:12

“By isolating the physical infrastructure layer and 
imposing restrictive regulatory rules on its owner, 
opportunities for an important source of network 
innovation may be lost. Quarantined to the physical layer, 
and constrained in its profitability, the infrastructure 
provider foresees insufficient return to justify the enormous 
investment that often is necessary to retrofit an embedded 
network for a new technology.”
Market power and competition. Douglas Sicker 
and Joshua Mindel argue that “the main advantage 
of a layered policy approach is that it creates a level 
playing field for regulated entities and services, 
avoiding inconsistencies” – which may not always 
be beneficial if policymakers are aiming to make 
decisions designed to affect specific markets.13 
Theorists acknowledge that the siloed model of 
communications regulation encouraged “system 
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Moving up the stack, the innovators are often 
global corporate entities that may be harder to 
regulate effectively due to jurisdictional and conflict 
of laws issues. In addition, more virtualisation 
higher up the stack – including for services that 
were often provided by infrastructure further down 
the stack, such as networking-as-a-service and cloud 

services, creates greater 
difficulties for the 
application of a 
traditional layered model.

Regulating on the basis 
of layers can result in 
services being provided at 
a layer that is subject to 
the least onerous 
regulation, as compliance 

will generally be a cost. Although regulators would 
not wish to have this role, a market response to 
differential regulation at different layers could leave 
regulators “placed in the key role of designing the 
layered networks systems through their frequent 
regulatory decisions”.2 The ACMA has acknowledged 
this challenge, with IoT “creating an even more 
complex communications environment in which 
network elements can and are being emulated in 
software (‘virtualisation’), leading to more 
sophisticated and subtle interconnection between 
networks, devices, services and content.”

Criticisms are noted of the SMC version of the 
layered model: it can hinder vertical integration and 
erect effective barriers between layers, and preclude 
realisation of economies of scale and scope “across 
the unbundled interfaces”.9 The layered model can 
also result in unreasonably burdensome regulation 
at the transport layer.12 

In rejecting these criticisms of their layered 
model, Sicker and Lisa Blumensaadt argue that, on 
the contrary, in allowing regulation to be more 
targeted, the layered approach will not stifle 
innovation in cross-layer technologies nor prevent 
the realisation of economies of scale. They also take 
the view that the layered model does not affect 
structural separation.9

While vertical integration can have both positive 
and negative effects on economic efficiency, Sicker 
and Mindel say that “serious problems arise when a 
dominant provider can assert their control of 
multiple layers or combine their layers with those 
of other providers in an exclusionary and 
anticompetitive manner”.13 Problems emerge where 
a provider has control of a whole layer, e.g. physical 
access with a historical monopoly, and then charges 
significant sums to give other providers access.

Regulating ownership across layers raises 
additional policy challenges. The fact that the 
layered model discourages vertical integration is 
seen by some as a weakness of the model, e.g. NMRC 
argues that the model ignores potential benefits to 
consumers of vertical integration and cross-
subsidising provision of services across layers.12

THE ROLE OF PLATFORMS
Recent writing has also examined the crucial role of 
platforms in the communications environment, 
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gaming by stakeholders”, with providers becoming 
“quite adept at manipulating this regulatory system 
with an eye toward accruing cost savings by 
qualifying for less-burdensome regulatory 
requirements”.14 However, it is not clear that the 
layered model avoids this problem, or whether it 
can exacerbate it.

Reed reveals some bias, viewing the market as  
the rightful arbiter of the “technical winners and 
losers”, with the layered model sacrificing 
“technical neutrality”. He contends that “the 
imposition of open access requirements on facilities-
based carriers ultimately perverts the true price of 
various elements by regulatory machination with 
the overall result of inefficiency”. Reed also views 
the layered approach as unnecessarily focused on 
unbundling the service from the infrastructure.2

Yoo acknowledges a beneficial effect of the 
layering model on competition, while also noting 
negative effects, coming to the view that layering 
does not necessarily promote competition.5 A 
traditional focus of regulation at the lower levels of 
the stack can also allow for market power to be 
exercised at the upper layers without appropriate 
regulatory scrutiny or oversight. The increasingly 
globalised nature of operations, as we move up the 
stack and the service becomes more remote from 
the underlying infrastructure, also contributes to 
this challenge for regulators. 

R E G U L A T I O N

That the layered 
model discourages 
vertical integration 
is seen by some as  
a weakness.

In its 2011 report,8 the ACMA used the example 
of the “standard telephone service” (STS) to 
highlight difficulties with legacy concepts. The 
STS, which fits under “voice services”, is under 
siege from convergence and the increasing role 
of VoIP services – typically provided by overseas-
based OTT entities. Nonetheless, the ACMA said 
it remains “the principal legislative anchor for a 
range of consumer safeguards”. 

The STS concept is based on a “single unitary 
concept of an STS” that “does not reflect well the 
characteristics by which services can now be 
differentiated. Voice services may now be offered 
over a range of platforms using a number of 
different protocols.” For example, VoIP services 
often do not have the characteristics of an STS 
as defined by the siloed model, and so may not 
be caught by consumer safeguards, such as the 
requirement to provide a capability to call  
“triple zero”.

The STS concept is designed for a “vertically 
integrated industry environment, with the 
emphasis on a specific service type tied to a 
particular network type” (e.g. PSTN). In the current 
environment, communications services can be 
provided by an OTT entity, operating only at the 
higher layers of the stack. Many of the difficulties 
government and industry experience with the 
STS concept stem from its origins in a vertically 
integrated, siloed legacy approach to telecoms.

THE PROBLEM WITH THE 
‘SILOED’ APPROACH
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considering platform markets and interconnected 
systems, and assessing regulatory intervention on 
this basis. K.C. Claffy and David Clark define a 
platform as “a technology providing a set of 
capabilities on top of which many different products 
can be developed and deployed”.15 They use 
Microsoft Windows, iOS and Android as examples of 
platforms, identifying four types (see figure).

Another writer, Johannes Bauer, says platforms 
“enable the assembly of complementary modules 
into the systems needed to create value. In a complex 
socio-technical system such as ICT, multiple 
platforms co-exist.”16 Claffy and Clark discuss the 
role of multi-sided platforms (MSPs) and propose an 
MSP-based model, viewing platforms as constituting 
layers in the communications ecosystem. They argue 
that platform layers are more stable than the layers 
above and below them, and so platforms and 
platform layers provide a better focus for regulation.

Bauer notes that these platform markets allow for 
a high degree of plasticity and generativity, i.e. 
allowing non-traditional players to enter the 
markets, and creating expanded opportunities for 
innovation. MSPs can face multiple markets,  
e.g. a telecoms provider can act as a retail service 
provider, wholesaler of services, and video-on-
demand provider (e.g. in Australia, Optus through 
English Premier League football streaming). The 
focus on innovation has been prominent in recent 
ICT policy in the UK and Australia, and is an equally 
important imperative for telecoms regulation.

Bauer notes that vertical separation is damaging 
to innovation for MSPs, which are able to optimise 
profits by “looking at all related market sides 
simultaneously”. He argues that regulatory policy 
should not only look to one market when regulating 
MSPs, particularly where networks are operating as 
MSPs. Focusing on online platforms to inform 
regulatory policy has been considered in European 
discussion on a consistent regulatory approach to a 
functional single digital market.17,18 That discussion 
has recognised the growing role of platforms, and 
the influence of platform providers across multiple 
regulatory frameworks (e.g. Microsoft, Apple, 
Google). 

TAKING STOCK
The layered model has value in describing the 
communications environment and elements  
being regulated. In particular, it supports an 
understanding of functional separation – separating 
the “physical facilities from the applications and 
content that travel over them”.9 Apart from some 
developments on the role of platforms, this analysis 
has shown that limited recent attention has been 
paid to evolutions and alternatives to the layered 
model as a basis for regulatory policy. And platform 
analysis can be seen as complementary – affording a 
greater understanding of market forces at play for 
multi-sided platforms, economic aspects of 
regulation with the shift to the platform economy, 
and fostering innovation.

However, as demonstrated in this article, changes 
in internet technologies put pressure on the layered 
model, and highlight its inflexibility. Yoo argues 

that “policymakers should adopt a more dynamic perspective that 
allows for the possibility that the optimal layered structure may 
change over time”.5 Many critiques of the layered model are 
speculative, and not based on quantitative or qualitative evidence 
demonstrating negative effects. The literature also omits recent 
discussion of the outcomes of any layered regulatory implementations, 
as the debate was at its height from 2002–2006. 

Related to this dearth of analysis is the absence of alternative 
proposals. One alternative approach involves focusing on a functional, 
rather than a technological view of the layers. Taking this approach, 
the layered model provides a framework for understanding facilities 
and services from a functional, or end-user, perspective. The expansion 
of the model to include devices recognises the importance of the 
consumer experience, and arguably any regulatory framework should 
focus on the consumer experience of communications services, and 
whether consumers are able to perform functions with a high degree 
of availability, privacy and security, and at a reasonable cost.

All of this raises the question of what is the purpose of regulation, 
and how its priorities (for example, the promotion of innovation and 
investment) are to be established. This thinking was part of the ACMA’s 
work in identifying broken8 (and enduring)19 concepts, and it was the 
subject of an important piece of work by Robert Picard and Victor 
Pickard, highlighted also in Intermedia.20 There are significant 
differences between the two approaches, some of which relate to 
territorial and historical variations. In any event, further discussion of 
the value of the layered model – or indeed of any alternative – needs to 
start with the principles underlying regulatory design.
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C
ensorship or accountable conduct? 
Privatisation of law enforcement or efficient 
co-regulation of new media? We are witnessing 
differing but interrelated discussions on 

fundamental proposals in the European Union (EU) 
touching on these issues. The future regulation of 
online media content concerning hate speech and 
protection of minors, viral spreading of fake news 
on social media and the fight against copyright 
infringement on video-sharing platforms has led to 
heated debates among stakeholders on regulatory 
propositions by the European Commission. There 
are essential though competing concepts on the 
responsibility of online media platforms for illegal, 
harmful or misleading content hosted by them and 
on the role of the judiciary and of state authorities 
within newly emerging regulatory value chains. 

In this article I give an overview of the key notions 
and offer critical questions for debate on how to 
represent the public interest in regulating online 
media platforms and on the role of national 
regulators within this framework.

RISE OF REGULATORY PRESSURE ON ONLINE PLATFORMS
The year 2018 will see an end to the regulatory 
impunity of internet intermediaries such as search 
engines (Google) and video-sharing platforms 
(YouTube), as well as social media networks 
(Facebook, Twitter) – at least in Europe. The 
relatively safe harbour they have enjoyed since  
2010 under the liability exemptions of the EU 
E-Commerce Directive for third-party content, 
generally freeing them from the obligation to 
monitor such content, will come to an end soon. 
The regulatory proposals published by the 
Commission on amending the rules on audiovisual 
media services (draft Audiovisual Media Services 
Directive, AVMSD) and on reforming copyright 
protection and enforcement (draft Directive on 
Copyright in the Digital Single Market, DSMD) have 
been debated since 2016 and new legislation is 
expected to be adopted this year. Furthermore, new 

propositions on the policy agenda for tackling fake 
news and online disinformation are just emerging 
and suggesting new angles to the debate.1

The first signal to change the current regulatory 
regime was sent in 2015 by the European Court of 
Human Rights, which held platform providers 
liable for certain hosting activities of user-generated 
content.2 Key political and social events with global 
and local significance – the US presidential 
campaign in 2016, the French elections in 2017, the 
migration crisis – have put pressure on online 
platform providers on at least two major issues: hate 
speech online and the spread of false information 
(fake news). 

Politicians in Europe 
are eager to see rapid 
results to stop these 
phenomena but have 
triggered hasty and 
misguided legislative and 
policy interventions. At 
the member state level, 
Germany acted first in 

2017,3 adopting a new law on immediate (24 hour) 
removal and blocking of “clearly violating” content 
and a more measured 7 days for taking down 
“violating content” incentivised through severe 
administrative penalties of up to e5 million.  
Next, France proposed legislation to put a halt to 
the spread of fake news on social media during 
elections.4

In parallel has come the reform of copyright rules 
for the digital age. The Commission put forward at 
the end of 2016 a reform package consisting of a 
regulation and the draft directive on copyright with 
the aim of “ensuring that consumers and creators 
can make the most of the digital world”. The draft 
legislation has critical proposals on changing the 
conditions for video-sharing platforms and 
potentially copyright-infringing user uploads.

Though the regulatory targets of the draft and of 
already adopted legislation vary from tackling 
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dangerous expressions of hatred to pirating the 
latest music, the underlying concepts show 
similarities: assuming greater responsibility for 
illegal and harmful user-generated content and to 
make intermediaries act expeditiously and 
effectively in “getting rid” of such content. 
Moreover, the Commission contextualised the 
interpretation of duties of online platforms, 
recommending proactive detection, identification 
and removal of presumed illegal content online.5 
The approach is to promote co-regulative and 
self-regulative solutions with the aim of levelling 
the “playing field for comparable digital services” 
while expecting the “responsible behaviour of 
online platforms to protect core values”.

HATE SPEECH AND ONLINE AUDIOVISUAL MEDIA CONTENT
The moral, philosophical and legal debates and 
considerations on what actually constitutes hate 
speech and whether it should be subject to laws 
criminalising such expressions (whereby most 
European countries restrict hate speech but the US 
does not) are beyond the scope of this article. 
Within the EU context, the Framework Decision  
on Combating Racism and Xenophobia defines  
hate speech as “public incitement to violence or 
hatred directed against a group of persons or a 
member of such a group defined on the basis  
of race, colour, descent, religion or belief, or 
national or ethnic origin” and at the same time 
criminalises such speech and acts taking place both 
online and offline. 
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The AVMSD is the EU’s central and strongest legal 
instrument for regulating traditional broadcasting 
(linear AV media services) and online media content 
(non-linear AV media services). Since its adoption in 
2010 it has set clear standards against hate speech 
applicable to linear and non-linear media services. 
All providers have to ensure that AV services do not 
contain any incitement to hatred based on race, sex, 
religion or nationality, and it is applicable also to 
channels using an uplink in an EU country and to 
satellite broadcasts. It has led to bans of television 
channels endorsing violence as a means of 
propaganda during recent conflicts.6

The draft AVMSD includes video-sharing 
platforms (VSPs) and social media services that 
provide a significant amount of audiovisual content 
as subjects in those rules (social media platforms 
were not subject to the original proposals, but the 
European Council included them in May 2017).7  
The reasoning is the increased exposure of young 
audiences to harmful content and hate speech on 
VSPs as changing patterns of online consumption 
become the norm. According to the new rules, VSPs 
will have a duty to take appropriate action when 
users flag up any content inciting violence or 
hatred. Measures would include: 
l Defining and applying in the terms and 
conditions of the VSPs the concepts of incitement to 
violence or hatred
l Establishing and mechanisms for users to report 
to a VSP provider the content infringing those rules
l Establishing and operating systems allowing 
users of VSPs to rate content accordingly
l Establishing and operating systems through 
which providers of VSPs explain to users what effect 
has been given to the reporting of infringing 
content – through co-regulation. 



The draft rules envision a new regulatory value 
chain whereby the interest of the public (the value) 
– protection against incitement to hatred and 
violence – is to be represented by private parties and 
assessed by “designated public authorities” (national 
regulators) in a rather vaguely described manner. 
Although the proposal acknowledges that the 
majority of the content stored on VSPs is not under 
the editorial responsibility of providers, they are 
considered to be in the position to “determine the 
organisation of the content, namely programmes or 
user-generated videos, including by automatic means 
or algorithms”. In other words, the controlling 
option of VSPs is merely to legitimise a new level of 
responsibility related to the organisation of content 
to protect all citizens from incitement to violence or 
hatred. This means that VSP providers will have to 
bear obligations “in the organisational sphere and do 
not entail liability for any illegal information stored 
on the platforms as such”.

The proposals came under heavy criticism 
especially regarding their impact on freedom of 
expression8 and on media pluralism.9 Possible 
“chilling effects” to user-generated content and the 
rise of a new generation of private censorship were 
quoted by many. Under the new regulatory regime, 
VSP and social media providers will have to 
maintain a compulsory self-regulatory system to 
deal with harmful content while corresponding 
with national laws on illegal content. It is 
envisioned that this regulatory scheme will subject 
providers and users to legal uncertainty about the 
boundaries of harmful and of illegal content, given 
the various cultural and political conditions of the 
28 EU member states, and inevitably lead to 
over-removal by VSPs to avoid potential liability. 

The experience since enactment of the German 
law10 that has already introduced similar rules 
seems to support the fears projected by critics.11  
Allowing private companies to replace the courts in 
decision-making on inherent and fundamental 
speech matters has raised concerns on whether due 
process and ultimately the rule of law can prevail 
under such regulatory conditions. Furthermore, 
removal of harmful or illegal content could 
eliminate the possibility for others to counter the 
speech, and so could stifle public debate.12 Also, the 
reliability of removal results generated by 
automated filtering tools, and transparency and 
accountability on removals as a matter of 
democratic media governance, have seemingly not 
been given due prominence by policymakers.

PARALLEL PROCEEDINGS AT EU LEVEL 
There are other interrelated policy proposals on the 
spread of misinformation and on copyright 
protection (see panel, p21) that also need attention.

Fake news – public consultation and high-
level expert group. At the end of 2017 the 
European Commission expressed concerns about 
the overwhelming flow of misinformation online.13 
Under the current regulatory frameworks, online 
platforms bear no liability for spreading 
misinformation unless it includes illegal elements 
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(e.g. hate speech, 
incitement to terrorism). 
Moreover, hurdles to 
identification of sources 
of information (including 
illegal) make it difficult to 
find those liable for that 
content. 

The Commission sought answers to finding 
effective tools to identify reliable and verified 
information with the help of an EU-wide public 
consultation1 and by setting up a high-level expert 
group. It aimed to explore the perception of fake 
news by citizens and by other stakeholders while 
scoping the problem; assess measures already taken 
by platforms, news media companies and civil 
society organisations to counter the spread of fake 
news online; and define possible actions.

At a moment when trust in the internet and 
social media is generally low and eroding at an 
accelerating speed – only 34% of EU citizens trust 
the internet and a mere 20% trust social networks 
(down from 36% and 21% respectively in 2017)14 –  
it is in the interest of the public to address what 
indeed matters in (re-)building trust. These 
circumstances have led to calls for policy actions in  
some countries – notably in France – to propose 
legislation “to combat fake news” on social media 
during elections with strict rules on content that 
deliberately attempts “...to blur lines between truth 
and lies and undermine people’s faith in liberal 
democracy.”15 

The new French rules will require social media 
platforms to remove known malicious fake content 
that disturbs “public peace”, and to reveal the 
sources. Moreover, they also mandate that platforms 
disclose the identities of advertisers who pay to 
spread content, as well as the amounts they are 
paying. It will be the French media regulator that 
implements the new legislation, with authority to 
suspend the licence of any media organisation 
suspected to act under foreign influence and with 
the aim of distorting democratic elections. 

The report delivered by the high-level expert 
group on fake news and online disinformation16 
takes a multidimensional approach to addressing 
the interconnected and mutually reinforcing 
responsibilities of various stakeholders. The 
recommended actions on transparency, media 
literacy, user empowerment, and on a sustainable 
and diverse news media ecosystem, assign tasks to 
platforms to implement further self-regulatory 
measures, but it is acknowledged “that the ability of 
self-regulatory measures in this area has never been 
tested and the willingness of all parties to adhere to 
such an approach remains to be proven”. 

It is arguably in the public interest to involve 
online platforms in protecting democratic 
governance and citizens’ trust in online media and 
the internet. But it remains to be answered who 
articulates that interest and in what way – how to 
require platforms to account for their actions and to 
what effect.

The similarities of EU initiatives point to a 
reengineering of regulatory value chains that shift 

Self-regulatory 
measures in this 
area have never 
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remain to be proven. 
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the burden of regulating speech online to private 
entities. The political will of national and EU 
policymakers to respond fast and effectively to 
disturbing incidents – such as the flow of hate 
online, the spread of misinformation or the 
growing pressure from creative industries for a new 
“value deal” with platforms – has prompted hasty 
legislative interventions. However, their impact is 
far reaching and the consequences, the societal and 
true political price to be paid, is unforeseeable at 
this moment. Central to the critiques so far is 
abandonment of due process and of the rule of law 
as a consequence of privatisation of censorship19 
and of law enforcement.8

However, debates have missed some major 
components of the proposed new regulatory 
frameworks with regard to their co-regulative nature: 
what should the cooperative element actually entail? 
More precisely: what is the role of the state and of its 
agencies within the new regulatory value chain? 
Who defines public interest and how to represent it? 
Which standards apply and what procedures are to 
be followed by “designated authorities”, namely 
national regulators, while requiring online 
intermediaries to account for their actions? 

A NEW ERA FOR PUBLIC INTEREST
We are witnessing tipping points in a new era of 
regulating speech online. Internet giants such as 
Google, Facebook and others have grown to a 
critical size and entered a new level of political  
and economic power and influence globally.  
A decade ago they were praised as the trustees  
of freedom of expression – currently they are seen 
as scapegoats bearing full responsibility for pressing 
societal and political emergencies. An obvious 
response is to end their legal immunity and force 
them into a new regulatory regime. Yet the task of 
conceptualising, designing and implementing novel 

regulatory value chains is not straightforward – and 
the public needs to see their interests being 
represented by institutions they trust and in a 
manner that corresponds with realities of 21st 
century communication. 

So the question here is how ready are regulators 
to engage? What role should they be assigned 
within emerging new regulatory value chains? 
Robin Mansell20 recently articulated the need for 
dialogue about ways and possibilities for humans to 
regain their control and authority over digital 
technologies. It seems inevitable at this point to 
consider and rethink whether regulators are in a 
position to exercise control and what prerequisites 
meet the expectations of citizens, industry and 
policymakers. In other words: what does it take for 
regulators to rebuild trust and ensure our freedoms 
are safeguarded, our rights are enforced, and our 
interests are advocated? 

And this trust is not a given. The OECD has  
found, in a deteriorating trend, that only 43% of 
citizens globally trust their government.21 Moreover, 
media was the least trusted institution globally for 
the first time.22 Against this backdrop, regulators as 
trustees of public interest will play a precarious  
role in considering the impact of technological 
change and keeping pace with rapidity and 
complexity. Here are suggestions about changes  
that would improve their relationship with online 
media platforms.

Redesigned accountability mechanisms. 
Regulators need to act within the given and 
proposed legislative boundaries for engagement as 
national forums of accountability on transparency 
and appropriateness of removal of content by online 
intermediaries. They need to set up and enforce 
accountability procedures for platforms’ actions on 
self-regulating speech and making decisions 
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The EU copyright modernisation 
package17 aims to achieve “a fairer 
marketplace for online content 
especially for press publications, 
online platforms and remuneration of 
authors and performers”. The proposed 
rules address growing concerns as to 
whether the value generated by online 
video-sharing platforms is “shared in 
a fair manner between distributors 
and the rightsholders”. Therefore 
the reform foresees appropriate and 
proportionate measures taken by 
information society providers (online 
platforms), such as the use of effective 
content recognition technologies, to 
counter unfair value transfer. These 
measures, or filtering systems, are to 
prevent users uploading potentially 

infringing content on platforms. It is 
envisioned that collaboration between 
information society service providers 
and rightsholders will validate the 
assessment of appropriateness of 
technologies deployed.

Many – including top academics all 
over the world – expressed reservations 
on the proposed new rules as being 
“incompatible with the fundamental 
rights and freedoms guaranteed under 
Articles 8 (protection of personal data), 
11 (freedom of expression) and 16 
(freedom to conduct a business) of the 
Charter of Fundamental Rights of the 
EU”, placing a “disproportionate burden 
on platform providers, in particular 
small and medium-sized operators” 
and depriving “users of the room for 

freedom of expression that follows from 
statutory copyright exceptions”.18

They suggest harmonised and more 
detailed rules on notice and takedown 
procedures and the introduction of a 
“counter notice” process, while leaving 
safe harbour immunity of platforms for 
uncontrolled user-generated content 
generally intact. The main argument 
lies with the need for the “maintenance 
of an equilibrium between all rights 
and freedoms involved”. The critiques 
seem to be well founded, but it is 
still to be resolved who, and in which 
process and under what public scrutiny, 
can assess whether those procedures 
indeed preserve such an equilibrium 
and whether platforms operate in an 
accountable manner for their users. 

THE RELEVANCE OF MODERNISING COPYRIGHT 



about illegal and harmful content. As a 
minimum, online media should account for, in a 
transparent manner, on whose request, on what 
judgement and in what process they are acting – 
and regulators need to scrutinise those actions. 
Moreover, regulators should undertake impact 
assessments of self-regulatory actions and focus on 
the wider societal and policy implications.

Under redesigned accountability mechanisms, a 
possible new regulatory value chain should entail, 
as a minimum, regulatory scrutiny of the 
appropriateness of measures undertaken by online 
platforms, for both legal aspects and policy 
dimensions, as follows.

Legal aspects:
l Regulators need to check under which 
international standards and which jurisdiction 
platforms are acting when they delete, or refuse 
illegal content
l Within the boundaries of national legislation, 
regulators need to set rules on certain “duties of 
explanation” for decisions made by automated or 
artificially intelligent algorithmic systems operated 
by platforms 
l Based on the multinational cooperation of 
regulators – possibly within established networks 
such as the European Regulators Group for 
Audiovisual Media Services (ERGA) or the European 
Platform of Regulatory Authorities (EPRA) – it seems 
necessary to develop tools to monitor online 
platforms, particularly for algorithmic 
accountability.

The results of such regulatory interventions 
should be made available in regular monitoring 
reports, with full transparency and subject to open 
public debate.

Self-regulatory decisions on speech made by 
platforms about illegal and harmful content are 
ongoing. Since 2016, online platform operators are 
under a self-regulatory regime to enforce the Code 
of Conduct on Countering Illegal Hate Speech 
agreed by the European Commission and four 
major companies (Facebook, Microsoft, Twitter and 
YouTube). The results of yearly monitoring by the 
Commission show removal by the platform 
operators is accelerating to an average removal rate 
of 70% of the illegal hate speech notified to them (in 
2016 it was 28%, in 2017 59%).23 

While the Commission praised this outcome, it 
remains unanswered what standards are actually 
being applied to define hate speech and under 
which jurisdiction; how and to what extent those 
removals interfered with the right to freedom of 
expression; where the boundaries were drawn 
between illegal and harmful speech; whether 
removals (or refusals thereof) as self-regulatory 
decisions on speech matters met the requirements 
of proportionality; and whether due process was 
provided to users posting speech later removed.

Most answers to these questions are buried in 
non-transparent and non-available codebooks used 
by human moderators and in the algorithmic 
procedures of online platforms. Revelations on the 
legality and accuracy of removals are worrying. As 

an example, the take-down of posts on Holocaust 
denial, which constitutes illegal hate speech in at 
least 14 countries but is actually enforced in only 
four,24 suggests the need for inquiry on a national 
level as well. Moreover, there is a high risk of 
overreaction when removing content because of 
current incentives (e.g. high fines in Germany), and 
the potential of automated filtering systems to 
censor lawful content. 

Regulators need to be in a position to effectively 
monitor the algorithmic accountability of online 
platforms and take back control largely handed over 
to software engineers.25 Moreover, the EU’s General 
Data Protection Regulation (GDPR), which enters 
into force on 25 May 2018, will not solve problems 
on transparency of automated or artificially 

intelligent algorithmic 
systems and no “right to 
explanation” will be 
guaranteed without 
further legislative steps26 
and regulatory backup. 
Furthermore, the role of 
explanation in ensuring 
accountability needs 

regular engagement and adaption to the ever-
changing technology,27 and this is where regulators 
could and should play a crucial role. 

To this end, regulators need to possess assessment 
tools that simulate and examine algorithmic 
procedures and provide insights into those systems. 
Such tools should be developed as a result of wider 
(at least European level) multinational cooperative 
efforts.

Policy dimensions:
l Editorial decisions made by online platforms 
should be monitored by national regulators and 
juxtaposed with ethical and professional standards
l Regulators should assess the wider societal 
impact of self-regulatory actions undertaken by 
platforms within a national context and actively 
pursue a dialogue with stakeholders in evaluating 
the results of such an assessment.

Major online platform operators such as  
Facebook now have news editor roles similar  
to a traditional media organisation, creating 
controversies and accusations of bias.28 Moreover, it 
seems search engine operators such as Google also 
seek legal impunity and protection under speech 
regulations.29 If that is the case, it means they are 
subject to different regulatory norms with very 
different liabilities. They have crossed the line, and 
national media regulators need to start weighing 
their operations according to the rules and norms 
of media under editorial responsibility. 

Further, regulators need to gain insights into the 
national and contextual societal impact of the 
self-regulatory actions of platforms on speech. This 
inquiry necessarily has to reflect on historical and 
political debates on countering hate speech and 
limitations to freedom of expression with regard to 
European dimensions. Regulators should closely 
follow academic research when considering possible 
regulatory intervention. 
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National regulators as forums of dispute 
settlement. The draft AVMSD foresees online 
platforms as providing complaint and redress 
mechanisms for the settlement of disputes under 
self-regulatory measures. National regulators are to: 
l Offer possible forums for the settlement of such 
disputes in agreement with platform operators and 
representatives of user groups, and alternative 
settlement procedures (e.g. mediation, conciliation)
l Provide effective oversight of disputes with 
regular open reporting on evaluation
l Ensure users are aware of their rights in disputes 
and are encouraged to seek settlement.

Democratic control over online platforms 
necessitates that users participate in such control, 
questioning and challenging self-regulatory 
decisions undertaken by their providers. Regulators 
are essential in empowering users to enjoy their 
rights and providing contextualisation and support 
for their actions. Regular and open debates and 
dialogue generated by regulators involving 
representatives of users’ groups and other 
stakeholders could offer meaningful opportunities 
for such efforts.

A NEW GENERATION OF NATIONAL REGULATORS 
The previous era and regime of broadcast regulation 
has already come to an end. Moreover, the interim 
period characterised by the extension of previous 
regulatory categories (e.g. non-linear audiovisual 
media services) and by balancing acts between “old” 
and “new” media will probably end soon as well. 

It means regulators will have to transform 
accordingly, in both their organisational and 
operational setups. On a conceptual level, 
regulation is to become an inherently interactive 
exercise with much attention to dynamics between 
the regulated (platforms) and the beneficiaries 
(users).25 It also means that regulators will have to 
constantly evaluate the impact of such interactions 
and reflect on their actions. This will need a new 
generation of regulatory capacity:
l Skills and competencies: regulating online 
platforms needs a different type of competence 
available within and next to regulators: engineers 
trained to understand how media distribution 
networks (e.g. cable, satellite) operate must be 
complemented by IT professionals who know about 
algorithms; lawyers skilled in licensing procedures 
must be supported by data protection specialists; 
and social scientists knowledgeable about human 
dimensions of online participation must come on 
board.
l Organisational aspects: monolithic 
institutional setups should be downsized and 
reshaped, regulatory monitoring implemented  
in close cooperation with user groups, and 
collaborative, interactive, flexible and participatory 
regulatory procedures need to be followed.
l Next level of inter- and supranational 
cooperation: use of shared pools of information 
and aligned research methods need to become 
primary practice; dynamic and multinational 
research should also engage in routine regulatory 
exercises.

The next generation of national regulation must 
be global by design: every regulatory intervention 
has global impacts and assessment. Regulators must 
change to meet expectations of their new roles in 
governing media and communications to build the 
trust of citizens and to ensure they enjoy their 
freedoms and rights. 

CONCLUSION
The pressure to regulate online platforms is 
intensifying. The European Commission’s latest 
communication on the fight against illegal content 
online30 suggests the next regulatory regime is 
coming fast. There is not much time to reconsider 
and agree on a redistribution of roles within the  
new regulatory value chain and specifically on the 
representation of public interest. At the same time, 
established media policy principles such as 
plurality, diversity and localism should not be 
abandoned31 but their effective articulation needs 
fundamentally new approaches and methods.

There are becoming fewer meaningful 
opportunities for regaining control over digital 
technologies, as Mansell comments.20 As the Council 
of Europe says, “States have clear responsibilities 
vis-à-vis internet intermediaries and bear the 
ultimate obligation to protect human rights  
and fundamental freedoms in the digital 
environment.”32 Regulators acting on behalf of 
citizens enjoy a unique and precious privilege: they 
are tasked and mandated by the state to exercise 
such control. It is high time that they find their 
place for the next era of regulation. 
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F
rom 1994 to 2008, spectrum was sold almost 
exclusively using the simultaneous multiple 
round auction (SMRA). It is based on simple 
rules which make it easy to explain and 

implement, yet they create considerable strategic 
complexity. Since items have to be won one-by-one, 
bidders who compete aggressively for combinations 
of items risk paying too much if they ultimately win 
an inferior subset. This “exposure risk” suppresses 
bidding with adverse consequences for the auction’s 
efficiency and revenue.

Since 2008, regulators worldwide have adopted 
the combinatorial clock auction (CCA) to avoid 
exposure problems. The CCA is based on very 
complex rules, but the premise was that bidding 
would be straightforward, i.e. bids would truthfully 
reflect valuations. Unfortunately, it is now well 
known that the CCA admits many other behaviours, 
including demand reduction, demand expansion, 
and predatory bidding. In particular, the CCA’s 
supplementary stage may provide bidders with an 
opportunity to raise rivals’ costs, which has led to 
some hard-to-defend outcomes.

In light of recent experiences with the CCA, 
regulators should be reassured about the 
advantages of combinatorial formats when 
synergies for adjacent geographic regions or 
contiguous blocks of spectrum are important. 
Market designers should beware of Einstein’s advice 
and not regress to offering solutions that are too 
simplistic. Instead, they should take stock of two 
decades of field experience to pinpoint features 
essential to participating bidders and regulators. 
After all, spectrum auction design will only be  
truly successful if we are able to model their 
preferences correctly.

The standard paradigm in mechanism design 
assumes bidders with independent and private 
valuations, quasi-linear utility functions, and 
unlimited budgets, and regulators who aim to 
maximise efficiency or revenue of an auction in 
isolation, i.e. ignoring its effect on the downstream 
market. While these assumptions result in models 
that are elegant, they are not necessarily relevant.  
In what follows, we discuss objectives of regulators 
and bidders in spectrum auctions and how they 
differ from these “textbook” assumptions. These 
differences have an impact on the choice of the 
auction format. Furthermore, we discuss challenges 

for future auction designs and requirements for 
new models.

THE REGULATOR’S PERSPECTIVE
Even in the idealised textbook environment where 
bidders’ values are independent and private, the 
preferred choice of auction is non-obvious as 
bidders’ values for combinations may be sub-
additive or super-additive. The former possibility 
implies that bidders treat the different items as 
substitutes, in which case the SMRA is predicted to 
perform perfectly.1 The latter possibility turns out to 
be more realistic, however, which has stirred 
interest in combinatorial formats. These formats 
pose new design problems, as we discuss next.

Computational complexity and 
approximation. When bidders can express 
valuations for arbitrary combinations of items, 
optimal assignment becomes a computationally 
hard problem. Modern day optimisation software 

typically allows for (near) 
optimal solutions, 
although very large 
auctions can still pose a 
problem. For some 
auctions, such as the US 
incentive auction, the 
regulator may not be able 
to guarantee full 

optimality and may need to approximate the 
welfare-maximising allocation. This has led to 
fruitful research in computer science on 
approximation mechanisms that maintain 
truthfulness, but relax the goal of maximising 
welfare.2 By now, worst-case bounds of 
approximation algorithms that satisfy strong 
game-theoretical equilibrium solution concepts are 
known for a number of problem types.3 Sometimes, 
these worst-case bounds can be low, however. It is 
important to go beyond general worst-case analyses 
by taking prior knowledge about specific markets 
into account.

Communication complexity and compact 
bid languages. Communication complexity is 
another fundamental problem. The term refers to 
the amount of information bidders need to 
communicate to be able to compute the efficient 
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successful if we can 
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correctly.
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allocation. For some spectrum auctions, such as in 
the Canadian auction in 2014, there were around 
100 licences for sale. Bidders cannot possibly 
enumerate all packages (~2100 ignoring caps and 
floors) with the fully enumerative bid languages 
that have been used so far. Only a very small subset 
of all possible bids can be submitted and the vast 
majority will be missing. These “missing bids” are 
interpreted as expressing zero value by the winner-
determination algorithm, causing inefficiencies and 
considerable randomness in allocations and prices.

Regulators need to be aware that higher 
expressiveness of the bid language does not 
necessarily lead to higher efficiency. Simplification 
has been introduced as a guiding principle in 
market design,4,5 and the experimental results 
provide evidence that compact bid languages yield 
improved outcomes when there are many licences. 
This result has largely been ignored in spectrum 
auction design in the field.

Compact bid languages leverage prior 
information about the structure of the bidders’ 
preferences and elicit these with a small number of 
parameters. Examples are hierarchical package 
bidding,4 which reduces the packages allowed in 
the auction to a hierarchy, or domain-specific 
languages as they are used in procurement 
auctions.6,7 

Policy goals and allocation constraints.
Winner-determination algorithms pick the 
combination of bids that maximise seller revenue. 
The justification is that those with higher values 
can bid higher, so the revenue-maximising 
allocation also maximises the sum of bidders’ 
values. In other words, by forcing bidders to “put 
their money where their mouths are”, auctions 
result in efficient outcomes.

This argument, however, is persuasive only if the 
auction is being considered in isolation, i.e. without 
reference to the downstream market. Industry 
profits are highest when there is a monopoly, but it 
would be tenuous to praise the auction’s efficiency 
when all spectrum is awarded to a single bidder.
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Indeed, regulators are more concerned with the 
well-functioning of the downstream market than 
revenue maximisation in the auction per se. They 
need to strike a balance between incentives for 
investments and efficiency and ensure enough 
competition in the end market to stimulate low 
consumer prices and quality of service.

To this end, regulators frequently use caps and 
set-aside licences to avoid undesired allocations  
or to encourage participation by entrants. It is 
important that regulators are able to implement 
such policy decisions in the mechanism. While it  
is simple to consider allocation constraints in an 
optimisation model computing the optimal 
allocation, such constraints have received little 
attention in the auction design literature, in 
particular with ascending auction designs.8

BIDDERS’ PREFERENCES
Standard (spectrum) auction models assume that 
bidders’ valuations are private and independent and 
that bidders have quasi-linear utility functions 
which aim to maximise payoff. While these 
assumptions are convenient for doing theory, 
models based on these idealised assumptions  
may lead to wrong advice for both bidders and 
regulators.

Value uncertainty, value interdependencies, 
and value endogeneity.  Bidders spend 
substantial resources estimating the net present 
value of different spectrum packages prior to an 
auction. Such estimates, however, are highly 
uncertain. As a consequence, revenues in spectrum 
auctions are hard to predict. Even forecasts made 
just prior to an auction by investment banks tend to 
have high variance. For example, prior to the AWS 
auction in the US, analyst estimates of auction 
revenue ranged from $7 billion to $15 billion. 
Calculating the value of spectrum requires 
consideration of total market population, market 
penetration rates, market share, average revenue 
per unit, customer acquisition and activation costs, 
customer deactivations, etc. There are many 



other factors that make it hard to determine the 
value of spectrum.9 

For example, the advent of media streaming and 
smartphones has probably led to a substantial 
change in valuations, compared to those that 
companies had 20 years ago. Such technical 
developments were probably not adequately 
considered in the valuations of the early spectrum 
auctions.

Note that value uncertainty can be specific to a 
bidder,10 e.g. costs of rollout, or it can be common to 
all bidders, e.g. the adoption of new technologies 
such as media streaming. When both private and 
common value elements play a role, auctions can 
no longer be fully efficient.11,12,13 The intuition is that 
a bidder with more optimistic expectations about 
the rate of technology adoption may outbid a more 
pessimistic rival with lower costs. Second-best 
mechanisms, i.e. those achieving the highest 
possible (albeit less-than-full) efficiency, have not 
sufficiently been explored despite their obvious 
importance for (spectrum) auction design.

Finally, it should be noted that the design of the 
assignment mechanism, auction or otherwise, will 
affect bidders’ valuations. If bidders know the next 
award will done via an efficient auction, they may 
have more incentives to invest (to generate higher 
values) than if spectrum will be awarded by lottery. 
So the valuations are endogenous to the choice of 
assignment mechanism. Of course, if auctions 
entail large transfers from the private to the public 
sector, investment incentives may be suppressed. 
Regulators concerned with quality of service might 
well prefer less competitive mechanisms that leave 
more rents for the bidders. In any case, value 
endogeneity is yet another reason why regulators’ 
objectives are more complex than simply “welfare 
maximisation” or “revenue maximisation” within 
the auction. 

Allocative externalities and anonymous 
pricing. Any spectrum auction is a unique event 
with important consequences for the competitive 
landscape that ensues afterward. The auction 
determines telecoms operators’ positions in the 
aftermarket, and anticipating certain  
(dis)advantages associated with different outcomes, 
operators will adapt their bidding behaviour in the 
auction accordingly.14 For starters, operators will be 
interested in the entire allocation, not only in  
the packages they win and the prices they pay 
themselves. For example, the number of competitors 
and also their allocations can have a substantial 
impact on the revenues in the downstream market. 
End consumers pay a premium for the provider with 
the best network, and this is relative to rivals’ 
spectrum holdings. In other words, the net present 
value of winning a set of spectrum licences also 
depends on the allocation to competitors.

In the German 3G spectrum auction in the year 
2000, for instance, six bidders could have closed the 
auction if they all reduced demand to two units at a 
total auction price of e30 billion, but two bidders 
eventually drove up the revenue to e50 billion (and 
then gave up). This was described as an attempt to 
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drive out another bidder 
from the downstream 
market, and it shows that 
externalities can be 
substantial. Bichler et al.15 
discuss the impact of 
allocative externalities in the 
2015 German spectrum 
auction and the role that the 
high transparency in the 

auction design played.
Being the “bandwidth leader” with the best 

connectivity can be a significant advantage in the 
end consumer market, and allocative externalities 
often play a role. However, the phenomenon has 
received relatively little attention in the literature.16 
The Vickrey-Clarke-Groves (VCG) mechanism would 
still determine the efficient allocation in dominant 
strategies if bidders could express their preferences 
for all possible allocations. This, however, is 
unreasonable to assume in realistic markets due to 
the combinatorial explosion of possible allocations. 
Therefore, it is interesting to understand how 
bidders would bid in standard auction formats in 
the presence of allocative externalities, and how 
auction designs can address such externalities to 
avoid inefficiencies.

Telecoms operators care not only about what 
spectrum their rivals win but also how much they 
pay. The VCG mechanism and the two-stage CCA  
use non-anonymous payments, which can lead to 
undesirable outcomes. For example, in the 2012 
Swiss spectrum auction that used the CCA, a small 
bidder (Sunrise) paid substantially more than a 
larger bidder (Swisscom) even though they won 
virtually the same amount of spectrum. 

In high-stakes spectrum auctions, payments are in 
the billions of dollars and a much higher payment 
in the auction can be a significant disadvantage in 
the downstream market. Predatory strategies to 
raise rivals’ costs have been observed in a number of 
applications of the two-stage CCA and have also 
been analysed theoretically.17,18,19

Principal-agent relationships and budget 
constraints.  If financial markets were perfect, 
bidders would not face any budget constraints when 
acquiring valuable licences. In reality, budget 
constraints are almost always an issue, which 
challenges the quasi-linear utility assumption 
usually made in mechanism design. Furthermore, 
private budget constraints defy strategy-proof 
mechanisms, even if bidders’ values are private and 
independent and they aim to maximise payoff.20 

Budget constraints are often a result of principal-
agent relationships in bidding teams, with the 
management taking the role of the agent and the 
board of directors that of the principal. While the 
agent may have a good estimate of the value of a 
particular package, the principal does not. The 
principal wants to maximise profit, i.e. value minus 
cost, but the agent might prefer more valuable 
packages to less valuable ones, irrespective of cost. 
In other words, agents try to win their most 
preferred package as long as it fits within the 

Any auction is 
a unique event 
with important 
consequences for 
the competitive 
landscape.
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budget, while the principal pays the bill (usually 
billions of dollars). Bichler and Paulsen21 explore 
environments where agents bid more aggressively 
than a principal would (if he possessed the agent’s 
information), resulting in inefficient outcomes. 
Even though the principal controls the agent’s 
budget, this may not be sufficient to incentivise  
the agent to bid optimally from the principal’s 
viewpoint. In practice, the agent’s hidden 
information makes the design of optimal contracts 
between principal and agent very difficult.

DISCUSSION
Spectrum auction design has seen considerable 
progress, but the journey has just begun. Two 
decades of implementation in the field has made 
clear that regulators’ objectives and bidders’ 
preferences differ from standard textbook 
assumptions. These differences require us to rethink 
all aspects of the auction’s design, i.e. the process, 
the bid language, and the payment rule.

Auction process: sealed-bid vs iterative.  
Iterative auctions provide valuable price feedback to 
bidders over a series of rounds. This price feedback 
can reduce “winner’s curse” concerns when value 
uncertainty plays a role.22 It can also mitigate 
coordination problems, informing bidders about 

the intensity of their rivals’ interests so that an 
informed trade-off between value and cost can  
be made.

Iterative auctions also make it easier for a board 
of directors to steer the bidding team during the 
course of an auction. In particular, iterative 
auctions may alleviate hidden-information 
problems and make it easier for the principal to 
implement their optimal strategy.21

In contrast, in sealed-bid auctions, value 
uncertainty can lead to surprising, and possibly 
problematic, outcomes. For example, in a first-price 
sealed-bid combinatorial auction conducted in 
Norway in 2013, one of the incumbents bid too low 
and did not win any spectrum. This incumbent was 
later forced to leave the market, and many argued 
this would not have happened if an iterative auction 
had been used.

Of course, the flip side is that entrants have better 
chances in sealed-bid formats, a point that has been 
advocated by Paul Klemperer.23 In an iterative 
auction, deep-pocketed incumbents have the 
opportunity to veto outcomes where entrants win 
licences by topping their bids in a next round 
(recall, e.g. the German year 2000 3G spectrum 
auction). Such pre-emptive behaviour is more 
difficult in sealed-bid formats, which have been 
adopted by some countries for this reason.

S P E C T R U M
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The Handbook of Spectrum Auction 
Design edited by Martin Bichler and 
Jacob K. Goeree (Cambridge University 
Press 2017) is a mammoth collection of 
papers that looks to have covered all 
there is to know about the theory and 
practice of designing auctions. Weighing 
in at 900 pages, contributors include  
pioneers and authorities such as  
Paul Milgrom, Peter Crampton and 
Paul Klemperer, who combine to give 
regulators and the industry details of the 
latest and sometimes highly complex 
developments in auctions that, as the 
editors says, are often played for “high 
stakes” around the world. 

The book has six sections. The first two 
examine the key design methodologies 
of the simultaneous multiround auction 
(SMRA) and the combinatorial clock 
auction (CCA), with CCA being the one 
now in most use. This is reflected in the 
space allocated – just 4 chapters on 
SMRA and 13 on CCA. 

One of the more accessible chapters is 
a practical guide to the CCA, which notes 
that although most academic work 
is now devoted to major theoretical 
issues surrounding this auction format, 
“many of the questions important for 
practical applications are overlooked” 

CHAPTER AND VERSE ON AUCTIONS
but apparently small details can be 
decisive for the auction’s overall success. 
The writers warn regulators that custom 
design changes can contradict basic 
principles. While CCA is a flexible format, 
“naive integrations can introduce 
unintended consequences”. This chapter 
also shows how the CCA approach can  
be flexible in helping to implement 
a  key regulatory aim – downstream 
competition performance – but design 
flaws can creep in here. 

The third part of the book examines 
alternative auction designs, some of 
which have been used in spectrum sales 
or evaluated by regulators. So while it 
may seem odd to see a chapter on the 
problem of allocating airport landing and 
take-off slots in a spectrum book, there 
is a good deal of commonality among 
all sorts of allocation issues. Approaches 
examined include “hierarchical package 
bidding” (notably used in a pivotal 
auction of 700 MHz spectrum in the US), 
and the “product-mix” auction. 

Moving on, the editors include a 
selection of papers on experimental 
comparisons of auction designs. Just like 
in the pure sciences, it’s possible to run 
“laboratory” experiments in economics, 
although it is still in its infancy, but 

as one chapter points out, its value 
has been decisively demonstrated in 
auctions run by the FCC. 

The last two parts of the book 
cover the bidders’ perspective (a 
set of field reports from auction 
consultants showing the practicalities 
of implementation), and secondary 
markets and exchanges, about ensuring 
that spectrum can shift to new and more 
efficient uses as the market changes. 

There’s a wide “spectrum’” of accessible 
descriptive material and rather complex 
maths in this major book, and the editors  
are clearly well on top of this high-stakes 
subject.                                      Marc Beishon



And the flip side to the ability to solve 
coordination problems is that this resolution can, 
in principle, occur at any price level. An iterative 
auction is more vulnerable to tacit collusion,  
e.g. when bidders decide on a strategy of mutual 
forbearance to divide the market as happened in the 
3G German spectrum auction.24

Bid language: expressiveness vs 
compactness. Combinatorial auctions provide 
bidders with a more flexible language to express 
their preferences for combinations of licences, 
which is important when value complementarities 
(synergies) exist. However, a fully enumerative bid 
language, which allows bidders to submit bids on 
every possible package, suffers from the missing 
bids problem, i.e. bidders can only specify bids for a 
small subset of the exponentially many packages. 
The missing bids problem can lead to substantial 
inefficiencies.

A compact bid language is less demanding in that 
it lets bidders specify packages of licences with high 
synergies, but does not require an exponentially 
large set of bids. Hierarchical package bidding 
(HPB)4 is one example of a compact bidding 
language with regional licences. Compact bid 
languages can also be developed for the award of 
national licences with some prior knowledge about 
the main synergies for bidders.

Regulators also need to be able to express  
their preferences and constraints. For example, 
allocation constraints can be used in the winner 
determination to avoid very unequal distributions 
of spectrum, when the policy goal is to achieve a 
competitive end-consumer market. Such constraints 
are important and they need careful design.

Payment rules: non-anonymous vs 
anonymous.  The VCG mechanism plays a central 
role in mechanism design theory. Externality 
pricing to support efficient assignment is persuasive 
in the narrow context of a single auction where 
bidders’ values are exogenously given, but less so 
when bidders compete in a downstream market 
afterwards. If one bidder has to pay considerably 
more than another for the same spectrum, as can 
be the case with VCG or the two-stage CCA, then 
this will have consequences for the downstream 
market. From a regulator’s perspective, externality-
based pricing may be undesirable as it typically 
means that smaller bidders (entrants) end up paying 
more than larger bidders (incumbents), because the 
externality they impose is larger. Such an outcome 
has adverse consequences for the well-functioning 
of the downstream market. Anonymous and linear 
prices, such as used in the SMRA, HPB, or single-
stage CCA, are preferable even if they do not 
necessarily lead to fully efficient outcomes.25

CONCLUSION
Every theoretical model is built on assumptions  
and it is important to have them in mind when 
providing policy advice. Assuming that bidders have 
private and independent values and that regulators 
simply maximise efficiency (or revenue) of the 

auction in isolation, leads to elegant but not necessarily relevant 
modelling. Bidders in spectrum auctions face substantial value 
uncertainty, allocative and informational externalities, long-term 
investment concerns, budget constraints, etc. Regulators are mainly 
concerned about the well-functioning of the downstream market, 
which requires a careful choice not only of the auction rules, but also 
of anti-collusion rules, spectrum caps, set asides, etc.

Taking account of these details and constraints is crucially 
important when implementing spectrum auction designs in the field. 
As argued above, they necessitate careful reconsideration of the 
auction process (iterative vs sealed-bid), the bid language (compact vs 
fully enumerative), and the payment rule (anonymous vs non-
anonymous). As is typical in engineering disciplines, market designers 
often have to deal with changing, and sometimes conflicting, 
objectives. As such, it is unlikely that a single format will emerge that 
is preferable for all spectrum sales. For instance, large markets with 
many bidders and regional licences (such as in the US and Canada) 
require a different bid language than small national markets with only 
a few bidders.

While there is unlikely to be a one-size-fits-all design, two decades of 
spectrum sales in the field have affirmed Einstein’s intuition that it is 
best to “make things as simple as possible, but not simpler”. Simple 
pricing rules and simple bid languages can lead to high efficiency 
compared to complex ones (such as the CCA’s “core pricing” and “fully 
expressive XOR bids”). That said, a bid language that is too simple, e.g. 
one that allows only for bids on individual licences (as in the SMRA), 
can lead to low efficiency in the presence of significant synergies.

Fortunately, spectrum auction designs that strike a balance between 
simplicity and flexibility exist and have been successfully employed in 
high-stakes applications since 2008. Intuitive and transparent package 
auction designs, resulting from careful theoretical, laboratory and 
simulation analyses, hold great promise for spectrum and other 
applications. 

This article was adapted from Handbook of Spectrum Auction Design published 
in 2017 by Cambridge University Press. See bit.ly/2Gz1oqO
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T
he telecoms infrastructure and services we 
have today are largely a result of investment by 
new entrants, spurring incumbents to respond 
to protect their revenue base. Regulation has 

enabled competition by, accidentally, allowing 
sufficient profits in the market to encourage 
competitive investment. However, regulators are 
now at risk of jeopardising critical infrastructure 
investment by applying the same economic 
principles to a radically different market 
environment. A focus on short-term price 
reductions risks deterring infrastructure 
investments by entrants. Without investment by 
entrants, incumbents have little incentive to 
respond and can continue to enjoy a quiet life.

BACKGROUND
Liberalisation of the telecoms sector in the 1980s 
and 1990s brought with it new challenges; it was 
soon recognised that standard competition law 
provisions would not suffice in dealing with issues 
such as refusal to supply and associated anti-
competitive behaviour including pricing and 
operational discrimination. 

Competition law is designed to punish anti-
competitive behaviour by a dominant firm after the 
event and so was unable to effectively address the 
situation of market foreclosure before competition 

was introduced. Ex ante regulation was therefore 
developed to prevent operators with significant 
market power (SMP) from abusing their position, 
requiring them to grant access to competitors on 
reasonable and non-discriminatory terms in 
advance of competition problems arising, thus 
enabling the introduction and development of 
competition.

Consumers’ interests are ultimately better served 
by a competitive market than by a regulated 
monopoly as competition spurs innovation and 
drives efficiency improvements – both of which 
regulation struggles to deliver. The focus for 
regulation became to develop a level playing field 
between the incumbent and new entrants, 
mandating access to the incumbent’s network and 
services to enable entrants to replicate the services 
and deliver them at a price no higher than the price 
charged by the incumbent.

National regulators were tasked with the 
development of a framework of ex ante rules to 
further competition, but with the primary aim of 
serving the interests of consumers. As one important 
characteristic of monopoly markets is often very high 
prices, there was significant focus on driving down 
end consumer prices. This was typically achieved 
through charge controls to ensure prices reflective of 
an efficient cost base. These controls provided 
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incentives for the incumbent to reduce its costs 
(inefficiencies would result in the incumbent not 
recovering its costs) and encouraged price 
competition (the market entrants priced aggressively 
to win market share from the incumbent). 

While this framework successfully delivered 
significant price reductions to consumers, it has 
proved less successful at encouraging the 
development of innovative new products and 
services. This is primarily because new entrants are 
dependent on the incumbent’s network and 
wholesale services – and often at a lower level of 
quality than the incumbent due to inefficiencies in 
accessing the incumbent’s processes for installation 
and repair. To enable and encourage increased 
innovation, it was therefore recognised that market 
entrants should be encouraged to replicate as much 
of the incumbent’s network as was economically 
efficient, and operational discrimination in the 
supply of access services should be reduced as much 
as possible. 

The concept of the ladder of investment was 
introduced to encourage economically efficient 
replication of network infrastructure, providing a 
framework for the development of access services at 
different levels of the incumbent’s network.1 The aim 
of this framework was that market entrants should 
invest as deeply into the network architecture as is 
economically efficient, which should gradually 
increase their control over the specification of 
services and the ability to innovate independently of 
the incumbent. It was particularly successful at 
encouraging investment by market entrants in 
facilities to unbundle the incumbent’s copper local 
loops, which in turn enabled increased investment 
and innovation in the broadband market.

Throughout the 1990s and the beginning of the 
2000s regulators were, therefore, able to achieve  
the dual objectives of reducing prices for end 
consumers while encouraging investment and 
innovation. The main reasons for that were: 
l The investment levels required by market 
entrants were relatively modest and they could 
climb the ladder of investment as their customer 
base grew and it made sense to self-provide some 
network elements
l The incumbents’ costs and prices were so high 
that, despite a continued downward pressure on 
both retail and wholesale prices, both entrants  
and the incumbents were able to make profitable 
investments.

However, the copper access network is not able to 
support broadband speeds greater than 24 Mbps or 
so to the majority of customers, and so deliver the 
video and other data rich applications demanded  
by users. To support higher access speeds some 
incumbent operators have deployed fibre to the 
cabinet (FTTC), which uses part of the existing 
copper network (from the street cabinet to the end 
consumer’s premises) but also requires investment 
to provide the optical fibre cables and electronics at 
a street level. Other incumbents, and some entrants, 
have deployed fibre to the premises (FTTP) that does 
not use any of the copper network, but requires 
substantial investment in new fibre infrastructure. 
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NEW CHALLENGES FOR REGULATORS
Over time it has become clear that, while the FTTC approach delivered 
faster broadband speeds to customers more quickly and cheaply  
that could be done with FTTP, it is very unlikely to be sufficiently 
futureproof. Global internet traffic from consumers and businesses is 
forecast to continue growing at a rate of 24% a year over the next  
4 years;2 average speeds are set to nearly double and these trends are 
likely to continue. FTTC cannot offer the speed or quality of service 
requirements to support future applications such as connected homes 
and the delivery of online educational and healthcare services. It also 
remains dependent on the copper access network, with its high fault 
rates and maintenance costs.

FTTP offers greatly increased upstream and downstream speeds, 
much better quality of service and reduced operating costs. However, a 
step change in investment levels will be needed to deliver futureproof 
connectivity and this investment is considered substantially more 
risky than the incremental improvements to the old copper networks, 
including the FTTC network upgrades.

So, regulators now face two important challenges, which some may 
consider pull in opposite directions:
l How to encourage investment in FTTP networks
l How to ensure that competition and consumer choice are not 
sacrificed to encourage investment.

The current level of investment in FTTP networks varies substantially 
across the world, but whereas in the past that variation could be 
linked to the economic strength of a country, that is not now 
necessarily the case for FTTP. As the chart shows (page 31), FTTP 
investment varies significantly among comparatively prosperous 
nations, such as EU member states.

The level of FTTP investment is therefore not linked to availability of 

OLD LADDER OF INVESTMENT

Investment 
costs

Own network

Unbundled 
copper

Bitstream access

Reselling

Services Infrastructure

Country LLU share of 
broadband lines

France 48%

Germany 30%

Italy 30%

Spain 30%

UK 41%

Western Europe 30%

LLU SHARE IN WESTERN EUROPE



April 2018 Vol 46 Issue 1 | InterMEDIA  31 www.iicom.org

funds, but more likely to the incentives 
for operators to invest in new networks, 
or alternatively to seek to extract 
maximum returns from existing copper 
assets. 

It is important to recognise that an 
incumbent investing in FTTP may not see 
a substantial increase in revenue, which 
would come mainly from existing 
customers transferring from the copper 
network to the fibre network. Market 
entrants have a much stronger incentive 
to invest as incremental investment 
typically results in incremental revenues 
as the operator connects new customers 
to its new FTTP network.

To date, regulators have largely been 
able to achieve both price reductions  
for consumers and some degree of 
investment/innovation by incumbents 
and market entrants. The relatively 
modest levels of investment required and 
the high cost levels of the incumbents 
allowed this to happen, but those 
parameters have now changed. We are 
now in an environment in Western 
Europe where fixed line capex has been 
reducing, competition is more intense 
and EBITDA margins are tightening. The 
traditional incumbent business model is 
not generating sufficient cash to fund 
widespread deployment of FTTP 
networks, and the regulatory framework 
needs to adapt to a new set of parameters:
l FTTP investments are very large (for 
example, recent estimates suggest 
$400–$800 per premises passed plus 
$250–$275 per customer connected)
l About 8–10 years is needed to recover 
costs 
l Success depends on rapid deployment 
and service uptake to achieve profitable 
penetration levels in each geographic 
area 
l Market shares below 35–40% may not 
be sustainable for the infrastructure providers – 
suggesting a maximum of 2-3 operators in each area
l The costs of incumbent providers have been 
gradually reduced and are now close to that of an 
efficient operator in most developed economies.

The established ladder of investment is therefore 
no longer valid for a world where FTTP investment 
is the objective. Instead, we now have a very 
different ladder, as illustrated.

For this new ladder to work, there needs to be 
economic space between the different steps, 
including the new step, and the traditional 
approach of regulating the incumbent’s pricing 
down is no longer appropriate. 

ENCOURAGING NETWORK DUPLICATION
Before considering options for how the framework 
could adapt, it is useful to return to the principle  
of encouraging economically efficient network 
duplication. For the past 20 years or so, that 
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principle has been front and centre of most 
regulatory strategies, supported by the ladder of 
investment. However, in retrospect, it is now clear 
that much investment made during that period 
would in fact have been economically inefficient, 
had the cost-based access been set using actual 
efficient costs rather than the inflated costs of 
former monopoly operators that had not yet 
become efficient.

The price levels set for access services were based 
on the incumbent’s costs or on models of efficient 
new build costs. Although the incumbent’s prices 
may have been double that of an efficient operator 
at the time of setting the first regulated access 
prices, access prices were not set to enable 
competitors to offer prices at half that of the 
incumbent. Rather, there was a gradual price 
reduction, or “glide path”, allowing the incumbent 
to become more efficient over time. This meant 
that, for many years, market entrants found that 
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consumers get a bad deal and feel “ripped off”.  
So while investors need to see a return, consumers 
also need a good deal.

In the short term, some might feel that there is a 
zero-sum game played between producers and 
consumers: producers make money at the expense 
of consumers getting a bad deal, or consumers get a 
bargain at the expense of companies’ returns on 
investment. The challenge for regulation is to 
encourage investment while ensuring consumers 
get a good deal. However, if we lift our sights to the 
long-term outcomes we may find a way through  
this maze if regulators are prepared to deliberately 
make the “mistakes” they accidentally made before: 
allow enough profit in the market to encourage 
investment. There are several options that 
regulators could consider.

Regulatory holiday. The first option is a 
regulatory holiday: imposing no regulatory 
obligations on the firm either for a limited period 
or until it becomes clear that no competition will 
emerge. This would mean that the normally 
regulated firm does not have to provide access at all, 
much less at a regulated price. This does not mean 

that the investor has a de 
jure monopoly – there is 
nothing to prevent others 
investing in competing 
technology – but it does 
mean that if no one 
enters the market to 
compete it has a de facto 
monopoly, at least in the 
short term. 

Regulatory holidays have not found favour with 
the European Union. In 2007 the European 
Commission launched infringement proceedings 
against Germany over a proposed law that would 
have granted Deutsche Telekom just such relief. The 
Commission was concerned that a holiday would 
jeopardise competition in the market. However, 
there is an equivalent in the pharmaceutical sector, 
where firms that invest in new drugs benefit from 
an exclusive period protected by patents. In some 
countries where a national health service is the 
main purchaser of drugs, drug companies are 
allowed to set prices well above cost to compensate 
them for all the research that does not produce 
useable drugs. At the end of the patent period, 
generic manufacturers are able to enter the market 
and produce the same drug, usually at much 
cheaper prices.

Under a regulatory holiday approach, there is 
nothing to prevent the incumbent from providing 
access to its fibre network on purely commercial 
terms. It would still be bound by competition law 
not to abuse its dominant position and so an access 
seeker could seek redress if the terms offered are 
exclusionary. However, the empirical evidence to 
date is that dominant operators are unlikely to be 
willing to give access to retail rivals and redress 
through the courts is a long and costly process.

Pricing freedom. A second option is to require 
the regulated firm to grant access but to allow it 
sufficient pricing freedom that it can earn high 
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they could profitably replicate parts of the 
incumbent’s network and incumbents could  
retain extra profit if they became more efficient at a 
faster rate than the glide path. Thus, significant 
investments were made in competing long-distance 
networks – driving cost reductions, innovation and 
improvements in quality of service.

A number of market entrants led the way in the 
development of fibre optic long-distance networks, 
by building new long-distance networks and using 
access to the incumbent’s local networks to deliver 
connectivity to end consumers (for example, 
Mercury and Energis in the UK, Viag-Interkom in 
Germany and Cegetel in France). This put 
competitive pressure on the incumbents to also 
invest in fibre networks and modern electronic 
equipment that enabled provision of innovative 
services such as virtual private networks to multisite 
businesses. There seems to be little doubt that 
without the investments by market entrants, 
incumbents would have enjoyed the quiet life of a 
monopolist and invested less and probably much 
later than was the case. Much of that investment 
would, however, not be profitable in today’s world, 
as the incumbent’s cost base has reduced, reflecting 
improved efficiency and the use of new technologies 
– much of which has happened because of the 
competitive threat posed by market entrants.

It seems that regulators have accidentally 
encouraged investments that were, in fact, statically 
inefficient when measured against the costs of an 
efficient incumbent operator benefiting from 
economies of scale and scope. The substantial 
dynamic efficiency benefits of those investments 
are, however, beyond dispute. Regulators should 
therefore take care to not simply apply the efficient 
network duplication principle without taking a 
longer-term view of how they can achieve the dual 
objectives of encouraging FTTP investment and also 
safeguarding competition at the deepest level 
possible.

Due to the history of delivering both price 
reductions and (modest) investment/innovation, 
regulators now often consider the need to deliver 
short-term consumer benefits (typically price 
reductions) as paramount. The often short periods 
for which regulation is applied (in the EU there is 
currently an obligation on regulators to review 
market definitions and remedies every 3 years, 
which may be extended to 5 years in the 
forthcoming European Electronic Communications 
Code) does not make it easy for regulators to 
promote longer-term investments. There is a real 
risk of under-investment to the longer-term 
detriment of end consumers.

REGULATORY OPTIONS 
If we are to encourage investment we must state 
what it is that motivates entrepreneurs to risk their 
money: profit. Nobody invests to lose money and 
most people will want a higher return for a risky 
investment than a less risky one. So, if we are to 
encourage investment, we must allow the investor 
to make a return at least in line with the cost of 
capital. However, we would not want to see 
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enough profits to attract investment while not 
harming potential competition. There are various 
approaches that can be used:
l Setting retail price on a margin squeeze basis 
while not controlling the wholesale price
l A wholesale price based on retail minus
l A reciprocal arrangement, as has delivered 
substantial FTTP investment in France and Spain, 
whereby the operator that builds the fibre network 
to the premises has to allow all other operators 
access. The initial builder may gain a first mover 
advantage and earns revenues from selling access to 
others, while reducing its network build costs by 
accessing other operators’ physical infrastructure 
on a mutual basis.

Reasonably efficient operator. A third option 
is to set the wholesale price but do so on the basis of 
a “reasonably efficient operator” (REO), rather than 
the incumbent’s own costs. In the short term this 
would allow the regulated firm to earn excess 
profits, but would also allow a firm that did not 
enjoy the economies of scale and scope of the 
incumbent to operate profitably at a lower scale. 
There would also be a short-term cost to consumers, 
through higher prices, but if it worked there would 
also be long-term gains from competition. This 
option is a little like what happened accidentally in 
the past. Regulated access prices were set at a 
supposedly efficient level, but were in fact based  
on the incumbent’s costs and those had not yet 
reached efficiency.

In all three of these options, the regulator could 
set a price floor, perhaps on the basis of an REO, to 
ensure that the incumbent firm with SMP cannot 
set its prices so low that other firms cannot enter.  
Of course, a dominant firm would be subject to 
competition law and unable to set a predatory price, 
but it is well known that competition law 
enforcement is time consuming and by the time a 
case is settled, the competing firm could have exited 
the market. An ex ante price floor ensures the 
dominant firm cannot set an anticompetitive price 
in advance.

Spreading risk. A fourth option, and one that is 
being expressly accounted for in the draft Electronic 
Communications Code currently being negotiated 
in the EU, is to spread the risk through joint 
investment. The thought here is that if firms can 
collaborate to invest in basic infrastructure they can 
spread the risk and the capital needed. There are 
some indications of this happening either with 
firms investing together or a regulatory 
environment that allows an investor to have a 
monopoly locally on the physical network that is 
open to all service providers to offer retail products. 
This is the case in France and in Greece, where 
operators bid for a local physical monopoly on the 
proviso that access is granted to all. 

All four options have some merit. The trick for 
any regulator is to intervene at the Goldilocks level 
– neither so restrictively that investment is deterred 
because investors cannot earn enough, nor so loose 
that investors reap monopoly profits at the expense 
of consumers. Judging the right level may be a 
question of art rather than science and it may 

always be better to risk intervening too loosely on the basis that some 
excess profits may be better for the economy than a lack of innovation 
and investment. A regulatory failure that results in market power  
over fibre networks can later be corrected by the market or future 
regulation, whereas a regulatory error that deters investment will 
leave consumers without ultrafast broadband and can take many years 
to correct. 

The regulator, or the government, may have one other option which 
is to use state funds in the event of a complete failure by the market to 
invest. States already do this to a greater or lesser extent and especially 
in rural areas where the costs are likely to be too high for private 
investors. Indications in several countries are that the market is still 
willing to invest in fibre so long as regulatory conditions allow firms to 
earn a return. Until we reach the outer limits of private investment 
perhaps governments should be reticent about using public funds.

PROTECTION AGAINST ANTICOMPETITIVE BEHAVIOUR
As well as tailoring regulation to encourage efficient investment in 
new fibre infrastructure, regulators also need to consider the risk to 
that investment posed by potential exclusionary/predatory pricing by 
the incumbent. We have discussed above the reluctance by incumbents 
to invest, given the limited additional revenues they can expect and 
their natural incentives to sweat existing assets. It is also necessary, 
however, to recognise that the value to incumbents of maintaining a 
significant market share is very high and an incumbent would 
therefore have a strong incentive to adopt marketing and pricing 
approaches that would limit its loss of market share, with the ultimate 
motive of squeezing out the new market entrant.

Regulators have the powers to set price floors or other interventions 
to prevent incumbents from squeezing out new entrants. While such 
measures may result in some short-term economic costs (in the form of 
higher end user prices), the long-term benefits of effective competition 
to the incumbent (which will almost certainly spur FTTP investment 
from the incumbent) are likely to significantly outweigh such short-
term costs.

CONCLUSION
It is now critical that national regulators take a longer view of 
consumer benefits. The level of investment required to roll out FTTP 
networks nationally in any country is extremely large and the returns 
are uncertain, especially for incumbent operators that would have a 
natural incentive to maximise the return from their current assets. 
The optimal regulatory solutions will vary depending on the national 
circumstances, but it is clear that they must include the ability of 
market entrants to invest profitably. Without the competitive threat 
resulting from market entry, the incumbent operators are unlikely 
invest in a timely manner. 

It is also clear that regulators need to incorporate measures to 
prevent exclusionary or predatory pricing by the incumbent in their 
basket of measures to encourage competitive FTTP investment.
Regulators are in an unprecedented situation of being on the critical 
path of the development of infrastructure that will be crucial for the 
commercial and social prosperity of their countries. 

There may not be a single regulatory answer, and regulators will 
have to take account of national conditions. However, whatever option 
they choose they should bear in mind that it is likely to be more 
economically efficient to correct for investment plus some market 
power than for no investment and short-term lower prices.
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N
et neutrality arouses strong passions and is an 
intensely political debate. But how does net 
neutrality impact consumer behaviour, and 
does zero-rating actually alter consumption 

patterns? In this article I attempt to ground the 
debate in evidence and delve into the consequences 
of zero-rating in particular. A fully-informed debate 
on net neutrality (that goes beyond a fun if 
misleading contribution by Burger King – see right) 
requires understanding of the effects of net 
neutrality on markets, and thus insight into how 
net neutrality influences consumer behaviour.

The insights of psychology and behavioural 
economics into real-world consumer decision-
making have demonstrated the importance of the 
“choice architecture” in which decisions are made. 
Small (and seemingly insignificant) influences can 
affect consumer behaviour in ways that traditional 
economic theory does not account for.

Broadly speaking, net neutrality seeks to ensure 
the equal treatment of internet traffic. Zero-rating is 
a commercial strategy, which some believe breaks 
this principle, whereby the consumption of one (or 
more) apps or services does not count towards the 
consumer’s data allowance. Zero-rating is most 
relevant in mobile as a result of data caps (there can 
be no zero-rating where there are no data caps).
These (subtle) differences in how internet traffic is 
treated can have large ramifications for consumer 
decision-making, as I explore in this article.  

HOW DO CONSUMERS MAKE DECISIONS?
Behavioural economics, which celebrated another 
Nobel Prize winner last year in Richard Thaler, is 
the study of how people make decisions in the real 
world, and the range and the influence of factors 
affecting those decisions.1 We all have limited 
cognitive power and only use it where necessary, 
resorting to highly efficient rules of thumb much  
of the time. These mental shortcuts are often very 
useful, but can lead to systematic patterns of 
behaviour that might be sub-optimal. Certain 
behavioural quirks are particularly relevant to net 
neutrality.

Consumer preferences are not set in stone – they 
are influenced by both the choice environment  
and relevant reference points. Rather than an 
independent, self-contained and dispassionate 
evaluation, consumers tend to evaluate outcomes by 

comparing them with their expectations, the status 
quo and other people’s outcomes. This leads to 
“framing effects” where the frame in which a  
choice is presented impacts the decision that people 
make. Whether a choice is framed as a loss or a gain 
can be important.

Consumers are often “loss averse”: they are more 
sensitive to losses than equally sized gains. The 
value a consumer places on a product depends on 
whether they currently purchase the product or not 
– consumers are less willing to give something up 
(lose it) than forego something they never had. Loss 
aversion has been shown to explain strong reactions 
to mobile bill shocks.2 Not only are people often loss 
averse, but they highly value certainty over small 
risks. Loss aversion and this “certainty effect” lead to 
the “flat-rate bias”, whereby people prefer to pay a 
pre-defined flat rate rather than a usage-based tariff, 
even when the flat rate costs them more. As I show, 
the flat-rate bias is relevant to how consumers 
perceive zero-rated apps.

We often simplify our budgeting by thinking 
about expenditure in categories, or budgets. This is 
“mental accounting” – the thought process through 
which individuals classify, appraise and keep track 
of their financial activities. These categories may be 
implicit or explicit, and vary in their strictness. In 
an extreme case, a consumer will not take from one 
budget to add to another budget, even if it would be 
beneficial. This is a “violation of fungibility”, 
whereby consumers treat an interchangeable good 
(i.e. money) as non-interchangeable. As I explore, the 
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way that consumers treat their data allowance may 
be a violation of fungibility.

The final piece of the puzzle is that many 
consumers have a desire for fairness. These “social 
preferences” are important when evaluating 
consumers’ preferences in relation to net neutrality, 
which is often cast as a fairness issue.

HOW TO DO CONSUMERS FEEL ABOUT NET NEUTRALITY 
AND ZERO-RATING?
In 2015, BEREC, the European regulators body, 
commissioned a study that explored how 
consumers feel about net neutrality.3 The results of 
this stated preference survey may, however, 
overemphasise net neutrality’s importance as it 
appears to have asked consumers about net 
neutrality through the lens of fairness. See the 
panel for a note on stated vs revealed preferences.

Nonetheless, the study does show that the term 
net neutrality is often misunderstood and 
associated with fundamental questions of fairness 
and freedom. Consumers also view reasonable 
traffic management as that which does not benefit 
one person to the detriment of another person.  
(The study also found that views on the fairness of 
net neutrality varied by country, which raises an 
interesting issue for European policymakers...)

HOW MIGHT ZERO-RATING CHANGE BEHAVIOUR?
An implicit assumption behind much of the 
argument against zero-rating is that zero-rated 
offers distort consumption patterns and therefore 
distort the market, advantaging some providers.  
This raises two questions: first, what change in 
consumption patterns due to zero-rating would 
distort competition, and second, is this likely?

What change in consumption patterns due to 
zero-rating might distort competition? A key 
dimension influencing the competitive effect of a 
zero-rating offer will be what is included in the offer. 
Competition concerns are in principle less where the 
zero-rating applies to all apps within a distinct class 
of service. For example, there would be no change in 
the competitive dynamic between Amazon Music 
and Spotify if both were zero-rated.

However, there may be competition concerns if 
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only one app within a class was zero-rated. In this situation we might 
expect one of the three consumption patterns shown in Figure 1. In 
this stylised example with only two apps, the consumption of 
substitute apps A and B was equal before the zero-rating of app B, but 
not necessarily afterwards. Empirical evidence from trials (i.e. 
revealed preferences) is needed to understand which consumption 
pattern would occur in reality.

The consumption of app A is only negatively affected in scenario 1, 
therefore zero-rating is most likely to distort competition if it results 
in the consumption patterns of scenario 1. The barriers to entry for 
potential new apps (which might not benefit from being zero-rated) 
are also most likely to be greatest under scenario 1. The impact of 
zero-rating on short-run consumer welfare is also less obviously 
positive in scenario 1 (overall consumption of the two apps is static, 
rather than increasing).

Arguably, there is less risk of harm to competition under scenarios 
2 or 3, as the consumption of app A is not harmed (although the 
market shares do still change). The barriers to entry for potential new 
apps are less likely to be increased by zero-rating where it results in 
scenarios 2 or 3. We should note, however, that competition is not 
necessarily harmed under scenario 1 due to the nature of the markets 
for online apps and services.

Survey data, and other forms of direct questioning of consumers, 
is commonly referred to as stated preference. That is, it relies on 
consumers communicating to the researcher what their preferences 
are. In contrast, revealed preference data relies on the researcher 
interpreting real world choices and outcomes to infer preferences. 

While stated preference data can be more easily attainable, it is not 
always the most revealing in terms of how people actually behave.  
This is because it is difficult to “frame” a survey on net neutrality which 
does not unduly prompt fairness concerns, especially given that 
consumers have little prior understanding of key terms which then 
have to be explained by the researcher (resulting in greater risk of 
framing effects).

Research into revealed preferences would be an insightful addition 
to our understanding of net neutrality – for example, we could discover 
how people respond to zero-rating offers in reality.

Conjoint analysis is a “half-way house” between stated and revealed 
preferences. It relies on consumers answering questions posed by the 
researcher, but the questions are framed in terms of product choice 
which aims to induce the consumer to reveal their true preferences.

STATED VS REVEALED PREFERENCE

App A App B

Data 
usage

A B

Before the zero-rating 
of app B

After the zero-rating of app B

Scenario 1

A B A B

Negative impact on 
competition?

Initial level of 
data usage
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FIGURE 1: THE EFFEC T OF ZERO-RATING ON DATA CONSUMPTION (ST YLISED EXAMPLE WITH T WO APPS)

Source: Oxera

Note: We assume that apps A and B are viewed by consumers as 
(to some extent) substitutes. A measure of substitutability would 
be used to show that apps A and B are in the same “class”.
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As Google often says, “On the internet, 
competition is one click away”: searching and 
switching between apps is often cheap and easy (and 
in any case consumers often “multi-home” – use 
multiple competing apps. Consumers also tend to be 
highly engaged in their choice of apps, so high-
quality apps can gain market share without the 
large investment in customer acquisition that we 
often see in regulated markets. 

In other words, the competitive conditions in the 
market may be such that the scope for competition 
concerns from zero-rating might be little – in the 
long run we would still expect the best apps to gain 
the most usage and market share.

Is scenario 1 (non-zero-rated apps lose 
consumption) likely? As we have seen, a distortion 
is most likely under scenario 1 (in Figure 1), but are 
the consumption patterns of scenario 1 likely to 
occur? Consumers are attracted to consumption 
which is associated with no risk of incurring overage 
charges or running out of data (the flat rate bias).  
The flat rate bias would be a force for consumers 
preferring consumption of the zero-rated app (B)  
over the other app (A). In other words, the certainty 
(of no loss) provided by the zero-rating to app B might 
lead consumers to switch consumption to app B. 
Therefore the flat rate bias makes the consumption 
patterns of scenario 1 more likely.

In theory, scenario 3 requires consumers to 
mentally move the data usage (implicitly) allocated 
to the zero-rated app to the data-capped app, as the 
portion of the finite data allowance which was 
spent on the zero-rated app is now available for use 
elsewhere. Therefore scenario 3 requires consumers 
to see the data cap as fungible between apps. 
However, we might expect there to be a violation of 
fungibility here, as has been shown to exist with 
mental accounts for money.4 This violation of 
fungibility will decrease the likelihood of scenario 3 
and increase the likelihood of scenarios 1 or 2. 

The impact of zero-rating also clearly depends in 
part on whether the prior data cap is “biting”, as 
explained in Figure 2. There are two countervailing 
forces if the data cap is restricting consumption. 
First, the risk of incurring overage charges is 
greater, so the flat rate bias might be more 
important (making scenario 1 more likely). Second, 
consumers are likely to be more aware of their 
usage and therefore more aware of the benefits of 
shifting their consumption from one app to another 
in a fungible manner (making scenario 1 less likely). 
The overall impact is an empirical question. 
Unsurprisingly, the BEREC analysis found that the 
demand for offers which included zero-rating (on 
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some apps) is greater when the data cap is lower.
However, the consumer choice between apps is 

often not exclusive in the online environment. 
Multi-homing means that consumption of one app 
is not necessarily to the detriment of another. This 
would tend to increase the likelihood of scenario 3 
occurring (especially where the competing apps 
have low or zero prices), and therefore reduce the 
risk of zero-rating harming competition.

Ultimately we will not know the answer to the 
question of how zero-rating affects consumption 
until a revealed preference field experiment is 
conducted – e.g. a randomised controlled trial in 
which an app is zero-rated for a sample of real 
consumers. Alternatively, a mobile operator which 
has already introduced zero-rating could use 
econometrics to analyse existing consumption data 
to illustrate the impact of zero-rating.

HOW SHOULD ACTUAL CONSUMER BEHAVIOUR CHANGE 
POLICIES ON NET NEUTRALITY AND ZERO-RATING?
It may be that zero-rating has little effect on 
behaviour, in which case the debate over zero-rating 
would be moot (regulation would be 
disproportionate). If, however, zero-rating of one app 
(within a class) was shown to cause a significant 
negative impact on competition then it might be 
appropriate to consider whether such zero-rating 
should be allowed. Although, as we discussed earlier, 
even where zero-rating does reduce the consumption 
of other apps (scenario 1), this does not necessarily 
mean that competition will be harmed (due to the 
nature of the markets for online apps and services).

Finally, we should note that there may be little 
difference in practice between the effect of zero-
rating and the effect of the internet service provider 
subsidising an app (e.g. if a mobile operator offers 
Spotify for free). If subsidising of specific apps is 
allowed, then why not zero-rating?

CONCLUSION
Whether zero-rating is likely to harm competition  
is an empirical question. Evidence on data 
consumption before and after zero-rating is likely to 
be of key importance. The behavioural economics 
toolbox helps to understand the drivers of consumer 
behaviour, but field experiments and real world 
data will also inform the policy debate.

TIM HOGG is a consultant in Oxera’s telecoms, media 

and technology team, specialising in regulation and 

behavioural economics. The article was inspired by 

Oxera’s work on net neutrality and zero-rating, but 

reflects the author’s own views, not necessarily those of 

Oxera. Thanks to colleague Charlie Vlieland-Boddy. 

FIGURE 2: HOW MIGHT ZERO-RATING CHANGE CONSUMPTION ACCORDING TO THE RESTRIC TIVENESS OF THE DATA C AP?

Consumers more aware of own consumption patterns, and 
therefore more aware of the benefits of treating the data 
allowance as fungible

But, as the chances of incurring overage charges are greater,  
the flat rate bias is more likely to influence behaviour

Consumers less aware of own consumption patterns, and 
therefore less aware of the benefits of treating the data 
allowance as fungible

But, as the chances of incurring overage charges are smaller,  
the flat rate bias is less likely to influence behaviour

Prior data cap restricting consumption greatly Prior data cap restricting consumption little
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