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which digital divide?

contents

One significant objective of the regulatory 
environment is addressing digital divides, most 
obviously for the many people who have no access to 
internet services. The latest report from the UN 
actually details worsening digital inequality between 
developed and developing nations, and also a gender 

divide between men and women. About 25% of the world’s 
population lack even a 3G mobile signal. But digital divides also affect 
developed nations, most notably for me the US where about 40% of 
people in rural areas lack access to the current broadband standard. 
Debate is as fierce as ever about the best policies to close this 
connectivity divide, with the FCC chair in the US advocating that net 
neutrality rules be overturned, while encouraging ‘bottom-up’ 
innovation, as Roslyn Layton describes in this issue. Further, Brian 
Williamson warns that rigid adherence to certain approaches could 
stifle innovation. But there is so much more to digital divides: as 
Robin Mansell discusses, the assumption that access and digital skills 
always give rise to societal good masks the dawning reality that 
technology is setting up new manifestations of divides as automation 
and algorithms take hold. Once again it needs to be said: we need 
holistic discussions about the future.    Chris Chapman, President, IIC 
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Hitting the right  
target – page 20
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internet

fears for the internet’s future 
 The Internet Society (ISOC), the global non-profit dedicated to the open 
development of the internet, has released ‘Paths to our digital future,’ its 
2017 global internet report, which examines the internet over the next  
5 to 7 years and identifies the factors that will shape its future. It warns 
that the digital future is a “fragile mix of promise and uncertainty”.

There is still a strong, commonly held belief in the potential of the 
internet to continue to bring positive change to people’s lives, it says. 
Respondents – particularly young people in developing countries – point 
to growth in new technologies and applications as evidence that the 
internet continues to fuel innovation, and to the benefits that connectivity 
can deliver for education, health, economic prosperity and social change.

“However, these hopes and beliefs are countered by wide-ranging 
fears that there are significant forces at work that may undermine the 
promise of the internet for future generations. For example, many believe 
that internet freedom will continue to decline around the world due to 
widespread surveillance, internet shutdowns and content regulation. 
There is also the view that the media landscape will become more difficult 
to navigate and that separating fact from fiction will become ever harder.”

Among ISOC’s recommendations are that human values must drive 
technical development and use, and human rights must apply online 
as well as offline. Users’ interests must be put first concerning their own 
data, while action is needed now to close digital divides and to “make the 
internet economy work for everyone”. Notably, ISOC says: “Competition 
policies across the world should be adapted to reflect the complexity of 
the modern internet economy, including taking digital presence, data 
collection and citizen use into account when assessing a company’s 
market power.” See the report at future.internetsociety.org
n A seemingly obscure dispute has arisen at the World Wide Web 
Consortium (W3C), a body that creates web standards, concerning its 
publishing of encrypted media extensions (EME) as a recommendation. 
EME keeps security interactions within the control of the browser when 
playing encrypted video. However, the Electronic Frontier Foundation 
(EFF) has withdrawn from W3C as it says EME aims to apply rigid usage 
controls that favour large content providers and “will restrict user 
capabilities that created and sustain the web”. See bit.ly/2yl1k6S

consumer protection

ofcom gets tough
Ofcom, the UK regulator, has issued a raft of new 
regulations to protect consumers, although the 
measures won’t come into force until October 2018. 
Among the measures will be a ban on providers 
charging for caller display facilities, which can help 
people to screen nuisance calls; requiring providers to 
have effective procedures for identifying vulnerable 
customers; offering disabled users access to priority 
fault repair; and strengthening complaints-handling 
rules, with faster access to dispute resolution services. 
It will also require mobile and broadband providers to 
have fair debt-collection and disconnection practices, 
and will extend billing accuracy rules that apply to 
voice services to broadband. 
n The voices of consumers are being missed  
as service providers, industry bodies and the 
government set the agenda for the UK’s 
communications infrastructure market after Brexit, a 
report by the Carnegie Trust notes. See bit.ly/2xoLk6g 

wholesale networks

gsma finds few benefits
The GSMA has brought out a report, ‘Wholesale open 
access networks’, which examines the performance of 
the wholesale open access network (WOAN) model 
(also known as single wholesale network, SWN) in 
five markets: Kenya, Mexico, Russia, Rwanda and 
South Africa. The report, which follows up on a 2014 
study that assessed the potential economic case for 
implementing the wholesale network model, found 
that, in the countries examined, there was only one 
network rolled out, with all other markets plagued 
by slow progression, and delayed and/or cancelled 
launches.  See bit.ly/2xWWZpK

mexico

oecd praises reforms 
Mexico’s 2013 telecoms reform has brought 
benefits, spurring competition that has increased 
access and brought down mobile internet costs 
from among the highest in advanced economies  
to among the lowest, according to the OECD 
Telecommunication and Broadcasting Review of 
Mexico 2017. The review credits the legal and 
regulatory reform with helping create an 
environment for price reductions of up to 75% in 
mobile broadband packages, better quality 
services and the addition of 50 million mobile 
broadband subscriptions. Progress has been 
slower in broadcasting, where limited competition 
and restrictions on foreign investment are factors 
behind a 5% rise in pay TV prices over 2013–16.

This is the Newseum in Washington, DC – a museum which is dedicated to free expression, the First 
Amendment and the news, and which occupies a prime site on Pennsylvania Avenue between the 
White House and the Capitol. But like the newspapers it exhibits, it has run into financial difficulties 
and the building’s owner, the Freedom Forum, is reviewing its future.  
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The European Commission is 
proposing wide-ranging measures to 
build strong cybersecurity in the EU, 
after president Jean-Claude Juncker 
highlighted weaknesses in online 
security in his state of the union 
address in September. “Europe is still 
not well equipped when it comes to 
cyber-attacks,” he said. 

Among the measures are investing 
more in the European Union Agency 
for Network and Information Security 
(ENISA), doubling its budget and  
charging it with being ‘the’ European 
cybersecurity agency. Two new areas 
where the agency will play an 
important role are cybersecurity crisis 
management and certification and 
standardisation of ICT products and 
services. It will also be given a 
permanent mandate which would 
allow for more strategic and longer 
term planning. 

ENISA will also have as a main aim 
helping member states to implement 

the Directive on the Security of 
Network and Information Systems 
(NIS), which is the EU’s first legislation 
on cybersecurity. It comes into force in 
May 2018 and among its aims is 
creating a network of computer 
security incident response teams 
(CSIRTs) in member states and 
obliging them to report major events. 

The Commission is also proposing a 
European cybersecurity certification 
framework, which is expected to 
deliver ‘numerous’ certification 
schemes, and a European 
cybersecurity research and 
competence centre to reinforce work 
on tools to combat threats. And a new 
directive to combat fraud in non-cash 
means of payment is also proposed. 
n The Commission is proposing a set 
of rules to govern the free flow of 
non-personal data in the EU. It says 
removing data localisation restrictions 
could double the data economy to 4% 
of GDP in 2020. See: bit.ly/2xuEGLg

germany

cross-border 
rules for m2m   
Germany’s cross-sector regulator, 
Bundesnetzagentur, has published 
rules for the marketing of mobile 
numbers across borders which will 
further facilitate the global scale 
of machine-to-machine (M2M) 
applications. “We’re encouraging 
a future market. Connected cars 
and smart home applications can 
now be even better marketed 
worldwide. The same goes for other 
applications using mobile networks 
to interconnect devices,” said Jochen 
Homann, Bundesnetzagentur 
president. The new rules allow 
mobile numbers with Germany’s 
country code to be used for M2M 
applications in other countries and 
devices with foreign numbers to be 
marketed in Germany. Cross-border 
marketing of International Mobile 
Subscriber Identities (IMSIs) was 
introduced in 2016. 

events
9-12 October, Brussels 
IIC Communications Policy and 
Regulation Week
9-10 November, Rome 
IIC Italy Chapter event
14-15 November, Ottawa 
IIC Canada Chapter Annual 
Conference
5-6 December, Washington DC 
IIC Telecommunications and 
Media Forum (TMF)
18-21 December, Geneva 
Internet Governance Forum 

neutrality report  
BEREC, the body of European 
regulators, has published a study  
on net neutrality that looks at 
regulatory approaches in three 
non-European benchmark countries 
– Chile, India and the US. 

swiss revision 
Switzerland is revising its telecoms 
act to give greater weight to 
consumer concerns, promote 
competition and deregulation, and 
simplify admin. See bit.ly/2xjszB1

new zealand bill 
New Zealand has introduced a bill to 
update the country’s telecoms act 
with a focus on increasing regulatory 
oversight and improving service 
quality. See bit.ly/2fsES7s

broadband net 
The European Network of 
Broadband Competence Offices 
(BCOs), a European Commission 
initiative, will launch a ‘network and 
support facility’ in Brussels on 20 
November 2017. See bit.ly/2t8B6nA

access report 
The UN Broadband Commission for 
Sustainable Development has 
released its annual data on the state 
of broadband access around the 
world, finding growing digital 
inequality. See bit.ly/2yBDSTc

money matters 
The Brookings Financial and Digital 
Inclusion Project (FDIP) report for 
2017 evaluates use of affordable 
financial services by underserved 
people across 26 geographically, 
politically and economically diverse 
countries. brook.gs/2gYVAM4

cybersecurity

eu overhauls cybersecurity measures  

south africa

world bank urges 
services reform
South African consumers are paying 
more for broadband services of lower 
speeds than other emerging economies, 
a report from the World Bank notes. The 
report, ‘Innovation for productivity and 
inclusiveness’, in the bank’s economic 
update series, says “urgent reforms 
are needed to increase investments 
in mobile and  fixed broadband 
infrastructure, strengthen competition, 
and improve the quality and reduce the 
price of ICT services”. The constraint does 
not seem to be lack of private capital but 
outmoded regulatory approaches and 
lack of competition, with a particular 
failing that 4G has not been licensed. 
Ensuring the regulator’s independence 
and confirming its  field of action 
should help expedite stalled actions; 
a more liberal approach to spectrum 
management and price competition 
would also help. bit.ly/2f9tmdk

in brief
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T
he prevailing view is that connecting the 
unconnected using digital technologies is 
necessarily a good thing for society as a whole, 
for the economy and for the individual. 

Although the relationship between infrastructure 
and digital platform development and inequality is 
complicated, policymakers tend to assume that 
their interventions will have a direct and positive 
impact on the take up and use of digital 
technologies and services, and a consequential 
beneficial impact on society. The main focus in 
policy is to reduce the access and literacy divides 
and, as a result, attention is given principally to the 
rate of investment in digital infrastructures and in 
digital skills acquisition.

In Europe, for example, the policy focus is on 
three pillars in the European Commission’s digital 
single market strategy: the economy; broadband 
connectivity and access; and skills and employment. 
Regarding the economy, concern in Europe about 
the very considerable market power of large 
platform operating companies leads to measures 
intended to remove barriers to the growth of the 
single market. Policy interventions include the 
lengthy Competition Directorate case against 
Google that may or may not succeed in altering the 
company’s strategy. They include efforts to remove 
national market barriers, such as geo-blocking 
practices that result in less than 4% of all video 

on-demand in the European Union being accessible 
across member state borders. There are initiatives to 
boost investment in broadband infrastructure, 
especially in rural areas. Other market interventions 
are designed to support news content creation, such 
as a proposed fees levy on digital platforms operated 
by Google and others, and efforts to tackle the tax 
base are under discussion, such as the challenge  
to Ireland’s tax concessions for Apple and the 
introduction of tighter regulations on how platform 
company revenues are assessed.

European policy in addition requires user consent 
for the use of personal data to address the absence  
of corporate transparency in the way consumer 
information is used. The European Commission’s 
General Data Protection Regulation introduced ‘data 
protection by design’ and ‘data protection by default’ 
measures with the aim of reducing the risks 
associated with online interaction. 

When the US Federal Communications 
Commission introduced its new rules for internet 
service provider use of personal data and certain 
kinds of metadata, these were greeted by advertisers 
as ‘unprecedented, misguided, counterproductive, 
and potentially extremely harmful’. In Europe, by 
contrast, a lengthy set of deliberations on updated 
policy measures for personal data protection  
has produced a somewhat more muted response 
from industry.

4  InterMEDIA | October 2017 Vol 45 Issue 3 www.iicom.org

Are we losing 
control?

The current path of digital technology innovation is seen as inevitable and good  
for the economy and citizens. But as Robin Mansell writes, there are looming  

and profound questions about digital divides we cannot ignore 

divide.indd   2 27/09/2017   09:44



d i g i T a l  d i v i d e

eCONOMiC iMPeRaTive
Some of the policy interventions in response to the 
spread of digital technologies and services are 
explicitly aimed at achieving fairness in the 
treatment of citizens and greater transparency with 
regard to corporate practices. Nevertheless, the 
dominant theme in policy discussions concerns the 
prospects for the digital economy, and the highest 
priority is to promote an increase in the rate of 
investment in both infrastructure and online 
services and to do so by ensuring that the economic 
incentives facing infrastructure and platform 
providers encourage such investment. Even when 
policymakers succeed in encouraging shifts in 
business strategy in an effort to ensure that citizen 
interests are protected, such policy interventions 
mainly tinker with the direction of innovation in 
digital technologies.

Rarely, if ever, do they lead to substantial changes 
in the pathway or trajectory of digital innovation, 
which is currently leading to an increasingly more 
intensely mediated digital environment. As Hannu 
Nieminen comments, these interventions are aimed 
at ‘patching the gaps’ left by global regulators 
which themselves no longer exercise control over 
the activities of the providers of digital technologies 
and services.1 Each new generation of technology is 
expected to help to close digital divides; to get more 
people connected and to boost the use of digital 
services. This expectation is evident in the 
enthusiasm in the press and policy circles for 5G 
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wireless services. At a cost in Europe for 5G rollout 
of some e57 billion by 2020, the benefit is 
estimated at some e113 billion for the European 
single market by 2025.2 The emphasis is on the 
economic drivers, with an assumption that the 
deployment of this technology will bring a new 
chance to close the digital divides.

With regard to digital skills, the policy focus  
is increasingly on 
upskilling. Concern is 
growing in Europe (and 
in the US) that a low level 
of certain skills is 
preventing major 
advances in deploying 
new generations of 
technology as well as 

restricting the abilities of citizens to benefit fully 
from their access to digital networks. Only some 
1.7% of European enterprises are reported to make 
full use of advanced digital technologies and 
around 41% do not use them at all. Some 47% of  
the European Union’s population does not have 
appropriate digital skills, but 90% of jobs are 
forecast to require at least some level of digital skills 
by 2025. The European Commission’s 2016 Skills 
Agenda for Europe emphasises the need for skills in 
computer science, nanotechnology, artificial 
intelligence (AI) and robotics. It also notes the need 
to strengthen transversal skills such as team work, 
creative thinking and problem-solving, but it is 

the dominant 
theme in policy 
discussions is 
prospects for the 
digital economy. 

Technological systems are acknowledged as being instruments 
of power, and an understanding of the way power relations are 
mediated by digital technologies is essential for the analysis of 
the cultural, social, political and economic features of society. 
Digital divides are examined in several generations of research 
which seek an understanding of relationships between the 
spread of digital technologies and the factors contributing to 
the inclusion or exclusion of countries, regions and people in 
the digitally mediated world. There are three ‘traditions’: 
l The first digital divide tradition investigates the access divide. 
It is very prominent and is primarily an ‘instrumental’ research 
tradition. The main goal in this tradition is to connect the 
unconnected to digital networks, typically using broadband 
technology. Numerous reports of this kind are generated by 
consultancy firms, academics, United Nations agencies and the 
World Bank. These document the rate of diffusion and take up 
of digital technologies, networks and services, usually with the 
aim of ranking performance and assessing whether access gaps 
are being closed. Research in this instrumental digital divide 
tradition confirms that a rapid rate of investment in digital 
technologies and services is strongly associated with declining 
economic inequality, at least on a global scale.
l A second, deepening digital divide tradition focuses on  
the skills, literacies and competencies required to make  
use of digital technologies once access is achieved. In the 
Netherlands, for instance, only 15% of the population can be 
counted among the information or digital elite, despite the 
relatively high levels of connectivity in the country.11

l A third tradition in the digital divide literature gives greater 
attention to the outcomes of connectivity. Alexander van 

Deursen and Ellen Helsper, for instance, are interested in 
measuring the differential economic, social, cultural and 
individual outcomes of internet use.12 They examine the 
tangible differences that users associate with their use of the 
internet and what they can achieve in their lives. Manuel 
Castells and Pekka Himanen also focus on outcomes.13 They link 
indicators of digital access with differences in economic 
development, human development, ecological sustainability 
and cultural development to assess the extent to which human 
dignity is enhanced as a result of internet access and use. 

Sometimes other digital divides are discussed in the literature, 
referring to gaps in internet use between the old and the  
young, to gender differences, to the exclusion of the disabled or 
to gaps in access between urban and rural areas. The labels of 
these traditions and the categories vary, and much of the 
research in the digital divide tradition focuses on quantitative 
indicators and is undertaken at a relatively high level of 
aggregation. However, this work is complemented by numerous 
case studies, many of which employ qualitative methods to 
examine access and technology use barriers. For example, 
exclusionary business practices may be revealed – such as the 
levying of service fees of as much as 16% of the value of 
transactions on mobile money transactions in some African 
countries, which serves as a barrier to use and reinforces 
economic divides, as Kas Kalba writes.14

It is the first and second digital divide traditions that seem to 
have the most influence in policymaking, despite the fact that 
these traditions give the least attention to questions about why 
digital technology innovation yields persistent, unequal 
outcomes in society.

power and TradiTions of digiTal divides
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STEM subjects – science, technology, engineering and mathematics 
– that receive the highest priority, together with occasional references 
to the arts in relation to creativity. Changes in education provision at 
the higher education level are deemed to be urgent to reduce barriers 
to market growth in big data analytics and the internet of things (IoT). 
These are expected to contribute some e415 billion to the EU’s future 
gross domestic product.

Should strong growth be achieved, this is assumed to be consistent 
with greater choice for consumers and with generating new sources of 
employment. The emphasis in policy initiatives in this context is on 
investment in R&D to promote faster innovation and to strengthen 
economic growth in the single European digital market. 

Many policy papers addressing these issues embrace a discourse that 
signals a concern about the disruptive nature of technological change 
and about the need to ensure that social justice is achieved, together 
with transparency. However, the main focus is on access and skills and 
on closing gaps in the relatively short term. Rarely is there a discussion 
about the implications of the rate and the direction of technological 
change in the longer term. Yet Martin Goos and colleagues find that it 
is likely to take “at least 60 years for Europe’s lagging regions to close 
half of their current lack of high-tech employment compared to 
Europe’s high-tech hubs”, based on current technologies and expected 
rates of investment.3 

The longer term implications for inequality are also signalled by 
Andrew Keen, who finds that the growing use of digital tools helps to 
explain the gaps between rich and poor.4 He observes that “the more 
we use the contemporary digital network, the less economic value  
it is bringing to us. Rather than promoting economic fairness, it is a 
central reason for … the hollowing out of the middle class.” 

Similarly, the late Anthony Atkinson’s assessment was that, even if 
full employment could be achieved, a structural shift towards higher 
skilled labour associated with the types of skills required in the digital 
economy is likely to result in a more unequal distribution of income.5 
This is partly explained by a growing concentration of rents from 
technology and trade which are accruing to an increasingly smaller 
number of companies, by steeper pay hierarchies and by a shift from 
fixed salaries to other forms of pay, such as zero-hours contracts.

aSSUMPTiON OF BeNeFiT 
These are all factors that fall outside the models used to examine 
digital divides and their consequences. This suggests that policymakers 
are focusing on a narrow range of issues informed by the instrumental 
digital divide traditions and there is little acknowledgement of the 
need for a debate about the consequences of the direction of change in 
digital technologies and services. It is recognised that the direction of 
digital technology innovation is affecting the income distribution of 
populations as a result of the automation of labour, and some 
estimates put the jobs at risk from computerisation in the form of 
sensors, IoT, algorithms and machine learning, and robotics at nearly 
50% in as little as three decades. Nevertheless, the underlying 
assumption is that technological change will bring more benefits than 
losses for individuals and societies, albeit in the long term. 

The evidence suggests at the same time, however, that deep social 
and economic inequalities are persistent and unlikely to be reduced by 
tinkering with the rate of technological change or with upskilling in 
relatively narrowly defined advanced technology fields. Yet persistent 
inequality undermines commitments to democracy and the capacity 
of individuals to generate an income to live a decent life; one that  
is safe, and one that offers them a possibility for improving their 
wellbeing and regard for their self-worth and that of others.

Economists such as Joseph Stiglitz are calling for progressive income 
and wealth taxes and a strengthening of the social safety net in the 
face of threats to people’s livelihoods. However, those who propose 
these kinds of measures also remain oddly committed to the view that 
there is a natural or inevitable direction to change in digital 
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technologies. In addition, because work in the 
digital divide tradition and policy is focused on 
access and on the use of the technologies and 
services that have already been deployed outside  
the laboratory, there is little discussion about  
the consequences of the current direction of 
technological innovation. Debate about how human 
beings will live and experience their lives when 
technologies that are still in the laboratory emerge 
is not the highest priority in policymaking circles 
concerned with the digital economy.

This commitment to a particular direction of 
technological change operates as a monopoly of 
knowledge or, in Charles Taylor’s terms, as a 
dominant social imaginary.6 The prevailing view 
when discussion focuses on digital divides treats 
promoting connectivity and upskilling as the main 
solutions to economic and social inequality. The 
logic is that inclusion is likely to be achieved 
optimally when the competitive market serves as 
the driver. Social benefits (and costs) are regarded as 
the derived outcomes of success in the digital 
marketplace.7 Political economist Harold Innis 
warned that “obsession with economic 
considerations illustrates the dangers of monopolies 
of knowledge and suggests the necessity of 
appraising its limitations”.8 This was a trenchant 
criticism of an obsessive focus on the factors 
determining economic growth in the 1940s when 
little attention was being given to distributional 
issues or to the social and political consequences of 
unequal wealth accumulation.

In today’s context, this monopoly of knowledge is 
insistent that digital platforms and increasingly 
sophisticated computerised information processing 
will bring good things for citizens. Provided 
through globally competitive markets, these 
platforms optimise consumer choice and 
technology suppliers are seen as simply responding 
to consumer demand. Ultimately – in the long run 
– there will be no power asymmetries. The main 
focus is on the rate of investment in technological 
innovation and on the introduction of more 
sophisticated digital products and services. In this 
context, there are references to the need to 
moderate market developments to achieve the 
common good, however it is defined. Such 
moderation generally means only that it is 
acknowledged that technology itself is not a 
solution to social and economic problems. Jeffrey 
Sachs, director of the Earth Institute at Columbia 
University, says, for example, that technology must 
be properly deployed – directed towards social 
purposes – and extended to the poor and to remote 
regions that markets alone will not serve, at least 
not in a timely way. Put simply, technology must be 
combined with a will towards the common good.

Whatever the imagined consensus as to what the 
common good may be, it is principally associated 

there is little questioning of 
the direction of change in 
digital technologies.  
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with the rate of investment in infrastructure and 
skills. There is little questioning of the direction  
of change in digital technologies. The present 
trajectory is yielding benefits for healthcare, 
education, financial services, smart agriculture and 
many other sectors. Investment in experimental 
research and in bringing new applications to users 
is reducing the costs of deploying some services and 
it may enable enhanced public awareness and 
citizen engagement or contribute to productivity 
gains and improved market efficiency.

Nevertheless, the longer-term consequences of the 
direction of technological change go unquestioned 
because the present pathway for technological 
innovation is presumed to be the only one available.

CONClUSiON
Is it realistic to envisage a deeper consideration  
of the consequences of contemporary digital 
technology innovation? Policy measures are being 
introduced to limit the damage caused by accidents 
resulting from experimentation in the laboratory 
and the excesses of practices in the private sector. 
Legislation and regulation play important roles  
in addressing the short-run consequences of 
contemporary developments and such interventions 
do alter the incentives of private, state and, indeed, 
civil society actors, leading to incremental changes 
in the direction of innovation. Platform operators 
and infrastructure providers will continue to seek 
public legitimacy for their practices in order to 
ensure the financial sustainability of their business 
models, but these will amount to small shifts in 
strategy with technological innovation continuing 
to progress along its current trajectory.

Such tinkering is unlikely to address the principal 
contradiction – that the more digitally mediated 
benefits we have, the fewer opportunities there are 
for humans to exercise their control and authority. 
The risks that augmented machine intelligence 
presents for human beings are being addressed 
through risk-mitigation strategies that involve 
further progress towards algorithmic complexity.  
As calculative practices are internalised by citizens, 
this limits the capacity of human beings to imagine 
alternative directions for technological innovation.9

While it is recognised that developments in AI  
and robotics “hold the potential to reshape 
fundamentally the way we live and work”10 and that 
there is a need for ethical scrutiny of the societal 
consequences, the prevailing view is that society 
must adapt to the current pathway of technological 
change. A dialogue is needed but this raises the 
question of what kind of dialogue. Alternative 
directions for change are themselves mediated by 
our immersion within the technological system.  
It is difficult to envisage how citizens without 
in-depth scientific knowledge can be expected to 
actively participate in such a dialogue. This is 
especially so because some 71% of Europeans, for 
example, report that they believe there is no 
alternative to disclosing their personal information 
to obtain products or services, according to the 
European Commission.

Nevertheless, there is no alternative to 
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deliberation. When social and economic inequality persists and digital 
technologies are implicated, it is crucial to enable a dialogue that may 
reveal alternative pathways which challenge the presumed natural 
direction of digital innovation. The obsession with economic growth at 
the heart of the prevailing monopoly of knowledge may be diluted 
through attention to the increasingly visible and extreme consequences 
of economic and social inequality. Any such dialogue must focus on 
what people will do in their lives and how they will live together with 
authority and dignity. This must be a dialogue about what people value 
in their lives when they are mediated by digital technologies, not 
simply about the values that come to be embedded in technologies as 
they emerge from laboratory. It is urgent that such a dialogue is 
undertaken, that it is inclusive and that choices are acted upon.

robin mansell is professor of new media and the internet, London School 

of Economics and Political Science. This article is adapted from the paper, 

‘Inequality and digitally mediated communication: divides, contradictions and 

consequences’, in Javnost – The Public.
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ConTradiCTorY relaTions 
BeTween HUMans and MaCHines
Once the stuff of science fiction, developments in robotics and 
artificial intelligence (AI) could bring substantial risks if the view is 
taken that human beings should retain control of their digital 
environment. If the trajectory of change is one that is likely to remove 
human authority over the technological system, it must be asked 
whether this would destroy the very notion of what it means to be 
human. These developments are encouraged by the view that there is 
a natural course of development of digital technology. 

The promise is that the benefits will outweigh the risks even though 
developments in machine learning suggest that the asymmetry 
between humans and their machines is being exacerbated. Some 
scholars, activists and policymakers are making efforts to mitigate the 
risks of underemployment and social and economic exclusion as well 
as other harms to human beings. Critical scholarship is demonstrating 
how far the commodity form of online engagement is reaching into 
citizen’s lives and providing increasingly robust evidence of algorithm 
system biases, whether racial, gendered or income related.15 Despite 
such evidence and claims that the direction of innovation is yielding 
an ‘infoglut’ and a black-boxed technological system which is not 
transparent for citizens, the technological development pathway 
continues to be one where the operations of the algorithmic system 
are becoming less transparent and accountable.

On the current pathway of technological change in the digital 
world, the results of data analytics, often in the form of visualisations 
of patterned associations, are shaping decisions in society.16 
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T 
homas Hazlett’s book, The Political Spectrum, is 
subtitled ‘The tumultuous liberation of 
wireless technology, from Herbert Hoover to 
the smartphone’. It is of course about radio 

spectrum – which he says is a natural resource 
likely to be more critical to human progress in the 
21st century than any other. This book treads a path 
between an academic textbook and a more 
accessible read about this vital resource, and has  
the overriding message that there must be more 
freedom to speed up spectrum use. Hazlett’s 
approach can be summarised in this remark 
towards the end of this highly detailed book: 
“Spectrum allocation has a long history of paradox. 
The best tool for understanding it is not the physics 
of radio waves but in the economics of public 
choice, which explains how special interests craft 
political coalitions and ally with regulators to 
distribute favours that bless the anointed while 
shorting entrepreneurial risk taking.”

No surprise, as Hazlett is a free market thinker 
– currently he is an economics professor at Clemson 
University in the US and is a veteran of regulatory 
measures in the US communications sector, being 
an early proponent of spectrum auctions and 
refarming TV bands. In The Political Spectrum, he pulls 
off the feat of knitting together the history of 
communications in the US with current events and 
challenges. Arguably the US has been the cradle of 
innovation and liberalisation – but Hazlett also 
brings in international examples where appropriate. 

What’s more remarkable is that Hazlett has 
managed to make the topic interesting to a lay 
audience while also providing copious detail for 
those in the field. He starts by detailing what is also 
remarkable – the rapid transformation from TV and 
radio of old to the mobile app and smartphone 
world of today – but despite this says we are 
“swimming in underutilised frequency spaces”, and 
each leap forward in allocation is painfully slow, 
some 6 to 13 years. That’s not because regulators 
lack goodwill – but their systems encourage 
regulatory gridlock as incumbents step in to head 
off innovation, and there is usually an appeal to 
‘technical reasons’ why something can’t be done 
(which he illustrates amusingly with a trip he made 
to the Czech Republic where just one private TV 
channel had been allocated from 27 bidders).                 

In a chapter, ‘Dances with regulators’,  he 
mentions the most famous speech ever by an 
American regulator, in 1961, when the then FCC 

chief  lambasted TV broadcasters for 
producing worthless programmes but 
then proceeded to help protect them 
from the emerging cable operators. 
Cable of course became deregulated 
and content mushroomed, and then 
mobile phones took off owing to some 
liberalisation, but Hazlett says that at 
best, just 15% of prime spectrum 
(below 4 GHz) is allocated to liberal 
licences in the US, which is among the 
more liberal regimes worldwide. The 
1927 Radio Act, he notes “still governs 
US spectrum allocation”.

There’s a good deal of colourful 
history – and colourful characters – to 
savour in this book, which covers also 

the FCC forerunner, the Federal Radio Commission. 
And as Hazlett notes: “Every government reflexively 
seeks to control emerging media” (such as the UK 
forcing pop radio stations to operate offshore on 
ships as ‘pirates’). He fires a broadside against  
the concept of ‘public interest’, saying such 
determinations often undermine competitive forces 
and innovation. 

We are introduced of course to key thinkers, 
notable economist Ronald Coase, whose vision of 
property rights in spectrum did come to pass around 
the world, and Hazlett quotes the UK’s Martin Cave 
saying that “the government’s overarching principle 
is to expose all spectrum users to the opportunity 
cost of the spectrum which they occupy”. So with 
the boom in mobile networks and devices in the past 

15 years, what’s 
not to like, he asks. 
A lot, is his answer, 
because of 
incumbent power 
and regulatory 
inertia that 

delayed the data networks that would host the 
smartphone revolution. 

He says innovation can be stifled through partial 
deregulation, which can force newcomers to 
disclose their business models and then compete 
against incumbents. Naturally, he also takes aim at 
auctions designed mainly to maximise revenue.  
But there has been great success in liberalising the 
700 MHz spectrum band for 4G in terms of 
consumer surplus – “No other newly allocated 
bandwidth comes close” – and he notes success too 
in deregulating unlicensed spectrum (e.g. Wi-Fi). 

And what’s the answer to all this? Hazlett says it 
is ‘auction overlay rights’, which paves the way for 
spectrum sharing. He includes an 8-point agenda to 
achieve such rights, and overall the drive should be 
to depoliticise spectrum and therefore make his 
book redundant. There is much to enjoy and learn 
in this book, even if you are not naturally a free 
market thinker.                                           Marc Beishon
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C
oncerns have been expressed about the quality 
of information available in the public sphere, 
often under the label ‘fake news’, and the 
impact of unreliable information on public 

discourse, and indeed the operation of democracy. 
The best approach to tackling the perceived 
prevalence of misinformation is, however, not clear. 
This article considers three preliminary questions 
given the background of freedom of expression: 
what is fake news; if regulation is appropriate, who 
would be regulated; and what form of regulation 
should be adopted.

What is fake neWs?
There is no agreed definition of fake news, though 
the normal dictionary meaning of these words is a 
starting point. According to the Oxford English 
Dictionary, fake means spurious, counterfeit or a 
sham. That is, content is aiming to be taken as 
something other than it is. While ‘false’ can also be 
used to indicate deceptive practices, it can also be 
used to mean untrue. Making this distinction is 
important because, while most media codes of 

practice say that journalism should be accurate, 
failures should not automatically constitute fake 
news. Indeed, looking at human rights case law, 
what seems important is the journalist’s orientation 
towards truth – that is, verifying stories. 

In Bladet Tromsø and Stenaas,1 the European Court 
of Human Rights noted that the safeguard afforded 
by Article 10 to journalists in relation to reporting 
on issues of general interest is subject to the proviso 
that they are acting in good faith to provide 
accurate and reliable information in accordance 
with the ethics of journalism. In terms of style, the 
human rights body has also emphasised that:2

“… while the court does not have to approve the polemical 
and even aggressive tone used by journalists, Article 10 
protects not only the substance of the ideas and information 
expressed, but also the form in which they are conveyed …”

The broad protection to political speech reaches 
its limits, however, when the content is purely 
abusive, or steps over the line to hate speech.3  
It may be that here we would find regional 
differences. A US-based approach is less concerned 
about the impact of hate speech on its victims 

Raising questions 
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Fake news is high on the agenda of concerns about media, but what is  
it and could it be regulated? lorna woods frames the debate
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than, for example, that in Europe and of course 
gives rise to difficulties for companies that operate 
via the internet. The issue of hate speech raises 
difficult questions for those reporting on 
individuals and institutions which hold those views, 
if even the repeating of those views itself is an 
impermissible re-publication/redistribution of 
criminal content.4

‘Truth’ is not a complete answer as regards the 
boundary between fake news and journalism. Not 
all published statements are susceptible to proof, 
especially those based on political opinion. It  
would be easy to undermine political dissent by 
characterising it as untrue because it is not-proven. 
The European Court of Human Rights made this 
point:5

“…a careful distinction needs to be made between  
facts and value judgements. The existence of facts can be 
demonstrated, whereas the truth of value judgements is not 
susceptible of proof…”

A similar approach to the distinction between fact 
and opinion can be seen in other regional human 
rights tribunals: for example, the approach of the 
Inter-American Court in Usón Ramírez.6 The 
protection of opinion seems particularly strong 
when it is based on (verified) facts; the position of 
opinions which contradict facts, however, is not so 
protected. This issue is of importance for fake news 
if we consider it to include hyper-partisan websites, 
which may consist of little in the way of verifiable 
information but lots of (extreme) opinion, or 
one-sided information. Can we say that reporting 
which omits relevant facts that contradict the main 
thesis in a story is inaccurate?7

Falsity may also not be the best tool for describing 
clickbait websites, where the complaint is that the 
attention-grabbing headline does not reflect the 
article. Of course, some headlines may be false, but 
that is not the mischief complained of. This issue 
seems to be about misleading would-be readers as to 
the content of the article, often for financial gain.

News usually concerns important or interesting 
events, but what sorts of events might we consider 
worthy of protection in the public interest? Political 
speech comes to mind, but other topics could also 
be considered important. There is, for example, a 
clear interest in accurate information in the 
reporting of science (climate change, public health 
matters). In addition to questions about the 
provability of science claims, there are also 
boundary issues. For example, should a food blogger 
who makes claims about a particular diet be seen as 
a purveyor of fake news? It is submitted that this 
would make the category unduly broad and rather 
unwieldy. Yet, how does one draw the line: is the 
intention of the originator the key point?

Second, some definitions emphasise that an 
element of fake news is to make money. It could be 
argued on this basis that insofar as such speech falls 
within freedom of expression guarantees, it should 
be viewed as ‘commercial speech’, which typically 
attracts a lower level of protection and for which 
regulation in the public interest is more easily 
justified.8 Advertising regulation can typically 
prohibit misleading advertising, or claims that are 

not backed up by evidence. Once again, we can  
see boundary issues in terms of defining 
problematic content. In particular, the 
categorisation of speech by reference to the motives 
of the speaker (making money) could render 
mainstream media output ‘commercial speech’.  
This suggests that an approach focusing on motive 
is at odds with the jurisprudence of most if not all 
human rights bodies. 

Finally, is it practicable to treat fake news or the 
problem of misinformation as just one thing?  
There are several behaviours, ranging from state 

propaganda aimed at 
destabilising another 
country’s regime to 
careless re-tweeting of the 
latest scandal by a private 
individual. It is also 
possible to identify 
particular contexts, such 
as political advertising or 

rules relating to elections, which merit special 
treatment. It would seem sensible to differentiate 
between these behaviours, to assess the threats they 
each pose, and to tackle them accordingly. In so far 
as regulatory action9 is taken against fake news or 
other categories of misinformation, attention 
should be paid to definitions. Terms that are vague 
or very broad are open to abuse, and may therefore 
be viewed as contrary to freedom of expression 
guarantees.10

Who is regulated?
Historically, regulatory obligations (whether 
top-down or through self-regulatory systems) have 
been placed on those who have the final choice as to 
whether content is published/broadcast or not. 
Regulation tended to be linked to editorial 
responsibility. One effect of social media is that a 
greater range of people may become involved in the 
creation and dissemination of information, such as 
re-posting, linking to and ‘liking’ content. This 
makes it harder to identify who has responsibility 
for content and where obligations – for example, 
relating to accuracy – should lie. 

It has been suggested that “consideration should 
be given to protecting individuals against liability 
for merely redistributing or promoting, through 
intermediaries, content of which they are not the 
author and which they have not modified”.11 
However, meaning may be modified inadvertently, 
for example by a user redistributing content 
without the original context, which was that the 
source was a satirical site. The answer may lie in 
technical measures (so the context is not lost)  
rather than the regulation of private individuals; 
such measures are likely to be disruptive to freedom 
of expression.

Of course, the platforms on which the content is 
found could be subject to regulation. It is recognised 
– albeit not universally – that this may stifle 
technical innovation, as well as infringing freedom 
of expression. It is still generally accepted that 
intermediaries should not be responsible for third 
party content, though the applicable limitations on 
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this principle vary; in particular, where immunity 
is conditional on an intermediary being unaware of 
problematic content, or neutral as regards the 
content it hosts. 

Fake news gives rise to two particular issues.  
The first relates to the identification of content as 
problematic. Unlike some content, for example 
child pornography,12 which when pointed out can 
be seen to be evidently problematic, fake news 
which turns on question of accuracy or intent to 
deceive will not necessarily be seen to be bad per se. 
This then would leave an intermediary with a 
choice: undertake investigations (with the real 
possibility of having to make difficult decisions); or 
take a safe line and take down any content about 
which concerns are raised. 

The second issue relates to personalisation,  
where particular stories appear in newsfeeds 
through the operation of software. Would a 
platform be regarded as neutral in these 
circumstances? It would certainly seem that a 
platform which accepts money to prioritise 
particular links would not be neutral.

hoW to regulate?
Despite an apparent preference, in Western 
countries at least, for self-regulation, there seems to 
be increasing pressure on technology companies, 
particularly social media platforms, to ‘do 
something’ about problematic content. This is not 
self-regulation, but what has been termed ‘shadow 
regulation’. In contrast to regulation, which should 
be made in accordance with the relevant national 
constitutional rules and subject at least to the 
relevant oversight and accountability regimes, 
shadow regulation is not transparent. It is thus hard 
to challenge any regulatory choices made. Moreover, 
such a system may fall outside the protection of 
human rights guarantees. In 2011, the UN Special 

Rapporteur on freedom of expression stated that:13 
“Censorship measures should never be delegated to a 

private entity ... Indeed, no State should use or force 
intermediaries to undertake censorship on its behalf.”

A lack of transparency arises where automated 
systems are used to identify problematic content. 
Even if specific routes to challenge decisions made 
by the system are available, it might be hard in 
practice to understand the decision-making process 
enough to mount a challenge. Furthermore, biases 
about acceptability can be encoded in the software 
or, in the case of machine learning systems, learnt 
from training data or when deployed in the wild. 

A different approach relies on the user to sort out 
fact from fiction, perhaps relying on systems of 
trust marks. While such an approach may respect 
freedom of choice in terms of a user’s right to 
receive information, it also just moves the question 
of regulation and control over information to a 
different point in the information environment – 
who fact checks the fact checkers?
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l Tagging fake articles with ‘disputed by 3rd party fact-checkers’ 
warnings and making articles’ sources more salient by adding 
publisher logos are two approaches that have received 
large-scale rollouts on social media in recent months. But such 
approaches are not nearly enough to effectively undermine 
belief in fake news, researchers at Yale University find. See: 
‘Assessing the effect of ‘disputed’ warnings and source salience 
on perceptions of fake news accuracy’ – bit.ly/2y0Prmo
l Lionel Barber, editor of the Financial Times, said in a recent 
lecture, ‘Fake news in the post-factual age’ , that “…the stark fact 
is that the new media ecosystem is far from a level playing field 
– either from a regulatory or commercial standpoint. Fake news 
highlights and exacerbates the problem... Technology has 
flattened the digital plain, creating the illusion that all content is 
equal... And when people think all content is equal, they assume 
that it’s equally biased or credible.” See: on.ft.com/2y5LkoC
l When Oxford Dictionaries announced that ‘post-truth’ was 
Word of the Year 2016, the International Federation of Library 
Associations and Institutions (IFLA) realised “action is needed 
to educate and advocate for critical thinking – a crucial skill 

when navigating the 
information society”. The IFLA 
has published an infographic 
(right) that is being printed 
as posters to be displayed in 
libraries. It is based on 
FactCheck.org’s 2016 article, 
‘How to spot fake news’. 
l A group of researchers in 
Europe have published the 
first chapters of A Field Guide 
to Fake News, which cover 
“recipes for tracing the 
circulation of fake news on 
Facebook and the web, as 
well as its tracker signatures and techno-commercial 
underpinnings”. See bit.ly/2wlQeRH
l Giovanni Pitruzzella, chair of Italy’s Competition and Market 
Authority, has co-authored a new book, Words and Power, which 
develops arguments for intervention in fake news. 
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I
t has been 15 years since the EU aligned the 
definition of significant market power (SMP)  
to the concept of dominance under EU 
competition law. Since then, SMP has been a 

cornerstone for the imposition of telecoms access 
and interconnection regulation in the EU. Under 
the SMP regime, national regulatory authorities 
may only impose and keep certain obligations  
(such as access and interconnection price caps) on 
operators holding single or collective SMP in a 
relevant market. 

To assist the national regulatory authorities in 
their relevant market analysis1 with a view to 
assessing whether any operator in such a market 
holds SMP either alone or jointly with others, the 
European Commission issued guidelines setting out 
how the general EU competition law concepts of 
single and collective dominance should be applied 

in the electronic communications sector.2 A peer 
review mechanism was also introduced as an 
additional safeguard for a consistent application of 
SMP regulation across the EU. Accordingly, each  
national regulatory authority must notify its 
proposed draft SMP designation to the Commission 
for prior approval.3 

The SMP guidelines have largely stood the test of 
time, serving as a fundamental reference for the 
decision-making practice of national regulatory 
authorities, the Commission and the courts.4 In 
addition, many other regimes outside the EU have 
adopted similar SMP regimes and guidelines.5 

The Commission is required by law to review the 
SMP guidelines regularly to make sure that they 
remain up to date with the latest market, 
technology and economic developments. This year, 
two developments have prompted the Commission 
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c o m p e t I t I o n

to review the guidelines. First, the EU institutions 
are negotiating the proposed recast of the electronic 
communications regulatory framework into the 
European Electronic Communications Code 
(‘Code’).6 Second, BEREC, the body of European 
national regulators, is advocating expanding the 
concept of SMP to allow national regulatory 
authorities to regulate ‘tight oligopolies’.7

Against this background, this article provides an 
overview of the state of the debate and concludes 
that, as a matter of law, the review of the SMP 
guidelines ought not to lead to an expansion of the 
concept of SMP.

commISSIon conSULtAtIon 
The Commission launched a consultation8 on the 
need to update individual sections of the SMP 
guidelines, as follows:
l Market definition. The Commission is  
consulting on whether to update the guidelines 
with the latest decision-making practice on  
the substitutability between traditional 
communications and new online services, such  
as instant messaging apps. 
l Single and collective SMP. The consultation 
document gives particular emphasis to the question 
of whether the guidelines should be updated in 
light of the landmark Airtours9 case, in which the 
EU General Court clarified the criteria for a finding 
of collective dominance under EU competition law.10

l Remedies. The consultation document gives the 
option of removing the section of the guidelines 
dealing with remedies in light of the experience the 
national regulatory authorities have gained in this 
regard since 2002.
l Powers of investigation and cooperation. The 
consultation considers the removal of the section 
dealing with powers of investigation and 
cooperation between the national regulatory 
authorities for market analysis. The consultation 
document suggests that this section may no longer 
be necessary because it duplicates the requirement 
in the Framework Directive (one of the directives in 
the regulatory framework) and is covered in the 
rules that have been developed by the national 
regulatory authorities. Similarly, the consultation 
document asks whether any update is required on 
the procedures and duration for consultation and 
publication of national regulatory authorities’ 
decisions, in light of the most recent case law.11

The current commissioner for the digital single 
market, Andrus Ansip, said of the SMP guidelines 
review: “Telecommunications are the backbone of the 
digital single market, which is why we have to check 
thoroughly how best to regulate markets in this fast-paced 
environment and how to ensure a level playing field for all 
operators, whether big or small. The consultation will 
support us in making our guidelines fit for the future.”

Member states, national regulatory authorities, 
national competition authorities, electronic 
communications providers, academics in law and 
economics, and consumers were invited to express 
their opinion in particular on the theoretical 
concepts underpinning the relevant markets 
definition, as well as on single and collective 
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dominance in the electronic communications sector 
for the purpose of the ex ante regulation. The 
results of this public consultation will provide 
guidance to the Commission in the review process 
of the 2002 SMP guidelines in time for the 
implementation of the new Code.

AIRtoURS AnD ImpALA cASeS
Under the Framework Directive, the assessment of 
SMP has to be in line with EU competition law 
principles as set out in the jurisprudence of the EU 
courts. The policy objective of the SMP guidelines 
review is to ensure that the guidelines are fully up 
to date and can provide the best possible guidance 
to national regulatory authorities on how to  
address remaining bottlenecks in electronic 
communications markets.

In particular, the SMP guidelines were adopted 
before the landmark Airtours and Impala12 
judgments clarified the criteria for a finding of 
collective dominance in oligopolistic markets and 
the approach to take when using the criteria under 
EU competition law, as follows:
l Each member of the oligopoly must have the 
ability to know how the other members are 
behaving in order to monitor whether or not they 
are adopting a common policy
l Tacit coordination must be sustainable over time, 
that is to say, there must be an incentive not to 
depart from the common policy on the market
l The foreseeable reaction of current and future 
competitors, as well as of consumers, must not 
jeopardise the results expected from the common 
policy.

In addition, the Impala judgment warned against 
a mechanical approach involving the separate 
verification of each of these criteria taken in 
isolation, and instead recommended taking  
account of the overall economic mechanism of a 
hypothetical tacit coordination. For example, the 
judgement concluded that the assessment of the 
first criterion (transparency) should not be 
undertaken in isolation and in an abstract manner. 

Such an assessment must be carried out using  
the mechanism of a hypothetical tacit  
coordination as a basis. It is only if such a 
hypothesis is taken into account that it is possible to 
ascertain whether any elements of transparency 
that may exist in a market are capable of facilitating 
the reaching of a common understanding on the 
terms of coordination and/or of allowing the 
competitors concerned to monitor sufficiently 
whether the terms of such a common policy are 
being adhered to.

The current SMP guidelines note that two or  
more undertakings would be considered to be  
in a position of collective SMP when they had 
substantially the same position vis-à-vis their 
customers and competitors as a single firm. In 
addition, the Framework Directive includes a list of 
criteria that largely overlap with the conditions set 
out by the EU courts in the Airtours and Impala 
cases. But at the time, the Commission noted that 
the case law was still developing. The case law, and 
indeed the markets themselves, have moved on.  
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ASSeSSInG tHe commentS – AnD BeRec’S poSItIon
The Commission has not yet published the 
responses received during the consultation. 
However, based on the few responses that have been 
made available by trade associations, it seems that 
the most contentious issue in the debate is whether 
to extend the concept of SMP to capture tight 
oligopolies. Here the battle lines could not be 
clearer. On the one hand, there is BEREC advocating 
a new concept of SMP, which would include tight 
oligopolies in addition to single and collective 
dominance. On the other hand, there seem to be all 
other respondents that are against the extension of 
the concept of SMP to include tight oligopolies. On 
balance, it is difficult to see a legal basis for the 
changes proposed by BEREC. 

First, BEREC regrets that the review of the SMP 
guidelines is conducted in parallel with the Code 
legislative process, and not consecutively. “Indeed,  
the current review of the guidelines relies on the existing 
[regulatory] framework, meaning that the possible evolution 
of the framework will not necessarily be taken into account 
in this guidelines review.” BEREC says that in line with 
previous reports as well as ongoing discussions on 
the new Code, there is also a need to address 
competition issues derived from tight oligopolies. 

BEREC’s response is mainly focused on collective 
dominance. “The evolution of electronic communication 
services markets from single SMP to oligopolistic structures 
makes the issue of identifying joint dominance more  
urgent. Yet, past experiences showed that national 
regulators have had problems when trying to identify  
joint dominance.” 

BEREC also notes that the standard of proof for 
collective dominance appears to be higher than  
the standard of proof for individual SMP. To remedy 
this imbalance, BEREC proposes a new concept of 
‘unilateral market power’ (UMP). Although the 
precise contours of the UMP definition proposed by 
BEREC remain to be determined, it is understood 
that UMP would be equivalent to the concept of 
unilateral effects under the EU merger regulation 
and the EU horizontal merger guidelines.13 

BEREC has suggested expanding the definition of 
SMP to include a situation where “two or more 
undertakings are each deemed to enjoy a position 
equivalent to having significant market power when they 
might significantly impede effective competition”. 
Alternatively, BEREC suggested introducing the new 
concept of UMP into the Code, as follows: “An 
undertaking shall be deemed to have unilateral market 
power where, in the absence of significant market power, it 
enjoys a position of economic strength by virtue of the 
weakness of competitive constraints in an oligopolistic 
market, enabling it to act in a manner which is detrimental 
to consumer welfare.”14 BEREC is of the view that: 
“National regulatory authorities should be equipped with 
the relevant regulatory tools to robustly assess such market 
conditions and also remedy any market failures arising 
from a finding of UMP.”

The following characteristics could be associated 
with UMP, says BEREC: 
a) High market concentration
b) High entry barriers and a lack of entry 
c) A lack of countervailing buyer power

14  InterMEDIA | October 2017 Vol 45 Issue 3 www.iicom.org

d) A lack of innovation (‘mature technologies’) 
e) Capacity constraints 
f) Low price sensitivity 
g) Low market growth (‘mature markets’).15

 
UnILAteRAL eFFectS AnD Ump
The Commission has reviewed several mergers in 
the mobile and cable sectors in recent years. Most of 
these cases triggered in-depth investigations and 
were ultimately cleared, subject to remedies. 
However, in the UK, the attempted merger between 

mobile operators Three 
and O2 was eventually 
blocked last year. In all 
these merger cases, the 
Commission’s finding of a 
significant impediment to 
effective competition was 
based neither on single 
dominance nor on 
coordinated effects, 

although the latter were not excluded in the Irish 
and the two Austrian cases. This makes these cases 
so-called ‘gap’ cases. That term refers to the 
perceived gap in coverage of the original EU merger 
regulation of 1989, in which the substantive test 
was focused on dominance, either by a single 
company (single dominance) or by several 
companies coordinating their conduct (collective 
dominance or coordinated effects) – just like in the 
current SMP guidelines. This substantive test was 
changed in 2004, when the current EU merger 
regulation was enacted. Under the current test, 
mergers must be prohibited if they would 
significantly impede effective competition. 

The revised EU merger regulation and revised EU 
horizontal merger guidelines make it clear that,  
in oligopolistic markets, mergers can lead to a 
significant impediment to effective competition 
even when they do not lead to single dominance or 
coordinated effects. The legal test for these gap cases 
is whether the merger involves “the elimination of 
important competitive constraints that the merging parties 
had exerted upon each other, as well as a reduction of 
competitive pressure on the remaining competitors”. The 
Commission’s recent mobile and cable merger cases 
shed light on the elements that it takes into account 
to assess whether this is the case in mergers 
involving oligopolistic markets.

BEREC seems to suggest that the concept of 
unilateral effects can also fill the perceived gap in 
the SMP guidelines to give national regulatory 
authorities the power to impose ex ante regulation 
in oligopolistic markets. In fact, the guidelines 
already suggest that an SMP assessment is similar to 
a merger control assessment to the extent that both 
assessments require an ex ante analysis. However, 
there is more than meets the eye to this parallel.  
A detailed review of the elements which constitute 
the foundations of the concept of unilateral effects 
in merger control assessment would demonstrate 
that BEREC’s suggested parallel is ill-founded. 
Unilateral effects are aimed at assessing the 
competitive impact of a reduction in the number of 
market players caused by a merger, based on a 

most contentious is 
whether to extend 
the concept of Smp 
to capture tight 
oligopolies. 
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number of quantitative and qualitative factors 
(which are further outlined below). In an SMP 
assessment, there is no reduction in the number of 
market players caused by a merger.

The EU horizontal merger guidelines set out a 
number of non-exhaustive and cumulative factors 
for the assessment of unilateral effects in the 
context of mergers in oligopolistic markets. These 
include the following: 
l Significant increase of market share arising from 
the merger
l Closeness of competition
l Diversion of sales from one of the merging parties 
to the merged entity
l Reduction of available sources of supply
l Barriers to entry or expansion. 
However, the application of these factors to a 
situation where there is no reduction in the 
number of players resulting from a merger would 
be problematic. In a SMP analysis, absent a merger 
there would be: 
l No increase in the concentration levels of a market
l No removal of a close competitor
l No diversion of sales from one competitor to the 
other (therefore, any upward price pressure 
calculations would not be determinative of the 
existence of unilateral effects)
l No reduction in the available sources of supply 
and no change in the level of barriers to entry or 
expansion. 

On this basis, this type of unilateral effects 
analysis would not be suitable for the purposes of 
SMP analysis. 

LImItAtIonS oF tHe Smp ReVIeW
Even if the transposition of the concept of unilateral 
effects from the EU merger regulation into SMP 
regulation were warranted (although it does not 
appear to be so, as explained above), the SMP review 
cannot, as a matter of law, change the concept of 
SMP. The term SMP is defined in a directive and  
only the new Code could change that definition.  
On this basis, the review of the SMP guidelines 
should not be used as an opportunity to introduce a 
new concept of SMP through the back door. 

Any extension of the concept of SMP beyond the 
existing boundaries of the concept of single and 
collective dominance (as defined in the EU case law 
to date) would arguably be contrary to the existing 
legal construct of the SMP guidelines and the 
Framework Directive that form the basis for the 
adoption and review of the guidelines.

As regards the Code, it remains to be seen 
whether the concept of SMP will be changed or not. 
The initial Commission proposal contained no 
changes to the definition of SMP. At the time of 
writing, the position of the European Council is  
not known. However, there are indications that the 
European Parliament intends to propose certain 
changes to the definition of SMP in the Code. 

For example, the European Parliament’s 
Committee on Industry, Research and Energy (ITRE) 
has suggested an amendment to Article 61 of the 
Code to the effect that there can be a finding of 
joint dominance “even in the absence of structural or 
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other links between them, when the market structure 
enables them to behave to an appreciable extent 
independently of competitors, customers and ultimately 
consumers”. ITRE suggested that this may be the  
case where a market displays the following 
characteristics: a high degree of concentration; a 
high degree of market transparency providing 
incentives for parallel or aligned anti-competitive 
behaviour; the existence of high barriers to entry; 
and the foreseeable reaction of competitors and 
consumers would not jeopardise parallel or aligned 
anti-competitive behaviour.

This new definition would seem to be broadly in 
line with the criteria for a finding of collective 
dominance in the Airtours and Impala cases. 
However, the codification of such case law creates 
the inherent risk of creating a sector-specific 

definition of collective 
dominance. It would 
instead be preferable to 
keep the definition of SMP 
in line with the definition 
of collective dominance as 
in Article 102 of the 
Treaty on the Functioning 
of the EU and replicated 
in the Commission’s 

original Code proposal. Doing so would avoid the 
risk of interpretative conflicts arising from the 
future evolution of the case law on collective 
dominance under general EU competition law.

neXt StepS
The Commission has stated that it will publish  
the responses to the consultation on the SMP 
guidelines review, but has not given a date and it is 
not known whether the Commission will publish a 
revised draft of the guidelines for another round  
of consultation before adopting the final version. 
Given the necessary link between this review and 
the Code proposal negotiations, the publication  
of a draft of the revised guidelines for another  
round of consultation before their adoption would 
make sense. 
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T
he ‘soft power’ exercised by technology giants 
over public discourse and policy as a result of 
their funding of think tanks and academic 
research was the focus of significant media 

attention over the summer months. People are now 
“waking up to the power” of Google, Amazon and 
Facebook, according to Barry Lynn a former senior 
fellow at the New America Foundation. 

Policymakers in Europe have, however, been alert 
to the power of digital platforms. For instance, the 
European Commission suggested in 2015 that the 
manner in which certain online platforms “use their 
market power raises ... issues that warrant further 
analysis beyond the application of competition law 
in specific cases”.1 The Commission was right to 
suggest that the power exercised by digital platforms 
leads not only to economic consequences but also 
has broader societal ramifications. These economic 
and societal consequences stem, in large part, from 
the control exercised by digital giants over vast 
quantities of data, including personal data. 

The question is whether the current legal and 
regulatory framework can, and should, seek to 
constrain this power in the public interest. To 

answer this question, it is first necessary to identify 
how and why certain digital platforms are key data 
aggregators in the digital ecosystem. Next, it is 
necessary to consider why such data aggregation 
and processing might merit further analysis, 
beyond the existing legal framework. Suggestions 
have been made in both the European Union and 
the US that technology giants should be treated as 
digital utilities, like other utility providers such as 
electricity or gas providers, and be subject to specific 
legal obligations as a result. 

What exactly this might entail for these 
technology giants has not been specified. However, 
it is possible to imagine that should such a special 
responsibility be imposed on digital utilities it 
might involve one of three options: 
l An obligation to unbundle 
l A prohibition on further consolidation
l A requirement to grant access to the digital 
utility or its assets on non-discriminatory terms. 

Each of these options are likely to be vehemently 
contested by the technology giants; however, of the 
three the prohibition on further consolidation 
seems the least radical and most feasible.

Data anD 
platform power 

Those looking to rein in the power of the global internet platforms could look  
to legal and policy responses to data monopolies, writes Orla lynskey
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PLATFORMS AS DATA AGGREGATORS 
Digital platforms are an example of a two, or 
multisided, market. This means that they act as the 
intermediary between one side of the market, for 
instance individual internet users, and others with 
whom they connect, including other individuals, 
advertisers, service or content providers. As they act 
as an interface for these online interactions, digital 
platforms are in a unique position to control the 
flow of information – and data – between 
participants in the digital ecosystem, and to gather 
data about the actions of each of these parties in the 
digital sphere. Therefore, a platform like Facebook 
can gather data about the login patterns of an 
individual user, how long they spend online, what 
content they are interested in, with whom they 
interact, etc. 

While all digital platforms have this potential 
ability to control and gather data, some companies 
appear to have a superior ability to do so as a result 
of the volume and the variety of the data available 
to them. This is most notably the case with 
Facebook and Google. These platforms can be set 
apart from others in four (non-exhaustive) ways.

 First, these platforms are omni-present in the 
digital environment. For instance, in 2016 of the top 
ten smartphone applications in the US (based on 
the number of average unique users per month), 
only two (Apple Music and Amazon app) were not 
owned by either Google (YouTube, Google Maps, 
Google Search, Google Play, Gmail) or by Facebook 
(Facebook, Facebook Messenger, Instagram).2 
Moreover, as discussed below, their presence has 
been augmented by a lax ex ante regulatory regime 
for mergers and acquisitions, allowing Google and 
Facebook to gobble up would-be competitors and 
innovators. Crucially, this omni-presence allows 
these companies to gather a significant volume of 
data from a wide variety of sources. 

Second, these platforms act as critical 
chokepoints in the digital ecosystem: the exclusion 
of an application from Google’s Android operating 
system or a business from Google’s search results is 
likely to scupper the economic viability of these 
dependants. They are ‘must-deal-with’ partners. 

Third, network effects have a role to play in the 
success of these platforms. For instance, Facebook’s 
success can – in part – be attributed to the fact  
that any other social network will offer fewer 
opportunities for connection. Similarly, the data 
amassed by Google Search can be used to enhance 
the relevance of its future search results. This 
superior ability to attract eyeballs – user attention 
– leads in turn to a superior ability to monetise 
their offerings. It is unsurprising that the entirety 
of the growth in digital advertising revenue in  
2016 was extracted by two companies: Google and 
Facebook.3 Success breeds success. 

A fourth and potential way in which these 
platforms manage to aggregate data is through 
privileged partnerships with public bodies. One 
such example is the partnership between Google’s 
DeepMind and the NHS Royal Free Trust in London 
(a public hospital). This saw the trust hand over the 
data of 1.6 million patients without their consent 

and without a commitment on DeepMind’s part to 
separate this data from that held by its parent 
company. While such examples are thankfully rare, 
they do illustrate that future public–private 
collaborations will augment and enhance the 
datasets of digital giants. 

The benefits of large scale data aggregation and 
processing are frequently extolled in the context of 
‘big data’ processing. The predictive power of 
processing such data can, for instance, lead to more 
relevant search results and shopping suggestions as 
well as the more efficient allocation of resources. 

Moreover, the law  
does not prohibit the 
aggregation of such data. 
For instance, although 
the systematic collection 
and storage of personal 
data by public authorities 
constitutes a prima facie 
violation of the right to 

private life, which may be justifiable if it serves a 
legitimate objective and is proportionate, this right 
is not directly applicable to the private sector. 

Similarly, while this data processing is regulated 
by data protection frameworks, data protection law 
does not prohibit processing per se. Instead, it puts 
in place a framework of checks and balances that 
companies like Facebook must respect when 
processing personal data. Of most relevance here is 
the principle of ‘data minimisation’, under which 
data should not be excessive in relation to the 
purposes for which it is collected and/or further 
processed. 

By defining the purposes for data processing 
broadly to circumvent this data minimisation 
principle, companies run the risk of falling foul of 
another principle, ‘purpose limitation’. According 
to this principle, data should be collected for 
specified, explicit and legitimate purposes and not 
further processed in a way incompatible with these 
purposes. While this principle would suggest that 
data processing cannot be justified for broad, 
open-textured purposes, in practice in the digital 
sphere it often is, and this processing is given 
further legitimacy by reliance on the consent of the 
individual involved to one-sided contractual terms. 
In reality, the ability of the data protection 
framework to curtail the power of digital platforms 
is therefore limited. 

The only legal framework to deal explicitly with 
the power of private companies is competition law 
(EU) or the antitrust framework (US). In the EU, 
competition rules prohibit companies with market 
power from abusing this power by excluding equally 
efficient competitors or exploiting their consumers. 
The US provisions make it unlawful for any person 
to “monopolise, or attempt to monopolise… any  
part of the trade or commerce among the several 
states, or with foreign nations”. In practice, this 
monopolisation is only unlawful when acquired or 
maintained through improper means. The legal 
framework does not therefore assume that 
monopoly power is, of itself, problematic yet, as 
noted above, policymakers are increasingly 

R E G u L A T i O n
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uneasy about the power of digital giants. Why is 
this so, and is this concern justified? 

THE FLiP-SiDE OF DATA AGGREGATiOn 
The market power of digital giants may enable them 
to behave in a way that excludes equally efficient 
competitors from the market, or prevents the 
emergence of credible competition. These are 
typical antitrust concerns, but policymakers are 
now turning their attention to the role of personal 
data in this picture. The aggregation of personal 
data from a variety of sources gives rise to obvious 
privacy concerns. When such aggregation is 
conducted by a behemoth like Google or Facebook, 
it also exacerbates the existing information and 
power asymmetries between these data giants and 
the individuals who use their services. This personal 
data can therefore be leveraged in a way that 
militates against individual interests. 

For instance, it could be used to gauge the ‘reserve 
price’ of a user when shopping online in order to 
offer him or her a particular product at the highest 
price possible. Equally, it could be used to target 
swing voters in an election campaign with materials 
that are likely to influence their vote. In other 
words, if information is power, then this 
information can be used to determine the 
commercial and societal opportunities individuals 
are offered, as well as to influence their choices. 
This picture is complicated by the fact that 
competitors suggest that without access to a similar 
treasure trove of personal data, they are unable to 
compete with these digital giants. Policymakers may 
therefore query whether despite the ostensible 
benefits of big data processing by internet giants, 
this ‘data power’ needs to be tamed in some way. 

CuRTAiLinG THE DATA POWER OF DiGiTAL GiAnTS:  
THE nuCLEAR OPTiOn 
One drastic way in which this data power could be 
curtailed is by forcing the break-up of digital giants. 
If a company like Google (or Alphabet, as the  
parent company is called) is able to aggregate data 
in part because of the omni-presence of its products, 
then by enforcing the structural separation of  
its component services the concerns of data 
aggregation are mitigated. The European 
Parliament approved a resolution to this effect in 
2014 when it called on the European Commission to 
“prevent any abuse in the marketing of interlinked 
services by operators of search engines” and “to 
consider proposals with the aim of unbundling 
search engines from other commercial services”.4 
This resolution fell on deaf ears. While unbundling 
via regulation has occurred in some sectors, in 
particular where the economic operators in the 
sector are vertically integrated and competitive 
segments of their operations are used to prop up 
less competitive segments, competition law is often 
the preferred tool to deal with such problems as 
and when they arise. As the then digital economy 
commissioner, Günther Oettinger, put it, breaking 
up and expropriation are “instruments of the 
planned economy, not the market economy”.  

In a similar vein it is has been argued that digital 

giants should be treated as public utilities and 
regulated at such. If such calls are motivated by the 
impact of these giants on actual and potential 
competition, then again regulators might point to 
the role of competition law provisions in rectifying 
such problems. Potential competitors of dominant 
companies might argue that access to personal data 
is an ‘essential facility’ to compete with dominant 
firms. To make this case, a competitor would need to 
show that the data is indispensable or objectively 
necessary for it to compete in a related (downstream) 
market and that the refusal to give access to  
that data is likely to lead to the elimination of 
competition in that market. Under EU competition 
law rules, this refusal should likely lead to consumer 
harm and not be objectively justified. 

Even if competitors could illustrate that access  
to this data is an essential facility, this raises  
thorny policy issues. Indeed, the duplication, or 
multiplication, of the datasets held by dominant 
data aggregators is a counter-intuitive solution from 
a data protection perspective: while it might foster 
more competition, it would lead to less control and 
greater risk on the part of individual users. It is  
for this reason that a straightforward ‘access’ 
requirement is inappropriate in this area, unless 
accompanied by a requirement on the part of the 
dominant company to delete the data. Given the 
implications this would have for the property rights 

of the dominant company, 
this seems unlikely. One 
more realistic solution 
might be to prevent the 
artificial aggregation of 
data through strategic 
acquisitions on the 
dominant company’s part. 
This merits further 
consideration. 

RECOnSiDERinG DATA-DRiVEn ACQuiSiTiOnS 
Dominant companies have been able to increase the 
quantity and variety of personal data that they 
process through strategic acquisitions. These 
acquisitions have been numerous (Google has 
acquired, on average, more than one company a 
week since 2010) and often high profile. While 
Facebook’s Mark Zuckerberg stated in 2010 that the 
company’s acquisitions were ‘talent acquisitions’, 
motivated by the desire to recruit the staff of the 
acquired firm, subsequent acquisitions appear to be 
motivated by the desire to acquire data. Facebook’s 
acquisition of communications application 
WhatsApp is perhaps the most prominent example 
of this. Facebook acquired WhatsApp in 2014 for  
$19 billion, having obtained clearance for the 
transaction from both the US Federal Trade 
Commission and the European Commission. 

The European Commission acknowledged that 
Facebook and WhatsApp competed directly in the 
market for consumer communications applications. 
However, it concluded that the transaction did not 
give rise to competitive concerns as there were a 
number of relevant differences between the 
applications. It also examined the impact of the 

It is has been 
argued that digital 
giants should  
be treated as  
public utilities. 
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The ultimate outcome 
of this transaction for 
WhatsApp users may be 
that users who wish to 
keep some personal data 
(most notably their 
telephone numbers and 
personal contacts) out of 

Facebook’s reach may not be able to do so. Facebook 
plans to use the personal data processed via 
WhatsApp to “improve Facebook products and 
provide [users] with more relevant Facebook ad 
experiences”. These plans are currently on hold while 
Facebook is in dialogue with the Irish Data Protection 
Commissioner. However, Facebook has suggested the 
following solution: users of its service prior to August 
2016 were given 30 days to indicate their preferences 
regarding data integration between Facebook and 
WhatsApp, whereas users after that date can cease to 
use the application if they do not want their personal 
data integrated in this way.9

Given the well-documented weaknesses inherent 
in consent in the technological context and the 
‘take-it-or-leave-it’ offer available to WhatsApp 
newcomers, it is clear that the end result from a 
data protection perspective is diminished choice  
in the digital sphere for the privacy conscious. 
Crucially, however, this transaction also boosts the 
power of Facebook, an already significant data 
aggregator. Other acquisitions, for instance, 
Google’s takeover of various home monitoring and 
automation developers in 2014, allowing it to gather 
data from inside the home from cameras and smart 
technology sensors, were also given the go-ahead by 
competition authorities. These conglomerate 
mergers were not viewed as problematic given that 
Google did not compete with any of the companies 
it was acquiring. However, once again this analysis 
ignores the data-driven impetus for the transaction 
and the subsequent accumulation of power – data 
power – in the hands of the tech giants. 

These omissions could be rectified in a number of 
ways: competition authorities could themselves 
reconsider how they analyse such data-driven 
mergers or, alternatively economic transactions 
could be subject to a parallel non-competition 
analysis in order to examine their broader societal 
impact. There has been much resistance to the 
introduction of non-competition concerns into 
merger analysis. Yet, given the unprecedented power 
of technology firms, exercised across all walks of life, 
this option might be the least radical available to 
policymakers to keep this power in check. 
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Policy. OUP; pp131–32.  6 European Commission. Facebook/WhatsApp. Case No. COMP/M.7217,  3 October 2014, para 164. bit.ly/2gYIXNd  
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acquisition on the online advertising services 
market. It concluded that even if Facebook used data 
gathered via WhatsApp to improve advertising on its 
social networking service, there would continue to 
be a large amount of valuable user data that was not 
within Facebook’s exclusive control. Thus, the 
Commission focused on the impact on participants 
in the advertising industry of potential data-sharing 
between Facebook and WhatsApp, rather than on 
the impact of this sharing on individuals. 

By approaching the transaction from this limited 
perspective, the Commission overlooked a number 
of critical factors. Although it acknowledged that 
data protection and privacy can constitute an 
important dimension of competition between 
providers, it concluded that privacy was not an 
important factor in the decision to use these 
applications in this case (i.e. they did not compete 
on the basis of privacy). However, as Maurice  
Stucke and Allen Grunes astutely note, what the 
Commission overlooked is that this may have been  
a crucial differentiating factor between the 
applications from a user perspective.5 They 
highlight that a very high percentage of WhatsApp 
users were already using Facebook’s social network. 
This means that they could easily have used 
Facebook Messenger, which is integrated in the 
company’s social network and offers similar 
functionalities. However, they chose not to and one 
reason may have been the superior privacy and data 
protection offered by WhatsApp. Thus, Whatsapp 
could have been viewed as a maverick in the market, 
offering users a viable alternative to consumer 
communications applications using the prevailing 
industry model (a free platform subsidised by 
data-driven behavioural advertising). 

The Commission may have been reluctant to 
explore this option in full given its firm assertion 
that “any privacy-related concerns flowing from the 
increased concentration of data within the control 
of Facebook as a result of the transaction do not fall 
within the scope of the EU competition law rules 
but within the scope of the EU data protection 
rules”.6 Yet, such a hands-off approach is arguably 
an abdication of the responsibility of the 
Commission to uphold and promote the EU Charter 
of Fundamental Rights.7 It is possible that the 
Commission was confident in its decision to take 
such an approach as it considered that technical 
integration between Facebook and WhatsApp  
was unlikely to be straightforward. Indeed, it had 
asked Facebook whether it planned to link or match 
customers’ profiles on WhatsApp with  
these customers’ profiles on Facebook following  
the acquisition. 

Facebook had assured the Commission that the 
matching of Facebook and WhatsApp users would 
need to be done manually, by the users themselves. 
The Commission, however, subsequently concluded 
that this and other information provided by 
Facebook regarding the possibility of matching 
Facebook IDs automatically with WhatsApp users’ 
mobile numbers was incorrect or misleading and 
that such information had been provided at least 
negligently, fining Facebook e110 million.8 

Competition 
authorities could 
reconsider how they 
analyse such data-
driven mergers.
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I
n several regions around the world, governments’ 
aspiration for the digital economy with universal 
broadband has run ahead of what markets and 
independent regulation can deliver. This is a 

threat to regulatory and market independence. At 
the same time, advances in computing and software 
do offer the tantalising prospect of delivering high 
capacity connectivity at lower cost, but only if we 
allow market participants to choose paths less 
trodden and let rewards reflect risk. What I call 
‘ambitious incrementalism’ will not get us from 
here to there – let me explain.

Aspirational targets for fixed and mobile 
broadband access – including access speed, coverage 
and technology specific aspirations for fibre – have 
been widely adopted. In Australasia, there are 
targets for fibre to the premises; in Europe the 
digital single market targets include universal  
30 Mbps provision by 2020; but the US has been less 
target driven and consistently focused on mobile 
rather than fibre per se.1 Mobile coverage 
obligations, typically attached to spectrum licences, 
are also commonplace. 

Where targets are adopted, there is a desire not 
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only to reap the productivity benefits of 
connectivity, but to outperform other nations.  
Like the Red Queen’s race in Lewis Carroll’s Through 
the Looking-Glass, nations feel they need to run to 
stand still.

“A slow sort of country!” said the Queen. “Now, here, you 
see, it takes all the running you can do, to keep in the same 
place. If you want to get somewhere else, you must run at 
least twice as fast as that!”

But what matters is investing wisely in the right 
areas at the right time – not investing more than 
others in a given area. Sufficient connectivity is 
crucial, but is not the only ingredient for success. 

Investing too much, too early or in the wrong 
form of connectivity are all risks, but perhaps a 
greater risk for policymakers is that a single form  
of connectivity comes to dominate digital policy, 
while technology and market inflexion points may 
be missed. 

nETWorK TarGETS MaY doMInaTE dIGITaL PoLICY
There is a danger that everything is seen through 
the lens of network investment, given the 
commitment of political capital involved. Malcolm 
Turnbull, Australia’s prime minister, has pointed  
to the all-consuming nature of the previous 
government’s commitment to build a national 
broadband network (NBN):2

“Everything that was said about the digital space was 
said in a way that sought to justify the NBN.”

The Australian government had originally 
committed itself to roll out fibre to the premises to 
93% of households. Progress was poor, costs overran 
and the policy was eventually changed to a mixed 
strategy involving predominantly investment in 
fibre to the cabinet, cable upgrades and wireless. 

However, under the original policy the role of  
the market was diminished, and regulatory 
independence and legitimacy undermined.3 
Infrastructure competition was sidelined and points 
of interconnection limited to support the NBN – 
resulting in underprovision and poor performance 
at peak times.4 Even where fibre to the premises has 
been deployed, it is not fulfilling its promise. 

New Zealand has had more success delivering 
fibre, but was more realistic regarding initial fibre 
to premises coverage targets, and worked with 
providers via a competitive procurement 
programme rather than establishing a new national 
provider. In New Zealand responsibility for fibre 
pricing rested with the government via contracts, 
and not the regulator. Acting independently, and 
with responsibility for copper but not fibre, the 
Commerce Commission proposed a significant 
reduction in the price of copper in 2012, 
undermining the fibre business case. In response:5

“Prime Minister John Key indicated the government 
would change the law rather than see its ultra-fast 
broadband network compromised by a Commerce 
Commission decision.” 

The New Zealand experience illustrates the risk to 
regulatory stability and independence that can arise 
with ambitious national fibre plans:6

“It appears that the government’s ‘grand strategy’ for a 
fibre network was implemented as if it was a stand-alone 
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project independent of any 
need to coordinate the 
integration of either the 
network or the requisite 
regulatory framework 
governing it into the  
existing industry. Meanwhile, 
the custodians of the 
regulatory framework 

governing the pre-fibre industry appear to have failed to 
appreciate the revolutionary effect of the government’s 
strategy on their sector.”

Given pressure to deliver outcomes that markets 
alone may not deliver, the role of governments and 
independent regulators, and the way in which  
they relate, need to be rethought and reset. The 
problem is not necessarily that governments are 
re-engaging with telecoms, but that there are not 
established channels and norms for doing so after a 
sustained period of independent regulation in 
which the introduction of competition was the 
primary goal. 

InFLEXIon PoInTS MaY bE MISSEd
As Kenji Kushida noted in relation to experience in 
Japan:7

“Japan quickly discovered that taking advantage of  
the broadband environment to produce innovation, 
productivity growth, and economic dynamism, was far 
more difficult than facilitating its creation… Like Europe, 
Japan was not home to the ICT lead-user enterprises and 
industries that drove the ICT revolution, producing 
innovation and productivity gains. Moreover, the advent of 
US-centred cloud computing services potentially decreases 
the minimum bandwidth requirement to access global-scale 
computing power. The development of wireless technologies 
far cheaper than Japan’s nationwide FTTH also merits 
serious consideration for European policy discussions.”

Once targets for, say, fixed broadband access are 
adopted there is a tendency to double-down on 
them – irrespective of how the market may be 
changing. 

Discussion of communications markets and 
policy may take comfort in certain shared beliefs 
regarding ‘inevitable’ trends. Demand for 
bandwidth will inevitably increase, fibre is the 
‘futureproof’ technology, and convergence – 
whatever that may mean precisely – is a given.  
On closer examination, these beliefs are not 
obviously shared by market participants that  
are pursuing diverse strategies in the face of 
technological change and uncertainty. Some have 
pursued incremental network upgrades, while 
others are placing bold bets on future demand – 
either investing in fibre to the premises or in 
high-capacity wireless. 

Others, from outside the traditional telecoms 
space, have developed internet-based 
communications applications that improve on, and 
bypass, legacy services integrated with networks. 
Developments in relation to network virtualisation 
may also see network service provision separated 
from network infrastructure. 

Advances in software and computing are 
facilitating these changes, and may also allow 

there is a danger 
that everything is 
seen through the 
lens of network 
investment.
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new forms of network to succeed commercially, 
including high-capacity ‘wireless fibre’ and ‘over-
the-top networks’ using balloons, drones and 
low-earth-orbit satellites. 

WIrELESS FIbrE
“In the longer-term, we will forget this stupid debate about 
rolling out fibre cables… My sense is that there’s a more 
forward-looking context for the delivery of regulation and 
policy there [in the US], which is adopting the notion of a 
digitally led mobile first,” said Ronan Dunne, then at 
the UK’s O2, now at Verizon Wireless.8

Wireless fibre refers to wireless links with high 
capacity and near gigabit speeds. The possibility 
raises the question of whether fibre, in the access 
network, really is ‘futureproof’. Extensive trials 
underway in the US and elsewhere suggest the 
possibility of using wireless instead of fibre for the 
final drop is more than speculative:
l “Fixed-wireless millimetre wave technology gives us the 
ability to make ultra-fast internet speeds available to 
additional locations in less time and with less disruption.” 
AT&T, 6 October 20169

l “With wireless fibre, the so-called last mile can be a 
virtual connection, dramatically changing our cost 
structure.” Verizon, 26 July 2016.10

Wireless has, of course, been tried before as a 
residential fixed access technology – with limited 
success (fixed wireless is though used in mobile 
backhaul). While we don’t know yet how successful 
the new fixed wireless business models will prove, 
we do know that the market and the underlying 
technology are different. 

A decade ago wireless was competing with basic 
broadband which could be delivered to many via 
relatively low cost upgrades to copper. Today, 
delivering higher speed access can involve costly 
civil works to bring fibre closer to premises. The 
fixed competitor has higher costs. The capability 
and cost of wireless have also improved, driven in 
part by advances in computing. Answering an 
analysts question Lowell McAdam, Verizon’s CEO, 
put it as follows:11

“The thing that I see in our industry is you tend to lock in 
on the design principles from the 2000s. Because that’s when 
wireless was sort of exploding. And back then, you didn’t 
have MIMO, massive-in massive-out antenna structures, you 
didn’t have the computing power that you had to do signal 
processing that you can do today... Small cells are a fraction 
of what they were cost-wise even 5 years ago. I’ll give you  
an example: we were at 2,000 feet from the receiver in 
Samsung’s technology park, and delivering 1.8 gigs. We said, 
okay, take that truck, drive it around the back side of the 
building so there is no possible way you will have a direct 
line of sight, and 2,000 feet away it delivered 1.4 gigs. And 
the reason was that it took all the different reflections and 
the computers were able to process it and get that signal 
back up. So in the field today, we’re doing heavy foliage. 
We’re doing downtown urban areas. We’re doing residential. 
We’re doing long haul – you’re out in a rural area and you 
don’t have anything for 5 miles before you get to the next 
house, we’re going to shake all of that out. But I think people 
when they say, oh, it’s just line of sight, they’ve forgotten the 
computer technology that you see in the antenna systems 
today that you didn’t have even 5 years ago.”
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Fibre will be used in backhaul and core networks, 
but it need not necessarily be fibre to the premises, 
and may involve different types of fibre and 
topology. Verizon has pointed to this possibility:

“When you think about FiOS [fibre to the premises], it  
was a very purpose-built set of fibres. It went into the 
neighbourhood. We delivered a fibre or two to each resident 
and you aggregated up to maybe 144 fibres in a cable by the 
time you got back to the central office. We had parallel 
networks for wholesale. So if we were selling dark fibre to 
AT&T for a cell tower or Verizon Wireless was buying their 
fibre, it was much more point-to-point because that’s where 
the cell towers were. The architecture that we’re building in 
Boston, and now in other cities around, is multiuse…  
building to the fibre requirements for wireless and 4G  
with a dense small-cell deployment is actually the best 
architecture for everything, because you’re going to run 
right by the enterprise. You’re going to run right by the 
small business. In many cases, you’re out in the 
neighbourhoods, and it sets you up for delivering things like 

smart cities, and when you 
deliver smart cities, you’re 
starting to put fibre to every 
light post. And then every 
light post becomes a potential 
small cell for 5G. So this 
multiuse architecture is far 
more cost effective than the 
old purpose-built fibre.  
And if you look at the 

manufacturing capabilities of a company like Corning – 
from our perspective the constructor of the network – the 
number of fibres that you put in the cable are a matter of 
pennies per foot. So you’re far better off today doing what 
we’re doing in Boston, and that’s putting 1700-strand cables 
in the main feeder routes so that you can serve these 
networks as we go forward.”

The fibre required for a multi-purpose network 
may differ from the fibre required for a fibre to the 
premises network; and fibre all the way to the 
premises may not be required. We don’t know if  
this is the direction technology and consumer 
preferences will take us, but it is a plausible future 
(a low demand scenario is also plausible).12

b r o a d b a n d

Using wireless 
instead of fibre 
for the final drop 
is more than 
speculative.

A SpaceX rocket 
blasts off – and over 
the top takes on a 
new meaning
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Neither current national broadband plans and 
regulation, nor ambitious policy incrementalism, 
will take us down a high-capacity wireless path. 
Attempting to do both fibre to the premises and 5G 
may be too slow and costly, while failing to lay the 
foundations for dense high-capacity wireless.13 
Further, current access regulation may be 
incompatible with efficient fixed-mobile 
convergence, since turning upfront investment in 
access into a recurring access charge encourages 
potentially socially inefficient substitution of higher 
incremental cost mobile for low incremental cost 
fixed (once fibre investment has been made). This, 
combined with structural separation (which frees 
the retail arm to consider alternatives to utilising 
wholesale fibre during copper to fibre transition) 
has triggered growing substitution of mobile for 
fibre in New Zealand.14

‘ovEr ThE ToP’ nETWorKS
One way to build an over the top network – with 
free-space optical links rather than optical fibre – is 
with re-usable rockets to launch a space-based 
network. Fibre is, for the most part, dispensed  
with since it is redundant for ‘free-space’ laser 
communications between satellites. Wireless can be 
used for direct links between ground receivers and 
satellites, or to provide backhaul for conventional 
cellular infrastructure on the ground. 

The combination of space and terrestrial systems 
can offer ubiquitous coverage, which may be 
unfeasible economically for terrestrial systems 
alone. Genuine ubiquity would allow everyone to 
use connected applications, and would allow new 
mobile applications which require continuous 
connectivity to be developed. Computing and 
software are making this possible, at much lower 
cost:
l Google has developed balloon-based internet 
access, and utilising machine learning has 
substantially reduced the number of balloons 
required to cover a given area15

l SpaceX has demonstrated launch, recovery and 
re-use of rockets – exploiting computing software to 
land the first stage after launch. Re-use will lower 
costs.

SpaceX has submitted plans with the FCC for a 
constellation of 4,425 satellites to deliver high speed 
broadband and plans to launch the first test satellite 
in 2017.16 OneWeb has a key approval for a 
constellation of 720 low earth orbit satellites.17

Since these satellites would be in low-earth orbit 
(around 1,000 km versus around 36,000 km for a 
geostationary orbit), and since light travels faster in 
a vacuum or air than in glass, the system would 
offer latency comparable to terrestrial broadband. 
Indeed, for distances over 5,000 km, sending 
information via low-earth orbit satellite would 
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a ‘FiBrE To 5G’ Vision – in PlaCE  
oF THE ‘GiGaBiT soCiETY’

Are ‘gigabit society’ visions – such as that of the European 
Commission – on the right track in a mobile world? Mobile devices, 
coupled with apps stores, have seen rapid adoption. Mobile device 
sales dominate PC sales globally, and more than half of our online 
time is now spent on mobile devices. Applications providers have 
adopted global mobile first strategies and developed apps that are 
bandwidth efficient. Mobile devices also connect via cellular and/or 
Wi-Fi, so the last leg of a connection is wireless and wireless may 
constrain connectivity, regardless of how far fibre is extended. 

The individual user – with their devices and applications – is the 
underlying driver of demand for access. In assessing connectivity 
requirements, we should therefore focus on the individual and app, 
and work back via points in the network where traffic is aggregated, 
rather than focus on the premises and fixed connectivity per se.  
Our current approach to assessing connectivity requirements,  
which focuses on the premises and fibre to the premises (FTTP) in 
particular, is backward looking. The focus should be on ubiquitous 
wireless connectivity indoors and outdoors, and on fibre as required 
to support this vision. More fibre will be required, but not 
necessarily to the premises. 

I refer to this as fibre to 5G or ‘FT5G’, where 5G encompasses mobile 
and Wi-Fi using millimetre and other spectrum bands, and tailored 
connectivity matching different consumer and business requirements. 
In assessing demand, it is important to distinguish demand for peak 
bandwidth from overall traffic. The latter may grow even though the 
former does not. For example, if users spend more time watching 
online video their data consumption would grow but not the required 
size of the final pipe, or ‘on-ramp’ to the core network. 

A growing fraction of traffic is aggregated directly at cellular sites, 
with aggregate demand at such sites projected to range from a few 
100 Mbps to over 10 Gbps per site by 2025 – depending on the cell 
location and size. 

Those households that are not smartphone only will also see 
wireless demand aggregated, via indoor Wi-Fi, with wireless or wired 
connectivity back to the core network. For a larger household, 
assuming per device-app demand of 10 Mbps, aggregate peak 
demand might be around 50 Mbps. Institutions such as schools, 
hospitals and larger businesses would have higher demand, 
depending on their size. The internet of things (IoT) will also be a 
growing source of demand, though predominantly in terms of the 
number of connections rather than speed or capacity requirements. 

Aggregated demand will therefore cover an enormous range – 
there is no one-size-fits-all. A gigabit per second may greatly exceed 
residential requirements and the capability of in-home Wi-Fi, while 
falling short of the requirements from larger mobile sites by 2025. 
More fibre will be required for mobile, but not necessarily FTTP, while 
the requirement for mobile will evolve over time and is not amenable 
to a plan or targets. The extent of fibre required to meet residential 
demand will vary, with intermediate copper (cable DOCSIS, VDSL and 
G.fast) and wireless links. Wireless links to the premises may offer an 
alternative to fibre and copper, particularly with the advent of 5G. 

Prioritising rapid deployment and upgrades utilising a mix of 
technologies will also stimulate near-term applications development 
and adoption, improving the prospects for further investment. 

We can be reasonably sure that the pivot to mobile will continue, 
and that the performance-cost ratio of wireless will improve rapidly. 
Wireless fibre may help overcome the cost and logistics constraints 
involved with the civil works typically required for FTTP. It is also 
unlikely that we have the time and money to build both a dense  
5G network and widely deploy FTTP in the medium term. It is 
therefore prudent to focus investment on the most likely bandwidth 
bottlenecks as well as other priorities, including delivering universal 
access. 

attempting to do both fibre to 
the premises and 5g may be 
too slow and costly.
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offer lower latency than via terrestrial fibre. 
The possibility that, within as little as five years’ 

time satellite might provide a ubiquitous low-
latency high capacity network, is not factored into 
national plans nor currently considered in deciding 
targets and the feasibility of extending coverage. 

If even a small number of nations entertained the 
possibility, as a means of meeting their own unmet 
needs and offering development assistance to other 
countries, then collectively their demand might  
be sufficient to tip the balance towards rapid 
deployment of low earth orbit satellite systems.  
A different approach to procurement, which today 
is national or sub-national, may be called for. 

bEYond aMbITIoUS InCrEMEnTaLISM
Existing businesses find pronounced change 
difficult, as it may require them to abandon existing 
assets, services and ways of doing things. Change in 
more than one area at once may require strategic 
direction, rather than emerging organically from an 
incremental response to profit opportunities.18 

Regulatory institutions find it even harder to 
adapt, since they do not face competition and have 
power which is not (initially) disrupted by 
technology change. Regulation also tends to  
become more incremental in approach over time, 
reflecting the accumulation of decisions involving 
competing interests. Conscious, and aligned, 
strategic and policy shifts are required to get beyond 
ambitious incrementalism and accommodate 
fundamental change. 

Governments, driven by past trends and the 
apparent simplicity of easy to define (but hard to 
deliver) targets – tend to bet on fibre to premises, as 
illustrated in the diagram above. 

The market, however, is continuing a decade long 
pivot towards mobile, and some – including Verizon 
– are now betting on wireless-led, fibre-rich 
networks – but not necessarily with fibre to the 

premises. Lower demand wireless scenarios are also 
plausible, depending on consumer willingness to 
pay for high-capacity networks. The shift towards 
network independent applications coupled with 
network service virtualisation can also be expected 
to continue, achieving network–service separation 
via the market rather than via regulation. 

These changes present several policy challenges:
l First, existing broadband targets focused on ever 
more ambitious fixed connectivity to the premises, 
and particularly fibre per se, should be modified or 
abandoned. They are out of step with the pivot 
towards wireless, both in terms of its impact on the 
demand side and on the supply side.
l Second, the relationship between government 
and independent regulators should be clarified. 
Separating policy development into two phases – 
establishing the facts first and then moving to 
policy development – may help. The purpose of 
independent regulation should also be revisited  
and refreshed, with transparent channels for 
communication between the regulator and the 
government established (analogous in some respects 
to the relationship between governments and 
central banks regarding inflation targets and the 
conduct of monetary policy). 
l Third, the policy and regulatory environment in 
relation to radio spectrum and network access 
should facilitate a pivot to networks that look 
rather different to those in place today, by allowing 
investors to take strategic bets without fear of 
appropriation (either via spectrum fees or revised 
regulated access terms that remove any upside).  
Less hubris is also required, as nobody knows which 
path will prove the correct one. 
l Finally – and mirroring the separation of 
applications, network services and network 
infrastructure by the market – the responsibility of 
regulatory institutions should be redefined. Sector 
specific regulation should be focused on network 
access bottlenecks alone,19 with services and 
applications subject to general competition and 
consumer protection law. 
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O
ver the past couple of decades, wireless 
technologies have changed beyond 
recognition. Mobile phones, once a luxury 
item in richer countries, are now essential 

consumer items across the world, used to access an 
ever-increasing range of applications and services. 
More generally, wireless services are evolving rapidly 
in sectors as diverse as healthcare, defence, 
transport, science and logistics. 

All wireless devices rely on access to spectrum. 
However, while demand for spectrum has increased 
massively, the way in which we manage this finite 
resource has remained largely unchanged and the 
process of agreeing and changing international 
spectrum allocations remains slow and 
bureaucratic. Indeed, while some relatively  
small changes have been made, national and 
international frequency allocation tables generally 
closely resemble the equivalent tables of 20 years 
ago. This is despite the massive advances in wireless 
technology over this period.

Here I consider how approaches to spectrum 
management, some of which date back decades, 
may need to evolve and change in the light of 
emerging services and new technologies. I highlight 
six challenges, some general and some specific, 
currently facing spectrum managers. 

1 DEFRAGMENTATION AND OPTIMISING USE OF  
UHF SPECTRUM

Mobile operators generally require a portfolio of 
spectrum bands to provide broadband services to 
meet consumer needs. In particular, lower 
frequencies are suitable for providing coverage in 

rural areas and inside buildings whereas higher 
frequencies can be particularly useful for serving 
high capacity areas, such as city centres or 
stadiums. Moreover, the mobile industry is looking 
to access larger blocks of spectrum to meet 
increasing demands for data. This means either 
looking for new spectrum, which will generally be 
in higher frequency bands, or finding ways of 
consolidating existing holdings. Realistically, this is 
likely to be a combination of both.

Given that the lower frequency bands used by 
mobile operators – especially those below 1 GHz – 
are especially useful for providing coverage, it is 
very important that these bands are used efficiently. 
However, the spectrum bands below 1 GHz 
(including the 700, 800, 900 MHz bands) have been 
released at different times over the past three 
decades and have been carved up into small slivers. 
These slivers consist of ‘uplinks’ (from the mobile 
handset to the base station), ‘downlinks’ (from the 
base station to the handset), ‘centre gaps’ (to 
separate the uplink and downlink) and ‘guard 
bands’ (to protect against interference to and from 
services in adjacent bands) – see the diagram, p27. 

This does not seem to represent most efficient use 
of the spectrum but consolidating these holdings 
into contiguous blocks is a potentially complex 
exercise which could cause significant disruption. 
There is also a need to address other users of this 
spectrum, including broadcasting, short range 
devices, programme making and special events 
(PMSE), and emergency services.

Nonetheless, the benefits of replanning these 
bands could be huge, potentially leading to 
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better mobile broadband coverage and service 
around the world. Moreover, if such a replan were 
conducted gradually over a long period it might be 
possible to undertake some of the work as part of 
the regular process of upgrading networks. It  
might also provide an opportunity to reconfigure 
networks which were originally designed for voice 
communications to something which is more 
attuned to our data-centric needs of today. 

An agenda item at the World 
Radiocommunication Conference (WRC) in 2023 
offers an opportunity to address this and consider 
how it might be taken forward over the coming 
decades. Although 2023 may sound a long way 
away, in international spectrum terms it is not and, 
for a task of this scale, the planning needs to start 
now. WRCs are only held every 4 years and the time 
between conferences is used to undertake detailed 
technical analysis and develop national and 
regional positions. 

The next WRC in 2019 provides an opportunity to 
refine the WRC-23 agenda item as necessary but to 
do this we need to start thinking now about how to 
approach the issue. This means starting to think 
about the challenges and options, including the 
extent to which industry might be able to drive 
consolidation by itself or to what extent regulatory 
intervention is required to make it happen.  

WRC-23 will also provide an opportunity to 
consider UHF spectrum more broadly. The agenda 
item as currently drafted identifies spectrum 
between 470-960 MHz and as such covers a range of 
services – including mobile, broadcasting, 
programme making and special events, short range 
devices and emergency services – that currently 
make use of this spectrum. One particularly 
important issue will be to understand the long-term 
future spectrum requirements for digital terrestrial 
television (DTT). More generally we will need to 
consider the respective demands for spectrum 
below 1 GHz from all users and identify an 
allocation of spectrum that will best meet the needs 
of citizens and consumers for the long-term.   

2 REFORMING THE WRC PROCESS AND APPROACHES TO 
INTERNATIONAL HARMONISATION

The process of allocating and making spectrum 
available generally starts with the WRCs. Moreover, 
the agenda for the WRC is largely set at the previous 
conference, and a provisional agenda is established 
at the conference before that… This means that, 
depending upon where you are in the cycle, it can 
take up to 7-8 years from identifying an issue to 
having it discussed at a WRC. Add on the time to 
implement the decision of a WRC (once agreed)  
and the whole process can typically last a decade  
or more.

On the other hand, wireless services are one of 
the most dynamic and innovative areas of the global 
economy. Advances in technology are rapid and new 
applications and services are emerging all the time. 
In such a dynamic environment does it make sense 
that the regulatory framework moves so slowly? Is it 
necessary to look for ways to speed up approaches to 
international harmonisation and make it more 

responsive to industry needs? The answer to these 
questions is almost certainly yes. 

One solution could be to hold targeted WRCs 
more regularly but the period between WRCs is 
already congested with various study and working 
group meetings. Another option would be to 
consider the international processes more  
generally, including approaches to international 
harmonisation. WRCs generally seek global 
harmonisation or regional harmonisation in 
pre-defined regions (Americas; Europe, Middle East 
and Africa; Asia-Pacific). However, such an approach 

doesn’t always reflect the 
vastly different demands 
for spectrum from 
different parts of the 
world. We therefore  
need approaches to 
harmonisation that 
recognise these 
differences. A large city 

such as London has more in common with other 
large cities (such as New York, Shanghai, Tokyo) 
than it does with most other towns and cities in 
Europe. Might it be possible to build economies of 
scale by harmonising characteristics across such 
large cities rather than through traditional 
geographic regions?

Spectrum between 3.4-4.2 GHz could be a case  
in point. The lower part of this band has been 
identified as a core band for 5G and it seems 
plausible that it might be beneficial in the future to 
access more of the band for mobile in dense urban 
areas where demand for 5G is likely to be greatest. 
But the band is also extremely important for 
satellites, including in equatorial regions where  
the characteristics of the spectrum mean that it is 
particularly suitable for areas that have heavy rain.  

The question therefore is whether a way can be 
found to protect satellite use in areas where such a 
service is required and facilitate mobile use in areas 
of high demand for 5G. In theory, this should be 
possible: demand for 5G is likely to be highest in 
urban areas whereas satellite may be particularly 
important in rural areas. One difficulty is that the 
current approaches to international harmonisation, 
including WRC and European decisions, do not 
easily support such a distinction. We therefore  
need to consider more flexible approaches to 
harmonisation which might be better able to 
respond to different demands and requirements of 
different geographic areas. 

One issue concerns the way in which some 
countries interpret and implement the decisions  
of a WRC. The output of each WRC, which includes 
the international table of frequency allocations,  
has the status of an international treaty. However, 
this does not mean the results should be blindly 
implemented. Indeed, the International 
Telecommunication Union (ITU) radio regulations 
offer quite a lot of flexibility in terms of how 
spectrum can be made available in individual 
countries. For example, a decision to elevate a 
service to primary status in a band is sometimes 
interpreted as meaning that the spectrum band 
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must be made available for that service. But this is 
not so. A primary status may be shared with other 
services in a band on a co-primary basis and  
other services may be identified in the band on  
a secondary basis. It is up to each country to 
determine how they wish to use the band,  
noting the obligations that will apply on the 
borders of that country as established by the ITU 
radio regulations.   

As a general point, we need to be more strategic in 
terms of how we plan and make spectrum available. 
We need to ensure that we have opportunities for 
genuine policy debate, underpinned by economic 
and technical analysis, to determine how spectrum 
should be made available and for what services. In 
international discussions we are often very good at 
focusing on the technical detail but we need to 
ensure that such work is taken forward within the 
context of broader policy considerations and in line 
with an overarching strategy to support optimal use 
of the spectrum resource.

3 OPPORTUNITIES FOR SPECTRUM SHARING AND 
IMPLICATIONS FOR SPECTRUM CLEARANCE

Another aspect that needs to be addressed to 
facilitate more efficient use of spectrum is sharing. 
As demands for access to spectrum continue to 
increase we need to find ways to work the spectrum 
harder, ensuring that we are getting as much as  
we can from the finite spectrum resource. Indeed, 
while national frequency allocation tables may 
appear to show high levels of congestion, most 
spectrum bands are not actually in use much of the 
time and/or are not used in particular locations 
meaning that there are often significant 
opportunities for sharing.

Use of databases is one way of unlocking this 
sharing potential on a dynamic basis. Databases 
allow users to identify where spectrum bands are 
currently unused and in what locations, allowing 
alternative use in these bands/locations without 
causing harmful interference. But use of databases 
and cognitive technologies is still in its infancy. 
Further work needs to be undertaken on such 
emerging approaches to ensure that we can exploit 
the spectrum resource to its full potential.

In the UK, Ofcom is exploring the possibility of 
such a sharing approach in the 3.8-4.2 GHz band. As 
mentioned, this spectrum is an important band for 

satellites and has considerable incumbent use, but 
there may be possibilities for other users to access 
the band in certain locations. If a sharing solution 
can be found we believe this could provide a win-win 
opportunity, offering benefits over more traditional 
approaches to making spectrum available.    

One implication of greater opportunities for 
sharing is the potential to explore alternatives to 
clearance, whereby bands are cleared of incumbent 
uses to make way for an alternative use. For 
example, bands in UHF spectrum – first at 800 MHz 
and now at 700 MHz – are being cleared of 
broadcasting to make them available for use for 
mobile broadband. This traditional model of 
clearance can be complex, contentious and time 
consuming, often taking a decade or more from the 
initial idea to the band becoming available for the 
alternative use.   

In future, we may be able to look to more flexible 
approaches to making spectrum available, 
especially if the focus is moving towards higher 
frequency bands. The above example of sharing in 
the 3.8-4.2 GHz band could be one such case 
whereby new users might be able to share with 
incumbent users. But for this to work we need  
to promote a different relationship between 
incumbents and potential new users. 

Instead of the current approach of ‘I want your 
spectrum’ and the predictable response of ‘get off 
my patch’ we need to try to encourage a ‘how can 
we work together to make this work’ mentality.  
We need to find a way to encourage greater trust 
and cooperation between different sectors that  
may have traditionally seen themselves on  
opposite sides of the negotiating table, working 
together to explore different opportunities for 
sharing spectrum.

We also need to recognise that the parts of a band 
that may be suitable for sharing (or clearance) may 
vary between countries. As a result, approaches  
to sharing will need to take account of local 
circumstances and varied usages of a band between 
different countries or regions.

This in turn will have implications for 
manufacturers. Whereas in the past equipment may 
have been produced to work in a part of the 
spectrum which is made available across multiple 
parts of the world, the focus in future may be on the 
development of tuning ranges which can work 
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regulatory framework for 
satellites was developed 
50 years ago, when only a 
few administrations had 
the capabilities to build 
and launch satellites.

The world has changed 
hugely since then. The 

geostationary orbit is traditionally where operators 
have sought to locate satellites but this is becoming 
increasingly congested as more and more countries 
seek access to slots for operators that file through 
their administration. Furthermore, non-
geostationary orbits, once of limited interest, are 
suddenly attracting vast sums of investment as 
operators compete to offer large constellations to 
provide coverage and low latency communications 
over the whole globe. And with the development of 
small satellites, which are considerably cheaper to 
build, putting something into orbit is suddenly 
within the reach of smaller companies and 
academic institutions.

This is challenging the regulatory landscape.  
With the proliferation of new satellites, from mega- 
constellations of 1,000+ non-geostationary satellites 
providing global reach to small localised projects, we 
need a regulatory approach that works for all. The 
current ‘first-come, first-served’ based approach has 
served us well, but it seems likely to come under 
increasing pressure as the number of satellites in 
orbit continues to grow and hence the coordination 
between satellites becomes increasingly complex. 
Now may therefore be a good time to consider how 
the regulatory framework for satellites needs to 
evolve to meet the satellite needs of the future. 

A FINAL REMARK…
Given the inherently international nature of 
spectrum and the need to coordinate with 
neighbours to manage interference, leaving the 
European Union is likely to affect how we manage 
spectrum in the UK.

The ITU, which is responsible for the WRC, has 
been debating spectrum issues for more than a 
century and the European Conference of Postal and 
Telecommunications Administrations (CEPT) has 
been developing technical conditions to support the 
harmonisation of spectrum in Europe for more 
than 50 years. Ofcom will continue to be a member 
of these organisations, representing UK interests, 
after Brexit. We will use these and other platforms 
to ensure that we continue to play an active and 
influential role in international spectrum decisions. 

Whatever the political context, it seems clear that 
demands for access to spectrum will only increase. 
Moreover, the way in which we manage and 
regulate access to spectrum, whether for terrestrial 
or satellite use, needs to keep pace if we are to 
ensure that lack of access is not a barrier to future 
wireless innovation and investment. In such a 
fast-moving environment, this will be a challenge 
for spectrum managers for many years to come.
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across a wider band, but recognising that not all 
the band will be available in all countries. For 
example, one of the higher frequency bands that is 
being considered for 5G in Europe is 40.5-43.5 GHz. 
However, the US is looking at 37-40.5 GHz and China 
is interested in 37-42.5 GHz. A device that could 
work across 37-43.5 GHz would therefore seem to 
have potential for use in many parts of the world. 
This would give greater flexibility to administrations 
and potentially speed-up and simplify the 
harmonisation process. It would be up to each 
country to work out what spectrum it wanted to 
make available, with devices versatile enough to 
adapt accordingly across the broad tuning range.       

4 MORE FOCUS ON RECEIVER DESIGN
The tendency in spectrum management is to 

focus on the transmitting equipment. However, 
receivers can play an equally important role in 
determining how efficiently spectrum is used. 
Issues can arise when a change in use in a 
particular band has implications for users in an 
adjacent band that suddenly have to adapt to a new 
interference environment. Often the problem is 
poorly designed ‘wide open’ receivers in the 
adjacent band that pick up signals which they 
really shouldn’t be able to.

To minimise the risk of such situations arising, 
receivers need to be designed taking spectrum 
efficiency into account. Manufacturers should 
design receivers not just considering current uses 
in adjacent bands but also recognising that these 
uses may change over time. In other words, receiver 
design should be robust enough to deal with 
different types of usage in adjacent bands and not 
simply rely on a current usage that may be 
particularly quiet and easy to accommodate. Be 
prepared that a quiet neighbour may move out and 
a noisy neighbour move in, in their place…

5 EFFICIENT USE OF SPECTRUM by THE PUbLIC SECTOR
The public sector is generally still the biggest 

user of spectrum in most countries, often 
accounting for around a third of all spectrum use. 
It is therefore essential to ensure that public sector 
users of spectrum are incentivised to use spectrum 
efficiently, in the same way that one would expect 
of commercial users. 

There are a variety of different ways that this can 
be done – such as spectrum audits, spectrum 
pricing and incentives for spectrum release – and 
the best approach often needs to be determined at 
national level. The important point is that all users 
– whether public or commercial – are incentivised 
to use spectrum efficiently and that spectrum 
managers have the tools to ensure that spectrum is 
used optimally. 

6 IMPROVING THE REGULATORy FRAMEWORK  
FOR SATELLITES

While much of this article has focused on 
challenges associated with terrestrial spectrum use, 
one of the most challenging areas of spectrum 
management relates to the future regulation of 
satellite networks. In particular, the current 

the proliferation 
of new satellites 
needs a regulatory 

approach that 
works for all. 
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N
ot so long ago, broadcast companies offered 
only linear radio and TV programmes that 
users can tune into, change from one 
programme to another, or switch off. They 

could not change the sequence of content nor could 
they consume a particular piece of content at  
their own discretion. Linear programmes were  
and still are distributed mainly by traditional 
broadcast technologies such as terrestrial, satellite 
or cable networks.  

Today the broadcast world has changed. Even 
though linear programming still constitutes the 
bulk of broadcast content consumption other forms 
are on the rise. Nearly all broadcast companies have 
started to offer various types of nonlinear content. 
The most modest form of nonlinear usage is 
watching time-shifted linear programmes. However, 
entertainment or news shows can now be accessed 
whenever people feel like it, not just on large TV 
sets in the living room but via personal devices,  
in particular smartphones and tablets. A plethora  
of apps promise nonlinear enjoyment, accompanied 
by widespread social media presence of broadcast 
companies. Many radio or TV shows are no longer 

possible today without Facebook, Twitter, Snapchat 
and other platforms.

Apart from huge expense to produce and offer 
new types of content, the question of getting  
it to people is becoming a crucial issue for 
broadcasters around the globe. Traditional 
terrestrial, satellite and cable technologies are 
unidirectional – they cannot enable interaction 
between user and content provider, which is the 
basic feature of nonlinear content and services. 
Interactivity presumes some kind of bidirectional 
communication technology, which usually comes 
through broadband networks. While terrestrial 
broadcast networks were fully under control of 
broadcasting companies, broadband networks are 
usually beyond their reach. 

This issue can be illustrated when looking at 
smartphones and tablets. Both types of device have 
developed into some kind of a personal electronic 
interface for their users. For every individual need 
there appears to be an app. Users have learned that 
their devices can offer them any kind of electronic 
service, so there is no surprise that this applies to 
consumption of audiovisual content including 
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broadcast services. But this is exactly where the 
dilemma of broadcasters, especially public service 
broadcasters, takes shape. 

doMiNatioN oF aUdioVisUaL sErVicEs
According to Cisco’s Visual Networking Index about 
371 million people in Western Europe were using 
personal devices in 2016.1 This figure is expected to 
rise to 380 million by 2021. Comparing this with  
the estimated 400 million inhabitants in Western 
Europe tells us that nearly everyone there is using  
a smartphone or a tablet, or both, today. 
Furthermore, most of the traffic on mobile 
broadband networks is generated by the 
consumption of audiovisual content. Cisco expects 
this to grow from 60% in 2016 to 78% by 2021. 
Whether or not these predictions come true, the 
figures are already impressive. They show the 
importance personal devices have gained and the 
domination of demand for audiovisual services.  
This cannot leave broadcasters unaffected. 

In particular, there is a current limitation for 
audiovisual services such as linear TV programmes 
on mobile networks. Across Europe there is 
significant variance in data plans for mobile devices 
but in most countries there is a data cap beyond 
which the data rate is throttled to a value unsuitable 
for watching TV. A typical data plan in Germany in 
2017 allows 5 GB of data per month. Good quality 
German TV streams are offered at 3.5 Mbps –  a 
simple calculation shows that this corresponds to 
about 3.2 hours of linear TV consumption a month, 
hardly satisfactory for broadcasting. 

Broadcasters have tried to get access to 
smartphones and tablets with all their content 
offers, both linear and nonlinear, for some time. 
Several attempts to establish some form of mobile 
TV have been seen over the last decades. Systems 
such as DVB-H or MediaFLO targeted the 
consumption of media services on handheld devices 
by dedicated technologies. None was commercially 
successful. It was argued that the failure was due to 
the lack of a viable business model for mobile TV. 
However, that seems to be only part of the truth. 
The attempts to launch new services happened 
before the first iPhone hit the market, which 
boosted innovation and changed user behaviour 
and expectations forever. It may well be that the 
lack of powerful and easy-to-use handheld devices 
was the real show stopper. 

In any case, there is no other way to get access to 
smartphones and tablets than by broadband 
networks, at least for the time being. Access to 
audiovisual content is enabled either through 
mobile networks or Wi-Fi access points for unicast 
connections. But a window of opportunity opened  
at the beginning of 2015 when a study was launched 
by 3GPP, the global standards body for mobile 
communication technology, to enhance the existing 
broadcast mode of the 3GPP system (eMBMS – 
evolved multimedia broadcast and multicast 
services) for TV services.2 When broadcasters became 
aware of this they realised they had to get involved 
so as to not let the mobile industry come up with a 
specification that would not suit their needs. 

b r o a d c a s t i N g

And 3GPP is not just a small group of experts who 
meet every now and then to discuss issues which 
are interesting to only a limited group. It turned out 
to be a large enterprise, with more than 500 
companies from about 45 different countries 
engaged. The standardisation work is organised in 
16 working groups dealing with different aspects. 
As the resources of broadcasters are limited the 
work was distributed among some of the European 

Broadcast Union (EBU) 
members.3

The EBU produced a set 
of high-level requirements 
such as the possibility  
to enable free-to-air 
distribution of linear TV 
services for smartphones 
and tablets without the 

need to use a SIM card. Standalone operation of an 
eMBMS network using the entire capacity of a given 
carrier was another very important element. 
Efficient usage of infrastructure and spectrum 
resources, with the possibility to share these to 
allow users who have contracts with different 
network operators access to linear broadcast 
programmes, complemented the requirements. 

Even though initially perceived by some 3GPP 
participants as strange requirements, the ideas of 
broadcasters got support from several infrastructure 
and device manufacturers and some network 
operators from around the world. Indeed, it turned 
out that the time was right to further develop the 
3GPP broadcast mode. Obviously, it was not only the 
broadcast industry seeing value in employing a 
broadcast mode to deliver content from one source 
to many recipients at the same time throughout a 
given area. In other areas such as public safety 
services it is necessary to distribute the same 
information to a large group of users at the same 
time. Last but not least, mobile network operators 
also realised that eMBMS is a potent tool to optimise 
the use of network resources. 

broadcastErs gEt WHat tHEY WaNt
In summer 2017, Release 14 of 3GPP came out. 
Against the odds, all the high-level requirements of 
public broadcasters made it into the specification 
(see box on page 31 for details).  

Two and a half years ago when broadcasters 
started to make their case in 3GPP there was little 
hope that they would be successful. Thus, the 
achievements made so far can without exaggeration 
be considered as a huge success. The door is open 
now to revisit mobile TV. Stakeholders just have to 
take the opportunity.

However, this is easier said than done. First of  
all, writing a specification is essential for any 
technological development, but it is necessary to 
carefully examine it to clearly understand if there 
are gaps and missing pieces or whether the initial 
high-level requirements have indeed been cast into a 
standard which does what was intended. Therefore, 
broadcasters together with industry partners have 
started a so-called gap analysis to find those areas 
which are in need of touching up. As every 3GPP 

it was not only the 
broadcast industry 
seeing value 
in employing a 
broadcast mode. 
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release consists of about 1,200 different 
specifications which are all linked, this will be a 
complex endeavour. 

But even then one should not expect a quick 
rollout of eMBMS networks for the distribution of 
linear TV programmes. It is a long way from a 
standard to everyday technology. Technical 
standards usually contain a plethora of different 
features; not all of them are deployed in the end. 
This requires that stakeholders see a business 
opportunity and that a regulation is in place which 
sets a favourable framework for the introduction of 
a new technology. 

tHE disrUPtioN oF 5g
Modifications to eMBMS essentially refer to 4G  
or LTE. In a 4G context the roles of different 
stakeholders are clearly assigned. There are content 
or service providers on one side and network 
operators on the other side. Each of them is 
governed by a corresponding regulatory framework. 
Respective business models are in place. This may 
significantly change with 5G, the prevailing hype of 
our times. It seems 5G will stir up the well-settled 
contemporary market structures. 

The expectations fuelled by the 5G hype know no 
bounds. It feels as if 5G will be a solution to all 
problems, even for those we do not know yet. The 
visions conveyed by the European Commission paint 
a future where 5G technologies will irresistibly 
infiltrate every corner of our lives, ranging from 
energy, health, traffic, industry plants, and urban 
infrastructure to media and entertainment. It is no 
surprise that everyone wants to get a share of the 
promised land, like a modern gold rush. Futuristic 
devices such as smart contact lenses and mind-
reading cameras are the electronic nuggets in the 
pockets of contemporary 5G gold diggers.

Stripping off the propaganda nevertheless reveals 
an underlying concept which may be considered 
the essence of the difference between mobile 
generations up to 4G, and 5G. It is the 
understanding that 5G will not just be yet another 
version of mobile communication. Rather, 5G will 
be a holistic communication infrastructure 
prepared to serve completely different industries, 
the so-called verticals, enabling a universe of  

new use cases and 
applications. If that is 
indeed the ultimate goal 
then no stone will be left 
unturned.

broadcast VaLUE cHaiN 
The broadcast industry 
consists of many different 
sectors. The broadcast 

value chain starts with content creation, i.e. the 
production of shows, movies, news reports, websites 
and social media feeds. Individual pieces of content 
are combined into a broadcast service such as a live 
24/7 TV or radio programme. Larger broadcast 
companies offer usually more than one channel. All 
services are passed on to appropriate distribution 
networks in order to deliver services to users. 

On the user side many different types of receiving 
devices are employed to get access to broadcast 
services. These range from traditional radio and TV 
sets to laptops, smartphones and tablets. Content 
consumption takes place under different 
conditions, i.e. indoor or outdoor, stationary or on 
the move, in public places or at home. Service 
selection is enabled by electronic programme 
guides and millions of apps. 

At every stage along the broadcast value chain, 
various forms of communication or data 

5G will be a holistic 
communication 
infrastructure 
enabling a universe 
of new use cases.

Significant modifications to eMBMS are part of Release 14, 
which calls for extensive changes to the system. On the radio 
access side it was agreed to specify two new numerologies 
which come with cyclic prefixes of 33 µs and 200 µs, 
respectively. In particular the latter value is quite close to a value 
of 224 µs which is widely used in extended DVB-T/T2 single 
frequency networks. These networks are based on so-called 
high-power-high-tower transmitter sites, thereby establishing a 
large cell network topology. The inter-site distances can reach 
60 km or more. Furthermore, the previous restriction of using 
only 60% of a carrier for eMBMS was overthrown. 

The system architecture has changed to allow for the 
introduction of a receive-only mode for eMBMS signals. Such 
operation is signalled to the terminal, which can then receive 
services without a SIM card. This is the prerequisite to enable a 
free-to-air service that is a crucial regulatory obligation for most 
public service broadcasters in Europe. Furthermore, an interface 
between content provider and the eMBMS network operator 
has been defined. The same was done for the terminal, which 
has to cast the incoming eMBMS signal into something which 
can be displayed on a screen.

Enhancing the 3GPP system for TV services not only impacts 

system architecture and radio access but also the service layer. 
Two ways of coping with this issue have been pursued. The first 
is called ‘transport-only mode’, which wraps any incoming 
audiovisual data stream into an IP stream and passes it through 
the network to the terminals. There, an app is used to unwrap 
the IP packing and display the content. Transport-only mode 
uses eMBMS as a data pipe and is completely agnostic to 
whatever format is used for the audiovisual content. This way, a 
MPEG transport stream, which is how TV programmes are 
typically formatted for distribution over terrestrial, satellite and 
cable networks, can be directly routed over an eMBMS network. 
The transport-only mechanism is part of Release 14. 

However, there is a downside to transport-only. It can only 
deliver audiovisual streams as they are. If a broadcaster wants to 
provide regional content windows over a certain period of time 
in an otherwise national stream, several individual streams have 
to be produced in parallel. 

The expectation was expressed in 3GPP that a fully integrated 
end-to-end IP service layer would give more freedom, also with 
respect to personalised offers. As this is more involved and  
calls for further work this solution has been postponed to be 
included in future 3GPP releases. 

changes that are making public broadcasters happy 
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measures into the new European Electronic 
Communications Code.4 This is closely related to the 
digital single market strategy. Digitisation will bring 
new players to the markets, i.e. new service 
providers and network operators. Nevertheless, 
access to services needs to be ensured for citizens, 
i.e. gatekeeping needs to be controlled. This also 
touches on net neutrality issues.

As far as wireless communication technologies 
are concerned, sufficient spectrum has to be 
available. Spectrum is a scarce resource with 
increasing value and it appears that the battle for 
spectrum will continue. However, spectrum for 
terrestrial broadcasting systems is currently not 
under pressure. The Commission has decided to 
keep sub-700 MHz for digital terrestrial TV (DTT) 
until at least 2030. This should give broadcast 
network operators enough certainty to run 
terrestrial broadcasting networks in an 
economically viable manner. However, the 
Commission’s framework allows flexible use by 
other systems on a national basis as long as existing 
DTT networks are not negatively impacted. 
Broadcasters cannot completely relax, as satellite 
spectrum has caught the eye of mobile network 
operators for their 5G networks. As satellite is a 
crucial distribution option for broadcast companies 
there may be some dark clouds ahead.

Spectrum for 5G is one of the key issues for the 
next World Radiocommunication Conference (WRC) 
of the ITU-R in 2019. Several ITU-R working parties 
are currently preparing for this. Which spectrum 
ranges can be made available and under what 
sharing and compatibility conditions 5G systems 
could be operated are central questions addressed in 
heated discussions. Beyond these debates there 
emerges an issue around the ITU-R process which 
may challenge the approach fundamentally. As a 
result of a long history, ITU-R spectrum regulation is 
subdivided according to services. However, it has to 
be noted that the term ‘service’ has a very particular 
meaning in the context of ITU-R. Services are the 
broadcasting service, the mobile service, the satellite 
service and so on. This is a distinction according to 
functionality of a corresponding network. An ITU-R 
service is not a service in the sense of a radio or TV 
programme of a broadcasting company. It is also not 
a service such as a phone call or providing access to 
the internet over a mobile network. 
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transmission take place. Consequently, the radical change induced 
by the 5G process will without any doubt have a big impact on the way 
the broadcast industry is organised and operates. Broadcasters around 
the world have a natural interest in 5G development as it will affect 
their core business.

For the time being 5G is defined only in terms of its technical 
capabilities, which are meant to respond to the requirements of 
different industries. Very high data rates, low latency, ultra high 
reliability, significantly reduced energy consumption, prolonged 
battery life times and very high device densities are put forward by 
industry representatives. Some of these parameters are meant to 
increase by a factor of 1,000 or more. Sometimes it appears the 
corresponding proposed values are just made-up without any  
scientific backing. 

Nevertheless, in 3GPP the 5G roadmap is fixed. As there has been a 
flood of diverse proposals, tough debates about the way forward took 
place. These heated discussions were further fanned by the intention 
of some companies in the US and parts of Asia to accelerate the 5G 
process significantly. This bore the risk of bursting the 3GPP consensus 
and drifting off to regional developments. Fragmented 5G markets 
would have been the consequence. 

To avoid this, a decision was taken to first of all focus 5G 
development on enhanced mobile broadband (eMBB) and ultra-
reliability-low-latency (URLL) applications and to split the process into 
two phases. Phase 1 developments will be ready by mid-2018. They will 
focus on a new radio access which will be attached to the existing LTE 
core network. Phase 2 shall be finalised at the end of 2019, when the 
core will be upgraded to a new 5G architecture. This two-step process 
should allow those 3GPP members willing to go fast to start deploying 
‘5G networks’ soon. 

driViNg ForcEs
Any technical innovation in the communication sector is basically 
expedited by four driving forces. These are technology development, 
the regulatory framework, spectrum availability and business 
arrangements between stakeholders. Technology development refers 
to the above mentioned 3GPP process. It is accompanied by extensive 
work in labs and field trials to figure out which features are needed 
and develop the corresponding standards. However, the 5G challenge 
does not rest so much with new technical characteristics but more 
with shaping the new concepts of network slicing and network 
function virtualisation. These are meant to overthrow the need to 
rollout dedicated hardware for dedicated purposes. Rather, generic 
network infrastructure will be utilised which by means of powerful 
software solutions will provide all requested functionalities and use 
the available resources as efficiently as possible.

The regulatory process to define the framework for future network 
infrastructure is underway. In Europe the European Commission is 
currently preparing the grounds to combine existing regulatory 
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Following the discussions in 3GPP a future 5G 
network will contain wired, wireless and satellite 
components. It will exploit unicast, multicast and 
broadcast modes depending on traffic and available 
network resources. Thus, by definition it is a 
multipurpose, multi-technology network which is 
meant to offer any kind of service. It seems that the 
ITU-R way of allocating spectrum is no longer 
appropriate for such a network. If multipurpose 
networks are prevailing or are even the only 
existing type of network in the future the question 
arises whether spectrum allocation should be based 
on application types, i.e. bidirectional personal 
communication, audiovisual services, safety 
services, etc., rather than existing ITU-R services.  

bUsiNEss criticaL
Even though there will certainly be critical issues 
for 5G development and deployment with regards 
to technology, regulatory framework definition and 
spectrum allocations, the real disruption can be 
expected in business arrangements – 5G will not 
take off if it is not possible to generate win-win 
situations for all involved stakeholders along the 
value chain. 

Mobile network operators find themselves in a 
tenuous situation today. Even though there is a 
significant increase in traffic over mobile networks, 
profit margins are not growing anymore. Operators 
have realised that providing connectivity alone is no 
longer a futureproof business model and are now 
searching for new business opportunities – and 5G 
is seen as the ultimate opportunity. Nevertheless, 
the vision of an all-encompassing 5G network 
infrastructure may have alarming implications for 
some of the players.

This is because 5G is expected to spread into sectors 
that so far have not exploited advanced telecoms 
technologies. These industry sectors, the so-called 
‘verticals’, have been identified as target markets that 
will offer new opportunities. However, these new 
markets mean there will be different types of 
customer, and requirements that call for new 
business arrangements between stakeholders. 
Operators may find this affects their core business 
models – and without adapting they could be history.

At present, the dominant business model of 
mobile network operators is based on a direct 
relationship with the user. To use a mobile phone a 
user must have a contractual relationship with an 
operator via the SIM card. Without a SIM card there 
is no access to a mobile network. It is a clear-cut 
business-to-customer model which has proved to be 
very successful. However, if cars or robots make 
extensive use of 5G technologies this must change. 

Automated driving, for example, brings technical 
needs such as very low latency and high reliability. 
Information has to flow between all traffic 
participants, i.e. between cars, but also pedestrians, 
infrastructure and traffic information centres.  
There will be one-to-one communication between 
cars but also information going to a group of cars  
in a street or messages which are relevant for all 
traffic participants. Thus, the underlying network 
infrastructure will have to support unicast, 

multicast and broadcast modes. A future car will contain lots of parts 
connected to the network. The question is on which basis these devices 
will communicate. It is not feasible that each will be governed by a  
SIM card relating back to a mobile operator with recurring costs.  
From a customers’ perspective, car communication has to come as a 
package which the car manufacturer has to take care of together with 
network operators.  

A move to new business arrangements seems to be unavoidable for 
production plants, too. Even though geographically confined they 
constitute another interesting use case for 5G communication. Future 
factories may not see human interaction anymore, just robots and 
machines doing the job. This requires highly reliable communication 
between all those units. However, production halls, for example those 
of the car industry, host the assets of manufacturers. Hence, they need 
to keep control when setting up, operating and maintaining the 
communication infrastructure. Quite likely they will therefore employ 
their own staff. The expertise of operators and infrastructure vendors 
is still required, but rather as external advisers and not on the basis of 
today’s SIM-centric business models. 

There is no doubt that this kind of development will also impact the 
broadcasting industry. The most obvious change is likely to happen in 
distribution of broadcast content and services. Broadcasters have 
employed different types of business arrangements with network 
operators. At the beginning there were no independent network 
operators, so broadcasters built and operated their own terrestrial 
broadcasting networks. This model still exists, although it is declining. 
Commissioning distribution from independent network operators was 
the next step. This requires defining the conditions for content 
distribution in terms of a contract – which services are to be provided 
in which geographical areas and at which quality of service are core 
elements of the arrangement. A price tag is then attached. Terrestrial 
broadcasting and satellite networks are typically deployed in this way. 

Broadcasters are also distributing their content and services over 
broadband networks, both fixed and mobile. There are managed 
networks on one side which offer a guaranteed quality of service. On 
the other side broadcast services can be offered over the top (OTT) 
using the internet. This has led to a plethora of new and successful 
internet platforms which broadcasters are keen to use, and different 
forms of cooperation and partnership have emerged.   

The roll-out of 5G network infrastructure will certainly bring new 
players to the content distribution market. This may force broadcasting 
companies to reconsider their current strategies for content and service 
distribution. The question of how to distribute content and services has 
to become one of the focal points of business planning for broadcasters. 
The overarching criteria are to keep control of distribution and contain 
costs. This certainly entails more engagement in areas where strategic 
decisions are taken. Otherwise, it will not be possible to keep playing an 
important role in the media and entertainment sector in the long run. 
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T
here is no doubt information and 
communication technologies (ICT) have had a 
transformative effect on society. In addition to 
the democratising effect that has helped 

improve political and financial wellbeing, they have 
led to new approaches to business, innovation and 
the exchange of ideas across borders. The internet 
continues to provide new opportunities to improve 
the lives for the 3 billion or more people in the 
world who use it.1 

Unfortunately, lack of security lurks behind the 
internet’s engine of progress. The internet itself has 
an architecture that dates back to the 1970s2 and 
assumes trust. In addition, lack of adequate 
regulation and cooperation (e.g. cross jurisdictional 
agreements to capture cyber criminals) impacts 
security. 

For the many of us increasingly involved in 
fostering the internet as a safe platform, it is 
important to understand the layers and structures 
at which the internet can be ‘secured’. In this 
article, I focus on infrastructure and less on 
governance. Many of the governance issues are 
fundamentally difficult to solve and have very long 
horizons. The lightweight regulatory regimes that 
most governments of the world have imposed on 
the internet already recognises the need to step 
carefully so as not to thwart what has made the 
internet a success. 

This measured, long-term approach to policy and 
regulation for the internet remains appropriate 
today. However, recently at the operational, 
technical level there has been a fundamental 
improvement to the internet’s architecture which 
has been endorsed by many governments,3 and 
which can help stem the tide of abuse.

This is Domain Name System Security Extensions 
(DNSSEC), a mechanism to secure the internet’s 

master phonebook – the Domain Name System 
(DNS), which has not changed since 1983. Often 
relegated to obscure technical discussions, DNSSEC 
has enjoyed brisk deployment and can act as a basis 
for securing communication across the internet.

BACKDROP
The internet was created over 30 years ago as part  
of an experiment on an alternative approach to 
communication. It sought to share physical 
infrastructure instead of dedicating it to 
conversation as a traditional phone service does. 
The theory was that by having multiple possible 
pathways over which bits of a conversation could 
travel, the end result would be more reliable and 
resilient since these bits could be rerouted on the fly 
around bad links. This concept of shared resources 
remains at the heart of the internet. It is the reason 
for both its success and its problems.

The early stages of this experiment involved a 
small group from government and academia who 
knew each other. Abuse was not a concern, which 
resulted in an open door policy for anyone 
associated with the work. (In college, I remember 
walking up to a terminal and trying to login – it 
simply asked me if I wanted an account and gave me 
one.) It was in this environment that the internet 
began its growth.

As it reached a wider audience, due to its 
underlying principles of openness, sharing, and 
freedom to innovate, new protocols and services 
were developed to run on top of this network, 
interconnecting other networks. In 1983, one of the 
very first services deployed on the internet to 
manage its growth was a ‘phonebook’, the DNS.4

Every machine on the internet has a numeric 
address. DNS is a database that allows the 
association of names to those internet protocol (IP) 
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addresses. This made it easier for people to refer to 
various machines when connecting to them. DNS 
lookups, as well as most transactions on the 
internet, were then made in the clear with little and 
no protection.  

Fast forward to today’s internet, where there are 
in excess of 3 billion users who do not know each 
other, and transactions are much more than just 
academic. The internet’s infrastructure still relies 
on many of the same early stage protocols and 
services to function. Certain aspects of the 
infrastructure have been greatly improved, such as 
speed and accessibility. An example is an expansion 
of the addressing protocol. The explosion of the 
number of devices and their addressing needs is 
being handled with the rollout of IP version 6 (IPv6). 
Deployment has been steady; the original protocol, 
IPv4, contained 4 part numerical addresses and we 
simply ran out of unique addresses. 

But the fundamental protocols built when trust 
could be assumed have not changed. 

From the perspective of the average consumer, 
the explosion of the internet has meant vastly 
improved communication and convenience. For 
industry, the internet has provided an effective/
efficient path for delivering goods and services and 
to target audiences, thereby increasing revenue.  
For both groups, securing the communication  
path is critical whether it be for a website, email,  
or an application on a mobile phone. Without a 
trustworthy path, confidence in the results 
deteriorates, resulting in consumers leaving and 
businesses suffering.

On the internet the first step in establishing 
communications is the DNS. It correlates the IP 
address (numbers) of the machine where a 
particular site is located (hosted) to the web address. 
For example, DNS converts www.google.com to 
172.217.6.68. By nature of being one of the first 
services on the internet (referred to by some as the 
first cloud service), it is part of the internet’s core 
infrastructure and therefore available everywhere at 
the furthest reaches. Recent improvements not only 
secure the DNS but offer a foundation to develop 
solutions to provide a trustworthy path within the 
internet.

The DOmAin nAme sysTem
The DNS was deployed to make it easier for people 
to identify machines on the internet. It does so by 
implementing a distributed database made up of 
files with each line associating a name to a machine 
IP address – much like what its predecessor, the 
‘host table’, did.5 However, to allow the system to 
scale, the DNS broke up the lookup process by 
sharing responsibility across multiple machines 
and organisations. For example, in looking up the IP 
address for www.google.com, the DNS would first 
get the IP address for the server responsible for com, 
then get from that server the address for the server 
responsible for google.com then get from that 
server the IP address for www.google.com.  

The very first lookup for com servers is made to 
what are referred to as the internet’s root servers.  
These are co-managed by the Internet Corporation 

October 2017 Vol 45 Issue 3 | InterMEDIA  35 www.iicom.org

for Assigned Names and Numbers (ICANN) and an international group 
of voluntary root server operators. Whether it be com or se for Sweden 
or post for the Universal Postal Union, the first stop for DNS is the root 
servers. Due to their role in the DNS, much interest has surrounded 
‘the root’, so it is important to note that on the internet use of these 
specific root servers, or any other servers for that matter, is voluntary 
and only driven by choice and/or convention. 

In this example, the server for com is operated by Verisign (whose 
role is referred to as a registry). Were it www.google.se, se servers are 
operated by a Swedish company, IIS, under the auspices of the Swedish 
government. Finally the google.com servers are operated by Google and 
know which machine names are associated with which IP addresses 
inside Google.

To accelerate the speed, this chain of lookups is not done every time, 
but instead the result is stored in a nearby server’s memory (cache) for 
a time so that responses are immediate. ISPs typically operate such 
caching servers6 so that all their customers can benefit from the 
increased speed.

The critical reliance on the DNS as an identity and authentication 
mechanism, be it identifying a website (e.g. www.mybank.com) or 
identifying users (e.g. myname@mybank.com), gives one pause when 
contemplating that this system has not been upgraded since the 
trusted days of the internet decades ago. It is a testament to its creators 
that the basic design scaled so well, but the weight of trust placed on 
this humble phonebook has recently shown signs of wear. Researchers 
have highlighted the ease in which results from the DNS can be faked,7 
leading to impersonation or hijack, thus breaking the trust between 
consumer and service. 

enTeR DnsseC 
In the DNS the data lookups and responses are made in the clear,  
i.e. are visible to anyone who can tap into any part of the path taken by 
your request. Since the information in the DNS is by definition, public, 
this openness is by design. However, since a properly placed attacker 
could see or guess what you are asking for, they could respond and 
direct you to their website. It could be, for example, a web server with 
deceptive content that asks for your bank username and password.  
The attack is amplified to cover all customers of, say an ISP, by 
targeting their caching servers (which would remember the forged 
response). Now all their customers could be hijacked. This is called 
cache poisoning, or spoofing.8 

The possibility of malicious DNS responses was recognised in about 
1995.9 At that time though, other parameters in the DNS request/
response transaction, such as matching request and response ID 
numbers, sufficed to make it difficult to carry out this type of attack. 

Fast forward to 2008. A security researcher named Dan Kaminsky 
published a way to lie to the DNS and poison the cache that took only 
hours. Faster internet and computer speeds made it easy to trigger DNS 
requests for which an acceptable fake response could be created. Given 
the ever critical role the DNS plays, this became big news for the press, 
industry and governments.

Fortunately, by 2008 new protocols to protect the DNS – called DNS 
security extensions or DNSSEC – had been developed10 and nascent 
efforts to deploy it were underway.11 With the urgency to fix the DNS, 
thanks to Dan Kaminsky, DNSSEC deployment on the internet’s core 
infrastructure went into top gear. The hierarchical shared nature of the 
DNS meant that each organisation responsible for each level of the DNS 
(e.g. root, com) had to deploy DNSSEC, starting with the root.

with the urgency to fix the dNs, dNssEC 
deployment on the internet’s core 
infrastructure went into top gear.
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The root was ‘signed’ in 2010 by ICANN and its keys are managed 
with international involvement and certified with annual audits;12 
90% of the approximately 1,500 top level domains (e.g. com, se, post) 
have DNSSEC deployed on them.13 Lessons from early deployments 
have helped to mature operations. The key used for the root is even 
being updated (rolled) – see box.

So the DNS is fixed and we are done – right? There’s more. The DNS 
is not relegated to only providing IP addresses for names. It also can 
and does handle many other record types such as those for figuring 
out what machine to send email to. With DNSSEC it is now possible to 
cryptographically guarantee that what is published in the DNS is what 
everyone gets out, unmodified, globally, on every device. A by-product 
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of securing the DNS is a global database for the 
secure distribution of much more than IP addresses.  

For example, if I create a record with my public 
email key for myname@example.com in the DNS 
under example.com which was protected by 
DNSSEC, anyone in the world could look up and 
cryptographically verify my key and use it to send 
encrypted email that arrives in my mailbox without 
being subject to eavesdropping or modification by 
intermediate systems or networks.14 Such 
applications for DNSSEC are already being 
developed and for those entrepreneurs who see 
these opportunities, DNSSEC doesn’t just fix current 
issues with DNS, but provides a platform for new 
security products.15

COnClusiOn: mORe neeDeD
The internet has matured and along with it so  
has abuse. Built in a time of trust, new tools are  
now needed to combat this abuse, while allowing 
for adaptive and measured policy and regulatory 
frameworks to develop that will continue to  
provide a frictionless environment for the benefits 
of the internet-driven economy and society to 
develop further.

DNSSEC is a step forward in upgrading the core 
infrastructure of the internet to reinforce trust  
with cryptography and has enjoyed steady 
deployment and the flow of innovative ideas to 
secure other parts of the internet based on DNSSEC 
has just begun. 

However, we need to do more. Without wider 
deployment onto popular services, the advantage 
now and in the future of a secured DNS will not be 
realised. Readers from a government or network 
operator who have not yet embraced DNSSEC as  
an important pillar in securing their cyber 
infrastructure should investigate and drive its 
implementation soonest. And if your network 
already implements DNSSEC, you need to make sure 
it is ready for the rollover. 

It is the hope that thought leaders will help raise 
awareness to take advantage of the opportunities 
DNSSEC presents and beyond, contribute to the 
spread of a culture of information and data security 
so that we can continue to make the most of the 
internet for good.
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how dNSSEC woRKS – aNd ThE ‘RoLLoVER’  

DNSSEC is an extension to the DNS that adds cryptographic material 
alongside existing DNS records. It does not encrypt DNS data. It 
simply provides a way to verify (using digital signatures) that the 
data received has not been modified from its original source.  
Verification is typically done by the ISP’s caching server or ideally on 
the end-user’s computer for true end-to-end security.

Each organisation responsible for a level in the DNS hierarchy 
vouches for the identity of the next level below it. They do so using 
cryptography to digitally sign key material from the next level 
below, e.g. root signs keys from com and publishes them in the DNS; 
com signs keys from google.com and publishes them in the DNS; 
google signs keys used to sign www.google.com and publishes 
them in the DNS.

This creates a chain of trust for domain names protected by 
DNSSEC that can be verified by any caching server around the world. 
Even the slightest modification of the DNS response along the way 
will be detected. Furthermore since each key is verified by the one 
in the level above it, only the top root key is needed to validate  
the whole chain. In IT parlance, this forms a global public key 
infrastructure.16

DNSSEC is enjoying healthy deployment, so why mess with this 
nascent technology by changing the root key on which it relies?  
Two reasons: cryptographic hygiene and practice, practice,  
practice. Although the estimated time it might take to break the 
cryptography (and key length) used for the deployment of DNSSEC 
is in the tens of years, in the field of cryptography new vulnerability 
discoveries can occur any time – some published, some in the works. 
Therefore, a regular practice of generating a new key and rolling 
over to it is good practice in protecting against possible 
compromise. Similarly, should there be a compromise, it is critical 
that IT staff be familiar with emergency recovery/rollover 
procedures and that those procedures be tested. An emergency is 
not the time to learn how to change a compromised key.

It has been 7 years since the root key was generated and put into 
service and is now time to address these two reasons with a ‘key roll’. 
The rollover process was carefully developed over several years by 
internet/DNS experts.  

The current rollover process started in late 2016 with the 
generation of a new key. The old key will be swapped out on  
11 October 2017 0000 UTC. There will be delay before any effects are 
felt due to memory in the caching servers.17 Notifications of the 
event have been communicated widely in relevant forums, and 
through interactive discussions. Most systems and large operators 
have automated or manual processes in place already to track the 
rollover so ICANN and DNS experts expect no problems.  

However, since this is a first time, ICANN and DNS experts will be 
watching the effects of this rollover closely and are ready with 
backup plans if required. For the end user, and hopeful engineers 
involved with this process, this should be a sleeper. Its anticipated 
success should further solidify DNSSEC as a security solution that we 
can all build on and benefit from.
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A 
report in the mainstream news coverage in 
the US and European Union over the first 100 
days of the current American presidency 
suggests an unprecedented level of negativity.1 

The study’s author and noted political scientist 
Thomas Patterson observes that media prefers to 
cover the “Washington power game – who’s up and 
who’s down, who’s getting the better of whom” with 
a negative bias rather than substantive policy issues. 

The media’s negativity and myopia extends to its 
reporting of the actions in the first 200 days of the 
now Republican-led Federal Communications 
Commission (FCC). Consider the reporting of the 
Washington Post on broadband privacy, which 
incorrectly describes in multiple stories what 
broadband providers can see and do with network 
information, and over-reports on net neutrality at a 
rate of 3 to 1 versus other FCC issues; and the New 
York Times calling the FCC’s agenda ‘anti-consumer’. 
An empirical review of the agency’s actions for the 
same period demonstrates that such reporting is  
not only negative, but false. In fact the agency 
undertook some 50 actions to close the digital 

divide, modernise reporting requirements to  
reduce $800 million in paperwork costs, promote 
innovation in new technologies, protect consumers 
and public safety, and enhance transparency.2

In contrast to reporting which seems to sew 
division, closing the digital divide is an issue with 
broad support across political lines. While the 
mainstream media has given this little attention, the 
FCC chair, Ajit Pai, has made closing the digital 
divide his objective, a goal he outlined last year in a 
‘digital empowerment agenda’. Elements of this 
proposal were recently examined by 35 policy 
experts at Aspen Institute annual Communications 
& Society Program in August 2017, who found  
much to support, observing the importance of local 
control and interagency cooperation. 

The digital empowerment agenda is informed  
by decades of trial and error of government 
intervention in attempts to provision 
communications services for the poor. The proposed 
means are decentralised by design, removing the 
FCC as a gatekeeper, but demands that both private 
and public sector actors make significant 

on the right track 

The direction taken by the new FCC regime in the US marks a radical shift  
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commitment and uphold responsibilities. There 
are high expectations of the private sector to invest, 
provided it has the appropriate incentives, and 
government actors at the federal, state and local 
level must deliver as well, removing obstacles which 
may be counterproductive to the public interest of 
broadband empowerment for the poor. 

Before looking briefly at the overall digital, or 
broadband empowerment agenda, I discuss the issue 
that is most controversial at present in this agenda, 
net neutrality.  

OPEN INTERNET VS INTERNET FREEDOM
While American communications policy has been 
successful in igniting a digital revolution and 
fostering 25% of world’s investment in broadband,3 
the gains don’t flow equally to all Americans, and 
the open internet policy, while well-intentioned, has 
had negative consequences, which the FCC among 
others, has documented. 

The media mischaracterises the FCC’s proposed 
Restoring Internet Freedom initiative as a state of no 
regulation, but the commercial internet market has 
never been unregulated in the US. At issue is 
whether broadband access providers can be policed 
through antitrust/competition standards or whether 
they must comply with preemptive common 
carriage law. The current FCC’s effort merely wishes 
to restore the internet to the competition law 
framework and layered enforcement that stewarded 
the internet’s success from 1996-2015.4 During this 
time the internet became an unprecedented and 
unqualified success through bipartisan policy,5  
and was subject to antitrust enforcement by the 
Department of Justice and the Federal Trade 
Commission (FTC). 

In its 2015 Open Internet Order, the FCC claimed 
that internet service providers have the ‘incentive 
and ability’ to deter ‘openness’, but if that is the 
case, it is odd that the FCC would remove the 
internet from the jurisdiction of federal and state 
competition authorities. Ironically, the FCC’s 
imposition of Title II common carriage rules on the 
internet removes these applicable layers of law 
enforcement and consumer-protection standards.  
It also stripped consumers of online privacy 
protections that had been enforced by the FTC for 
years without any evidence that the regime was 
inadequate.

The 2015 Open Internet Order declared that the 
internet is an extension of the telephone network 
and therefore deemed that common carriage 
obligations under Title II of the Communications Act 
apply. While the appeals court upheld this view, 
nine lawsuits continue to the Supreme Court 
including one from Daniel Berninger, the co-
inventor of voice over IP (VoIP), whose HelloDigital 
application has been banned by the FCC as it 
requires paid prioritisation to work. In 2004 
Berninger and colleagues secured the Pulver Order, 
which prohibits the FCC from obligating VoIP to 
common carriage. 

Noted Columbia University historian of 
communication networks, Richard John, observes 
that common carriage “was never intended as a 

one-size-fits-all solution, and is by no means the only 
regulatory tool in US policymakers’ toolkit. Net neutrality is 
predicated on a cartoonish caricature of the history of 
American communications that has long exaggerated the 
importance of garage-based startups, while discounting the 
innovative potential of the digital behemoths that dominate 
cyberspace today.”6 In any case the historical 
circumstances for common carriage differ 
significantly from today’s competitive markets in 
which the internet is available via different 
technologies. The door does remain open to create 
legislation on net neutrality in the US, as some 50 

nations have done, should 
Congress wish.

After two years of the 
Open Internet Order,  
the FCC has reported a 
number of negative 
impacts of the policy, 
including the loss of 
75,000 jobs from 

companies cancelling plans to deploy infrastructure 
and a decline of investment by the 12 largest 
broadband providers of 5.6% or $3.6 billion relative 
to 2014 levels. A related counterfactual analysis 
suggests that the loss is more likely 20-30% or $30-40 
billion as companies have foregone investment and 
innovation opportunities in fear of FCC reprisal 
during 2011-2015.7 

Moreover, 22 small broadband providers (serving 
fewer than 1,000 customers each) complained that 
policy hangs over their business like a ‘black cloud’.8 
Unwittingly the policy has increased the digital 
divide by increasing cost to end users, arbitrarily 
changed the definition of broadband speed, and 
raised barriers for market entry.9

Separately the peer-reviewed academic literature 
on net neutrality is not favourable to the FCC’s 2015 
policy, but suggests that policymakers take a 
nuanced view.10 The literature shows that net 
neutrality is not unambiguously good; sometimes 
the policy could be helpful, but at other times not.11 
The internet has many multi-sided markets with a 
multitude of opportunities for the abuse of market 
power including app stores, operating systems, 
content providers, and so on; broadband providers 
are not the sole actors of concern. 

Moreover, hard rules can preclude the benefits of 
competition, partnerships, and differentiation that 
emerge when actors across the value chain depart 
from purely ‘neutral’ or pro-edge arrangements.  
The policy is frequently detrimental to consumers, 
particularly in prohibiting their ability to tailor 
their broadband experience across a range of 
parameters including price, quality, service, and 
security – not just speed, which the 2015 FCC 
misleadingly claimed is the relevant metric.

A new proceeding has been launched on the 
definition of broadband12 and ideally will allow 
consumers to weigh in on what they believe it is. 
Additionally the FCC closed the open-ended 
investigations of zero rating which targeted the 
plans, products and services that consumers love – 
free music and video. Separately the European 
competition authorities published a definitive report 

u N I T E D  S T A T E S 

the door remains 
open to create 
legislation on net 
neutrality in the 
United States.
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on zero rating, some 200 pages, finding that it is not 
inherently anticompetitive.13 

Not only did the FCC not take the complexion of 
the peer-reviewed data into account in making the 
2015 policy, it excluded economic analysis. The FCC 
chair plans to rectify this oversight with an office of 
economics and data. For most regulators, the 
academic grounding for net neutrality policy is 
based largely on a selection of papers funded by 
Google, which in many cases, the authors failed to 
disclose. In any case, little to no empirical 
investigations have been made of the policy across 
countries, even though many nations have had rules 
in place for years. 

My research at Aalborg University, Denmark, 
represents a preliminary step to address the gap 
between research and policy. I investigated the 
results of net neutrality before and after rules were 
imposed to see whether the policy delivers the 
promised innovation at the edge. The investigation 
found significant statistical support for ‘soft’ 
voluntary net neutrality rules and increased mobile 
app innovation, but not for ‘hard’ net neutrality. 
Countries that adopted net neutrality through 
legislation and regulation did not display an 
increase in mobile app development.14 The hope is 
that other regulators and researchers will conduct 
empirical investigations to test their assumptions.

A separate study on the mobile app economy notes 
that about 95% of the value of the mobile app 
economy is concentrated in just ten markets.15 While 
this was not a study about net neutrality policy, the 
high-level results suggest that benefits from the 
policy do not necessarily flow to the countries that 
make rules. Countries in Latin America that have 
had hard net neutrality rules for some time 
comprise a small fraction of the value of the mobile 
app economy, while China, which has no rules, 
continues to count for an increasing share of  
mobile app innovation. China became the world’s 
largest app market by downloads in 2016, with  
more than 50 billion downloads and some $10 
billion in revenue.

Net neutrality is also the subject of activism, such 
as by Avaaz, a US-based advocacy organisation  
which took credit for delivering many of 480,000 
comments to the consultation by BEREC, the 
European regulators’ body, on net neutrality 
guidelines. Now that activism is professionalised  
and operated with world class online marketing 
platforms, comments for regulatory proceedings can 
be sourced from other nations or manufactured  
(i.e. faked). As of writing, public comment for the 
FCC’s Restoring Internet Freedom proceeding 
numbers over 20 million submissions, probably a 
world record for a telecoms regulatory proceeding. 
This effort of politicking at the regulator’s comment 
boxes is troubling for it violates the notion that the 
regulator is expert and independent. Moreover the 
misguided focus on quantity, not quality, can be 
damaging to ensuring services for the people least 
able to express themselves online, namely the poor, 
old and minorities. A number of academic 
investigations show that net neutrality proceedings 
are dominated by a digital elite,16 a trend that 

regulators exacerbate with the purposeful use of 
platforms such as Reddit which bias policy options 
to favour specific groups over others.

BROADBAND EMPOwERMENT
Closing the digital divide is an unassailable idea  
in communications policy, and yet after many 
attempts, a gap remains. The FCC itself reports: 
“Almost 34 million Americans don’t have access to the 
broadband networks needed to fully participate in the 
digital economy. Americans living in the poorest counties are 
twice as likely to lack access as those living in the most 
well-to-do. And access traces our rural-urban divide: 39% of 
rural Americans and 41% of those living on Tribal lands lack 
adequate access.”

America is famous for the broadband-enabled tech 
hubs of Silicon Valley, Seattle, Austin, Boston and so 
on. The empowerment agenda seeks to capture that 
spirit of innovation and create those same 
opportunities for other parts of America, whether 
urban cores or rural towns, and to unlock digital 
opportunities for job creation and civic engagement. 
These include a series of concepts for digital 
opportunity zones, mobile broadband in rural 

u N I T E D  S T A T E S 

l Each year the FCC is tasked with an inquiry into whether Americans 
have reasonable and timely telecoms services, and is now proposing to 
reassess the overall broadband standard (currently 25 Mbps), mainly 
because mobile broadband is increasingly substituting for fixed 
connectivity.12 Not surprisingly, Democrat commissioner, Mignon 
Clyburn, has said: “We sell consumers short by proposing a speed 
benchmark that is way too low,” and she is sceptical that an area is 
‘served’ if mobile or fixed is available, as many cannot afford a fixed line. 
l Timothy Wu, who coined the term ‘net neutrality’, has written that  
“...one looks in vain for the problem that needs to be fixed... [net 
neutrality] has sheltered bloggers, nonprofit organisations like 
Wikipedia, smaller tech companies, TV and music streamers, and 
entrepreneurs from being throttled by providers that own the pipes... 
The policy’s contributions are not just cultural but also economic: 
television has been revitalised, and waves of successful internet 
start-ups have returned America’s high-tech industry to unquestioned 
global leadership.” See nyti.ms/2oPtFwc
l Is the broadband marketplace robustly competitive? Do consumers 
readily and frequently choose between and among wireless and 
wireline broadband carriers? A litmus test, says Rob Frieden, professor 
of telecoms and law at Penn State University, “is when broadband 
consumers cut the wireline cord at home and rely solely on their 
‘unlimited’ wireless subscriptions, we will have reached the promised 
land.” See his blog at telefrieden.blogspot.co.uk
l Anant Raut, a former attorney at the Federal Trade Commission (FTC), 
writes: “Although ambitious future FTC leadership could certainly try to 
use the tools they have to enforce the core principles of net neutrality, 
it would necessarily be more limited and more ad hoc than the 
protections that exist now.” bit.ly/2jSPYnD
l Tom Struble, of free market think tank R Street, considers that 
partisanship could be better resolved by better data on broadband 
deployment. “Bad data make for bad regulatory policy.” bit.ly/2wPZNnj
l At stake is a digital divide in the US, which all parties agree exists. 
Context was given in ‘Without a Net: the digital divide in America’, 
which aired recently on National Geographic. See digitaldivide.com 

                         Marc Beishon
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participate in the 
communications 
marketplace are not 
limited by race, gender, 
religion, ethnicity, or 
sexual orientation. 
Speaking at the 
committee’s first meeting, 

he said: “When I entered this position, the diversity 
committee was no more. It hadn’t met since 2013, having 
been disbanded under the prior administration. That didn’t 
work for me, so I decided to re-charter the committee.”

As Pai has also said, “High-speed internet access,  
or broadband, is giving rise to what I have called the 
democratisation of entrepreneurship. Never before has there 
been such opportunity for entrepreneurs with drive and 
determination to transcend their circumstances and 
transform our country. Broadband can level the playing 
field.” Pai has recently travelled around America’s 
heartland, taking in 17 states on a ‘digital divide’ 
tour, and has name-checked a number of new apps 
that depend on connectivity, such as Bungii, an 
‘Uber for trucks’, and Vigilias, which connects 
remote healthcare clinics with larger facilities, both 
products of Kansas, his home state. (As he has said:  
“I grew up in a small town in rural Kansas on a dirt road 
outside of a town called Parsons. I was keenly aware of what 
it was like to be on the wrong side of the digital divide.”)

Accelerators too are sprouting across the country, 
including the Innovation Depot in Birmingham, 
Alabama; the Entrepreneur Center in Nashville, 
Tennessee; and Rev1 Ventures in Columbus, Ohio.

The so-called Rust Belt, the deindustrialised area 
from the Great Lakes to the upper-midwest, is a 
particular area of focus for broadband. Pittsburgh 
has transformed itself from the Steel City into a 
regional silicon centre. Cincinnati’s Brandery has 
developed a leading accelerator; its companies have 
raised over $120 million and created hundreds of 
new jobs.

Closing the digital divide might not create 
sensational headlines, but it is the core of 
communications policy. Fortunately, specialised 
media have emerged to cover it. In any case, 
chairman’s Pai’s true agenda should be known and 
is worthy of support.
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areas, removing regulatory barriers to broadband, 
and promoting entrepreneurship and innovation 
opportunity zones. These goals address the 
availability and affordability of networks, the 
readiness of users and communities, and relevance 
of services. For a global methodology for countries 
beyond the US, see the Inclusive Internet Index.17

Pai’s efforts demonstrate open innovation applied 
to broadband policy, recognising that the solutions 
to closing the digital divide reside not necessarily in 
the FCC, but in the knowledge of a multitude of 
actors on the ground. Henry Chesbrough defined 
open innovation with his groundbreaking book 
after years of studying IBM and how the company 
reinvented itself by looking outside its walls for 
partners for new products and services.18 Thus, Pai is 
employing the open innovation model by looking 
for the answers outside of its regulatory silos in a 
quintessential example of ‘open government’. 

The new FCC recognises that meeting the vastly 
different broadband needs of 320 million Americans 
requires a bottom-up approach. That more than  
380 people from all walks of life volunteered to  
serve on Pai’s Broadband Deployment Advisory 
Committee exemplifies the interest and enthusiasm 
to help the FCC achieve its goal. 

An opportunity zone can be a neighbourhood, 
rural area or city; any place where household 
income falls below 7% of the national median.  
The goal of designating such a zone is to mobilise 
financial and human capital for the benefit of 
low-income communities, offer accelerated 
depreciation schedules and lower capital gains taxes 
to incentivise investments, encourage hiring 
through the rightsizing of payroll taxes, loosen 
zoning restrictions. and hold down property taxes to 
encourage the renovation of buildings and property. 
There are other incentives for enterprises of all kinds 
to take advantage of networks and create jobs in the 
opportunity zones.

The FCC can make a difference just by bringing 
attention to the issue and serving as a facilitator to 
the various actors that need to work together, 
particularly a myriad of agencies which offer 
subsidies related to digital empowerment,  
including the Departments of Commerce, 
Transportation, Agriculture, Housing and Urban 
Development, and Homeland Security. Many 
community actors are emboldened to take action 
even without federal help, as the model of the 
opportunity zone offers a template for community 
collaboration. The proposed model incentivises civic 
leaders to publicise that their communities are open 
for jobs, opportunities and economic growth.

Significant work in the US Congress has been 
done to identify and remove barriers and federal, 
state and local level. Notably, two-thirds of spectrum 
held by the federal government and one-third of 
land owned by federal government is not available 
or accessible to network providers. The Broadband 
Development Advisory Committee has been  
tasked to develop model codes for states and 
municipalities. In addition, the Advisory Committee 
on Diversity and Digital Empowerment, an initiative 
revived by Pai, seeks to ensure that opportunities to 

Meeting the vastly 
different broadband 
needs of 320 million 
americans needs a 
bottom-up approach.
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“What a full and fulfilling 
schedule of meetings ahead.  
As always, IIC does a tremendous job to 
facilitate substantive exchange, and really 
outstanding networking between industry 
and regulators.  I look forward to our 
ongoing participation at these events!”

Eric Loeb, Senior Vice President,  
International External Affairs, AT&T
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