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principles for policy

contents

More pieces are being put in place to help 
governments configure regulators able to meet 
the challenges of the converged, digital world.  
In particular, I like the policy principles presented 
in this issue (see page 11), which are at the same 
time both succinct and comprehensive in 

covering virtually everything in the TMT sector and which, very 
importantly, are transportable around the world. They are not 
prescriptive – more a menu that policymakers can select from to 
prioritise actions for their own countries, which is the only way 
such principles can be presented. It is also a salient reminder 
that these challenges are global realities and yet require 
domestic (national) choices. What is also important is that the 
authors explain what policy principles are and where they fit  
in the policymaking continuum – it seems to me we need to 
constantly remind ourselves of such thinking before we dive 
into the complexities of fixing and regulating everything from 
the digital divide to the internet of things to algorithms on social 
media. They are huge topics on their own, and complexity can 
rapidly obscure the goals of optimal social benefit.          
         Chris Chapman, president, IIC 
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Untangling spectrum:  
see articles on  

pages 23 and 32
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australia

Major review of regulator
A final report of a review of the Australian Communications and Media 
Authority (ACMA) has been published by the Australian government. 
It proposes a comprehensive overhaul – while recognising that the 
ACMA has generally performed its regulatory role efficiently and well 
over the last ten years. “Against the backdrop of a rapidly changing 
communications sector, its remit, responsibilities and functions lack 
clarity and cohesion and its regulatory and performance objectives are 
unclear. There is a lack of clarity as to decisions which are best made by 
the regulator and those which are policy decisions for the government, 
particularly in areas that are increasingly contested such as spectrum.” 

The review considers that urgent reform is needed, and proposes a 
change to the way in which the communications market and the remit 
of the regulator are conceptualised. “A future focused regulator would be 
able to respond more quickly to emerging issues and consumer harms 
if its remit were not so firmly tied to siloed industry structures. Instead, 
the review considers that it would be more useful to describe the new 
communications landscape as a horizontal stack of services and activities, 
with each layer in the stack providing services to the layer above and 
concurrently depending on the layers below.”  So the ACMA will cover 
these layers – infrastructure, transport, devices and applications/content. 

On economic regulation, the review says there are sound arguments for 
the ACMA to have this function, as Ofcom in the UK and others do, but on 
balance it has been decided to leave it with the Australian Competition 
and Consumer Commission (ACCC). 

There are 27 recommendations in total, with the final one being:  
“To enable the communications sector to reach its full potential as an 
enabler of innovation and productivity, the government commence a 
coordinated programme of regulatory reform to establish a contemporary 
communications regulatory framework.” 

 The ACMA will review the report and develop a programme to 
implement its recommendations, to start shortly. Australia is also updating 
its media and broadcast laws, and enacting telecoms reform, in a busy 
time for TMT policy and regulation. See bit.ly/2qOFkjE for the review. 

european coMMission

digital appointMent
Mariya Gabriel has been appointed as the new 
member of the European Commission for the digital 
economy and society. She has been a member of the 
European Parliament for Bulgaria’s GERB party 
(Citizens for European development of Bulgaria), and 
is now responsible for progressing the digital single 
market plans under vice president Andrus Ansip.  
In turn, Gabriel has two directorates reporting to her, 
DG Connect (the communications, content and 
technology arm) and DG Digit (for informatics). 
n BEREC, the European body of national regulators, has 
issued a response to the Commission’s consultation on 
the review of significant market power guidelines. 
Addressing oligopolistic structures is urgent, it says.  

south africa

icasa starts inquiry
The Independent Communications Authority 
of South Africa (ICASA) is to conduct an inquiry 
to determine priority markets in the electronic 
communications sector as part of an investigation 
into the high cost of communication in South Africa, 
including the cost of data. It intends to identify 
wholesale and retail telecoms markets or segments 
that are generally prone to ex ante regulation, and 
prioritise them for market reviews and potential 
regulation. ICASA is consulting with other bodies 
such as the Competition Commission. 

spectruM

ofcoM sets up auction 
Later this year UK regulator Ofcom is to auction 
licences to use 190 MHz of spectrum in two 
frequency bands: 40 MHz in the 2.3 GHz band, 
which is already supported by mobile devices, and 
150 MHz in the 3.4 GHz band, which “has been 
identified as central to the rollout of 5G mobile 
across Europe”. The regulator says that two caps 
will apply to the auction (these have been 
criticised by operators). “We will place a cap of  
255 MHz on the immediately useable spectrum 
that any one operator can hold as a result of the 
auction [and] we have decided to place a new, 
additional cap of 340 MHz on the overall amount 
of mobile spectrum a single operator can hold.”

Effects will be to cut the share of the major 
player, BT/EE, and encourage a gain for Vodafone. 
Ofcom adds that it is now less confident that the 
3.6 to 3.8 GHz band will be available at the same 
time as the 3.4 GHz band, but intends to propose a 
way ahead for this and for the 700 MHz band, 
which should help rural coverage. 

We got there in the end: The European Commission makes a big point about ‘roam like at home’, the 
end of mobile roaming charges in the European Union on 15 June, a ban that has taken ten years 
to negotiate. Even now, smaller networks, particularly in the Baltic and Nordic regions, as well 
as countries including Belgium, have applied for exemptions to avoid the new rates owing to an 
anticipated drop in earnings; industry group ETNO has estimated that scrapping roaming charges 
could cost European telecoms groups about €7bn in lost revenue by 2020.
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news 
from around the globe

The battlelines for the future of net 
neutrality in the US are now firmly in 
place following the vote by the 
Republican majority FCC to start the 
process to overturn the open internet 
order, with FCC chair Ajit Pai saying it 
is harmful to investment. 

Apart from the investment 
question, the FCC says that it wants to 
return privacy responsibility to the 
Federal Trade Commission, and 
believes that consumers support paid 
prioritisation of traffic and zero rating. 

In a recent talk, Pai says that 
“broadband investment [in the US] 
remains lower today than it was when 
the FCC embraced utility style 
regulation in 2015. Among our 
nation’s 12 largest internet service 
providers, domestic broadband capital 
expenditures decreased by 5.6% 
between 2014 and 2016.”

However, supporters of net 
neutrality are marshalling evidence in 
their favour, pointing out that internet 

speeds are increasing and ‘gigabit 
cities’ are springing up in the US – 
success that even the NCTA (Internet 
and Television Association), which is 
against net neutrality, is highlighting. 

On the academic front, an 
influential paper for Pai, ‘The curious 
absence of economic analysis at the 
FCC’, maintains that the agency has 
“failed to ground its regulations in 
economic reasoning in the past few 
years”, including with net neutrality. 
But a reply by Dwayne Winseck and 
Jefferson Pooley “provides detailed 
evidence to refute the paper’s core 
‘curious absence’ charge”, as well as 
questioning its independence. 

A day of action to ‘save net 
neutrality’ was held on 12 July, 
supported by Google, Amazon, 
Facebook and Netflix.  
n Previous FCC commissioner, Jessica 
Rosenworcel, has been nominated to 
return as a Democrat member; 
Brendan Carr is a Republican nominee.

ireland

call for social 
media regulation 

An independent regulatory body 
should be established to resolve 
social media complaints, the Press 
Council of Ireland has said. It issued 
a statement following widespread 
reports about a man who was 
falsely accused of being a threat to 
children on the Facebook page of 
an online-only news service. The 
man had sought redress through 
the Office of the Press Ombudsman, 
but the service was not a member 
of the voluntary Press Council of 
Ireland, which left no regulatory 
body to turn to. 
The Press Council and the Press 
Ombudsman say social media 
should develop an independent 
regulatory system and if they do 
not, they should be made subject 
to national and/or international 
governmental oversight. 

events
9-12 October, Brussels 
IIC Communications Policy and 
Regulation Week
9-10 November, Rome 
IIC Italy Chapter event
14-15 November, Ottawa 
IIC Canada Chapter Annual 
Conference
5-6 December, Washington DC 
IIC Telecommunications and 
Media Forum (TMF)
18-21 December, Geneva 
Internet Governance Forum 

privacy resources  
The Dutch privacy regulator, AP, will 
receive more funds and staff to help 
with the implementation of the EU’s 
new data protection rules, the 
justice ministry has announced.

jaMaican course 
Regulatory agencies in Jamaica, 
including the Spectrum 
Management Authority, have 
attended a five day professional 
certificate course in international 
regulatory affairs and reform. It was 
run by the UK-based International 
Centre for Parliamentary Studies.

african alert 
About 20 million African households 
and businesses will have wired 
internet connection by 2022  
compared with 11 million in 2016, 
reports Dataaxis. But that will be 
only 1.9% of the population and 
about ten times less than the world’s 
global penetration.

swedish split 
Swedish regulator PTS said it is 
seeking operators’ comments on 
recommendations to divide the 
broadband market into local and 
central network access areas.

digital addition 
The UK government has added the 
word ‘digital’ to a key department, 
which is now known as the 
Department for Digital, Culture, 
Media and Sport (but still just DCMS). 

eu-japan privacy 
The EU and Japan have further 
increased the convergence between 
their two data privacy systems, the 
GDPR and the APPI.

net neutrality

battle for the open internet order  

canada

crtc chair steps 
down, hits hard
Jean-Pierre Blais spared no 
criticism of the government and 
the communications industry in 
his final speech as chairman of the 
Canadian Radio-television and 
Telecommunications Commission 
(CRTC). Blais contends the regulator 
broke the status quo and fundamentally 
changed its perspective by making 
broadband a basic standard for all 
Canadians.  He highlighted decisions 
that have supported net neutrality 
and said that a public broadcaster is 
an antidote to the ‘echo chamber’ of 
narrow views, which is also a “blight on 
the cultural world, too. It rots content 
diversity just as thoroughly.” Looking 
forward, Blais said Canada will need to 
increase wireless competition, adapt 
to the end of print journalism, and end 
music quotas on radio.
Full speech at: bit.ly/2u49G3L

in brief
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T
he IIC’s first Telecommunications and Media 
Forum (TMF) of 2017 was hosted in Doha by the 
Communications Regulatory Authority (CRA) 
of Qatar, with a focus on the Gulf region.  

The CRA’s president, Mohammed Ali Al-Mannai, 
gave a keynote presentation that highlighted the 
country’s decision to develop the digital sector, 
currently responsible for 1.7% of GDP. As a key 
enabler of the country’s economic diversification 
and its sustainable growth, the sector is now 
regulated by a converged agency that is also charged 
with promoting its growth. He noted the need for 
greater harmonisation to push the region and the 
industry forward.

Speakers from other regulators in the region 
argued for a variety of regulatory objectives with 
connectivity a key focus, differentiated according to 
the needs of geography (such as deploying fibre in 
cities and wireless broadband in rural areas). One 
common objective is stimulating investment and 
innovation in the digital industries, and a panel 

discussion focused on the 
best way to achieve this. 
James Bellis (Frontier 
Economics) highlighted 
that telecoms operators 
are a major contributor to 
government revenues, 
through royalties, 
spectrum fees and 
corporate taxes, and this 

may be difficult to sustain in the long term. 
Nezih Dincbudak (Orange, Middle East and Africa) 

argued that policy needs to look at public and even 
international support to complement private 
investments in rural areas, and for long distance 
submarine cables. The regulatory focus, he 
reasoned, should be on digital inclusion of the 
population. 

Amr Eid (Gulf Bridge International) illustrated 
how his company shifted from being just a 
communications carrier to a cloud-based operator 
that works with telecoms providers and over the  
top (OTT) players. He claimed that regulation  
should work to help networks integrate instead of 
imposing ex ante rules. Regulators should promote 
collaboration so that quality can increase even 
without new investments. 

In turn the discussion pointed to progress in 
spectrum to inspire effective ways to invest, which 
in the future may have more to do with ‘sharing’ 
and less with ‘building’.

Driving compeTiTion
Francesco Liberatore, head of the new IIC Brussels 
chapter, chaired a discussion on the best ways to 
manage the transition from ex ante to competition- 
based regulation. Alexandre Serot (Vodafone Qatar) 
reiterated that this is best done by giving operators 
access to passive infrastructure: countries that have 
led the way in duct access, such as Portugal and 
Spain, are now reaping the rewards in terms of 
industry dynamics. 

Leong Keng Thai (Infocomm Media Development 
Authority, Singapore) reported on his country’s 
holistic vision for the development of a digital 
economy, in which regulation is just one of several 
tools and competition is a key ingredient. He said 
that the digital economy needs three enabling 
layers to flourish: the infrastructure layer – a 
necessary but not sufficient condition; the ‘soft’ 
infrastructure layer (security protocols, ID and 
payment systems, data policies etc.); and an agency 
collaboration layer to overcome the vertical 
organisation of the government. 

Ikram Jebabli (Tunisian Telecommunications 
Regulatory Authority) showed how different cycles 
of regulation have evolved across the world, from 
regulating monopolies to aiming for social goals in 
the digital society. 

WhaT To Do WiTh oTT services
Robert Pepper (Facebook) discussed research from 
the World Economic Forum, which found that 
telecoms operators need to embrace a major 
cultural change and focus more on software and on 
customers, exploiting the huge amount of data 
analytics they have, if they want to seize the new 
opportunities such as the internet of things (IoT).  
To do this, partnerships are essential, as well as 
widespread connectivity. 

Ola Bergström (Swedish Post and Telecom 
Authority) provided the EU perspective on OTT and 
regulation, adding that these issues are currently 
hotly debated. The lesson from the Swedish 
experience (a strong digital market, with much 
infrastructure and heavy use of social media, where 
operators are profitable) is that you need to be 
careful not to stifle investment in a new market. 
Andrew White (Zain, Saudi Arabia) explained that 
since the telecoms sector provides the third largest 
income to the Saudi government, the country has a 
vested interest in ensuring the stability of telecoms 
revenues. The likely solution is for regulators to 
designate a dominant operator and ensure that data 

i i c  e v e n T s

Regulators should 
promote collaboration 
so that quality can 
increase even without 
new investments.

digital doha 
The IIC’s first TMF of 2017 was held in Doha, with OTT and IoT  
issues to the fore, as cristinA murroni reports
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It comes down to understanding what new business 
model makes sense in the world of IoT – for example 
selling connectivity as a managed service. 

Finally, Robert Pepper presented research that 
aimed to answer the question: can IoT support  
the Sustainable Development Goals (SDGs)? The 
research found that IoT could support 12 out of the 
17 SDGs, but the spread of connected sensors, for 

example, is uneven 
across the world, 
and both the 
Middle East and 
North Africa, and 
Sub-Saharan Africa 
trail well behind 
the global average 
of 43% of IP-
enabled sensors 
actually connected. 

meDia anD communicaTions convergence 
Reema Traynor (Media Zone Authority, Abu Dhabi) 
opened the convergence panel discussion with a 
presentation about converged regulators and the 
free trade Media Zone. Rainer Schnepfleitner 
(Communications Regulatory Authority, Qatar) 
argued that convergence has not just posed new 
problems for regulators, but has meant a complete 
paradigm shift for the industry, with new players 
and new products, especially global ones. He called 
for regulators to ‘think outside the box’ and to 

prices are able to generate a sensible economic 
return for the industry. 

Rob Middlehurst (Etisalat) explained that for 
companies to have an economic return on a 
business that provides connectivity for IoT, they 
need to move towards software-defined networks 
and exploit economies of scale. Regulation needs to 
shed old schemes and help companies build 
relationships with providers of applications, and 
those that are innovating at the edge of the system, 
as this is where most innovation comes from.

ioT in smaller emerging markeTs
Brahim Ghribi (Nokia) argued that telecoms began 
with connecting places (fixed line telephony), then 
shifted to connecting people (mobile telephony) and 
now devices (IoT). Citizens have to be engaged and 
empowered as technology will generate huge 
transformation. While IoT applications are 
currently still built on a vertical approach, this will 
gradually have to change towards a horizontal one 
that is about sharing infrastructure and managing  
a platform for analytics as well as processing the 
huge amounts of data that will be generated by 
connected devices. There will need to be robust, 
pervasive connectivity and latency; standardisation; 
and robust privacy and security measures. 

The conversation explored how the shift from 
vertical to horizontal policy may happen: a major 
horizontal approach that tries to regulate IoT in 
every sector is probably impossible, due to the huge 
complexity of detailed regulation in many sectors.  
A more likely approach is one that starts from each 
vertical and has ICT as the mesh that connects  
them all, but which retains vertical-specific 
policymakers and regulators. 

Ali Cheema (Ericsson) argued that 5G will mean 
not only quality of service differentiations within 
the same network, but also public policy 
differentiation, regulatory differentiation, even 
access differentiation, while trying to address 
multiple industries. It is a challenge, but one that 
needs to be addressed from the outset. Johann 
Adjovi (Analysys Mason) illustrated the value chain 
of IoT for telecoms operators. Currently, the sector is 
expected to grow by 20% a year, and the total value 
of ‘connected things’ is presently $200 billion. 
However, only 10% of it is about connectivity, while 
the greatest value is actually in applications, with 
devices in the middle. 

Operators can decide to only focus on connectivity 
– and even there the requirements will vary hugely 
depending on the vertical sector. Some operators 
have opted for connectivity with added value; that 
is, providing platforms on which others can quickly 
develop services, and other operators are providing 
a complete end-to-end solution for selected sectors. 
But in the next ten years, IoT is not going to be a 
game changer for telecoms operators, as it will only 
account for 10-12% of revenues. 

Inevitably, this presentation was followed by 
questions on whether IoT will be worth the 
investment, and delegates were asked to look at the 
same question from the opposite extreme – is there 
really an option to ignore these developments?  
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Top: the setting at Doha; below: IIC president Chris Chapman with regional regulators

i i c  e v e n T s

the internet of things 
is not going to be a 
game-changer for 
telecoms operators, only 
accounting for 10-12%  
of revenues.
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cooperate to find solutions not just for regulation, 
but also to enable the wider interconnected society 
(see also his article on the challenges of setting up a 
framework for regulation, Intermedia, April 2017).  

A progressive regulatory framework, which can 
look at the wider emerging picture, rather than just 
adding the ‘media’ silos to its remit, is the way 
forward for Ammar Hamadien (GSMA) as well.  
He said that convergence requires a new approach 
that seeks cooperation across agencies. 

The panel went on to discuss the need for 
legislation to deal with all converged sectors, so 
regulators can have clear remits and frameworks to 
work with.

proTecTing The DigiTal consumer: balancing 
privacy anD cybersecuriTy 
Ramez Dandan (Microsoft) discussed how the 
cybersecurity landscape is changing and how 
security threats were initially a hobby, but have  
now morphed into organised crime that is 
increasingly sophisticated. IoT dramatically expands 
the opportunities for entry into systems. We need to 
use ‘big data’ to protect ourselves, and we need 
industry and governments to collaborate, he said. 
Microsoft has called for a sort of Geneva Convention 
for the digital world, proposing six principles to 
limit the potential effects of cyberwar.

Kelly Tymburski (Dentons) presented the new 
Qatari law on data privacy, a first in the region.  
The law requires consent from the point of 
collection and, when dealing with sensitive personal 
data, prior authorisation from government. Special 
provisions apply to minors’ websites, and transfers 
to other countries are authorised only if the 
recipient country is deemed to have appropriate 
safeguards. There are heavy fines for non-
compliance, but also a six month grace period to 
become organised.

Ashraf Ali Ismael (Ministry of Transport and 
Communications, Qatar) illustrated the Qatar 
National Information Assurance Framework, a tool 
developed to govern and build the digital ecosystem. 
This framework is the foundation on which all other 
relevant laws are issued. There are also plans to 
establish a privacy commission. 

Aziz Mohamed (Cisco) showed how the Middle 
East and North Africa region is leading in terms of 
growth rates in connected devices, and, like the rest 
of the world, is seeing IoT and video as the main 
drivers of demand. Security is a pressing issue that 
requires every stakeholder to work together to 
guarantee it without sacrificing innovation. 

Bharat Vagadia (Ooredoo) stated that the value of 
data may increase further if the same data can be 
used for other purposes. In fact, the value of the 
whole ecosystem depends largely on our ability to 
cross-reference different datasets; that is, on 
governments opening up their datasets to industry 
and making sure that they are interoperable. 

This in turn requires anonymisation techniques 
and brings the issue of consent into question – if the 
data is not personally identifiable, do you need 
express consent for someone to derive value from it? 

Finally, Travis LeBlanc, (Boies Schiller Flexner) 

reported on his experience as chief enforcement 
officer at the FCC, the US regulator, with the 
reminder that many of the data breaches are low 
tech, for example a lost laptop, and simply require 
good training. Companies also need to be 
accountable for any breach, making security an 
issue not just for consumers, but also for companies. 

The question arose of how to create a culture  
of online security within a company. It was felt  

that although 
technology 
solutions provide 
protection for 
‘click happy’ users, 
there is still a need 
to create a culture 
of security inside 
(and outside) 
companies that 
goes beyond mere 
compliance. 

While large companies have the means to ensure 
security, the big issue is data security for SMEs, 
where entrepreneurs and staff may not have the 
time or skills to deal with it. Incentives may be a 
good idea, for example establishing minimum 
security protocols as a necessary condition to enter 
public tenders. Or taking action to ensure that 
company policies on IT security are truly 
understood and followed by everyone.

cristina murroni is a telecoms and media analyst.

6  InterMEDIA | July 2017 Vol 45 Issue 2 www.iicom.org

i i c  e v e n T s

Making points, clockwise from top left: Howaida Nadim, Foresight; a question from the floor;  
Amr Eid, Gulf Bridge International; Facebook’s Robert Pepper

Security is a pressing 
issue that requires 
stakeholders to work 
together to guarantee 
it without sacrificing 
innovation. 
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miami hotSpot
The IIC’s second TMF of the year took place at its now regular Miami location, focusing 
on Latin America. There was also a regulators’ forum. By cristinA murroni 

T 
he IIC’s TMF and Regional Regulatory Forum in 
Miami focus on the Latin American and 
Caribbean region. Regulators and leading 
industry players again convened to discuss a 

range of topical issues, which this year included  
a workshop on policies for responsible and 
sustainable advertising. 

invesTmenTs anD compeTiTion for coverage anD 
consumer proTecTion
A keynote presentation by AT&T’s Robert Quinn 
opened the first session. Consumers demand 
flexible, portable services that are often free at the 
point of use, he said. Companies, in turn, require 
the flexibility to experiment with new business 
models as well as incentives to support the large 
investments needed for new networks and 
infrastructure. 

Lindsey Fussell (Ofcom, UK) echoed the view that 
consumers have increasingly higher expectations 
and explained that Ofcom helps consumers shop 
around by making price and quality comparisons 
easier and is formulating a policy for operators to 
offer compensation to customers when faults and 
complaints are not redressed in a timely manner. 
André Müller Borges (Ministry of Science, 
Technology, Innovation and Communications, 
Brazil) explained that the heavily regulated 
Brazilian market will soon see a complete overhaul 
of the current law, placing broadband, rather than 
telephony, at the heart of regulation and promoting 
infrastructure investment. 

Fernando Borjón Figueroa (Telecommunications 
Investment Promotion Agency, Mexico) gave an 
overview of Promtel, the new public-private 
partnership set up to offer wholesale-only 4G mobile 
connectivity, entirely funded by private money. 

The Q&A session highlighted the positive effect  
of published quality of service league tables on 
consumer choice and competition, and the need  
to address coverage issues with a range of policy 
instruments. 

roaDmaps for urban anD rural DigiTal 
infrasTrucTure 
Allan Ruiz (Regional Technical Commission of 
Telecommunications) described a roadmap for  
the Latin American region that has begun by  
compiling and comparing some 90 indicators 
(which include more sectors than just ICT) for  
each country. He highlighted the importance of 
concluding the transition to digital television in the 
region, and providing more spectrum to industry. 

The complexity of regulating the digital sector was 
emphasised by Maria Paola Levati (Ministry of 
Communications, Argentina). The country recently 
signed an agreement to finance fibre optic 
deployment and coverage for towns with fewer  
than 2,000 residents, using universal service funds 
that had reached $350m but had remained unused 
until now. 

In small island states, coverage issues are solvable, 
but it is more difficult to ensure there is enough 
capacity and education to exploit digital 
infrastructure to the advantage of the entire 
country, according to Gerry George (National 
Telecommunications Regulatory Commission, Saint 
Lucia). Iván Antonio Mantilla Gaviria (National 
Planning Department, Colombia) argued that while 
Colombia has had a successful digital strategy  
(75% of adults use a computer), the future is more 

uncertain, because 
convergence is 
changing the 
competitive game, 
there is no unifying 
policy goal and, in 
particular, the 
private sector has 
experienced lower 
growth rates in the 
past few years. 

conTenT fuTures anD local conTenT
The content panel focused on piracy, a significant 
factor affecting investment in content in the region. 
Ernesto Orozco (National Television Authority, 
Colombia) said that enforcement of anti-piracy rules 
is a major issue, adding that the government is 
offering financial incentives to produce audiovisual 
content in Colombia, up to 40% of the budget  
spent (above $500,000). Sonia Gill (Caribbean 

Brazil will soon see a 
complete overhaul of 
the current law, placing 
broadband, rather than 
telephony, at the heart 
of regulation.
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The setting for the 
Miami TMF, held at 
the Palms Hotel, 
Miami Beach 
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Broadcasting Union) stressed that Caribbean TV 
markets rely heavily on imported content because  
it is much cheaper than producing it locally. Low 
broadband penetration, fragmented markets and 
costly digital data plans are additional challenges to 
the development of local digital content. 

The discussion highlighted that protectionism 
has not been effective at promoting local 
production, but where broadcasters have given 
priority to local content, they have been well 
rewarded in audience numbers. An interesting 
proposal is to use universal service funds to support 
local production. Karim Lesina (AT&T), concluding, 
added that piracy directly affects the ability to 
create content and fosters the kind of skills needed 
for cyber attacks. Cybersecurity should be viewed as 
an even bigger problem than piracy, requiring joint 
efforts in the region, and educating the public 
about piracy and security. 

specTrum anD licensing upDaTes 
Michael O’Rielly (Federal Communications 
Commission, US) reported on several current 
spectrum topics at the FCC, remarking how all 
regulators in the region are grappling with similar 
issues: devising auctions to allocate resources 
efficiently, opening up public buildings and 
facilities as passive infrastructure, and increasing 
the number of poles. 

Martha Suárez (Agencia Nacional del Espectro, 
Colombia) explained that the agency makes 
long-term plans for the use of spectrum, based on 
its assessments of spectrum needs, which are 
regularly updated. Colombia is part of the ITU’s task 
group that seeks to identify which bands can be 
used for 5G. Mario Rangel (Federal Institute of 
Telecommunications, Mexico) reported that Mexico 
is clearing the 600 MHz band for use as a common 
band for mobile broadband 5G services in the  
North American region, and is supporting the 
harmonised use of this band for 5G worldwide.  
The idea is to spearhead common regulation in  
this area and thus attract more investment in a  
new generation of services. 

But Argentina and Guatemala have failed to 
release any new spectrum for over 15 years, while 
user numbers have boomed. Héctor Huici (Ministry 
of Communications, Argentina) said that the 
objective now is to complete a spectrum plan and 
auction frequencies to increase competition and 
widen coverage. Cristian Aguilar (Ministry of 
Communications, Infrastructure and Housing, 
Guatemala) reported that a new auction is expected 
by the end of this year to increase coverage and 
bring the internet to rural areas. The transition to 
digital TV is also on the agenda, which will free up 
frequencies in the 700 MHz band. 

The neW poliTical anD TraDe paraDigm anD The 
DigiTal TransaTlanTic agenDa 
The free movement of data across borders is key to 
value creation, as it brings together intertwined 
value chains and supports access to global markets, 
according to Emma McClarkin (Member of the 
European Parliament, Committee on International 
Trade), and the UK plans to make digital trade a 
priority in its new trading positions after Brexit. 
Luis Lopez (Inter-American Development Bank) 
echoed the view that trade today is mostly about 
increasing the efficiency of value chains, arguing 
that to provide a competitive edge to their 
countries, governments should engage in agreeing 

and enforcing legal 
frameworks and 
safe trade 
operations. 

Alfredo Rafael 
Deluque Zuleta 
(Congress of the 
Republic of 
Colombia) called 
for governments to 
establish a set of 
core rules for the 

protection of information flows across countries. 
These should become a minimum legal standard to 
include in trade deals when they are discussed.

oTT services anD conTenT 
David Geary (Digicel) argued that the debate on over 
the top (OTT) has evolved and it has now been 
accepted, on one hand, that practices such as zero 
rating can be pro-competitive and, on the other, 
that OTT players can be subject to the same rules as 
anyone else. This evolution means that OTT players 
can begin to engage in conversations on how to 
achieve regulatory objectives. Oscar Reyes 
(Plataforma de Reguladores del Sector Audiovisual 
de Iberoamérica) commented that while OTT 
services are a great development for freedom of 
expression and media plurality, they pose serious 
difficulties for protection from potentially harmful 
content, especially for minors.

Robert Pepper (Facebook) confirmed that 
Facebook has nearly doubled the number of staff it 
hires to monitor extreme content on its platform. 
He then focused on the symbiotic relationship 
between the OTT companies and network providers. 
The consensus is that the collaboration of global 

over the top (ott) 
poses serious difficulties 
for protection from 
potentially harmful 
content, especially  
for minors.
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Advertising workshop
A workshop in Miami debated the regulatory 
challenges posed by the advertising industry, 
chaired by Ricardo Maguiña Pardo of the 
National Council of Self-Regulation in Advertising 
(CONAR) in Peru with panellists Laura Brett of 
the Advertising Self-Regulatory Council (ASRC) 
based in New York, and Vanessa Vilar, Brazilian 
Association of Advertisers (ABA). The session 
examined the effectiveness of self-regulation, 
and the ASRC reports that owing to industry 
support, 95% of ASRC cases result in compliance. 
Similarly, in Brazil, 99% of cases that are brought 
to the courts confirm the agency’s initial ruling 
and in Peru broadcasters will usually refuse to 
carry ads from a company that does not comply 
with CONAR’s rulings. Issues such as profiling, 
advertising auctions and the role of influencers 
were discussed.  
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platforms is crucial for content controls. The path 
that is emerging now is one of regulation that relies 
on ‘self-reporting’ – which needs to be made easier 
– and ensuring that content remains legal 
(according to the national laws of each country), 
and respectful. 

Enabling thE intErnEt of things 
Juan Alemán (Commission on Digital Agenda and 
Information Technology, Mexico) argued that any 
detailed roadmap for the internet of things (IoT) 
should be the work of an open and transparent 
multistakeholder model, so that every aspect can be 
understood and debated by all parties, including 
civil society. IoT should be viewed as the tip of a 
pyramid, under which issues like connectivity and 
investment, rules and public policy must be 
established to secure a solid base, argued Sebastián 
Kaplan (Millicom). There should be public 
roundtables on these issues, including government, 
multilateral agencies, and civil society.

Jacquelynn Ruff (Verizon) reported that the US 
approach to IoT is rooted in the principle that the 
private sector should lead development, with the 
government enforcing a legal environment for 
commerce. Regulation should focus on easing 
cross-border flows of information. 

Elizabeth Rojas (Nokia) noted the opportunities 
that IoT brings to companies and society, while the 
challenges are overlapping regulatory agencies, 
confusion, insufficient spectrum and, for now, the 
lack of replicable business models. For sustainable 
models, enablers will be harmonised protection  
of consumer rights and similar rules for data 
monetisation. 

digital Economy, data protEction and cloud 
Clete Johnson (Wilkinson Barker Knauer) reported 
that interference by countries tops the list of data 
security concerns, followed by criminal syndicates, 
activist community groups, and then, possibly, 
terrorist groups. Mario de la Cruz Sarabia (Cisco) 
argued for a holistic and wide ranging approach to 
security, which should acknowledge the need to 
balance the benefits of digital connectivity with the 
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threats to public safety and economic stability.  
It should touch on all the areas that need to work 
towards this goal, for example training product 
designers to work with privacy and security in 
mind. Any collaborative approach must begin with 
a common understanding of the challenges and 
roles that different players play, and be based on 
multilateral talks about what government 
intelligence does and what businesses do. 

The panel agreed that policy should give priority 
to awareness campaigns and education on what  
IoT will mean both for individual citizens and for 
the country.

cristina murroni is a telecoms and media analyst.

regional regulators forum: a brief summary
The Miami RRF gathered regulators  
from the US, Latin America (LatAm) 
and the Caribbean, with some 
participants from Europe and Africa. 
Government representatives from 
LatAm also attended. 

The converged regulatory model 
seems to be prevailing with some 
countries already there and others  
on their way. Main themes in LatAm 
are as in Europe: encouraging network 
investment (with support from the 
Inter-American Development Bank), 
supporting 5G, and regulating over the 
top (OTT) and fake news (one regulator 

is planning a media campaign on online 
safety/fake news). 

Net neutrality (and zero rating) top 
many agendas and remain controversial, 
and the forum heard a detailed account 
of why the current chair of the US FCC 
wants to rollback the open internet 
order put in place last year. 

Regulators are conscious of the need 
to adapt or fail, the importance of being 
flexible and pragmatic (particularly with 
online services) and to ensure effective 
enforcement both formally and also 
indirectly (e.g. naming and shaming, 
reporting on worse/best performers).

On universal service, there were 
varied views about how to support it 
and whether setting a speed is the right 
approach. Some countries are exploring 
public-private partnership models.  
A warning was sounded about using 
USO funds to subsidise other services 
such as digital literacy programmes.

Concerning spectrum, there was 
agreement on the benefits of auctions 
but also the need to avoid using them 
to raise revenue. Not all countries 
conduct competition assessments,  
and in some the clearing process can  
be complex. 
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O
ver the past five decades, audiovisual content 
distribution services have evolved in many 
ways. In the 1970s, free-to-air TV was the main 
platform for content distribution and 

thereafter technological evolution allowed pay TV to 
go mainstream. However, it was not until the past 
decade that such providers started facing additional 
competition from a variety of sources and within a 
quite short time span. 

Suddenly, higher broadband adoption and 
technical capabilities in both provision and 
consumption has allowed the internet to become an 
audiovisual content distribution platform that, 
given its nature, has introduced a great variety of 
relevant actors to the industry. 

By banishing barriers to entry, the internet has 
made it possible for single users and companies 
alike to massively distribute audiovisual content at a 
very low cost. What started out as a new and clearly 
differentiated set of audiovisual content has rapidly 
morphed into first a complement and now a 
substitute to traditional content distribution 
platforms, as in the so-called ‘cord-cutting’ and 
‘cord-shaving’ phenomena.

Additional competition is always a good thing 
– more diverse content from different sources 
means fulfilling previously unsatisfied consumer 
needs while making other providers offer 
innovative products and services. However, such a 
way to compete is inherently flawed if, as now is  
the case, the playing field is unbalanced or tilted 
towards one side, thus benefiting a set of players 
over the others. 

Such unbalance comes from three main factors. 
First, traditional pay TV operators face a set of 
regulations concerning content distribution such  
as must-carry obligations that are currently not 
applicable to over the top (OTT) services and make 
the provision of their services costlier in many  
cases. Second, pay TV operators face, in many 
jurisdictions, special taxes and duty schemes which 
OTT services are not subject to – and even more 
dramatic is the fact that in most countries OTT 
services operated from abroad do not have to pay a 
single penny in taxes. The third factor comes from 
technological convergence, given that many pay TV 
operators are now broadband providers as well and 
must deal with the consequences of increased 
traffic coming from growing adoption of OTT 
services among their subscribers.

Understandably, given how quickly and recently 
OTT services came to be widely adopted, national 
regulators and legislators have, in most cases, not 
been up for the task of balancing the playing field 

between subscription OTT services and pay TV providers. However,  
the former has grown so much in recent times that, in the case of the 
US or even Mexico, if counted along with pay TV subscriptions, OTT 
would account for one quarter of the total. Ignoring this reality is no 
longer an option.

To address these issues, national regulators, tax authorities and 
legislators must consider an array of available options. First and 
foremost, authorities must bear in mind that deregulation of pay TV 
operators is still an option that would allow them to compete on equal 
terms. Also, imposing equitable regulations and tax schemes on OTT 
providers may be a remedy for this situation, but one that would 
potentially mean, in contrast to the first option, higher prices for 
consumers. And additional to whichever of these approaches is 
chosen, regulations concerning co-responsibility in data traffic 
management must be considered to ensure sustainable provision of 
internet services.

To keep a healthy and competitive telecoms market it is important  
to level the playing field, especially in a constantly evolving ecosystem 
where many platforms based on the internet are introduced on a daily 
basis and will continue to grow with the spread of broadband.  
Not doing so will mean the end of many companies that not only 
distribute content but also invest in infrastructure and help reduce the 
connectivity gap.
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playing fair
Traditional audiovisual providers are increasingly concerned about the lack  

of a level playing field. Grupo Televisa’s JAVIER TEJAdo-dondé gives his view

c O m m e n t

Cable/satellite 
television

Domestic OTT Foreign OTT/ 
illegal services

Telecoms tax: 3%

VAT: 16% VAT: 16%

Income tax: <=35%

Pension fund: 5.5% 

Housing fund: 5% 

Social security

Payroll tax: 0.5-3%

Income tax: <=35%

Pension fund: 5.5% 

Housing fund: 5% 

Social security

Payroll tax: 0.5-3%

Services

Operations

NONE

Javier TeJado-dondé is vice president of Grupo Televisa, and secretary 

general of the Iberoamerican Organization of Telecommunications (OTI).

To illustrate the lack of a level playing field, I have set out below the current position of taxation 
of services and operations for audiovisual players in Mexico. Note that social security contributions 
depend on the payroll structure. Housing and pension/retirement funds are levied on workers’ salaries. 

Are there taxes on ‘foreign’ OTT players in the Americas? I have found several: in the US, at least three 
locations, Chicago, Pasadena and the state of Pennsylvania levy or are planning taxes on services such 
as Netflix, and other cities and states could follow; Colombia and Brazil have a special nationwide VAT 
rate; and Buenos Aries, Argentina, levies a special tax. 
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M
edia and communications policies are 
proliferating globally as policymakers race to 
respond to the increasing array of issues and 
challenges posed by developments in 

telecoms, digital media, new platforms, and social 
media. Some are based on previously established 
policy regimes and trajectories; others on new 
approaches specifically developed to address 
emerging issues. In many cases, there is little 
concurrence among policies developed for different 
technologies and policies even for the same 
technologies are increasingly conflicting among 
themselves. The values underlying the policies are 
often unclear and policy is rarely based on principle, 
but rather on narrow interests or expediency.

Such weaknesses can be avoided if policymaking 
is guided by principles, an argument we recently 
put forward in a report for the Reuters Institute at 
the University of Oxford.1 We propose principles to 
guide contemporary media and communications 
policymaking in democratic countries that are 
intended to inform efforts toward providing 
optimal social benefit. By articulating statements of 

policy principles that undergird policy objectives 
across varying issues, technologies and processes, 
we provide fundamental criteria that have universal 
appeal but are versatile enough to address a wide 
range of policy discussions and decisions.

Defining such criteria is not merely a theoretical 
exercise. Media and communications policies are 
central to many of the challenges facing societies 
today, but in many cases, have outpaced policy. 
Earlier paradigms for broadcasting, telecoms and 
media are often inadequate for contemporary media 
and communications. Today’s digital systems and 
networks, cable and satellite operations, 
internet‑distributed content, social media and 
cross‑platform activities necessitate different 
methods to address contemporary complexities. 
Furthermore, while domestic policies can address 
some issues, global policy is often more germane to 
address contemporary communications challenges.

POLICY PRINCIPLES ARE CRUCIAL
Establishing policy principles to guide both 
domestic and international decisions is crucial 

PrinciPles for 
Policymakers 

P O L I C Y

Today’s media and communications world needs a fundamental set  
of principles to help policymakers determine public value. ROBERT PICARD  

and VICTOR PICKARD have just such a global set to hand

www.iicom.org
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for effective and socially beneficial policies. Many 
existing policies are unable to respond to rapid 
technological, economic, political and social 
developments because they are not clearly founded 
in policy principles but were instead primarily 
developed to address particular media and 
communications challenges at specific points of 
time. Fundamental principles, however, remain 
constant and can provide guidance on how to 
respond to new concerns and challenges and to 
make appropriate policy choices.

Consequently, we have stepped back to articulate 
principles that are relevant and applicable to a wide 
range of media and communications platforms, 
infrastructure and activities addressed at the local, 
national, regional and global levels. The purpose is 
to help policymakers and policy advocates think 
initially at a more principled level and then link 
policy objectives – and strategies for achieving them 
– to these normative foundations rather than 
merely seeking solutions for immediate problems.

We do not intend to encourage policymakers to 
intervene in all the areas. We also recognise that 
both private and public resources can be employed 
and guided to address the challenges. However, both 
of these resources are finite and both have strengths 
and limitations. Policies should not inhibit private 
investments in infrastructure, systems, content and 
innovation, because these provide social benefit,  
but neither should private interests be privileged  
to ignore public interests. Public resources can  
also be marshalled to address some media and 
communications issues, but are also limited and not 
all desired interventions can be effectively addressed 
by those alone.

To be sure, policy interventions should be sought 
only when problems and risks are manifest and 
when it is likely that policy will successfully remedy 
them. Perhaps the most important principle of 
policymaking generally is the need to consider the 
usefulness, potential costs, and knock‑on effects of 
proposed actions. At times, inaction may produce 
fewer poor consequences than action. Therefore, 
policymakers need to reflect on potential hazards  
of being overly active when considering 
intervention. They should also consider other 
options such as effective self‑regulation and 
industry‑established standards.

Policymakers should seek benefit from both the 
private and public sectors and ensure that policies 
do not create significant inefficiencies, unduly 
distort competition, or crowd out private 
investment that can also produce public value. 
Stakeholders in media and communications, 
including private enterprises, public enterprises, 
administrative agencies, and other political actors, 
all have individual interests that can be self‑serving 
and attempt to influence policy intervention for 
their individual benefit. 

Of course, policymakers need to safeguard policy 
measures from undue manipulation by any 
stakeholder. The policy principles we suggest are a 
means for pursuing that objective. In particular 
contexts, and at specific points of time, 
policymakers may have to prioritise actions and 
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engage in trade‑offs among policy principles and 
policies to address pressing challenges. These 
should be carefully considered to ensure optimal 
social benefit. Most importantly, they should be 
based on rationales and decisions that are always 
transparent.

Media and communications activities increasingly 
require joint consideration and increased 
coordination. The boundaries between media and 
communications are subject to definitional 
discussion, and are especially germane in countries 
that pursue policy through different administrative 
agencies or intervene differently in the two arenas. 
Media tend to be defined as creators of content and 
enterprises focused on its distribution, such as 
broadcast/cable/satellite channels. On the other 
hand, communications has historically involved 
infrastructures and systems in telecoms, such as 
telephone and technological operations for 
broadcasting and satellite activities. Today these 
delineations are complicated by the actions of firms 

such as Google, Apple, 
YouTube, Netflix and 
Facebook that involve 
both media and 
communications.

Indeed, our 
contemporary digital 
environment, which 
includes internet and 
related activities, raises 

the question of what, exactly, is a media company. 
This seemingly banal question has profound 
implications for assumptions about the social 
responsibilities of powerful platforms such as 
Google and Facebook. Platform responsibilities 
might differ from those of traditional publishers, 
yet they nonetheless may be implicated in the 
increasing concerns about so‑called fake news 
(especially around elections), privacy violations and 
other social problems. These firms are increasingly 
monitoring, regulating and deleting content, and 
restricting and blocking some users – functions that 
are essentially editorial decisions. 

WHAT ARE POLICY PRINCIPLES AND WHY ARE  
THEY IMPORTANT?
Policy principles are coherent statements based on 
normative foundations and values that help 
policymakers and organisations respond to issues 
and take part in legislative and regulatory activities. 
More fundamental than specific policy tools and 
objectives, principles are meant to inform policy 
development and to provide consistency in 
approaches to varying issues and actions across 
many different contexts. Ideally, these principles  
are transferred into policy and practice by  
providing the fundamental criteria used in 
decision‑making processes.

In practice, principles inform the deliberative  
and political processes that lead to specific policy 
objectives and potential policy tools. First,  
principles are articulated and then used to set 
policy objectives and determine the means to 
achieve them. The latter two stages are subjected to 

P O L I C Y

our contemporary 
digital environment 
raises the question 
of what, exactly, is  
a media company.
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political processes that determine the final policy 
outcome. Principles are not neutral because they 
are normative, reflecting specific values that are 
subject to contestation. In choosing among policy 
principles, policymakers should be concerned about 
the effects of policy on all stakeholders, giving 
primacy to society’s fundamental communications 
needs. In considering economic and social benefits, 
any policy analysis ultimately requires some 
ranking of principles – a process that depends on 
the unique context of policymaking within a 
specific country.

The principles that we advocate are based on 
fundamental values such as accountability, dignity, 
dialogue, equity, freedom, inclusiveness, openness, 
security, self‑determination, reward and 
responsibility. Of course, it is to be expected that 
individuals, private organisations and business 
enterprises all place different emphasis on common 
shared values. However, when legislators and 
regulatory agencies consider principles, they need 
to focus on deep‑seated shared norms and embrace 
principles designed to reduce harm and strengthen 
beneficial activities for society as a whole.

Policy objectives and mechanisms themselves are 
too specific to national settings to be generalised 
across nations. They are influenced by numerous 
domestic philosophical, economic, industrial, 
political and social factors that make it difficult  
to directly transfer them among countries with 
similar effect. Principles, however, can be 
transferred among nations that share underlying 
values. Democratic nations share a variety of 
fundamental philosophical beliefs that can serve  
as the basis for developing domestic media and 
communications policy. 

The principles that we present are also based  
on common democratic values, including the  
value of the individual and the community, equal 
participation in governance, and accountability of 
those exercising power on behalf of all. They 
represent both positive and negative liberties 
present in democratic states, but also incorporate 
fundamental values embraced by all states, such  
as maintaining legitimacy, preserving order, 
promoting general welfare, and benefiting from 
investment and economic growth. The principles 
thus address a basic question of policymaking: what 
is the public value being served? They set the bases 
for choices by specifying what is valued and why it 
is valuable to the public.

Policymaking is rarely guided by a single 
principle, but often informed by several principles 
simultaneously. This requires policymakers to weigh 
them and make trade‑offs during the policy 
processes as they design specific policies. Principles 
underlying these deliberations should be clarified at 
the beginning of the policy process to help guide 
policymaking.

Because the values and objectives in open society 
privilege different social and economic aspects, it  
is sometimes necessary to emphasise, balance, or 
de‑emphasise some principles. The factors involved 
in these choices should be clear, transparent and 
justified. In our normative view, however, 
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POLICY PRINCIPLES FOR  
THE DIGITAL AGE

Meeting FundaMental 
CoMMuniCations and  
Content needs
l Promoting freedom of 
expression and other rights of 
communication 
l Providing emergency 
and crisis communications 
infrastructure 
l Addressing market failures in 
systems and infrastructure 
l Promoting production of 
public goods, public interest 
content, information and 
entertainment  
l Facilitating citizen 
participation in debate of issues 
and developments affecting 
society  
 
Providing eFFeC tive abilit y 
For PubliC use oF Media  
and CoMMuniCations 
l Providing universal access to 
infrastructure 
l Ensuring availability of 
affordable basic-use technology 
and levels of services 
l Supporting equity/social 
inclusion with services for people 
who have visual and hearing 
impairments or others with 
specific access needs 
l Providing interconnectivity 
and interoperability of all 
technologies and services 
through open architectures 
 
ProMoting diversit y/
Pluralit y in ownershiP  
oF Media and Content 
availabilit y 
l Seeking diversity of providers 
and types of content 
l Preventing growth and abuse 
of monopolistic power in media 
and communications 
 
aFFording ProteC tion For 
users and soCiet y 
l Protecting children and 
vulnerable people from adult and 
disturbing content 
l Protecting personal privacy 
and data security of users from 
invasive corporate and state 
surveillance or misuse 

l Providing adequate consumer 
protections and enforcement 
mechanisms in media and 
communications 
l Protecting against incitement 
to disorder, commission of 
crimes, and racial hatred/
violence 
 
Providing transParenC y 
and aCCountabilit y 
l Providing transparency and 
comparability in terms, pricing of 
services, and data collection 
l Providing transparency in 
media ownership 
l Providing information to 
ensure that consumers 
understand algorithms and other 
automated technological 
influences on content choice  
l Promoting media and 
communications accountability 
through legal and self-regulatory 
mechanisms 
 
Pursuing develoPMental 
and eConoMiC beneFits 
l Incentivising private 
investment in infrastructure, 
services and innovation 
l Fostering economic 
competition among providers of 
media/communications products 
and services 
 
Pursuing equitable and 
eFFeC tive PoliC y outCoMes
l Fostering meaningful public 
consultation and participation in 
the policy process   
l Employing multiple policy 
mechanisms and tools to achieve 
objectives 
 

Editors note: Each of these 
principles are major topics in their 
own right, and subject to many 
articles in Intermedia, past and 
present. We welcome feedback from 
IIC members and readers on their 
priorities for such principles (and 
indeed if they are the right ones) 
and examples of work as part of our 
ongoing discussions on challenges 
facing policymakers and regulators. 
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policymakers should not sacrifice or 
de‑emphasise principles with public/social/
democratic orientations to unduly favour those that 
primarily emphasise private interests. 

POLICY RUBRICS AND PRINCIPLES
The policy rubrics and principles listed in the panel 
on the previous page derive from our knowledge of 
policy foundations, a review of the literature, and 
consultations with media and communications 
policy specialists. They also were reviewed to ensure 
that their focus was founded on principle rather 
than policy or policy mechanisms. Decisions for 
inclusion were guided by the view that good 
principles actively seek to produce beneficial 
outcomes rather than merely creating conditions in 
which they might materialise. 

These policy principles offer a normative 
invitation to discuss and debate, an essential 
conversation for any society. But we also believe  
the principles address fundamental challenges  
and issues of communications that require 
policymaking, recognising that the actual policies 
selected may vary and produce differing outcomes 
relative to the principles. Our hope is that they may 
serve as a vehicle to start a broader conversation 
about core policy principles. Policymakers, scholars, 

and concerned citizens may refer 
to them as they consider the 
underlying normative values that 
underpin a nation’s media 
system and help define its central 
role within a democratic society. 

Some principles are 
interconnected or 

complementary with regard to specific policy 
matters, so it is often necessary to consider more 
than one when addressing policy. Regardless, the 
aim is to bring into clearer focus those principles 
that usually remain invisible and merely tacit. 
Rendering them more visible allows them to be 
discussed more openly in a public manner. 

We classify the policy principles into categories 
such as meeting fundamental communications and 
content needs, and there are 23 principles included 
in these classifications, which are listed in the panel 
on the previous page. 

There are certainly challenges in meeting these 
principles. For example, a major challenge in 
addressing digital monopoly power is that 
competition law relies on defining the relevant 
market by product, geographic market and 
competitors involved, and this challenge is 
especially significant when large international 
enterprises are involved. Many digital firms offer 
multiple products and services in both individual 
countries and globally. Further, cross‑boundary 
transactions present national, regional and global 
jurisdictional challenges. 

As an example of our thinking, see also the  
box on this page on another big challenge, on 
algorithms and content. 

CONCLUSION
Policy principles are inherently contentious, and 
the test of a healthy democratic society is to what 
extent such principles can be openly and publicly 
debated among diverse constituencies. These 
principles offer a reference point for broader 
conversations about the role of media in a 
democratic society, and the criteria by which media 
systems should be designed. 

Although many policy principles remain 
universal and commensurable over time and across 
countries, many others change with cultural and 
historical contexts. Thus, constant re‑evaluations  
of these principles are necessary. As these 
reassessments of policy principles occur, it is of the 
upmost importance that all members of society take 
part in determining their definitions, delineations, 
and implementations. Our report strives to help 
contribute to this process. 

ROBERT PICARD is a senior research fellow at the 

Reuters Institute for the Study of Journalism at the 

University of Oxford. VICTOR PICKARD is an associate 

professor at the Annenberg School for Communication, 

University of Pennsylvania.

REfERENCE  1 Picard RG, Pickard V (2017). Essential principles for contemporary media and 
communications policymaking. RISJ report. Reuters Institute, University of Oxford. Available at: 
bit.ly/2svXlFz

The aim is to bring 
into clearer focus 
principles that 
usually remain 
invisible and tacit.
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P O L I C Y

ALGORITHMS/INFLUENCES 
ON CONTENT CHOICE 
This principle is about consumer protection  
that ensures the public is not unknowingly 
influenced by concealed choices of advertising, 
news and informational biases by automatic 
selection and placement features. The intent  
is to promote transparency and provide users 
with greater understanding about content 
providers’ choices. 

Search engines, content aggregators, social 
media feeds, and other digital content 
organisations provide both public and private 
benefits, but are increasingly relying on 
algorithms and other automated software  
to create, distribute and highlight certain 
content in ways that produce social costs.  
These digital capabilities have led to preferential 
positioning and presentation bias, filtering and 
personalisation that reduce choice, optimisation 
of media to increase selection and improve 
presentation, and robotic news and information 
production. 

These and other uses of contemporary 
technologies are hidden from users’ view, 
typically involve proprietary software, often 
conceal business arrangements and interests, 
and mask the intent of those who create and 
employ technologies. It is crucial for the public 
to be aware of these algorithms and 
technologies and the general effects they have 
on content and information presentation so that 
they can adequately judge the reliability and 
importance of the content provided. 
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F
or many in the cybersecurity industry 
the recent WannaCry ransomware  
global outbreak was, loathe as they 
might be to admit it too loudly, in some 

respects just what they had been waiting for. 
Not as has been suggested because of the 
opportunities it presents for making money, 
but because there has been a feeling in the 
industry for a while now that the ‘cyber’ 
issue was gaining publicity but no real 
transformative traction. 

As Kris Hagerman, chief executive of 
security firm Sophos, said: “It is sort of a 
worldwide wake-up call, that we have to 
really redouble our efforts to get the basics 
right in security.” So will we all do so – is there a 
global wake-up, a call to arms, an alarm ringing in 
every cabinet office and boardroom in every 
country? These and similar sentiments filled the 
media recently as health services, delivery firms, 
banks, individuals and more fell victim. 

But an argument can be made that such a call to 
arms is not going to help much and may in fact 
cause many more problems than it solves. This 
argument is rooted in the approach to cybersecurity 
taken to date – which indeed arguably led to the 
success of WannaCry in the first place – and even 
the approach taken in the immediate aftermath of 
the attacks. In other words, if this is a call to arms 
there is a significant danger that it is simply a call 
for more of the same, when an altogether different 
approach is urgently required. That this is true 
beyond individual organisations – meaning among 
governments and policymakers too – makes it even 
more pressing.

tactical thinking
Currently, cybersecurity is more often than not seen 
as, and addressed as, a tactical issue with a technical 
heart. As cybersecurity is the domain of IT 
professionals in many (if not most) organisations, 
that tactical approach is almost inevitable. It creates 
purely technical solutions from the inside of an 
organisation outwards, and because these are seen 
as costs, not investments (not least because of their 
genesis in that part of an organisation), then cost is 
all too often a decisive factor.

Nor is this approach limited to the corporate 
sector. Governments are scrambling to catch up 
with the threat and, as ever, are slower to react. Cost 
is a huge factor here too with many economies yet 
properly to recover from the global crash of 2008 
and treasury departments holding purse strings 

close. Witness the National Health Service in 
the UK, where the WannaCry attack was so 
problematic; the largest public sector 
organisation in Europe has no evident 
strategic approach to cybersecurity, running 
old and unsupported software to drive an 
operation carrying enormous volumes of 
highly sensitive health data. 

One of the few senior British ministers 
brave enough to comment on the issue, UK 
Home Secretary Amber Rudd, said in the 
aftermath that the NHS ‘may’ have lessons 
to learn; in her delivery and phrasing of  
this message she unwittingly passed 
accountability downwards and encouraged 

further the failing tactical approach. The very same 
thing, in this argument, that caused the problems 
in the first place.

There are common themes in media reporting  
on cyber attacks and these undoubtedly play a 
significant role too. Fear is one; fear of the 
consequences and, just as importantly, fear of the 
solutions because of their ‘otherness’. In other 
words, this is something that can destroy us and yet 
is impossible for most to understand. ‘Inevitability’ 
is a second theme; cybersecurity looks like a battle 
that cannot be won and yet is being fought in our 
houses and even on our smartphones. Finally, 
significant cost is implicit through much of it;  
if something is this difficult, inevitable and 
damaging, it must be prohibitively costly to prevent. 

These themes do not encourage prophylactic 
action – quite the opposite. The media is getting a 
message out and that is welcome, but it is not ‘the’ 
message; it is in fact a call to arms when what is 
needed is a call for change.

If we are to move ourselves to a better and more 
secure place online then a new approach to 
cybersecurity is not needed – it is essential. It must 
address the gap between our knowledge as a society 
and the reality. It needs to place accountability 
where it should be. It needs to bridge the divide 
much more effectively between the public and 
private spheres and it needs to do it in a way which 
builds rather than undermines trust.

leadership
It starts with leadership – from governments, from 
CEOs and boards, from those whatever they call 
themselves with the power to influence strategies 
and with the necessary financial authority to  
enact them. Cybersecurity is not an issue for IT 
professionals. They, quite rightly, run IT and 

Time To lead
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deliver performance; IT and cybersecurity are two 
separate disciplines. Cybersecurity belongs in the 
boardroom alongside the multiple other risks to 
business, and at cabinet tables alongside other 
strategic risks to prosperity, growth and, especially, 
critical national infrastructure. From here needs to 
come the informed and strategic decisions essential 
for a new approach.

Neither chief executives nor prime ministers 
understand enough about the subject – but nor, 
arguably, do the lawyers, accountants or the myriad 
other professionals needed to run a company or a 
country. As a result, the temptation for them to 
push decision making downwards is almost 
irresistible. Instead a way needs to be found to place 
the issue at the informed heart of decision making, 
be that a chief information security officer with full 
executive powers – or a department of cybersecurity 
or cabinet minister with responsibility for it. 

This exposes another tension at the heart of many 
governments and therefore the policy they make; 
currently in the US and the UK at least, leadership 
of cybersecurity is coupled with technical 
intelligence collection. The recently created 
National Cyber Security Centre in the UK, for 
example, emerged out of, and remains a part of, the 
Government Communications Headquarters 
(GCHQ). The same is true in the US, with the added 
complication that the National Security Agency 
(NSA) has been blamed in some quarters for 
knowing all about the vulnerability exploited by 
WannaCry but not sharing this knowledge due  
to a competing need to exploit it in the name of 
national security. The intelligence communities 
should not be blamed for this tension.

Recognising cybersecurity as a strategic risk, 
rather than a tactical threat, is an essential first 
step. Technical staff will need to be removed from 
the decision-making positions into which they have 
been thrust. Then they will need to be led.

 
spreading awareness, Forming partnerships
That there is a skills gap in cybersecurity is well 
known, but it extends well beyond the delivery arm 
of the cybersecurity industry itself. There is an 
awareness gap too. Awareness means the 
recognition of the problem to a sufficient extent for 
it to be passed on (or too often down) for a solution;  
it needs to become awareness of accountability. 
Those who need to lead do not yet know it. 

One means of starting this conversation comes 
from government action and policy; a close, 
genuine and symbiotic partnership between 
government, universities and industry. Again, this 
has, to date, been about addressing the tactical 
skills gap – building technicians, in other words.  
It needs to come up a level, to help build the 
understanding that cybersecurity is a strategic 
threat and needs managing as such. It needs to be 
something that people running organisations of all 
types, both public and private, understand enough 
about to be able to manage it strategically. 

Involvement of the intelligence agencies in 
government cybersecurity roles is certainly a 
further difficulty; are corporations really going to 

be willing to risk the perception 
that they hand over the security 
of their data to a spy agency? 
Particularly, the giant 
corporations, such as Microsoft, 
Amazon and Apple, may fear 
such links the most (as the latter 
clearly demonstrated during the 
San Bernardino iPhone case).  
The ghost of Edward Snowden 
looms large for such corporations 

– especially in the US where state intrusion into the communications 
of US citizens, real or imagined, is a matter of enough concern to be 
judged a risk to retaining customers. 

These agencies may have many of the right skills, but that shouldn’t 
stop the necessary segmentation between them and the public sector 
more broadly. Public-private partnerships are too important for this not 
to happen, and are in fact themselves a matter of national security.

regulation and legislation
Health and safety legislation is much reviled in countries such as the 
UK, portrayed as red tape and a burden on innovation. In fact, its 
primary aim is to prevent people from being killed or injured at work. 
Such legislation is essential, as too is cybersecurity and data protection 
legislation. In the EU, the General Data Protection Regulation (GDPR) 
comes into effect in May 2018 and is now being described as the most 
draconian act of its type in the world. It threatens sharp teeth and is 
broad reaching, but it remains to be seen how it will be enforced across 
national boundaries and with what kind of consistency. It is a step 
forward, but more could be done.

Some US states have laws requiring cyber attacks and data loss to  
be reported but they are believed to be widely ignored. The GDPR’s 
reluctance to define data security beyond ‘comprehensive but 
proportionate governance measure’ is perhaps a stepping stone to 
something more useful (and helpful to industry) in future. And all data 
protection legislation challenges the internet at its core – the global, 
instant and untrammelled sharing of information of all kinds. 

Reconciling that with the right levels of controls feels difficult – and 
is. But as data – our individual data – has increasing value, is it right 
not to even try? Individuals are being commoditised at speed through 
their online activity – it is said that when two people have an affair, or 
are contemplating such, their data providers will be the first to know. 
All of that demands and deserves protection.

A partnership between the public and private sectors is essential 
here too. Getting legislation right requires it, but it can also drive 
better policy including in privacy. Governments are trying to help,  
but there is much more they could be doing. The GDPR is a stick  
but incentives are few beyond avoiding the (substantial) fines. The 
insurance industry is building a cyber response but could benefit from 
government help. Tax incentives could help drive security innovation 
and implementation. Collecting better data could only help shape and 
improve the way security is enacted. Even just more availability would 
help – as we saw in WannaCry, to whom should we turn for help?

conclusion 
A call to arms is better than nothing. A call to change offers a chance 
to build something more effective and enduring. We need to build 
awareness in our decision makers, build skills in our technicians,  
and build partnerships between the right parts of government and  
the private sector. Build, in other words, a strategic and top-led 
approach to cybersecurity. And as the attackers won’t wait we should 
start now.

malcolm taylor is head of cybersecurity at G3 (Good Governance Group), 

which has offices in Berlin and London. See g3.eu
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T
he mobile communications industry 
attracts an enormous amount of attention 
for many reasons. But most commentary 
comprises issues such as market 

concentration, spectrum, costs to users and 
not least, the impact of mobility and apps on 
society. The emphasis is usually on economic 
and regulatory factors. Now two academics 
have put politics firmly into the mix by 
identifying the mobile industry as a test-bed 
for government intervention in competition, 
in a paper entitled ‘Political determinants of 
competition in the mobile telecommunication 
industry’.1 Why, they ask, does the price of the 
same basket of mobile phone services vary  
around the world from about $10 to $47? Why does 
the price of a 1 GB mobile data plan vary from $11  
to $100? And was it telecoms reform in Mexico that 
really led to Carlos Slim taking a beating amid 
average user revenues dropping and traffic 
increasing? If so, why aren’t more governments 
enacting this kind of reform?

The interesting point is that they have not set out 
to look at the mobile sector as such – these issues are 
not unique to the industry – but it is an ideal subject 
because it is possibly the most nationally segmented. 
Each country controls its own communications 
destiny in terms of setting rules (such as number 
portability and allowing voice over IP) and allocating 
spectrum – and unlike other industries, mobile 
systems are fairly similar globally. So what accounts 
for the massive differences in prices and how is 
government power to set the rules of the game used 
around the world – and in whose interest is it used?

You have to take your hat off to the researchers as 
they crunched a lot of data to carry out a series of  
analyses, including the ITU’s ICT Regulatory Tracker, 
prices from both the ITU and the GSMA, quality of 
service and spectrum auction information, as well as 
measures of taxation of mobiles, democracy, and 
political connections, including corruption. There 
aren’t many studies that have thrown as much 
diverse data at the communications sector, and this 
paper numbers 54 pages of narrative and tables. 

Briefly, what they found is that a government’s 
pro-competitive policy has a significant effect in 
reducing market concentration and prices. As an 
example, take the seemingly innocuous number 
portability – on average, it “reduces the market share 
of the two largest operators in a given country by  
4 percentage points, reduces the price of a mobile-
broadband internet plan with a 1 GB volume of data 
by $10 per month, and reduces the operators’ 
earnings margin by 4 percentage points”. They note 
that Israel, whose regulation went from a pro-

competitive regulatory score of 17.5 in 2010 to 
one of 52 in 2012, saw the average revenue per 
user drop by 33% and local operators’ margin 
drop by 10 percentage points. 

They counter the view, often espoused by 
operators, that too much competition reduces 
both prices and the capacity of the industry to 
invest in technology. They find no evidence for 
this, and “if anything, the results go in the 
opposite direction”. Another hypothesis is that 
governments restrict competition so as to 
maximise revenues from spectrum auctions. 
“We test this hypothesis and we find the 
opposite to be true: countries with more 

pro-competition rules raise relatively more money in 
auctions.” And they also ask whether more revenues 
can be had by taxing monopoly (or oligopoly) profits. 
“If this motivation was important, it would more 
likely play a role in countries where it is difficult to 
raise other forms of taxes (because of poor 
administration or tax evasion) or where profits are 
taxed more than consumption. We find no evidence 
in support of any of these implications.”

Generally, they find that governments tend to 
favour competition in more democratic countries, 
“where citizens’ preferences are likely to carry more 
weight. By contrast, we find that rules appear to be 
tilted more in favour of producers when these 
producers are more politically connected.”

They run the numbers on market concentration, 
prices and regulation, finding that three measures 
appear more important in reducing concentration 
and enhancing competition: number portability, 
tradability of spectrum licences and openness to 
foreign entry. Three measures that appear more 
important in reducing prices and margins are 
availability of voice over the internet, number 
portability and openness to foreign entry. Could 
market concentration be good for quality? They do 
not find strong evidence that more competition 
leads to higher quality, but they do reject the claim 
that less competition leads to higher quality. 

Harder to quantify are the actions of antitrust/
competition agencies, and to put this into play they 
use a case study approach, comparing the US with 
Denmark and Germany, as they have the closest 
regulation. They hint that more generous antitrust 
in the US results in higher margins for US operators.  

Concluding, the political rules of the game (which 
are influenced by lobbyists) do affect concentration, 
competition and prices. And a by-product of the 
research is a lack of empirical evidence of any 
benefit in transferring part of the consumer surplus 
to operators, which “should weigh in the current 
competition debate on both sides of the Atlantic”.

rules of the game
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A
frica is the cockpit of change in terms of the 
global digital transformation. Internet users 
have gone from a few thousand to millions 
over the past decade. But it is often easier to 

see the barriers to digital development – including 
education, income, and lack of access to electricity 
– than it is to understand the dramatic nature of 
these changes.

As result, African telecoms regulation is at a 
crossroads. A combination of changing business 
models and a downturn in economies across Africa 
is impacting the competitive dynamic in all 

markets. Incumbent mobile operators are slowing 
down innovation and the transition to digital. So in 
this article, I want to look at how regulation has to 
change to deliver Africa’s digital future.

BUSINESS MODELS UNDER PRESSURE
First some background. I visited two African 
countries in early 2017 – Benin and Kenya – which 
are at very different ends of the competitive market 
spectrum. But both serve to illustrate the kind of 
dilemmas regulators now find themselves in.

In Benin, mobile operators MTN and Etisalat are 
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effectively a duopoly. The problems with the 
Nigerian economy means that a third operator, 
Nigerian-owned Glo, has no money to invest and did 
not bid for the 4G licences that the duopoly players 
obtained. Benin’s fourth mobile operator Libercom 
has had a torrid time.

In internet terms, Benin has above average prices 
for the continent, often a below average quality of 
service, and the former incumbent Benin Telecom 
has a monopoly on the fibre wholesale network that 
has affected all the usual things like quality of 
service and investment in redundant networks.  
The council of ministers has now agreed a plan to 
address these issues.1

The telecoms regulator, ARCEP, which has had  
a shake out of personnel, is rumoured to be 
considering licensing another mobile operator. 
However, the country has only just under 11 million 
people and being the third, fourth or fifth operator 
in a market of this size is a deeply unattractive 
prospect for potential mobile investors.

Some mobile operators are hoping that a ‘last one 
standing’ approach will allow them to consolidate 
either duopolies of the kind in Benin, or in some 
cases (such as Kenya and Senegal) something much 
more like a de facto monopoly.

A report by Analysys Mason for the Kenyan 
regulator is said to recommend the separation of 
one of the operating units of the dominant 
Safaricom, namely the M-Pesa mobile money 
transfer service, and to insist it share its network 
and towers. Being extremely patriotic, Kenyans 
reacted with almost universal horror at this idea. 
The regulator itself responded by saying that it did 
not want to punish success. 

Also, because the government is still a significant 
shareholder, it is hard to get it to address these 
issues because it benefits from the very high level of 
profits this de facto monopoly generates. So the 
elephant in the room will continue to trample 
smaller players under foot. And all the while 
Safaricom’s CEO is saying that any change will scare 
off international investors.

The danger is that there are increasingly fewer 
mobile operators that are in any position to 
compete with the top one or two players. It used to 
be said in the industry that you needed at least 
three or four players for price competition to occur. 
Duopolies and de facto monopolies encourage 
neither competition nor innovation.

Meanwhile the foundation of the old mobile 
business model – voice revenues – is under threat, 
also producing consolidation. At the ‘big end’ of the 
industry in Sub-Saharan Africa, Airtel (owned by 
India’s Bharti Airtel) for all its protestations that it 
will not quit the continent, has yet to produce net 
profits (at least reported in its accounts). In my 
opinion, it will end up leaving the continent.

Millicom is clearly selling off its African ‘op-cos’ 
on a one-by-one basis because there is no buyer for 
the whole lot. At a smaller level, Glo’s ambitious 
pan-continental plans are stuck in the treacle of 
Nigeria’s economy and its inability to raise funds.  
At an even smaller level, Africell has swallowed 
Warid in Uganda and the Ugandan government has 

July 2017 Vol 45 Issue 2 | InterMEDIA  19 www.iicom.org

repossessed UTL. And the 
list of small and very 
unsuccessful mobile 
companies is very long.

So the mobile sector is 
not producing insurgent 
competitors and this is 
having a direct impact on 
the speed of innovation in 

terms of the transition to data and all things digital. 
Three years ago, Safaricom started looking at 
fibre-to-the-home (FTTH) and an offer driven by 
content. It launched its Big Box device, but it 
flopped and had to be re-launched. It is still not 
attracting large numbers of users. Safaricom has 
finally decided to start rolling out FTTH to try and 
satisfy the growing data demand but three years 

Advertising revenues increasingly 
digital and mobile

EnD Of THE mObiLE paRaDigm – impacT Of 
THE cHanging bUSinESS mODEL in afRica

Visible trends implic ations

Less overall voice revenue

Less traditional international 
voice revenue (end of roaming 
service premiums)

More data revenues

Lower overall margins

Decline of SMS

Shift in terms of service 
distribution revenue share from 
70/30 or 80/20 to the operator to 
50/50 or 30/70. And in some cases 
turnover-related revenue splits

Increase in platform revenues 
(transactions, application 
program interfaces, APIs)

Increase in mobile money 
(financial transaction) revenues

Increase in data centre/cloud 
activity

Fewer mobile operators; more 
MVNOs (virtual operators)?

Fewer mobile operators; more 
MVNOs? Need for more reliable 
VoIP services?

Winners could be: high user 
volume; low price or low volume; 
high price niche players.  
Fewer players?

Need for larger customer bases 
therefore fewer players?

Fewer mobile operators;  
more MVNOs?

In the short to medium term lower 
revenues for operators but higher 
volumes of users may make better 
revenues in the future

Either be a content and services 
player or live off some of the 
revenues of distributing content 
and services to users

Either become a bank or financial 
institution or live off some of the 
revenues of facilitating them

New businesses with new skillsets

Increasing threat to revenues  
of old media (print and 
broadcasting) but mobile channel 
becomes source of advertising 
revenues

the danger is that 
there are fewer 
operators able to 
compete with the 
top players.
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have passed since that discussion began.
Why is this happening? As one industry insider 

told me, customers are demanding more data 
capacity, voice and SMS revenues are going down 
and data revenues are increasing. But they can’t 
make revenues from data as fast as they need. The 
lack of data-ready networks means that it’s hard to 
contemplate unlimited data packages that might 
drive further data growth.

In the similar case of a large South African  
mobile operator I asked the same question: Why is 
everything taking so long? The answer: You have  
to take the plans to several departments and it  
takes time.

COMMON FACtORS FOR REgULAtION
African regulation covers 50+ countries so there are 
many different circumstances. But there are three 
broad factors that affect all of them. First, there  
are those countries that have not been able to 
curtail the privileges of the former state-owned 
incumbents. Second, there are those that have done 
so but have found that elements of that incumbency 
have simply shifted to other players, the de facto 
monopolies and duopolies. Third, the very basis of 
the business is changing fundamentally with the 
digital transformation.

Without the third factor, it would largely be 
‘business as usual’ for regulators, arguing over the 
detail of relatively small-scale changes. But the 
digital transformation under way really does 
change everything. And Africa is not too poor to 
already be part of this transformation. In 2016 I 
visited Mali, one of the poorest countries in the 
world. What was the most widely used app? Viber, 
the instant messenger. 

Digital transformation means all services 
becoming digital and served over a data platform, 
and includes services like financial payments.  
Some of these changes may benefit Africa’s mobile 
operators, others may not. In Sub-Saharan Africa, 
there is a two-tier market with those using 
smartphones and featurephones able to access this 
new world of services. But lack of education, literacy 
and income will mean the continued existence of a 
significant number of basic phone users.

Over the top (OTT) services look as if they  
cover many of the same things as the digital 
transformation but the term tends to be used 
pejoratively to describe those digital services that 
undermine existing mobile operator revenue 
streams – for example, OTT voice services like Skype, 
WhatsApp and Viber that substitute for paid 
analogue calls. However, these calls are not free as 
the user has to pay for data to make them but they 
simply do not generate the same revenues as 
analogue calls. The same is true for messages  
sent via WhatsApp compared with highly profitable 
SMS texts.

History is littered with these kinds of business 
changes. Those who operated canals to send freight 
lost out to the railways, who in turn lost out to 
roads. Hand weavers lost out to factories. Those  
who produced ice lost out to the household freezer. 
In African terms, those who benefited from the 
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physical sending of cash (often by bus) are losing 
out to mobile money transfer. The mobile  
industry is just one more industry undergoing a 
transition with changes that will leave it in a very 
different shape.

The first table (previous page) summarises the 
trends visible from this digital transformation and 
how they are already affecting the market in Africa.

tHE Ott CHALLENgE
So from the late 1990s until the present day African 
regulators have struggled with the power of two sets 
of players – the state-owned incumbents and the 
mobile operators. Now a third force is changing the 
business model of the market: the OTT players.

African regulators – like their counterparts 
globally – serve three constituencies: the industry 
(which they need to see flourish), the government 
and citizens. To be successful in nurturing the 
success of industry, they need to move with the 
market that is shaped by what citizens want to  
buy. In the late 1990s African citizens wanted fast 
access to cheap and accessible mobile calling, not  
to fill in a form to access a fixed line from the 
monopoly state-owned incumbent. Likewise today, 
they are more likely to want to use WhatsApp than 
a rather more costly domestic or international 
calling service.

If that is the context, what’s the bigger picture 
African regulators need to focus on? If everything 
(including voice) is increasingly becoming data and 
ever larger parts of African business, government 
and civil society are dependent on data to do what 
they do, what is needed?

The objective must surely be to have a data 
network that can deliver a high quality of 
connectivity to the maximum number of people in 
the country at the lowest possible price point. The 
income levels of users in Africa are not the same as 
countries in Europe and the US. But not many 
mobile operators have built this kind of network.

This has a clear 
implication for 
governments because 
while Africa’s mobile 
operators produce 
revenues that are the 
‘golden goose’ for 
taxation, the situation 
may be very different if 
there are lower overall 

margins. Selling spectrum at a high price, charging 
above average amounts for rights of way and  
taxing international calls may all fill government 
coffers but will inevitably not result in lower  
data prices for citizens. Inevitably, taxes paid by 
mobile operators will have to be passed on to  
their customers.

With the strategic objective of creating the 
cheapest, most effective and widely distributed  
data network in mind, African regulators need to 
look at their competitive landscape and ask:  
Do we have players that have a business model  
that will deliver this objective as quickly as 
practically possible?
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NEW BUSINESS MODELS
Perhaps the business model needs to be different 
from what a mobile operator currently does. Why 
not encourage large-scale data operators to bid for 
licences and give them access to spectrum? Why not 
encourage them to provide IP voice products? The 
more ambitious internet service providers (ISPs) 
such as Afrimax and Smile show that they can get 
interesting numbers and compete with mobile 
operators, even if at a modest level, and could be 
encouraged to offer unlimited data bundles.

At the heart of Africa’s data future will be one or 
more fibre networks. If the current situation is that 
there is only one effective network, then price and 
quality of service need to be regulated. But there  
are many things that can be done before reaching 
that point.

Countries such as Kenya have allowed power 
utilities (e.g. Kenya Power) to license fibre, creating 
competitive pressures on wholesale fibre operators. 
Insisting on the sale of ‘dark fibre’ gives small and 
medium sized players a better chance of getting  
to market on competitive terms. Ensuring that 
monopoly or de facto monopoly infrastructure is 
shared in ways that ensure a level playing field for 
all players again widens the market. Initiatives such 
as Google’s Project Link are proving a useful 
stimulus, with new models of wholesale pricing. 
Why not encourage others to follow suit?

The business model needs to change so that the 
small and medium players are actually encouraged 
to provide widespread Wi-Fi hotspots and to offer 
their customers a variety of IP voice products. ISPs 
need to be encouraged to get out of their comfort 
zones and start offering proper home products. 
Also, regulators need to encourage operators like 
Sliide, which offers free data to customers based  
on their ability to share advertising revenues with 
their own customers. Mobile operators need to have 
more competition on their existing data services. 
Regulators need to have as a core objective creating 
a competitive dynamic that will lower data prices 
and increase the number of data users.

Mobile operators are becoming platforms  
for new data content and services. Because  
mobile phones (particularly smartphones and 
featurephones) are primarily used to access these 
services, mobile operators are the main route to 
market. The mobile operator then has a choice:  
is it a data platform or does it also invest in and run 
the new digital content and services as well?

And here’s where there is another competition 
issue. If you’re a start-up with a digital service and 
you go to a de facto monopoly operator, what 
happens? Well, the revenue share you get (70/30 or 
80/20 to the operator) may be less advantageous 
than the one the operator has given one of its  
own projects. There is a clear conflict of interest 
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pain pOinTS fOR afRican REgULaTORS  
fROm DigiTaL TRanSfORmaTiOn

issues 
raised by 
regulators, 
operators 
and ott

national regional international

No contribution  
to taxes

l Not easily 
addressed 
l International 
OTT not always 
present in 
countries

Unlikely without 
harmonising 
national tax 
regimes through 
regional bodies 
like ECOWAS

Difficult but 
changing for more 
powerful nations 
(e.g. UK, US)

No contribution to 
universal service 
fund (USF)

l Not easily 
addressed 
l International OTT 
not always present 
in countries

No Advocacy with 
donors but existing 
USF money needs 
to be spent more 
effectively

No investment in 
network

OTTs are investing 
in African 
infrastructure,  
but how much?

More effective 
regional work on 
cross-border links

Advocacy with 
OTT companies

Licensing l Not easily 
addressed 
l International OTT 
not always present 
in countries

No No

Pricing l Not easily 
addressed  
l International OTT 
not always present 
in countries

Regional 
comparisons with 
rates and terms of 
service elsewhere

Global 
comparisons with 
rates and terms of 
service elsewhere

Quality of service 
(QoS)

National regulators 
can set QoS 
standards. But, 
how to apply to 
companies outside 
the country?

No Advocacy at 
international level

Net neutrality Regulators able to 
ensure practices 
like throttling do 
not occur

Yes – regional 
guidelines can be 
developed

Referencing 
international 
practice used 
elsewhere

Data protection 
and privacy

l Not easily 
addressed 
l International OTT 
not always present 
in countries

Yes – regional 
guidelines can be 
developed

Referencing 
international 
practice used 
elsewhere

Lack of control 
over use of user 
data

l Not easily 
addressed 
l International OTT 
not always present 
in countries

Yes – regional 
guidelines can be 
developed

Referencing 
international 
practice used 
elsewhere

e-transactions National law and 
regulation

Yes – regional 
guidelines can be 
developed

Referencing 
international 
practice used 
elsewhere

Interconnection of 
e-transactions

National law and 
regulation

Yes – regional 
guidelines can be 
developed

Referencing 
international 
practice used 
elsewhere

ensuring that monopoly 
infrastructure is shared to 
ensure a level playing field 
widens the market. 
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here that no one is really talking about. 
And of course, a mobile operator can see all the 

start-ups’ user data and can use this to plan their 
own offer. Surely not? Well, I’ve seen it happen.  
So African regulators need to start paying more 
attention to the terms for access and revenue share 
for their new digital players, both homegrown and 
international.

OTT services are not a threat to the market but a 
development of it. Huge numbers of Kenyans now 
have family groups on WhatsApp. There is no 
turning back the clock on this development. 
Therefore regulators need to ensure that their users 
have access to these kinds of services without 
restrictions being placed on them.

AFRICA’S DIgItAL FUtURE
Africa’s digital future should not solely be a prize 
for well-off, urban dwellers. The push to enfranchise 
rural citizens digitally all too often seems to have no 
momentum behind it or be largely rhetorical, for 
example free Wi-Fi hot-spots that potential users 
find difficult to access. There are at least a dozen 
companies that are pioneering various business 
models for rural access in Africa. Regulators need to 
open up spectrum and licences for those that will 
cover the uncovered and ensure that mobile 
operators will interconnect with them.

The digital future also needs reliable market 
information. Too few African regulators collect 
internet user and subscriber numbers and make 
data bundle price comparisons. And sometimes 
when they produce user numbers, they are wildly 
exaggerated. Joe Otin, CEO of digital advertising 
agency, The Collective, told me that this is one of 
the biggest and most frustrating things he faces in 
the digital communications field in Kenya: “We 
don’t have consistent numbers.” The number 
produced by the regulator is 89.7%2 of the 
population using the internet: not many people I 
met believed that. African regulators need to agree 
common methodologies for measuring things like 
users, data bundle prices and data quality of service.

The digital changes in 
Africa are finally bringing 
about the convergence that 
everyone used to talk 
endlessly about in 
conferences in the early 
2000s. As a result, the issues 
cross several regulatory 
boundaries including 

telecoms, broadcast and media, and financial. But  
it is not a question of rearranging the regulatory 
bodies but ensuring that each has responses that 
are coherent and consistent.

The insecurities produced by these changes for 
both regulators and operators are inevitable. But 
these understandable insecurities should not 
become the defining feature of how Africa’s digital 
future is shaped. The second table (previous page) 
summarises the pain points expressed so far and 
seeks to highlight how, for many of the issues 
raised, the national regulator or government has 
little or no power to affect them directly.

In a regulatory sense, the world is not powerless 
in relation to the changes bought about by digital 
transformation but those capable of addressing 
them need to be either very large markets (like the 
US and China) or regional blocs (like the European 
Union). African countries may seem powerless but, 
as with international roaming charges, where 
changes have been introduced at a sub-regional 
level, they can follow in their own way the changes 
made in these ‘reference’ jurisdictions. Changes can 
be made at a regional or sub-regional level.

From the table, it is clear that many of the pain 
points created by OTT players cannot be addressed 
by national regulators or where they can be 
addressed nationally, they might not always be 
effective. Until fairly recently, for example, 
Facebook, Africa’s largest social media network, had 
no offices on the continent. Even when an OTT 
operator has offices in say Dakar, the office may be 
small and administrative producing only modest 
amounts of taxable revenues. 

However, a large national or regional YouTube 
channel operator or a company selling Facebook 
advertising will produce revenues that will be 
taxable in their national jurisdictions. But here’s 
the rub: the amount of business these entities are 
doing in these countries will in no way be equal  
to the revenues of the mobile operators. Changes  
in the industry will produce different levels of  
tax revenues.

The great media intellectual, Marshall McLuhan, 
used to talk about the danger of seeing the future 
through the rear-view mirror of history. African 
regulators need to beware of finding themselves  
yet again regulating for a world that is beginning  
to disappear.
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points created by 
Ott players cannot 
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national regulators.

RUSSELL SOUTHWOOD is CEO of Balancing Act, a 

consultancy and research organisation specialising in 

telecoms, internet and media in Africa. He founded Smart 

Monkey TV – a portal for ‘creators and innovators’ in 

Africa. This article expresses his personal views. 

See balancingact-africa.com

the eU and aFRICa
The European Union has recently released the 
European Consensus on Development in which  
it aligns action with the 2030 Sustainable 
Development Goals (SDGs). Supporting digital 
initiatives, particularly in Africa, figures prominently, 
as described also in ‘Digital4Development: 
mainstreaming digital technologies and services 
into EU development policy’, which details priority 
areas for aid including connectivity, cybersecurity, 
skills and growth. The document notes possible EU 
contributions to projects such as a trans-Saharan 
fibre backbone (among many short and medium 
term pilots) and a small one on strengthening 
telecoms regulatory capacity which could see 
European policy on areas such as net neutrality as 
templates. See bit.ly/2tFcWTe and also the recent EU 
Development Days at eudevdays.eu       Marc Beishon
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S
pectrum has always been the essential 
ingredient in a mobile business. The evolution 
of mobile networks from voice and narrow 
band data to mobile broadband in the form of 

4G sharpened the focus on spectrum. What matters 
in a mobile broadband market is to deliver the  
best mobile broadband experience, which is a 
combination of geographic coverage, probability of 
coverage (notably indoor coverage), speed and 
consistency of speed. In a mobile broadband  
world, the term coverage is to be understood as 
‘application coverage’. Put simply, what people want 
to do has to work wherever and whenever. 

The evolution from 4G to 5G accentuates the focus 
on the user experience and application coverage. 
Enhanced mobile broadband (eMBB) is one of the key 
requirements for 5G, as are massive machine type 
communications (mMTC) and ultra-reliable and low 
latency communication (uRLLC). And three use cases 
drive overall demand for spectrum: 
l More sub-1 GHz spectrum is needed for wide area 
coverage – the original GSM 850/900 MHz band, 
depending on ITU region, as well as the first digital 
dividend in the 700/800 MHz band. The second 
digital dividend has more spectrum at 600/700 MHz.

l Spectrum between 1 GHz and 5 GHz is required 
to provide capacity in high traffic density areas. 
Existing assignments include the familiar 1800/1900 
MHz, 2100 MHz, and 2500/2600 MHz bands. 
Depending on the region, new bands include 1500 
MHz, 2300 MHz and the C-band, i.e. 3400 to 3800 
MHz which, if available for mobile, provides a 
massive 400 MHz of spectrum.
l Above 5 GHz, several GHz of spectrum have been 
identified for 5G. Nominated bands for ITU WRC-19 
studies fall in the range 24.25 to 86 GHz. The 
spectrum is also referred to as millimetre waves. 
The amount of spectrum to be allocated to mobile is 
measured in multiples of GHz rather than multiples 
of tens of MHz. For example, in 24 GHz the aim is to 
allocate 24.25 to 27.5 GHz to mobile, a massive  
3 GHz, i.e. 3,000 MHz. 

In summary, depending on the market up to the 
year 2020, the amount of spectrum assigned to 
mobile operators will increase by a factor of 1.7 to 2 
times and beyond 2020 by a further 8 to 10 times 
(see figure overleaf). But current thinking about 
spectrum pricing and assignment needs to be 
revised to solve the economic equation to allow  
5G to happen. 

Pricing and Policy 
in a 5g world
In future, the revenue per MHz of spectrum used will decline  

dramatically as we move to 5G, writes STEFAN ZEHLE

www.iicom.org

Korea Telecom showed off 5G media 
services at the U-20 FIFA World Cup  
in Korea in May-June 2017
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THE FUTURE OF SPECTRUM PRICING
Infrastructure-based competition in mobile 
delivered huge societal benefits. Competing 
operators rolled out their network as fast and as far 
as economically feasible using their licensed 
spectrum because coverage was a key differentiator. 
The licensing of new third and fourth entrants 
using primarily 1800/1900 MHz spectrum added to 
the competitive mix, driving down prices and 
allowing mobile to grow into a mass market. 

The emergence of 3G and assignment of spectrum 
in 2.1 GHz in ITU regions 1 and 3 and AWS 
spectrum in region 2, primarily through auctions, 
brought to everyone’s attention that spectrum is a 
scarce resource and that mobile is about more than 
just voice and messaging.

The logic of assigning spectrum through auctions 
had nothing to do with raising revenue for the state. 
Auctions were used as a mechanism to assign the 
scarce resource that is spectrum to those that could 
generate the most value from it. This would ensure 
spectrum was used efficiently. As New Zealand’s 
Ministry of Business, Innovation and Enterprise  
said in May 2013: “The key goal of any auction is to 
guide goods to those who value them the most. 
Spectrum auctions help identify the highest value 
use and users.” 

Since the assignment of 3G spectrum (2.1 GHz in 
Europe), auctions became the default mechanism 
for assigning spectrum, relying on what is a market- 
based approach to achieve the best outcome. 
However, in many jurisdictions governments forgot 
that the purpose of a spectrum auction was not to 
raise money but to serve as a mechanism for 
efficient spectrum assignment. Many countries in 
Europe, Asia, Africa and Latin America drove up 
auction reserve prices to extremely high levels, 
including for the renewal of expiring licences. 

The socioeconomic rationale for this is 
questionable and we are witnessing an increase in 
auctions where reserve prices are so high that 
operators no longer have a business case. As a 
consequence, there are more auctions where 
spectrum remains unsold, as was the case in 
Argentina, Australia, Bangladesh, Brazil, Ghana, 
India, Korea, Mexico, Mozambique, Thailand and 
some other markets. 

While six or seven years ago spectrum auctions 
were carried out against a background of mobile 
market revenue growth, since 2015 mobile operator 
revenues worldwide show little or no increase, 
while investment in 4G capacity is ramping up and 
5G investment is about to start. Due to ever larger 
amounts of spectrum used by mobile operators, 
mobile services revenue per MHz of spectrum 
deployed is declining across all markets. For 
example, in Canada the mobile market revenue per 
MHz declined from CN$81 million in 2007 to CN$36  
million in 2015 – a 55% decline – and in France over 
the same period revenue per MHz dropped from 
e52 million to e24 million – a 54% decline. 

While cash flow is being squeezed, governments 
are now looking at assigning more spectrum to 
mobile operators for future 5G deployment. In 
Europe auctions for 3 GHz and 700 MHz spectrum 
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are underway and in the US the 600 MHz auction 
concluded in March 2017. In contrast, many 
emerging markets have yet to assign the first digital 
dividend as well as spectrum at 1.5, 2.1, 2.3 and  
2.6 GHz. Many governments still see the sale of 
spectrum as an opportunity to raise revenue for the 
state. With high licence fees, the business case for 
investment in further spectrum assets looks shaky 
even before considering 5G.  

The trend for a declining amount of revenue per 
MHz of spectrum deployed is set to accelerate. 
Depending on the market, up to 2020 the amount 
of spectrum assigned to mobile operators will 
increase by a factor of 1.5 to 2 times and beyond 
2020 by a further ten times. This calculation 
includes millimetre wave spectrum at 24, 30 and  
40 GHz. This means in future the revenue per MHz 
of spectrum used will decline dramatically – and 
government expectations of how much revenue can 
be raised from the sale of spectrum must be revised 
downwards in a similarly dramatic fashion. This 
must be the clear message to governments in 
countries which drove up spectrum prices and 
includes some European countries such as Greece 
and Italy as well as many emerging markets in 
Africa, Asia and Latin America. 

Ultimately the cost of spectrum is borne by the 
users of mobile services. Looking at the cost of 
spectrum as a percentage of mobile operator 
revenue enables a regulator to set spectrum prices 
that result in a successful auction. The annual 
equivalent cost of an up-front spectrum fee can be 
calculated using an annuity formula. For example, 
in Germany the annualised cost of spectrum stands 
at around 6% of industry revenue and in the US the 
figure is similar. 

In 2015, Credit Suisse noted that European mobile 
industry returns on total investment had fallen to 
cost of capital. And in some other markets it is 
below the cost of capital and we have seen write-
downs, such as in India. This implies that the 
annualised cost of spectrum cannot increase any 
further and hence the cost per MHz of spectrum  
has to decline as more spectrum is assigned to 
mobile. The graph (opposite) shows an example  
of the evolution of annualised cost per MHz of 
spectrum if an overall cost of spectrum at 10% of 
revenue is targeted. 

INTERNET OF THINGS: NOT a MaJOR FaCTOR
There are expectations of additional revenue from 
providing connectivity from machine to machine 
(M2M), or the internet of things (IoT). The reality of 
making revenue from connecting things is rather 
sobering. Statistics published by the French 
telecoms regulatory authority, ARCEP, show that 
while M2M SIMs increased to account for 14% of all 
SIMs by 2016, M2M revenue accounted for less than 
1% of total revenue.  

The evidence from France is corroborated by our 
work with operators: M2M revenue is unlikely to 
generate significant increases in revenue. Yet, we 
keep hearing rather large figures of future IoT 
revenue, i.e. in the mMTC and uRLLC use cases for 
5G. Perhaps analysis from Informa explains this 
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paradox: its research shows that in 2015, 
communications services (hardware, connectivity 
management) accounted for 80% of IoT revenue; by 
2020 this will drop to 40%. This 40% includes not 
only communications services but also hardware 
and connectivity management; only a small portion 
is accounted for by revenue from mobile data traffic. 

In other words, an IoT mobile data traffic revenue 
bonanza is unlikely. In any event right now the 
focus is on narrowband IoT (NB-IoT), which – as the 
name implies – does not require a lot of spectrum. 

THE valUE OF MIllIMETRE WavE SPECTRUM
While the amount per MHz operators will pay for 
spectrum above 5 GHz will be relatively small 
compared to prices paid for spectrum up to 2.6 GHz, 
millimetre wave spectrum at 24, 30, 40, 60 and  
80 GHz does have value to mobile operators. 
Nowhere is this more in evidence than in the  
US where the race to secure millimetre wave 
spectrum through acquisitions is well under way. 
In May 2017, Verizon made the boldest move, 
outbidding AT&T by paying US$3.1 billion for 
Straight Path, which holds 620 MHz in 28 GHz and 
39 GHz. This translates into an estimated 0.017 
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large office buildings and similar spaces means the 
number of sites will grow by ten times and more. 

While millimetre wave spectrum for 5G will  
also be used for fronthaul and backhaul and so  
help to reduce connectivity costs, operators are 
confronted with challenging economics. It is clear 
that it is not economically feasible to deploy small 
cells within a macro site cost structure. Throwing 
high spectrum prices into the mix would turn 5G 
into a non-starter.

To make the economics of small cell deployments 
work, operators are opting for new models. For 
example, Vodafone in the Netherland has identified 
‘performance zones’ where it delivers speeds of  
5-10 Mbps for every customer. This requires 
partnership models with landlords. The use of 
unlicensed 5G spectrum in 5 GHz, aggregated with 
licensed spectrum, is being explored. 

Small cell deployment is both outdoors and 
indoors. Outdoors, lamp posts, bus shelters, bill 
boards, CCTV columns, sign posts and other street 
furniture provide the physical support. The issue is 
that it is not physically possible for competing 
operators to install their own equipment and the 
owners of such sites may not wish to deal with 
multiple operators. As a result, we are already 
seeing the emergence of neutral host small cells, 
also referred to as small cell as a service, provided by 
companies such as Arqiva in the UK. 

The high data rates and traffic density 
requirement for 5G means it is unlikely that this can 

be provided inside 
buildings from the 
outside. In many 
countries, mobile 
operators have installed 
distributed antenna 
systems (DAS) in 
buildings. Not only is  
this expensive, but 

building owners do not like the disruption of 
installation. The use of millimetre wave spectrum  
to fronthaul small cells may ease small cell in-
building deployment. 

lICENSEd SHaREd aCCESS aNd UNlICENSEd SPECTRUM
Aside from the issue of spectrum pricing, the 
evolution to 5G requires a more nuanced approach 
to assigning spectrum. While the assignment of 
exclusive spectrum rights has been highly beneficial 
to stimulating investment, in future sharing is 
likely to play a bigger role. 

The European Commission (EC) is exploring 5G 
and moving away from traditional forms of 
exclusive licensing. At a public workshop held in 
March 2017 to assist with a study on spectrum 
assignment, the EC focused on the question of 
whether moving from 4G to 5G would change the 
status quo and whether a more harmonised 
approach among member states was required. 
The following points emerged:
l New partnerships will drive the change – 
aggregator or ‘mega’ virtual operators
l What approaches are needed to speed up access 
to spectrum for all users?
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US$/MHz/pop(population). While this seems 
rather low compared with the 0.81 US$/MHz/pop 
operators paid for the 600 MHz spectrum in the 
incentive auction that concluded in March 2017,  
it is still a large amount.  

As part of Verizon’s acquisition of XO in February 
2017, Verizon also leases available XO wireless 
spectrum at 28 GHz, with an option to buy that 
spectrum by year-end 2018.  In February 2017 AT&T 
acquired FiberTower for its 24 and 39 GHz 
spectrum. Also in February 2017, Dish agreed an 
asset swap with EchoStar to acquire 28 GHz 
spectrum. Globalstar is seen as an acquisition target 
for its spectrum and its shares went up by 60% 
between March and May 2017. 

But given that the early pre-standard 5G activity 
in the US focuses on fixed wireless access rather 
than mobile, the business case for acquiring the 
millimetre wave spectrum will not have been  
driven by mobile alone and it would be unwise to 
use the prices paid in the US as a guide to what 
value operators might attach to millimetre wave 
spectrum in other countries. 

THE SMall CEll CHallENGE
So far, I have considered only the cost of spectrum. 
Of course, catering for increasing 4G mobile 
broadband traffic and subsequently 5G requires the 
deployment of cells using spectrum above 3 GHz. 
High-band spectrum, and particularly spectrum 
above 5 GHz, is only really useful in a small cell 
deployment – 5G is associated with the deployment 
of many thousands of small cells. While operators 
are looking towards a reduction in the cost (both 
capex and opex) of small cells (hardware, power, 
maintenance, backhaul, rent) by a factor of ten, even 
if this is achieved, the extreme densification in 
urban areas including indoor installations in 
shopping malls, public transport hubs, stadiums, 

aside from pricing, 
5g requires a more 
nuanced approach 
to spectrum 
assignment.
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l There are more ways spectrum could become 
available; governments do not have to hold auctions
l There is the potential to adapt the ‘sharing 
economy’ idea to spectrum 
l Current regulatory and technical tools can 
improve access to spectrum. 

A survey conducted by VVA Consulting found that 
mobile operators are still wedded to traditional 
exclusive ownership licensing, arguing that licence 
conditions for 5G need to be structured in a manner 
conducive to optimising the potential for private 
investment. But users are more concerned with 
ensuring deployment by means of ‘use it or lose it’ 
provisions in licences. 

Clearly, the fact that the EC is conducting this 
study highlights the concern for innovation, 
competition, investment and user benefits. One of 
the outputs from the workshop was that licensing 
the so-called 5G bands, especially above 5 GHz, 
represents a challenge for regulators and operators. 
There is a high risk of failure. 

From a regulatory standpoint, failure could come 
in various forms: unsold spectrum because reserve 
prices are too high or there are inappropriate 
deployment rules; spectrum is assigned but not 
brought into use; or there may be negative 
competitive outcomes. From an operator standpoint 
getting the valuation of 5G suitable spectrum right 
presents a challenge. 

To mitigate these risks flexibility is required. 
Flexibility can be created by allowing operators to 
share and trade spectrum, and by exploring 
licensed shared access (LSA). In the EU, most 
countries do not have regulatory barriers against 
spectrum sharing but uptake is limited. Trading  
is allowed in most countries, but there is  
also very limited uptake, for example due to  
competition issues. LSA is not widely used and is 
viewed with scepticism. 

Depending on the country, rules attached to 
spectrum rights may make it very difficult for 
operators to trade and/or share spectrum. For 
example, India imposes additional fees on shared 
spectrum. For these jurisdictions, raising revenue 
from the sale of spectrum is still the main issue and 
this is achieved by setting high reserve prices and 
holding auctions to assign exclusive rights to 
operators for 15 years or more. This approach is not 
conducive to facilitating investment in 5G. In 
contrast, the early 5G style deployments in the US 
may be due to the market-driven approach which 
allows US operators to play a pivotal role in shaping 
the 5G technology ecosystem. 

dEPlOyING 5G INFRaSTRUCTURE 
The massive deployment of small cells moves the 
spotlight to another scarce resource: suitable sites 
– in dense urban environments spectrum is not the 
only scarcity. Access to sites has become a bottleneck 
for operators; regulators and cities must establish 
the ground rules that ensure competitive service 
and minimise the cost to operators. 

A cash-strapped city may auction access to lamp 
posts and other street furniture. If, as seems likely, 
there is only room for one operator to install its 

radios this would have negative implications for 
competition. This points to access network sharing 
among operators. 

With its high density of access points, 5G 
resembles a fixed network. Fixed network operators 
tend to benefit from ‘wayleave’ rights or have such 
agreements with landlords. The importance of the 
wayleave issue is recognised by cities. For example, 
the City of London has a ‘digital infrastructure 
toolkit’ that includes standardised wayleaves.  
As stated: “The standardised wayleave toolkit will 
improve connectivity for business and speed up the 
installation of broadband. All parties will benefit 

from lower costs and 
more efficient ways of 
working.” But it also 
states: “ This document 
relates to individual 
tenant fixed line and 
wireless (not mobile) 
telecoms service 
connections and does not 
extend to cover public 

network infrastructure apparatus.” 
The UK’s electronic communications code confers 

certain rights on ‘code operators’ to install and 
maintain electronic communications apparatus on 
public land. The UK regulator, Ofcom, is consulting 
on a new code1 that will also address wholesale 
infrastructure providers (WIPs) that may not 
necessarily be operators, such as Arqiva and the 
Wireless Infrastructure Group. The provisions of the 
new code will impact the deployment of spectrum, 
particularly above 5 GHz and also in the 3 GHz 
band. In other words the new code will impact the 
business case for 5G and value of spectrum. 

As markets prepare for the assignment of 
spectrum above 2.6 GHz, it is worth looking in 
parallel at the issues relevant to the deployment of 
5G infrastructure: spectrum licence conditions, the 
rules for infrastructure and spectrum sharing, the 
role of WIPs, and ensuring reasonable conditions 
under which access to sites is granted. 
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T
he 2011 Arab Spring was a moment of great 
hope for the advance of freedom in the Middle 
East. At the time, the narrative credited social 
media for making the movement possible, 

insofar as Twitter, Facebook and blogs permitted 
citizens to circumvent the state to share ideas  
and organise. But the result was not a wave of 
democracy. Autocratic states can also use 
communications technology to consolidate their 
power and accomplish their aims. Thus far, only 
Tunisia, the place that started it all, has moved to a 
constitutional democracy. Meanwhile, the focus has 
turned to more pressing matters, including the rise 
of the Islamic State, the conflict in Yemen, and the 
Syrian refugee crisis. The calendar is seemingly 
moving backwards, and spring has turned to winter.

More shocking has been the rise of nationalist 
sentiments in established liberal democracies, aided 
by digital technologies. Forty-seven per cent of the 
‘remain’ supporters in the UK think social media 
was decisive in the Brexit vote, and Donald Trump’s 
narrow presidential victory included the emergence 
of ‘fake news’ and allegations of Russian hacking. 
Even techno-optimist Clive Thompson, author of 
Smarter Than You Think: How Technology is Changing Our 
Minds for the Better, concluded that the election of 
Trump was a time of reckoning for social media.

What does this mean for the future of self-
government? If we follow Harold Lasswell in seeing 
politics as nothing more than ‘who gets what, 
when, and how’,1 then politics could have no end.  
In fact, population growth, greater connectedness, 
and environmental challenges could make the 
coming decades a time of hyperpolitics. If, however, 

we take David Easton’s more normative definition of 
politics as ‘the authoritative allocation of values for 
society’,2 it is not difficult to see how digital 
technologies are making politics impossible.

AUTHORITY
Perhaps most troubling is what digital technologies 
have done to the authority and legitimacy of the 
state. There are serious questions about the extent 
to which Russian officials interfered with Trump’s 
election. There is no evidence of ballot tampering, 
but the series of email hacks of members of the 
Democratic Party that were leaked in the run-up to 
the election could easily have tipped the election in 
Trump’s favour.

An article in The New York Times3 detailed how, 
according to its own analysis, the US government is 
not moving quickly enough to respond to the new 
digital environment, and it is not difficult to 
imagine how this could be the first of many such 
incidents. Angela Merkel has already expressed 
concern about how the upcoming election in 
Germany might be affected. Tampering is nothing 
new, but networking makes it a greater temptation. 
It is difficult to imagine how democracy could 
function if it becomes impossible to secure the 
integrity of elections.

Social media has also made it far easier for 
authoritarian states to track the thoughts and 
movements of their citizens. China, perhaps the 
most egregious offender, has dozens of ‘cyber-
dissidents’ locked up for reporting, and it has 
blocked access to many websites, including Google, 
Twitter and even Time. One article4 examined how 
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the Chinese government has deployed over two 
million people to fabricate about 448 million posts 
to social media sites in an effort to set the national 
agenda. These activities are not limited to autocratic 
states. In 2013, Edward Snowden gave journalists 
classified documents detailing the extent of the 
National Security Administration’s (NSA) illegal 
surveillance apparatus. The subsequent reporting 
revealed, among other things, that CIA director 
James Clapper was not truthful in his 2013 
testimony before Congress about what his agency 
was up to.

Surveillance is made easier by the unwillingness 
of citizens to protect their information or to know 
how much they are sharing. One study of Facebook5 
found that users’ privacy expectations were 
matched by their settings only 37% of the time, 
mostly with users sharing more than they realised. 
The site’s most recent attempt to simplify privacy 
settings included 32 separate interactive guides. The 
change might make users more mindful about the 
information they share with friends, if they are able 
to understand and navigate their options. And even 
the strictest settings do not stop the company from 
monetising the data it collects or from handing it 
over to governments when they come calling.

We also learned from the Snowden documents 
that the US has been spying on German and French 
officials, including Angela Merkel, which affected 
an already tenuous relationship between the two 
economic powerhouses. At the same time, the 
increased reliance on surveillance technologies has 
meant a decline in more traditional ways of 
intelligence gathering and a marked loss of reliable 
information about places where it is needed most.

One of the more  underappreciated aspects of 
Hillary Clinton’s private email server ‘scandal’ is the 
need for a modicum of secrecy for government. 
WikiLeaks is a great public service, when it serves 
the public’s need to know, which cannot be 
absolute. The ability to penetrate the digital 
communications of other states will undermine 
diplomacy and could also lead to what sociologist 
Jürgen Habermas calls a ‘legitimation crisis’, as the 
everyday operations of the state are laid bare. 
Sunlight is the best disinfectant, as Louis Brandeis 
observed, but overexposure can burn the skin.

ALLOCATIOn
There is plenty of aggregate data demonstrating 
how the digitised economy has made things better 
on a global scale –  in terms of poverty, literacy, and 
health. At issue, however, is whether those gains  
are equitable and sustainable and in a way that 
supports democracy.

The new nationalists and progressives agree that 
something is amiss about the neoliberal economy. 
But progressives point to corporations and 
economic elites as the problem, while conservatives 
point to immigrants and the less fortunate.

The greatest hazard to economic security comes 
not from foreign labour but from automated labour. 
The US, for example, has recovered from the 2008 
recession and is currently experiencing record highs 
in manufacturing. But the increase in technology 
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driven production has not 
meant a relative increase 
in manufacturing jobs. 
Similarly, agriculture, 
which used to employ a 
majority of the American 
workforce, now employs 
less than 2%. Scientists 
and engineers are in  

great demand, but the objective of many of these 
positions is to eliminate the need for human  
labour, irrespective of the economic or political 
consequences.

It is not only repetitive, manual tasks that are 
being automated. Advances in artificial intelligence 
and big data are placing healthcare workers, 
architects and educators at risk of becoming 
irrelevant. Computers are even learning how to 
make music and art. One study from the University 
of Oxford6 determined that 47% of the world’s jobs 
are at risk of being automated. We are not only on 
the brink of the end of politics, but also the end of 
work as we know it.

According to the World Bank’s January 2016 
report on technology and social inequality,7 digital 
technologies have not done anything to reduce 
inequality and might actually be making it worse. 
The benefits related to the ready availability of 
information on a global scale favour the well-off and 
seem to be short-term. The primary cause is the 
disparate access to technology (the digital divide), 
with only 40% of the world’s population having 
access to the web. Also problematic is the favourable 
and sometimes-monopolistic market position of 
existing corporations. As writer and cyberpunk 
William Gibson remarked in 1993, “The future is 
already here  –  it’s just not very evenly distributed.”

The rise of new nationalism in Europe and the  
US is partly a response to the ascendancy of the 
global, digital economy, which has not brought 
much in the way of economic security. As Ronald 
Engelhard and Christian Welzel write,8 levels of  
trust and toleration are often a product of  
economic development. They also note how 
economic crises can lead to relapses of 
authoritarianism and xenophobia.

Economists are united in their view that tighter 
borders and tariffs will adversely affect workers, as 
economies slow and the cost of goods and services 
goes up. In that sense, working class opposition to 
trade is an irrational but understandable reaction to 
powerful and unseen forces. Even so, it is not the 
cool calculations of Homo economicus; it is the more 
emotional behaviour of Homo psychologicus.

What is less certain is the impact that anti-
globalisation forces will have on economic elites. 
Corporations have shown a consistent ability to 
evade regulations and tax law, and pit localities 
against one another. Global capital likely prefers 
small and polarised states to ones that are effective 
and truly representative. To that end, the kind of 
policies we see might not be about protecting 
markets from competition, as much as about 
protecting capitalism from democracy.

Further complicating the tension between the 
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global market and political boundaries is the 
appearance of digital currency. Bitcoin grew by over 
122% in 2016, after having been deemed dead by 
many prominent observers. Bitcoin provides 
corporations and individuals a way to trade goods 
and services independent of states. The central 
banks are paying attention, and are looking to 
adopt some of Bitcoin’s model. But it will be 
interesting to see what happens if their assessment 
changes from opportunity to threat.

A peculiar oversight in most economic modelling 
concerns the environmental costs of development.  
It is likely that the inability of countries to develop 
an enforceable plan (after the 2016 COP22 climate 
change meeting in Marrakesh) will lead to a rise in 
sea levels and other natural disasters that will 
disproportionately affect indigenous populations 
and the world’s poor. At the same time, population 
growth will place even greater burdens on resources, 
health services and political institutions. When it 
comes to the commons, technology has proven to be 
more adept at development than sustainability.
 
VALUeS
Legitimacy in the modern world requires liberal 
democracy of some kind, and it is not difficult to  
see how digital technologies could support those 
values. Indeed, Matt Leighninger, author of  
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The Next Form of Democracy, identifies the increased 
use of online tools among his six principles for 
deliberative democracy.

But that is not exactly what we have seen. The 
2017 Freedom House report on democracy revealed 
the 11th consecutive year of decline in global 
freedom. For the period since the 11 year slide 
began in 2006, 109 countries have seen a net 
decline, and only 60 have experienced a net 

improvement in areas 
such as freedom of 
expression and the rule of 
law. Not surprisingly, the 
Middle East and North 
Africa are the hardest hit.

Technology has not 
even meant more voting. 
Estonia, with its 
population of 1.3 million, 

has been using online voting since 2005 but has  
not seen a turnout increase. Disillusionment, not 
convenience, is the primary reason often given  
for not voting, which means digital technologies 
could actually lead to a decrease in voting if states 
are deemed to be ineffectual, non-responsive,  
or illegitimate.

Instead, digital technologies offer the illusion of 
citizenship. The web enables low-grade forms of 
participation, such as sending an email to a 
representative, signing an online petition, or 
offering an opinion on Twitter. These actions are 
easily done and easily disregarded, especially when 
they are drowned out by competing voices.

For these reasons, Matthew Hindman’s The Myth  
of Digital Democracy questions the extent to which 
communications technology has and can make 
large-scale direct democracy possible. The web, it 
turns out, can foster democratic discourse, but it is 
also likely to follow the winner-takes-all pattern of 
existing technologies. The names of the players have 
changed (with GE, Ford and AT&T swapped out for 
Microsoft, Apple and Google), but the rules of the 
game have not. Technology is simply a tool, and we 
should not be surprised that it has simply grafted 
itself onto existing power structures.

SOCIeTY
As Auguste Comte has it, society requires a 
consistency and integrity of structure and function. 
Technology provides the opportunity for greater 
organisation and communication, but it also 
presents new risks and obstacles.

For one thing, we have not seen an increase in 
public awareness about current events and policy. 
In a world that includes a 24-hour news cycle you 
can carry in your pocket, it takes a great deal of 
effort to stay uninformed. Yet we see much evidence 
to that effect. Bill McKibben, an American 
environmentalist, calls this the ‘unenlightenment’ 
and an ‘age of missing information’, for the depth 
of ignorance about the pressing issues of the day.

Governments are having a difficult time keeping 
their citizens informed. ‘The Leaders’ Report’, 
published by the consulting firm WPP,9 studied  
40 countries to see how effective they are at sharing 
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INTERNET GOVERNANCE 
TO THE RESCUE?
Amid all the gloom about threats to democracy 
and freedom, the UN’s Internet Governance Forum 
(IGF) is recognising the issues in its own ‘bottom-
up’ multistakeholder model, unwieldy though this 
is. As Intermedia reported from the last annual IGF 
meeting (see the January 2017 issue), held in 
Mexico, the stakeholders who discuss the  
various topics that the IGF focuses on, such as 
cybersecurity, digital economy and human rights, 
do have at least the chance to influence the 
‘high-level’ inter-governmental bodies that deal 
with these fundamental global concerns. 

The IGF also agreed last year to set up a best 
practice forum on anti-corruption (which is in its 
initial stages) and also featured internet trade as a 
main session in Mexico.   

While technical issues such as internet exchange 
points and domain names are still to the fore, the 
growing number of ‘dynamic coalitions’ and best 
practice forums on broader global topics such as 
human rights, and also more national and regional 
forums, is a sign that the internet’s political effects 
are becoming more important. It was notable that 
apart from the major theme of the Mexico IGF, 
which was links with the sustainable development 
goals (SDGs), there was an attempt to integrate 
young people more into the debates, which will 
be vital to translating their often transitory 
engagement into governance tools that could 
apply on the medium they use the most. 
 Marc Beishon
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information. The group found an increase in the 
anger and distrust citizens felt toward government. 
Training is an issue, but so too is the size and 
complexity of the bureaucracy, where messages 
need to be crafted and cleared sometimes by 
multiple offices before being disseminated. Unlike 
companies like Amazon and Facebook, government 
cannot easily tailor its messaging.

We have also seen the emergence of ‘fake news’  
–  that is, fictitious news stories that are designed to 
exploit political biases for the sake of a profit. One 
recent study from the Berkman Klein Center at 
Harvard10 found the increasingly polarised politics 
in Egypt, Tunisia and Bahrain are now reflected in 
the social media outlets. India’s 2014 election was 
called a ‘#TwitterElection’ because of how social 
media supported democracy on such a large scale, 
but it too is experiencing a wave of these kinds of 
stories on Facebook and especially WhatsApp, which 
boasts over 160 million active users there. One 
post-Brexit survey revealed that 68% of Britons think 
that Facebook and other social media outlets need 
to do more to control their feeds, with only 13% 
thinking it is good as it is. The web was initially seen 
as a means to share information, but it seems more 
effective at institutionalising differences than 
strengthening society.

Google reported banning 200 publishers in 
November and December 2016 and taking down  
1.7 billion ads for all of 2016 for violating its terms 
of service, an increase of more than double from the 
previous year. The actions are impressive but also 
illustrate the scale of the problem. In response to 
warnings of fines from the German government, 
Facebook is rolling out some quality filters, but it  
is an open question about whether they will be 
effective or will merely lead to some clever 
workaround. There is a strong incentive for media 
companies to provide a service that reflects the likes 
and dislikes of its customers, regardless of what that 
means for the body politic.

There is also a powerful psychology at work here. 
Bill Bishop’s 2010 book, The Big Sort, chronicled how 
people segregate according to political and cultural 
attitudes. This becomes easier and is amplified by 
the algorithms of most social media platforms. Eli 
Pariser, an internet activist, calls it a ‘filter bubble’. 
Indeed, PRRI’s American Values Survey from 2013 
found that the social media of white people was 91% 
white, with 75% of them lacking any non-white 
presence. The result is an extreme form of invisible 
and even unconscious self-sorting that merely 
reinforces our existing worldview – or what media 
expert Ethan Zuckerman has deemed ‘imaginary 
cosmopolitanism’.

One prominent sociological theory, the ‘contact 
hypothesis’, holds that levels of tolerance and 
acceptance are positively correlated with familiarity. 
Indeed, a survey of 87,000 Trump supporters in 
April 2016 found that they were more likely to  
live in the more homogenous parts of the US.  
To the extent that their fear is unfounded – the 
respondents were also found to be doing better than 
average in terms of income – the data seems to 
support the ‘group threat theory’, which holds that 
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members of a dominant group often respond to 
perceived provocation from subordinate groups.

As Harvard psychologist Joshua Greene explains, 
human morality emerged out of a physiological 
need for group survival, at the expense of others. It 
is also this drive that works against a more inclusive 
morality, and it can even colour how we interpret 
information. In that sense, what we are seeing is not 
a move from progressive liberalism to conservatism, 
but a move from tolerance to tribalism, all made 
worse by communications technology.

COnCLUSIOn 
Digital technologies are plural in design and in use, 
but their consequences are singular: they are 
eroding our capacity for constructive political 
discourse and decision-making. “If you’re tired of 
arguing with strangers on the internet, try to talk 
with one in real life,” Barack Obama suggested in 
his farewell address.

Social media might make us more connected, but 
it also makes those connections less meaningful 
and less impactful. We need politics to grapple with 
any number of policy issues, including the looming 
crisis of employment and income, healthcare, 
education, and refugees from failed states. There are 
also the twin existential threats of climate change 
and weapons of mass destruction. Milton Friedman 
wrote, “Only a crisis –  actual or perceived  
–  produces real change.” And so might it be with 
technology and politics.

On January 21, 2017, the day after the 
inauguration of Donald Trump, millions of people 
in hundreds of cities on every continent gathered to 
show their support for women’s rights. It was a 
broad and inclusive gathering that was focused on 
similarities rather than differences. What the 
demonstrators shared was a commitment to be seen 
and be heard and to move from the anonymity of 
their screens to the urgency of the public square.

It was a remarkable coming together that no 
online petition or distribution list could ever match. 
To the extent that the march proves to be effective, 
it will be because it was unmistakably analogue.  
It might even mark the return of real politics.

Steven MichelS is professor of political science at 

Sacred Heart University faculty in Connecticut, US. 

He is currently researching the theory and practice of 

democracy. This essay was submitted for the Nine Dots 

Prize, which posed the question: Are digital technologies 

making politics impossible?
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T
here are wider factors shaping the future 
communications environment than just the 
mobile manufacturers and operators. The 
environment that they exist in is increasingly 

shaped by regulatory policy that controls mergers, 
obligations, prices and competition to varying 
degrees. And as I discussed in the first part of this 
article (Intermedia, April 2017), there is a strong 
alternative to cellular communications in Wi-Fi and 
commercial broadband. Fixed connections are a 
core part of our communications environment – it 
has been said that every connection is a mix of 
wired and wireless – the only variation is where the 
wires stop. So, for cellular, there is typically a wired 
connection from the core network to the base 
station, then wireless after that. Wi-Fi is wired to 
the router and wireless for the last few metres. As 
cells get smaller, the wired element gets larger and 
the wireless smaller. 

TOO MUCH COMPETITION 
The world of cellular communications is highly 
regulated. Access to a key input, spectrum, is 
controlled by regulators around the world such as 
the US FCC and the UK’s Ofcom. They often place 
conditions on licence awards to bring about 

outcomes such as increased competition or 
improved coverage. As mobile communications has 
become part of the critical national infrastructure, 
regulators and governments have placed increasing 
pressure on mobile operators to deliver reliability. 
Equally, governments are keen to see new services 
roll out in their country and encourage operators to 
deploy the latest generation of mobile technology 
via early licence awards, exhortations and in some 
cases specific policies. 

For many regulators, the most important factor is 
competition, for example with Sharon White, the 
chief executive of Ofcom saying: “Competition is the 
lifeblood of today’s telecoms market, spurring innovation, 
better coverage and fair prices. Just as President Hoover 
observed: ‘Competition is not only the basis of protection to 
the consumer, but is the incentive to progress.’” 

Regulators believe that competition is a 
fundamental good in the industry as it results in 
innovation, lower consumer prices and enables 
regulators to take a light-touch approach to 
controlling the sector. (Conversely, for fixed line 
communications, where there is rarely effective 
competition, regulators often take a very 
interventionist approach, setting prices,  
controlling company structures, and influencing 
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investment strategy.) I won’t discuss here whether 
this focus on competition is appropriate, but note 
its impacts: 
l Mergers are generally prevented.  
Any mergers reduce the number of mobile 
operators, which would appear likely to lessen 
competitive pressures (although there is evidence to 
the contrary from Austria and elsewhere). For that 
reason, in most countries, attempts by operators to 
merge are declined by competition authorities. For 
example, in 2016 in the UK, Three attempted to 
merge with O2 (owned by Telefónica). The merger 
was referred to the European Commission (EC). In 
the meantime, Ofcom and the UK’s Competition 
and Markets Authority both issued statements 
saying they did not support the merger. The EC 
eventually decided to block the request on grounds 
of reducing competition. Those in the industry feel 
that most mergers within a country will be 
impossible for the foreseeable future. 
l Fully shared networks are discouraged. 
(Although partial sharing is encouraged.) Broadly, 
regulators would prefer that mobile operators  
all have their own networks. This maximises 
competition. However, it has been recognised that 
the economics of four or more nationwide networks 
are increasingly difficult to support and most 
regulators allow, or even encourage, a degree of 
network sharing where operators can share masts 
and associated elements such as power and 
backhaul. Most regulators draw the line at sharing 
spectrum, insisting that each operator only 
transmits in its allocated spectrum and does not 
provide transmission services for others. 

Regulators fear that if full sharing were allowed 
this would open the door to a single network 
operated by a third party on behalf of all the 
operators, with the resulting loss of competition. 
However, there are elements of 5G, such as the 
proposal for dense millimetre deployments, that 
would only appear viable if full sharing were 
possible. Rural coverage would also benefit from  
full sharing (or national roaming). This is a position 
that may be more amenable to change as the 
economics of 5G become clearer. 
l Innovation in business models is constrained. 
While regulators often target innovation in 
technology, trying to ensure that they pave the way 
to the next generation, they often inadvertently 
block innovation in business models through their 
concern about reduced competition or the impact 
on the consumer. This can happen via outdated 
regulation such as requirements to maintain 
emergency call capability, or via other concerns 
such as net neutrality. When such issues become 
apparent, regulators will often address them, but 
the regulatory process is slow. It can take many 
years to address the issues, by which time more 
nimble competitors may have delivered an 
alternative over the top (OTT) player, or by Wi-Fi.
l Sector profitability is reduced. Competition 
directly reduces profitability. In addition, regulators 
have placed further pressure on revenues with 
initiatives such as restrictions on roaming tariffs (in 
the EU), coverage obligations and other regulatory 
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burdens. When the 
industry was highly 
profitable, such 
interventions could be 
borne by mobile 
operators. But with 
profitability reduced, 
further milking of the 
sector reduces the scope 

for investment. There is always a trade-off  
between delivering the lowest prices for consumers 
and enabling risky investment in future networks.  
If there is a need for the mobile operators to make 
significant infrastructure investments then it may 
be that the balance has shifted too far towards 
short-term consumer benefits. 

So regulators tend to spend a large part of their 
time on the mobile sector. This is unsurprising 
given the size and importance of the sector, but may 
be inappropriate in a Wi-Fi first world. For example, 
large teams consider clearance and auction of 
spectrum for the next generation of mobile, 
whereas the spectrum used by Wi-Fi gets much  
less focus. This will benefit 5G at the expense 
of other solutions by ensuring that it gains the 
spectrum it needs; it has resulted in competitive 
positioning between regulators keen to be the first 
to provide 5G spectrum in their country to deliver  
a commercial advantage to their manufacturers  
and operators. This is most apparent in the FCC’s 
move in 2016 to open up 28 GHz for millimetre 
wave access in the US (see box below). 

There is little to suggest to regulators that  
they should change their current position. The 
impression painted by the mobile industry is that 
5G is in robust good health and that mobile 
operators are keen to deploy it as soon as possible. 
Although the picture is very confused, most expect 
5G to be delivered in just the same way as previous 
generations – via mobile operators upgrading their 
networks encouraged by competitive pressure. But 
had the industry painted a picture of a more 

Unsurprisingly, 
regulators tend to 
spend a large part 
of their time on the 
mobile sector.

millimetre wave: US moveS ahead
There are many difficulties with millimetre wave, including the need  
to focus industry effort on cost reduction and innovation in radio 
components working at these frequencies. This would best be achieved 
with global agreement on a preferred frequency band. Such agreement 
often takes time and diplomacy, as countries have differing legacy uses, 
and time and studies are needed to understand the impact of changing 
allocations. It is not unusual for a new band to take five or more years to 
reach global agreement. 

Debate had started on the optimal millimetre wave band but before 
consensus could be reached the US decided to unilaterally move ahead 
with 28 GHz – a band that suited its current use of spectrum and has also 
found some favour in early research activities. However, this band is 
highly problematic elsewhere, being used for satellites, and a change of 
frequency is impossible once a satellite is launched. It remains to be seen 
whether other countries will eventually feel that they have to follow the 
US lead, or whether there will be an alternative band suggested in other 
parts of the world. Regardless, this fragmentation is deeply unhelpful for 
5G millimetre evolution.
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difficult introduction of 5G it would have paved 
the way for discussions with regulators on how to 
ease competition and overcome issues such as 
planning permission. Talking up 5G has made it 
harder to introduce. 

In summary, the industry is likely to have an 
inflexible structure as it enters the 2020s and the 
period when 5G might be deployed. Without a 
reduction in competition, mobile operators’ 
finances will remain weak and their ability to use 
novel approaches, such as shared networks, limited. 

UNClEar sPECTrUM 
All new generations of cellular technology have had 
new spectrum associated with them. For 2G it was 
frequency bands at 900 MHz, for 3G at 2.1 GHz and 
for 4G at 800 MHz. Some have noted that 3G was an 
unsuccessful generation in that mobile operators 
probably failed to make returns on their 3G 
investments, and this may be in part because of its 
high frequency that required many more base 
stations with associated cost. Conversely, 4G 
returned to a lower frequency band, enabling the 
economics to work better. 

For 5G the frequency bands to be used are far  
less clear but in so much as there is a trend it is 
towards 3.4–4.2 GHz and millimetre wave bands at 
24–30 GHz. In addition, in some countries the  
700 MHz band is assumed to be for 5G. (However, 
this has already been auctioned in the US, Australia 
and elsewhere and the total bandwidth of around  
100 MHz means that if divided among, say, four 
operators, they would each have 2x10 MHz, with the 
remainder used for guard bands. Many already have 
similar amounts both at 800 and 900 MHz so it is 
hard to see how this could make any material 
difference.) The main 5G trends are clearly all well 
above the 2.1 GHz that caused problems for 3G and 
would result in much reduced coverage of 5G 
compared with existing generations. 

However, the linking of generations to frequency 
bands is now less strong; 4G is being deployed into 
previous 2G and 3G bands and it may be that 5G is 
likewise used in frequencies already owned by 
operators. But many operators are in the process of 
refarming their 2G and 3G technologies to 4G. They 
would be disinclined to rapidly refarm these to 5G, 
preferring to leave 4G in the bands for many years, 
perhaps even a decade, to gain a good return on 
their investment. 

As a result, the spectrum position is not a good 
one for 5G. There is a lack of consensus globally on 
5G spectrum allocations, leading to fragmented 
economies of scale and slow introduction of 
equipment and devices. The spectrum identified is 
at relatively high frequencies making extensive 
coverage unlikely. Refarming of existing holdings is 
possible but operators will be disinclined to do this, 
and it may take many years before 5G equipment is 
available across the 40 or more frequency bands 
used around the world by the mobile operators. 

So the cellular spectrum position is far from ideal 
for 5G and will slow deployment and tend to restrict 
it to urban areas. But spectrum for the internet of 
things (IoT) and for Wi-Fi is available now.  
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rEgIONal dIffErENCEs 
The approach to 5G is not homogeneous around the 
world. While the same technology would be 
adopted, and the same services likely to be used, 
governments and regulators often have very 
different approaches. Also, larger countries such as 
the US and China have sufficient economies of scale 
that they can pursue national frequency bands and 
slight local variations. 

Clearly, the US is biased towards the support of 
innovation while Europe is more focused on 
harmonisation and the establishment of test-beds. 
Historically, the US approach has been more 
successful in fostering companies such as 
Qualcomm and the relatively early deployment of 
new technology. However, it is unclear whether this 
will hold true in a more uncertain future. 

Some Asia-Pacific countries such as China and 
Korea tend to have a more interventionist approach, 
where governments seek to ensure advantages for 
their local manufacturers. This can be seen in the 
desire for early deployments in South Korea and 
industrial plans in China, Korea and Japan. 
Operators in these countries are more likely to 
deploy 5G early to meet government expectations, 
even if they do not expect it to be profitable. 

None of these differences change the underlying 
problems with 5G. However, they do change the 
likelihood of operators deploying some 5G elements 
at an early stage – for example early millimetre 
wave test-beds in the Asia-Pacific region. 

fIxEd-wIrElEss aCCEss: Has ITs TIME COME?
With the advent of almost every new wireless 
technology, someone suggests that it can, finally, 
realise the vision of fixed-wireless access (FWA) – the 
idea of using wireless to provide a broadband pipe 
to the home rather than copper or fibre. It is no 
surprise that 5G has prompted some to suggest it is 
the answer to FWA – in particular Verizon in the US 
is a supporter and manufacturers such as Nokia see 

it as a key 5G use case. 
Will 5G finally crack the 
FWA conundrum? 

It is worth reminding 
ourselves of history. FWA 
really came to the fore 
around 1996 as GSM 
achieved data rates as fast 
as the then best fixed line 
speeds. High profile 

launches included Ionica in the UK, exploiting a 
purpose-built technology from Nortel. But by 2000 
all had failed. The costs of FWA deployment in the 
real world proved much higher than expected and 
the telecoms providers reacted by upgrading their 
fixed lines and reducing their prices. Since then 
there have been many attempts such as Clearwire 
(2.5 GHz WiMAX), Verizon HomeFusion (LTE), and 
PCCW UK Broadband (3.5 GHz WiMAX). All failed to 
gain significant numbers of subscribers.

There have also been attempts to use frequency 
bands above 20 GHz – Radiant in the UK pioneered 
mechanically steerable antennas that could form  
a mesh but deployment proved harder than 

s P E C T r U M

the US is biased 
towards innovation 
while europe is 
more focused on 
harmonisation.
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anticipated. Motorola had a solution based in the 
LMDS bands but again that proved too expensive. 

Has anything changed since then? Data rate 
expectations to the home have steadily increased as 
have data volumes, providing a moving target that 
wireless is struggling to keep up with. Wired home 
broadband services that deliver in excess of  
50 Mbits/s and provide more than 50 GB/month are 
now commonplace in developed countries and with 
new systems such as G.fast, data rates are likely to 
continue to grow for the coming decade. Prices have 
been constant despite the ever-improving service, 
making the economics more challenging. 

Does 5G bring anything new to the table? FWA 
may have a millimetre wave component with 
beam-forming antennas and the capability to deliver 
data rates in excess of 100 Mbps. This, in principle, 
makes it competitive with wired connections on 
data rates. But it will have limited range – typically 
100m or so, although with directional antennas on 
both ends of the link and line-of-sight propagation 
then 500m might be viable, as long as it is not 
raining heavily. The short range was why Radiant 
went for a mesh solution, with connectivity 
bouncing from house to house. If 5G is widely 
deployed, then economies of scale might also reduce 
equipment cost. Beyond that, there is little new. 

The problem with short range is that it means the 
system is best suited for urban and suburban areas. 
In rural areas, house density is too low for there to 
be more than one or two homes per base station, 
making the system uneconomic. But it is in rural 
areas where the problems of connectivity are most 
acute and the demand for alternatives highest. 
Rural areas are often best served by wireless in the 
lowest frequency bands, which have long range 
– one of the reasons TV white spaces were seen as a 
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it is in rural areas where the 
problems of connectivity are 
most acute and the demand 
for alternatives highest.

possible game changer for FWA in rural areas (and is 
being deployed in the US). 

In urban and suburban areas wired connectivity 
is often already good, so the wireless solution has to 
compete on price or on data rate, or both. Urban 
areas are often so cluttered that line-of-sight is 
problematic for many homes within the nominal 
coverage radius of a base station, and base station 
locations are hard to come by because the best have 
already been taken by mobile operators. Suburbia 
might be a suitable compromise location but the 
competition issues still exist. 

The economics of FWA are harsh. A base station 
costs around $20k – more if the antenna array is 
expensive – and another $20k to deploy. Site rental 
and backhaul costs can easily be $10k/year. Home 
installation is typically another $300 for the 
equipment and $200 to install and align rooftop 
antennas. On top of that is marketing which needs 
to be substantive to persuade homeowners to switch 
provider, perhaps adding $200-400 to customer 
acquisition costs. Suburban density in the US is 
around 1,000 people/km2, or perhaps 400 homes/
km2. With a coverage range of 500m, a base station 
covers around 75%, or 300 homes. If 10% could be 
persuaded to switch, and were able to be connected, 
then there would be just 30 homes per base station.  

Interestingly, outside of the US, broadband 
packages are around $40/month but in the US 
prices can reach $100/month. This suggests that 
either there is an opening in the US for FWA that 
does not exist elsewhere or that competitive forces 
have yet to reduce US broadband costs to those of 
the rest of the world. Verizon appears to be betting 
on the former in its desire to roll out a millimetre 
wave FWA solution based on its own specifications 
that it is claiming is 5G. It is using 37 GHz – yet 
another different frequency band – for deployment, 
which could also add confusion and fragmentation. 

CONClUsION
Regulatory forces and governmental policy have an 
impact on the mobile sector and the form and 
timing of the introduction of 5G. While regulators 
profess a strong desire to promote innovation and 
new technologies, in practice their focus on 
competition is likely to undermine the ability of 
mobile operators to find innovative solutions to the 
problem of financing 5G deployments. A better 
regulatory approach would be to allow mergers, 
deployment of shared networks and the emergence 
of various OTT and virtual operator models. 

But given the impression portrayed by the 
industry that 5G is thriving and imminent it is 
unsurprising that regulators see no need to change 
their current positions – indeed they may conclude 
they are helping to speed 5G implementation.  
The net effect will be unhelpful but this will only 
become apparent over the next few years. 

And see next page for some predictions...

william webb is CEO of the Weightless SIG, the 

standards body developing a M2M technology.  

This article is adapted from his book ‘The 5G Myth: And 

why consistent connectivity is a better future’.

the UK and 5G: an endorSement
In March this year, the UK goverment published a 5G strategy.* My view is 
it  opens the door to start moving towards a more sensible vision for 5G 
by addressing some of the criticisms I have of the mainstream thinking 
I’ve set out in this and my previous article. The strategy has initiatives to 
improve coverage alongside railways and roads. It looks at ways to make 
cell planning cheaper, and share infrastructure and spectrum to help 
wider deployment of networks. It recognises that 4G will evolve for some 
time and that there is little reason to rush to a new technology.

Most importantly of all it encourages debate about what 5G might be, 
with a single entity coordinating discussion and a dedicated team within 
government. It suggests widespread test-beds to understand not just 
technology but also business cases and deployment models. My hope is 
that these allow us to discover more about what 5G really needs to be 
and realign it away from the current vision and towards one that really 
works for all.
* Next generation mobile technologies: a 5G strategy for the UK. bit.ly/2mY6Iuo
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2017 
The realisation dawns that consumers 
have gradually moved to a Wi-Fi first 
world. Collecting data on the amount of 
Wi-Fi usage has always been problematic 
but apps running in the background on 
handsets show that over 85% of data 
from a smartphone is sent via Wi-Fi, 
mostly in the home and office. With over 
80% of all tablets and laptops being 
Wi-Fi-only this implies well over 95% of  
all of consumer data is travelling over 
Wi-Fi, with the percentage growing as 
Wi-Fi becomes more pervasive and 
increasingly free. 

The first serious Wi-Fi-cellular 
connectivity model gains ground – 
Google’s Project Fi, which allows 
subscribers to sign up to Google rather 
than to a mobile operator. Handsets 
attempt to connect initially via Wi-Fi but, if 
not, hand over to a mobile network that 
has agreements with Google. 

Mobile operators mostly ignore the 
implications. With 5G on the way, IoT 
emerging, interest in fixed-wireless access 
(FWA) rekindled by 5G smart antenna 
systems, and promising partnerships in 
automotive developing, there is much for 
them to focus on. Further, their strategy 
teams are kept busy with merger 
discussions (which are often blocked  
by regulators), spectrum auctions, 
roaming regulations and more. And after 
all, they are the big players in this space, 
what do they have to fear from new 
connectivity models? 

2018 
Wi-Fi continues to gain, with some 
governments sponsoring city-wide free 
deployments, others deploying Wi-Fi in all 
hospitals, museums, schools, universities 
and government buildings and making it 
freely available with a single sign-in 
needed across all domains, only on the 
first time of use. Wi-Fi on trains is also 
more widely deployed. 

Google continues the steady growth  
of Project Fi and availability of its Wi-Fi 
Assistant. Take-up is slow at first; 
regulation requiring mobile operators to 
offer virtual operator access in many 
countries helps. Governments allow  
their networks to become part of Wi-Fi 
Assistant. Not to be outdone, Apple offers 
an equivalent service for its devices. 

Voice over Wi-Fi via WhatsApp and 
similar grows fast. This is aided by 
difficulties in voice over LTE/4G 
implementation. 

User satisfaction surveys show an 
increasing understanding that consistent 
connectivity rather than speed is most 
important, with coverage from providers 
like Google seen as substantially better 
than through any one mobile operator. 
Conversely, high speed on cellular is seen 
as unnecessary, and indeed, after various 
cases of phone batteries catching fire, 
manufacturers stop using the most 
powerful processors that demand high 
power consumption. Despite this, 
governments continue to demand their 
country be well placed in broadband 
speed league tables.

The cellular community is in poor 
health but regulators continue to block 
mergers. The supplier base also suffers, 
with Ericsson and Nokia announcing 
losses, and even Huawei seeing a fall in 
mobile infrastructure sales. 

In the world of IoT, the cellular 
community fails to gain much traction, 
with narrowband-IoT being slower to 
appear than expected while agencies for 
unlicensed technologies finally group 
together into a standards body to present 
a unified front. 

2019 
Cisco’s market projections are the first 
ever to predict that data growth on 
cellular will be minimal over the coming 
years. This is based on the observation 
that data volumes have stopped growing 
in many markets for reasons including 
attempts by mobile operators to increase 
prices, increased offload to Wi-Fi and a 
degree of saturation of uses for mobile 
phones. Data growth over Wi-Fi, however, 
is still predicted to be in the region of 
30-40% a year. Alongside some operators, 
others now enter the market pioneered 
by Google to provide connectivity across 
multiple platforms and operators. 
Amazon launches its offering worldwide 
as do Facebook and WhatsApp. 

With Wi-Fi becoming more pervasive, 
regulators require Wi-Fi sign-in from 
business providers. This means that 
automated sign-in is now widespread. 
Some regulators also monitor congestion 
in Wi-Fi spectrum, giving it quasi-licensed 
status. 

There is outcry that regulators are 
heavily constraining mobile operators but 
have no equivalent regulation for the 
connectivity providers, resulting in a 
situation where the mobile operators  
are unable to react effectively. Privately, 
most regulators acknowledge this, but 

the pace of regulatory change is slow,  
and few are willing to admit their focus  
on competition is no longer working. 

2020
In the first quarter, for the first time more 
subscribers sign up to connectivity 
platform providers than to mobile 
operators. With declining subscriber 
numbers, a few major operators start to 
withdraw from the market. Others move 
towards a wholesale model, shutting 
retail stores and reducing customer 
services. They also withdraw from the  
IoT market, as they are undercut by 
unlicensed providers using simpler 
technologies. 

There is little interest in the first 5G 
auctions for millimetre wave spectrum in 
the 24 and 28 GHz bands. Work on 
millimetre wave systems is quietly 
shelved, even in academia. 

It becomes the norm for individuals 
and households to share their Wi-Fi with 
the public using a second identity, 
protected by a firewall. Regulatory 
guidance in Europe and the US recognises 
the changed world and suggests that 
regulators focus on connectivity 
platforms. There is increasing concern that 
Google is dominating this space. 

2021
The cellular industry is very much the 
underlying bit-pipe. Mobile operator 
brands disappear from the high street 
and no longer take out advertising.  
Few offer direct subscriber contracts any 
more. Most countries consolidate to  
two operators, often with some sharing  
of assets between them. Instead, 
consumers look to Google, Apple, 
Amazon and others for their connectivity 
contracts, which provide lower cost, 
unlimited data, free roaming and better 
coverage through the ability to switch 
between the different cellular networks 
still available. 

Substantial changes become apparent 
to research and regulatory activity, which 
now concentrates on Wi-Fi and how to 
ensure seamless links across to cellular 
where Wi-Fi is not available. Bodies such 
as 3GPP and GSMA refocus and even the 
Mobile World Congress is rebranded to 
the Global Connectivity Congress. It is 
here where keynote speeches from CEOs 
of mobile operators and equipment 
manufacturers reflect on how it could all 
have been so different…. 

                     William Webb

what will haPPen? a looK ahead…
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