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Abstract: 

Just like the Internet, the metaverse once again poses a great dilemma to regulators, as the 

combination of cutting-edge technologies in one unique space called the ‘’metaverse’’ will raise 

new legal challenges. Currently, three conventional paths are available: to regulate metaverse 

just like the Internet, regulate it with the current offline legislation with no substantial changes 

or regulate only a fragment of it. However, the uniqueness of this new medium is not duly 

considered in none of the above proposals that insist on trying to regulate metaverse in a tech-

neutral way. Considering the specific characteristics of the metaverse, this essay takes a radical 

approach and calls for a construction of a new regulatory meta-framework that consists of 

metaverse-specific legislation, a ‘transuniverse interchange’ of social norms and laws between 

the real-world and the metaverse and a co-regulated model between one independent body and 

third-parties acting as regulatory surrogates, leading the way towards smart regulation. 

I. Introduction  

Twenty-six years ago John Perry Barlow published his ‘Declaration of the Independence of Cyberspace’1, 

a thought-provoking paper that argued that real-life laws shall not apply in cyberspace, as the culture, 

norms, and unwritten codes are distinctly different from the ones in real-life. Although his vision of an 

independent cyberspace was never actually implemented, the fragmented regulation over the Internet 

and the immense enforcement challenges this has raised,  the massive collection of personal data, the 

anonymity offered online and the different scale of the impact abusive comments have online versus 

offline has in practice made us realise we have reached an era where we not only have to lower our 

expectations of privacy2 but more importantly, we have to lower our expectations of the effectiveness of 

the law overall. 

In October 2021, Marc Zuckerberg rebranded Facebook to Meta, aiming at focusing on the creation of a 

metaverse3, that will ‘‘bring the metaverse to life and help people connect, find communities and grow 

 
1 John Perry Barlow, A Declaration of the Independence of Cyberspace (Electronic Frontier Foundation, Davos, 
Switzerland (February 8, 1996) < https://www.eff.org/cyberspace-independence > accessed 26 June 2022. 
2 attributed to Sun Microsystems CEO Scott McNealy, who reportedly said that ‘‘You have zero privacy anyway. Get 
over it!’’ Wired, ‘Sun on Privacy: 'Get Over It', (26 January 1999) < https://www.wired.com/1999/01/sun-on-
privacy-get-over-it/  > accessed 29 June 2022. 
3 defined as ‘’a virtual representation of reality implemented by means of virtual reality software’’, Metaverse, 
Oxford Reference < 
https://www.oxfordreference.com/view/10.1093/oi/authority.20110803100153307#:~:text=A%20slang%20term%
20used%20to,means%20of%20virtual%20reality%20software > accessed 26 June 2022. 
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https://www.oxfordreference.com/view/10.1093/oi/authority.20110803100153307#:~:text=A%20slang%20term%20used%20to,means%20of%20virtual%20reality%20software


businesses’’4 via deploying inter alia Artificial Intelligence5, Virtual Reality6 and Augmented Reality7 

technology. Metaverse could therefore be seen as an enabler of immersive experiences in a virtual 3d 

world where ‘avatars’ (meaning the users) will be able to conduct a plethora of activities from shopping 

and attending concerts to working and socialising. Although we are still far from ‘entering’ this metaverse 

soon8, technology is yet again posing a unique challenge and questions on how we will regulate metaverse 

already arise. This essay aims to explain why the current regulatory framework is inadequate to cope with 

the envisaged legal challenges the metaverse will bring and aspires to propose a new regulatory meta-

framework that takes advantage of the interplay between the real-life and metaverse-world.  

II. The ‘Old Wine New Bottle’ Approach 

The most conventional approach towards regulating metaverse is undoubtedly the ‘business as usual‘ 

one. The metaverse can be considered as merely a 3d version of the Internet. In theory this leaves very 

few new legal challenges unanswered, as everything will be regulated just like the Internet. However, it 

seems strange now that regulators are fully aware of the unresolved issues Internet fragmentation has 

brought not to at least try to make things right in metaverse. If we regulate metaverse just like the 

Internet, we will probably end up creating virtual borders within metaverse territories, a solution that will 

have substantial practical consequences in pretty much everything that will happen on metaverse. From 

abiding by the applicable consumer protection laws per each real-time transaction, and the various 

simultaneously applicable data protection laws across the world to regulating online content and agreeing 

on common interoperability requirements9 it seems obvious that a new regulatory nightmare will appear, 

stifling innovation as businesses need legal certainty and weakening the position of metaverse avatars 

both as consumers and data subjects as realistically very few companies will have the resources and 

willingness to manage to comply with everything. 

III. The Conservative Approach  

 
4 Meta, ‘Introducing META: A Social Technology Company’ (Meta, 28, October 2021) 
<https://about.fb.com/news/2021/10/facebook-company-is-now-meta/ > accessed 13 June, 2022. 
5 defined as ‘’ The theory and development of computer systems able to perform tasks normally requiring human 
intelligence, such as visual perception, speech recognition, decision-making, and translation between languages.’’, 
Artificial Intelligence, Oxford Reference < 
https://www.oxfordreference.com/view/10.1093/oi/authority.20110803095426960 > accessed 1 July 2022. 
6 defined as ‘’ life-like artificial environment with various online applications, for example in computer games, 
simulations for training purposes (pilots for example), virtual tours, animation, architectural design, and advanced 
advertising’’, Virtual Reality, Oxford Reference 
<https://www.oxfordreference.com/view/10.1093/oi/authority.20110803120011837#:~:text=Quick%20Reference
,architectural%20design%2C%20and%20advanced%20advertising > accessed 1 July 2022. 
7 defined as ‘’ real-world environment enhanced with computer generated information such as sound, video or 
graphics’’ ECORYS, ‘Virtual Reality and its Potential for Europe’< 
https://ec.europa.eu/futurium/en/system/files/ged/vr_ecosystem_eu_report_0.pdf > accessed 1 July 2022. 
8 Although some big events like the fashion week already take place in metaverse, the author believes that this is 
just a premature version of the metaverse and  it has not reached its full potential, see Maghan Mcdowell, 
‘Metaverse Fashion Week: The hits and misses’ (Vogue Business, 29 March 2022) 
<https://www.voguebusiness.com/technology/metaverse-fashion-week-the-hits-and-misses > accessed 1 July 
2022. 
9 Considering the main goal of the metaverse to create a unified experience for everything that can happen online 
(social media, remote work, entertainment, e-commerce etc.) interoperability will be key for the success of the 
metaverse. 
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A different approach would be to focus on the great resemblance of metaverse with the real-world and 

therefore try to regulate it just like a physical place on earth. Especially since metaverse will deploy  digital 

twins technology that allows physical objects to be virtually represented in metaverse (and 

representations of humans in the forms of avatars) a straightforward legal analogy with the offline world10 

seems not too overstretched. Yet again, this decision will prove rash, as the metaverse is not just a 3d 

replica of our world. The metaverse creates a new world that exists nowhere and everywhere at the same 

time, a place where already existing technologies and emerging ones will be deployed to fully take 

advantage of the unique capabilities each one has to offer11. The practical result of this deployment  is a 

constant, real-time intertwining of 3d virtual spaces and metaverse ‘avatars’ with the offline world and 

real ‘humans’ in a way where a ‘’unified and perpetual virtual universe’’12 is created. It is thus evident that 

through time the metaverse will evolve in ways we cannot even foresee as the metasky is now the new 

limit and it is still unknown how this new medium will be used by avatars and exploited by businesses. 

Therefore the persistence in applying offline laws in metaverse will soon become not viable. 

IV. The Diplomatic Approach 

Another proposed idea that focused on digital assets was to take a hybrid approach via adopting the “rule 

of permeability”13. This approach correctly acknowledges the difference between  the virtual environment 

and real-world and cuts the gordian knot via inserting an objective criterium which shall be reviewed ad 

hoc. If the virtual property is “like” property in the real world , then it shall be legally treated as common, 

real-life property. Despite the welcoming flexibility this brings, the approach is too blurry overall, 

especially considering that there is no currently established jurisdiction over the metaverse (so who will 

decide at the end what is permeable and what is not?). In addition, if this approach is extended to regulate 

the entire metaverse and not just digital assets, it does not consider the uniqueness of metaverse and its 

impact in issues like online hate speech. This ongoing debate is not fully resolved yet even for Internet 

users, as online abusive comments in the UK were wrongly considered by Mr Eady J as equal to a pub 

chat14, leading to a significant downplay of online behaviour. The very nature of the Internet, the scale of 

the impact abusive comments have online due to its accessibility, the permanence and the anonymity 

offered is the reason why the Internet should not be considered equal to a pub chat, but rather to an 

interview broadcasted to the entire world. This is why some countries realised that there should not be a 

one-size-fits-all approach and criminalised online hate speech in a stricter way than the offline one, just 

like the New Zealand Digital Communication Act15. Now if we compare the envisaged negative 

 
10 Also rejected by Ronan Kennedy, ‘Law in virtual worlds’ (2009) 12(3) Journal of Internet Law. 
11 Catapult Digital, ‘The Meteoric Rise of the Metaverse: How Can Government and Industry Regulate it?’ (22 June 
2022) < https://www.digicatapult.org.uk/news-and-insights/blog-posts/post/the-meteoric-rise-of-the-metaverse-
how-can-government-and-industry-regulate-it/ > accessed 26 June 2022. 
12 Roberto di Pietro and Stefano Cresci, ‘Metaverse: Security and Privacy Issues’ (2021) Third IEEE International 
Conference on Trust, Privacy and Security in Intelligent Systems and Applications (TPS-ISA) 281. 
13 Kurt Hunt, ‘This Land Is Not Your Land: Second Life, CopyBot, and the Looming Question of Virtual Property 
Rights’ (2007) (9) Tex Rev Ent & Sports L 141, 167.  
14 Smith v ADVFN [2008] EWHC 1797(QB);  The House of Lords Committee also endorsed this approach and 
included the pub chat analogy in its guidelines see House of Lords,  ‘Communications Committee First report – 
Social Media and Criminal Offences’, ch 2 (22 July 2014) 
<https://publications.parliament.uk/pa/ld201415/ldselect/ldcomuni/37/3702.htm> accessed 1 July 2022.   
15 Harmful Digital Communications Act 2015 < 
https://www.legislation.govt.nz/act/public/2015/0063/latest/whole.html > accessed 28 June 2022. 

https://www.digicatapult.org.uk/news-and-insights/blog-posts/post/the-meteoric-rise-of-the-metaverse-how-can-government-and-industry-regulate-it/
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consequences abusive comments on metaverse will have on real life it is certain that a straight-forward 

analogy of real-life laws would not prove to be deterrent, and neither specific online hate speech Acts 

might be even enough. On the Internet the consequences are less detrimental than on metaverse as the 

level of interaction between social media users is less intense. Especially for coordinated attacks by 

multiple avatars like video call bombing or pile-on harassment16, the final psychological harm will be more 

severe on metaverse and perhaps a new aggravated circumstance must be introduced, to ensure 

deterrence. 

V. The Unbearable Persistence in Tech-neutrality   

All the above three approaches have a common element. They all tried to regulate metaverse via a 

technologically neutral approach and insisted on focusing on its similarities with what we know and 

regulate today. Whether this is merely an evolution of the internet, a resemblance  of real-life or 

something in the middle that should be regulated only in cases it significantly resembles real life the 

approach is the same: No new laws will be necessary, just the justification of why current laws should 

apply changes. 

However, as already explained above, the choice of technological neutrality underestimates the 

distinctive nature of the metaverse and the impact illegal or harmful behaviours on metaverse will have 

in real life. Therefore, instead of solely focusing on the similarities of the metaverse with our world it is 

high time we started embracing its uniqueness and tailor legislation to solve the new legal challenges the 

metaverse creates considering the new social norms that will be created exclusively for metaverse by the 

avatar community.  This however does not imply that we need to start drafting brand new laws for all 

legal issues, but rather that a rigorous re-assessment of the entire regulatory framework must be 

conducted to identify which legal issues can be resolved without substantial changes (i.e contracts, 

environment law, terms of service) and for which issues the current law is inadequate. After this initial 

assessment, a new, metaverse-specific legislation shall be drafted, applicable to the entire new surface 

the metaverse creates, irrelevant of the country the avatar is physically located at. This will eventually 

manage to provide legal certainty, by giving businesses and platforms the chance to be metaverse-

compliant by design and to boost only innovation that meets these legal requirements. But the most 

important function of this new legislation will not be the legal certainty it brings, but that it will set the 

foundations for the creations of the new social norms for metaverse according to Lessig’s modalities 17. 

These foundations will be drafted based on the current, well established social norms of the real world, 

creating in practice a high benchmark for the new social norms of metaverse and ensuring both worlds 

have a common understanding and respect of fundamental human rights18. 

The table below provides a brief description of the envisaged legal issues that need  to be prioritised and 

included in the proposed metaverse-specific legislation:  

 
16 Roberto di Pietro (n 12) 284. 
17 According to Lessig 4 modalities regulate our behaviour: the law, norms, market and technology (=architecture). 
All these modalities affect each other, Lawrence Lessig, Code version 2.0 (Basic Books 2006)122-123. 
18 Same view that human rights standards must be extended to metaverse by Access Now and Electronic Frontier 
Foundation, ‘Virtual Worlds, Real People: Human Rights in the Metaverse’, (December 10, 2021) 3 < 
https://www.eff.org/deeplinks/2021/12/virtual-worlds-real-people-human-rights-metaverse > accessed 4 July 
2022. 

https://www.eff.org/deeplinks/2021/12/virtual-worlds-real-people-human-rights-metaverse


Legal issue Envisaged Metaverse 
Challenges 

Proposed Solution 

Online harms  The psychological harm caused by 
online harms on metaverse is 
more severe than in 2d Internet. 
New forms of hate speech will 
undoubtedly arise19. 

A specific online hate 
speech offence that takes 
an actual harm-based 
approach based on Mill’s 
harm principle20, with very 
low requirements in terms 
of proof of harm by the 
alleged victim, which will 
focus on the peculiar traits 
of metaverse behaviours 
and include inter alia pile-on 
harassment must be 
drafted. 

Anonymity Just like on the Internet, ageplay 
(meaning the ability of an avatar to 
create a character of a different 
age from the player’s actual age) 
will continue to raise challenges, 
as the lack of identification of 
avatars sustains anonymity and 
hinders law enforcement. 
Paradoxically though, in 
metaverse more personal data will 
be collected via sensors and IoTs, 
making it more difficult to lie 
about your gender or age. 

Technology as a barrier to 
criminality and deterrence 
tool. An avatar 
authentication during login 
must be required to ensure 
that no one will be 
anonymous, but rather feel 
liable for their actions, just 
like in real life.  This will 
reduce fake profiles and 
disguised avatars and help 
law enforcement.  

Data Protection Who is the data controller?21 Clarification on the roles 
and responsibilities is 
necessary. 

 What kind on international data 
transfer takes place in metaverse? 

Shall new Standard 
Contractual Clauses be 
drafted or perhaps an 
adequacy decision for the 
entire territory of 
metaverse would be more 
practical and suitable? 22 

 
19 European Parliament, ‘Metaverse: Opportunities, risks and policy implications’ (24 June 2022) (‘EPRS’), 7 
<https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2022)733557> accessed 1 July 2022. 
20 John Stuart Mill, On Liberty, (Aziloth Books 2011). 
21 EPRS (n 19) 5.  
22 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation) [2016] OJ L 119/1 (GDPR), arts 44, 45, 46(2). 



 Will the right to be forgotten be 
extended to metaverse?23 

Right to be forgotten 
extention to include 
metaverse plus a new right 
‘not to be virtually 
represented in metaverse’ 
without prior consent, as a 
preventive and more 
privacy-friendly measure 
than the ex-post right to be 
forgotten. 

 Which will be the Supervisory 
Authority? 

Most likely an independent 
body specifically assigned to 
monitor anything that 
occurs within the metaverse 
territory. 

Digital inclusion People who want to ‘enter’ the 
metaverse will most likely need to 
use powerful computing devices 
and high Internet-speed, and 
digital literacy will become 
essential24. This will potentially 
widen the gap of digital exclusion 
for less developed countries and 
people with low income25.   

Measures to ensure fair 
access to this new medium 
shall be established. 

Labour rights Metaverse as a working space will 
raise new challenges, especially 
regarding the employees data that 
can be collected through various 
ways and sensors and employee 
monitoring26. 

A possible extention of the 
right to disconnect from 
metaverse and specific 
restrictions on monitoring 
employees in metaverse 
must be established (similar 
to the current Spanish 
legislation that establishes a 
right to disconnect from 
work and ensures specific 
digital rights for 
employees27).  

Tax No current taxation on Non-
Fungible Tokens (‘NFTs’) used on 
metaverse. Risk to create  a new 
paradise island for tax evaders, as 

Metaverse tokens must be 
taxed as income, without 
the need to be cashed to 
real world currency. The 
mere fact that they can 

 
23 ibid, art 17. 
24 EPRS, (n 19) 11. 
25 From metaverse real concerns 
26 Also highlighted by EPRS,( n 17) 5. 
27 Ley Orgánica 3/2018, de 5 de diciembre, de Protección de Datos Personales y garantía de los derechos digitales, 
arts 88-89,90. 



no jurisdiction in charge and 
enable money laundering28. 

eventually be cashed in real 
currency shall be adequate 
to treat them as income29. 
Otherwise a new, parallel 
economy will boom with no 
direct gains for 
governments. 

 

VI. The New Regulatory Meta-framework  

However, this metaverse-specific regulation that will supplement already existing ones for the rest legal 

issues that can be dealt with current legislation, will not be a silver bullet on its own. To address any new 

challenges the evolution of metaverse will bring, agility is crucial, along with a clear jurisdiction and law 

enforcement bodies. Otherwise, the avatars will become the new outlaws, just like bloggers did in our 

‘Electronic Frontier’ Internet era. To this aim, a historical retrospective of the original Wild West era might 

provide us with some solutions. The Wild West era actually lasted only 30 years. Three were the main 

reasons of its end: The barbed wire, the transcontinental railroad and the sheriff. If we apply the above 

solutions to the new Wild West that is eminent in metaverse, we will find three different ways to combat 

the problems. 

The barbed wire basically helped people mark and protect their land from the cowboys. The meta Wild 

West era we will probably need to face is the aftermath of how metaverse was designed in the first place, 

without limits. The solution thus will not be to propose again the fragmentation of metaverse based on 

jurisdictions and create borders in a place where its architecture never envisioned these, but rather to 

draw around metaverse some red lines with this metaverse-specific legislation that will resolve the legal 

issues mentioned above.  

As far as the transcontinental railroad is concerned, the issue that will certainly arise on metaverse is the 

blurring of the lines between metaverse and real life due to the ‘aterritoriality’ of the former and the 

constant intertwining of these 2 parallel ‘universes’. Instead of considering this a problem, the 

‘transuniversal’ railroad exploits it as advantage. As already mentioned, according to Lessig’s pathetic dot 

theory each individual is constrained by 4 forces: The law, the social norms, the market and the 

architecture, all of them affecting each other. It is thus reasonable to assume that when these  two parallel 

‘universes’ co-exist for the same pathetic dot (each avatar is also a natural person), there will be a constant 

interchange of laws, and norms between them. Although the metaverse-specific laws will be built on 

existing, real-life norms like human rights, privacy, fairness, etc. , it is unrealistically to assume that this 

will be a one-off exercise. As the metaverse evolves and amendments to the metaverse-specific legislation 

will become necessary, a channel of constant exchange of real-life norms and laws with the norms that 

will be gradually created on metaverse must be  established to ensure the metaverse specific laws 

consider both simultaneous evolutions. The reason why this interchange is necessary is because whatever 

happens on metaverse has its roots in the real world. All avatars are identifiable natural persons, and even 

the consent avatar users will first be asked to give in before they enter the metaverse happens physically 

in real world and vice versa (for instance, NFTs created on metaverse will be eventually turned into US 

 
28 Richard Tromans, ‘The World Is not Enough: Law for a Virtual Universe’, 2007 (70) European Lawyer,21. 
29 Gregory Lastowka and Dan Hunter, The Laws of the Virtual Worlds’, CaL L Rev (2004) 92 (1), 51. 



dollars and be cashed out in real world.) Since the metaverse in fact exists as a loophole among the virtual 

world and real life, it is sensible to constantly keep in sync both ‘universes’ in terms of norms and laws, 

though these will not be identical because the architecture is different and stringent legal requirements 

on metaverse must be imposed. Otherwise, we might soon end up creating a babel of completely new 

social norms and laws in metaverse than the offline ones in a way that i.e consent might be considered 

unethical on earth, but ethical on metaverse. 

The last step in this proposed meta-framework  is the sheriff, meaning the authority that will be in charge 

of the enforcement of laws in the entire surface of metaverse. To ensure this will be a viable solution, 

ideally the ‘sheriff’ shall not come from one country, nor one jurisdiction as the metaverse-specific 

legislation will apply to the entire surface of the metaverse irrelevant of where the parties reside on earth. 

This will also help to avoid a de facto authoritarian superiority of one legislation or jurisdiction from the 

rest. Instead,  an independent regulatory body like Ofcom30 agreed by all countries and stakeholders must 

be established that will be exclusively in charge of regulating the metaverse and monitoring its evolution 

to promptly address new legal challenges.  

Considering the vast amount of metaverse surface and the perplexity of the tasks, realistically only one 

authority in charge will probably be inadequate in terms of human resources to achieve its purpose. This  

essentially leads us to smart regulation that is flexible enough to include third-parties like auditors and 

NGOs as independent regulatory surrogates31, easing the burden from the authority, while balancing 

commercial interests as well. The latter will be achieved if regulatory surrogates include a range of parties 

(including businesses) and combine multi-disciplinary views to maximise the chances of controlling all 

aspects and long-term implications of the metaverse32. This new type of ‘‘transnational policing’’ is 

perfectly aligned with Manning’s suggestion that new social spaces need us to reconceptualize policing 

since the current version is inadequate to work across borders33.  

The figure below provides a visual representation of the proposed regulatory meta-framework: 

 
30 Ofcom is the regulator for the communication services within the UK. For more information see its website 
‘About Ofcom’, (Ofcom) <https://www.ofcom.org.uk/about-ofcom> accessed 4 July 2022. 
31 Neil Gunningham and Darren Sinclair, ‘Smart Regulation’ in Peter Drahos (ed), Regulatory theory: Foundations 
and applications (ANU Press, 2017)133-135. 
32 Roberto di Pietro and Stefano Cresci (n 12) 287. 
33 Peter Manning, ‘Policing New Social Spaces’ in J Sheptycki (ed), Issues in Transnational Policing (London, 
Routledge, 200) 177-180. 



 

Figure 1 Proposed regulatory meta-framework 

VII. Conclusion 

Legal response to technological breakthrough should reflect the complexity of the latter. The metaverse 

provides us a great opportunity to abandon the illusion of drafting successfully technologically-neutral 

legislation as it cannot effectively address the unique challenges each technology raises. To avoid creating 

new outlaws, we need to learn from the past. After an initial re-assessment of the entire regulatory 

framework, a  new regulatory meta-framework from the design phase of metaverse must be established 

to ensure legal certainty and agility through time. 

 

 


