IIC EVENTS

CYBERSECURITY
LESSONS FROM THE
PANDEMIC
Network defences are holding up, but key vulnerabilities have emerged
as cyberattacks spike. Report by RUSSELL SEEKINS

C

omplementary webinars on cybersecurity were held by
the IIC on 23 June 2020, “The cybersecurity spike”, and
by the IIC US chapter on 9 June 2020, “Cybersecurity at
the United Nations”, with the usual focus on computer
viruses and malware set against the context of the novel
coronavirus COVID-19.

THE CYBERSECURITY SPIKE
The IIC webinar considered the opportunity presented by
the COVID-19 pandemic for hackers to strike, whether using
health-themed phishing schemes, or by brute force attacks
on networks with few or remote IT staff or simply with
thousands of remote workers on networks worldwide. It
considered how operators and regulators can work together
to defend networks and consumers while maintaining
essential information and services. The panel comprised:
l Alee Fa’amoe, deputy chief executive officer and
executive director, OfReg, Cayman Islands (moderator)
l Julie Ruff, head of sector for secure value chain, DG
Communications Networks, Content and Technology,
European Commission
l Chris Gow, senior director, EU Public Policy, Government
Affairs, Cisco
l Kenneth Adu-Amanfoh, executive director, Africa
Cybersecurity and Digital Rights Organization
l Fiona Taylor, head of international public policy,
Verizon
l Marshall Erwin, senior director of trust and security,
Mozilla Corporation.

EXPERIENCE OF THE PANDEMIC
There was agreement that networks had coped well with
the sustained peak usage in network traffic resulting from
the pandemic, with no major impacts or outages, and
minimal need for reconfiguration. Operators were felt to
have handled the pandemic well, in co-operation with the
authorities. The European Commission had been closely
involved, in direct contact with member states, CEOs of
telecoms companies and content providers. One outcome of
this was the request for content companies such as Netflix
to switch from high definition to standard definition to
prevent problems of network congestion. Other parts of
the digital infrastructure, such as internet exchanges, also
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maintained performance. The regulatory response was
felt to have been effective, avoiding being prescriptive
and showing the right degree of flexibility.
Verizon had experienced global inconsistencies in
the process of having its staff recognised as part of an
“essential service”, and in applying for permits. The
problem was exacerbated where third parties were
used for technical work. Some countries were highly
administrative, requiring full roles and names of
personnel, whereas Singapore was more pragmatic,
allowing work to continue if applications had been made.
Mozilla’s concern was that the pandemic could result
in a degradation of capacity to maintain its services as
a piece of “critical infrastructure”. The organisation
maintained a group of “first responders” looking after
the integrity of the company and workforce, and a
second group whose job it was to protect products by
maintaining capacity for updates at short notice in
order to maintain security. Some elements of Firefox,
such as synching, are more vulnerable to attacks from
distributed denial-of-service (DDoS) and phishing.
Incident response processes needed to be ready, with the
capacity to respond to spikes in cyberattacks. Firefox is an
open source browser so malicious versions are a constant
threat. However attacks on the Mozilla infrastructure are
currently of greater concern and for now, the focus is on
keeping the “responsive capacity” necessary to keep it
secure.

EU POLICY INITIATIVES
l NIS (Network and Information Security) Directive:
reinforces the capacity of member states, enhances
EU co-operation and sets security requirements
l Cybersecurity Act: sets a framework for
cybersecurity certification
l Competence centre: a pool of EU funding allocated
to defined priorities
l Blueprint: a playbook of responses to largescale
incidents
l Supply chain security: advising on 5G
l Tracing apps: setting common cybersecurity
requirements.
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TYPE AND NUMBER OF CYBERATTACKS
Most speakers reported that there had been no
significant increase in the overall number of
cyberattacks experienced during the pandemic,
despite the massive increase in home working
during lockdown. However, with many people
unused to home working, some types of incident
had surged, especially DDoS, phishing and fake
shops, many of which were adapted to COVID-19related themes. One example was a fake email from
the “director general of the WHO”, which delivered
keylogger malware; another involved scam “COVID
relief funds”.
Africa however saw a dramatic increase in
cyberattacks directed towards government, health
and education institutions, the telecoms sector,
banks and end users. With their infrastructure
responsibilities, telecoms companies are
susceptible to a high level of attacks, and mobile
money has been a particular target. In education,
institutions mostly didn’t have the necessary
security applications for the large number
of online classes and are not “cyber aware”.
Assessments by the region’s C/SERTs (Computer/
Security Emergency Response Teams) had shown
that phishing was the most common type of
attack, believed to be because of the lack of
awareness among users. Governments across the
regions are working with regulators and operators
to try and push the awareness message. Initiatives
include the setting up of sectorial cybersecurity
teams to co-ordinate responses among operators,
and campaigns involving messages sent to users’
phones. In many cases directives have been
issued ordering improvements in cybersecurity
protection. One presenter was surprised there
hadn’t been an increase in activity from attackers,
but suggested they also are struggling to adapt.
Malicious actors have learnt their own lessons, but
“defenders” should also be better prepared.
The degree of vulnerability to cyberattack

www.iicom.org

Hackers are
exploiting
vulnerabilities in
cybersecurity to
attack medical and
health research
facilities during the
COVID-19
pandemic

varied according to what stage organisations
had reached in their digitalisation journey. Of
most concern were the less mature sectors of
healthcare and education, which not only had to
effect a rapid migration, but also had additional
risk factors from dealing with vulnerable
individuals and handling sensitive information.
Cisco had responded by offering extensive free
trials but, in any case, the migration placed
considerable pressure on enterprise teams. A lack
of familiarity with new digital tools had created
additional security risks. Field hospitals needed
full connectivity and a number of hospitals were
the subject of ransomware attacks, notably the
EU’s largest private hospital. State actors were also
thought to have been involved, responsible for
malware attacks on Czech hospitals and attempts
to hack research organisations in the UK and US
dealing with COVID-19 vaccines.

LESSONS LEARNED
In the EU, the feeling was that the different
arms and levels of the organisation had worked
well together, with constant communication
and advice from the European Union Agency for
Cybersercurity and with the European Union
Agency for Law Enforcement Cooperation (Europol)
and co-ordination with C/SERTs. Coronavirus
had provided a test run for the “blueprint”, but
the situation had not warranted an activation.
The Body of European Regulators for Electronic
Communications also set up a body to monitor
and report on network traffic. The aim now is to
create a platform for information exchange to help
less digitally mature sectors such as healthcare,
including establishing a new information sharing
and analysis centre (ISAC) for the sector.
In Africa, many governments already have
a cybersecurity strategy, but not the funds for
implementation. Activity to address this process
is now under way. Telecoms companies have
launched a comprehensive programme
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including threat detection, preventive measures
and increasing awareness among employees in
areas such as phishing and social engineering.
Currently only about 60% of countries in
Africa have the own national CERT. Most are now
developing them, and there have been capacity
building workshops for these countries with help
from the Economic Community of West African
States (ECOWAS) and the US, but one of the
barriers is funding. The African CERT is involved in
increasing co-operation and information sharing,
and the African Union is also pressing this. The
pandemic is likely to result in the acceleration of
the development of CERTs in the region.
The crisis has helped focus minds on the
importance of providing clear, pragmatic guidance
in areas such as remote work, secure collaboration
and cyber hygiene for small businesses. It also
raises the question of what should be considered
as essential services. Sectors such as telecoms and
health are already included, but new ones could
include food supply and agriculture.
Verizon’s (pre-COVID) Data Breach Investigations
Report1 identified a series of learnings, including
“zero trust” around phishing and credentials
thefts, security training, secure collaboration
tools, improved international dialogue, cyber
risk management and management of the range
of network assets. The key was the need for a
consistency of approach. It was recognised that
the European Commission works hard to achieve
this over resistance from member states. Any way
in which complexity could be reduced would be
welcome.

FUTURE RESPONSES
The experience was unprecedented, and it would
be self-defeating not to learn from the lessons of
the pandemic.
Regulation. The EU’s NIS directive is expected
be reviewed by the end of the year and there will
be an examination of the necessary levels of cooperation at the EU level. Implementation of the
electronic regulations code is ongoing and has
new, modified provisions on security. Member
states have until the end of the year to adjust to
the new provisions. A report on 5G cybersecurity,
and its implementation by different member
states, will be published later this year.
Research. Currently the EU is focused on
solutions for SMEs, the energy sector and
protection of critical infrastructure. There is also
a pillar on artificial intelligence and security. The
EU’s “Horizon Europe” programme for 2021-2027
covers many themes relevant to cybersecurity,
including disruptive technologies, supply
chain security, resilience of infrastructure and
cryptography. The Digital Europe programme
is focused on deployment of technologies.
Cybersecurity priorities include certification,
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testbeds and supporting the NIS with secure
platforms for exchanging information.
Internet pricing. In Africa the change will be
in internet pricing, especially bandwidth pricing.
The pandemic has pushed people towards using
digital platforms, but internet pricing in the
region is very high. There are governments
working with operators to reduce internet
pricing, but post-pandemic it’s important that
investments in secure infrastructure don’t come
at the expense of availability. Citizens are entitled
to be able to access the internet.
Security supervision. Early on in the
pandemic, there were many questions asked
about existing security and privacy frameworks.
Regulators generally and rightly resisted calls for
suspensions of parts of the rules. But there was
some relaxation in areas like procurement which
enabled the speeding up of deployment. Cisco’s
business grew rapidly, but it is right to re-visit
some of this. In the midterm the digitalisation of
the public sector will result in the breaking down
of barriers in, for example, healthcare, but there
will be a need for stricter supervision of data
storage and the IT architecture supporting it.

UNITED NATIONS AND CYBERSECURITY
The IIC US Chapter focused on United Nations
activities related to cybersecurity.
www.iicom.org
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The panel comprised:
l Andrew Haire, co-chair, IIC US chapter
(moderator)
l Timo Koster, diplomat, Dutch Ministry of
Foreign Affairs and ambassador-at-large for Security
Policy and Cyber
l Veni Markovski, vice president for United
Nations engagement, Internet Corporation for
Assigned Names and Numbers (ICANN).
Veni Markovski described goals and process
issues including ICANN’s role interfacing with the
United Nations, indicating that it is the intention
of the organisation to educate, explain, and help
the United Nations understand the operations of
the World Wide Web and the internet in general as
it considers cybersecurity policy. He also outlined
the various cybersecurity working groups at the
United Nations and who interfaces with each.
Ambassador Timo Koster went deeper into the
substance of six areas of cybersecurity focus of
the Open-Ended Working Group (OEWG) and
the Group of Governmental Experts (GGE) at the
United Nations, explaining that 193 nations are
able to participate in the working group in a
multi-stakeholder setting that includes NGOs and
industry involvement, whereas the GGE is only five
selected nations. He made the case for building
on progress already made and acknowledged the
“schizophrenic situation” of having nations affirm
cybersecurity norms and agree cybersecurity
threats should be countered, even as malicious acts
are perpetrated.
1. Identifying existing and potential threats
to cybersecurity. There is a large amount
of agreement among nations about threats
including malicious behaviour by states, terrorist
organisations and criminal organisations.
COVID-19 is now also added to this and has clearly
provided an opportunity for bad actors to abuse the
situation for cyberattacks, including on medical
infrastructure. While there is a large degree of
agreement on what the potential threats are, as
well as what is and is not permissible, cyberattacks
are on the rise.
2. International law and its applicability
to questions of cybersecurity. There is a large
degree of agreement on the applicability
in full of international law in cyberspace,
including international humanitarian law and
the Charter of the United Nations. Questions
around the application of legal definitions, such
as armed attack or armed conflict, and how
legal thresholds work in cyberspace are being
worked through. A number of nations do not
agree on the applicability of international law in
cyberspace and seek a new international treaty to
regulate cyberspace. However this would entail
a new negotiating process, render the current
international rules-based order null and void and
create a huge vacuum which would probably not
www.iicom.org
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be filled for a decade or two.
3. Norms, rules, and principles for responsible state behaviour
in the case of cybersecurity. There are a number of sets of norms,
many of which have been spelled out, for example the report of the
Global Commission on the Stability of Cyberspace has reconfirmed
and amplified norms that are especially relevant in this day and
age.2 One is not to attack the public core of the internet. Another
is the protection of election infrastructure and health/medical
infrastructure. The experience of the pandemic has prompted moves
to promote medical infrastructure to the category of national critical
infrastructure. There seems to be agreement that these norms will
have to be strengthened, elaborated and observed and upheld, but we
are not there yet.
4. Confidence building measures that can apply to cybersecurity
efforts. Confidence building measures (CBMs) are known about
from the disarmament and arms-control context. Transparency,
predictability and being clear about the capabilities you have and
the circumstances in which you would deploy them is important in
creating trust in cyberspace. CBMs are an area of “low-hanging fruit”
because they pertain to a nation’s own behaviour and could help a
lot. Even though not recognised as a CBM as such, self-restraint by
nations with capability is an important confidence building measure.
There is wide agreement that CBMs should be strengthened and
upheld.
5. Capacity building efforts, including closing connectivity gaps
around the world. There is widespread acknowledgement that we
need to close the connectivity gap, still roughly 40-50% of the globe,
with many of those who are connected not properly protected, and
many of those who are protected living in countries that may not
observe fundamental freedoms of individuals online. One half of
the world should help the other half of the world in building cyber
capacity.
6. Promotion of regular institutional dialogue on the subject of
cybersecurity and connectivity. Institutional dialogue can be read
in different ways and there are important differences in the way it
is approached. The OEWG itself is an institutional dialogue and was
set up as a multi-stakeholder forum. While some countries want a
state-led dialogue, other nations consider it very important to have
institutional dialogue in a multi-stakeholder format, inclusive of civil
society and industry, because the internet is not owned by the state.
REFERENCES 1 Verizon (2020). 2020 Data Breach Investigations Report. vz.to/30qDe9V 2 For further information on the Global
Commission on the Stability of Cyberspace see www.cyberstability.org

July 2020 Vol 48 Issue 2 | InterMEDIA 11

