
Is it possible to violate the right to privacy without human beings? 
 

 

Legally, privacy  is of a dual character: as (i) objective right,where it constitutes all legal provisions, 

national or international privacy of persons in three dimensions: minimum interference of public 

authority in particular relationships, protection of personal data and free personality development; 

and as (ii)  subjective right,when conceived as the set of legal rules that recognize prerogatives to 

safeguard elements of their life and immediate environment, based on freedom and self-imposed 

limits. 

 

Addressing the right to privacy from a telecommunications perspective and in the context of the 

constant development of information technologies, we have that the classification of standards raised 

has various expressions in the legal field. 

 

From the subjective perspective of the right to privacy, the legal systems provide for or recognize a 

number of rights of the person or fundamental rights that make up or affect within the intimate realm 

of the governed and which are related to the development of the free personality, translated into the 

series of decisions that each person has to prefer certain conduct , with repercussions for itself and 

without affecting third parties or the common good. 

 

An example of the above is the recognition that the Mexican Constitution makes as fundamental 

rights to the right to information (Constitutional Article 6), the right to the protection of personal data 

(Constitutional Article 16), freedom of expression and printing (Constitutional Article 7), the 

inviolability of communications (Constitutional Article 16), copyright and intellectual property rights 

(Article 28 Constitutional). 

 

In addition, and specifically linked to personal information, we have the right to privacy, privacy, honor 

and self-image; which, despite not being directly recognized by the Constitution, are directly 

recognized by the international treaties signed by Mexico. 

 

In contrast to the above, under the objective perspective of the right to privacy we see the further 

development of the right to privacy, especially with regard to telecommunications and information 

technologies, so it is possible to identify three dimensions from which the phenomenon is sought to 

regulate in a broader way. 

 

With regard to the minimal interference of public power in people's lives, one of the most 

controversial issues has been the geolocation of mobile equipment by the authorities during the 

crime investigation. 

 

In this regard, in Mexico there is a precedent set by the Supreme Court of Justice of the Nation in the 

judgment of actions of unconstitutionality 10/2014 and 11/2014, referred to article 303 of the 

National Code of Criminal Procedures, which opened the possibility for the federal or local public 

prosecutor," in the context of the investigation of a crime, to request telecommunications grantees 

and concessionaires to geolocate mobile equipment. This legal provision was declared 

unconstitutional because it did not limit the legal hypothesis to a certain type of crime, such as: 

organized crime, crimes against health, kidnappings, extortion, threats, etc. 

 

However, on the subject there are positions to the contrary, such as that of Minister Alfredo Gutiérrez 

Ortiz Mena, who argues that the location signals sent by a mobile equipment are transported across 

the radio spectrum, which constitutes a public domain good subject to state regulation, so the 

individual does not have a valid expectation of privacy regarding such signals to prevent their 



dissemination , as you could argue for conversation content. Consequently, it would be sufficient for 

the request for identification of a mobile communication equipment to be issued by the competent 

authority and to be well founded and reasoned, without the need to mediate a court order. 

 

On the other hand, in the case of the protection of personal data, the socio-technological media 

represent a huge challenge for the safeguarding of the right to privacy, especially if you consider the 

economic component of them in the new communication paradigm; constituting crucial topics for the 

control of personal data the classification of information and ARCO rights (access, rectification, 

cancellation and opposition). 

 

Despite the above, in the face of the overcrowding of internet use and the development of new 

information technologies, the forms of invasion of users' privacy from the various devices they use, 

such as mobile phone, computer or TV, are sophisticed; situation that is normally erected as a practice 

"consented" by such users, although sometimes they do not know it for them and end up being 

heard, monitored and even observed. 

 

Under this perspective, the protection of personal data becomes complex and the mechanisms that 

seek its protection and intend to claim responsibility for the unsuitable management of information 

(collection, processing and dissemination of data), must provide a large number of elements and 

constitute a comprehensive solution, in which legal, technological and business aspects converge, 

considering as a central theme the consent of individuals , because it is only in the absence of 

interference in privacy. In this sense, the restrictions imposed by the laws and the creation of privacy 

notices serve as an indispensable instrument to access personal data. 

 

Both in the public and private spheres, there is a tendency to provide security in the processing of 

personal information. It shows that it is the issuance of specialized legislation on the subject within the 

Mexican legal system, such as the General Law on Transparency and Access to Public Information, the 

Federal Law on Transparency and Access to Public Information, the General Law on the Protection of 

Personal Data in Possession of Obligated Subjects, the Federal Law on the Protection of Personal Data 

in Possession of Individuals and the Law on Civil Liability for the Protection of the Right to Private Life, 

Honor and the Own Image of Mexico City. 

 

In addition, in the criminal field and related to sexual intimacy in digital media, at the beginning of 

2019, various Mexican criminal codes were modified in order to recognize digital violence 

(cybervenganity, cyberporne and sexual harassment) as a type of crime, the penalty of which involves 

economic fines and /or jail terms for those who broadcast on the internet intimate content of another 

person without their consent, which has been generically known as "Olimpia Law". 

 

For its part, the Federal Telecommunications Institute submitted to public consultation from 18 

December 2019 to 15 July 2020 the Preliminary Draft Guidelines for Traffic Management and Network 

Management to be subject to Dealers and Authorized Parties providing the Internet Access Service,in 

which it is intended as the obligation of the service provider toensure the inviolability of users' private 

communications and are instructed to publish on their website a code of traffic management policies, 

that should include recommendations to users to minimize risks to the privacy of their 

communications. 

 

However, the Mexican Federal Civil Code does not yet provide special protection to the right to 

privacy or personality rights related to it, being a pending subject in the matter. 

 

It should be noted that depending on how the right to privacy (fundamental right or right of the 

person) is legally conceived, mechanisms for their protection are adopted. 

 



In this sense, there can be a greater propensity in countries of Civil Law tradition to recognize privacy 

as a fundamental right, so its development is broader and is implemented through legislation, 

protection mechanisms and jurisdictional precedents, the purpose of which is to provide greater 

security to the governed in terms of their personal information. In contrast, under the tradition of the 

Common Law, privacy constitutes a value of individual identity that contributes to the formation of a 

democratic society, which is protected without being configured a fundamental right, which is 

executed through self-regulation and within the scope of the rights of the user, when verification of 

some violation of the clauses of contracting a service that results in the misuse of personal 

information. 

 

However, the trend is to strengthen the protection of the right to privacy from the joint adoption of 

legal issues, development of privacy-enhancing technologies or PET (Privacy Enhancing Technologies) 

and self-regulatory issues, such as the adoption of ethical codes, conduct and good practices in 

information management. 

 

For example, the proposal of José Antonio Sánchez Alcón, Lourdes López Santidrián and José Fernán 

Martínez, which seeks to gather legal, technological and business knowledge in a computer system 

that protects the privacy of information from the issuance of trusted certifications. 

 

For this purpose, the legal imperatives of legal doctrine would be charged to the system and the legal 

framework would be selected from a useful matrix with various fields, leading to the protection of 

data that identified or could identify specific persons. 

 

The vulnerability of the right to privacy to the new technological scenario is undeniable, given the 

large amount of information circulating with minimal control on the part of the user; so, while the 

advancement of computing involves greater freedom and development, it can also train those who 

handle large amounts of personal information in user dictators, conditioning or coercing them to act 

in a certain sense. 

 

The issue of information privacy has become more important from the massification of the Internet 

and the creation of some value-added services such as search engines, social networks, webmail, 

cloud file storage, etc., as well as international cases such as Snowden's complaint regarding the 

massive surveillance that the U.S. government conducts on its citizens and about politicians from 

other nations. 

 

But how is it that the invasion of privacy is developed through the whim use of other people's 

information?, How do you get such information, is there necessarily human intervention in the 

process? 

 

The process is simple: individuals give their information to private companies in exchange for some 

service, for which they accept in advance the conditions that are required to obtain it by click and by 

accession to a contract that provides authorizations to use the information and privacy waivers, which 

is not even read. This information creates profiles and trends to influence a certain sense of people's 

actions. 

 

Coupled with the fledgling development of protection mechanisms, we have factors such as lack of 

education, economic and political interests, interconnection, ignorance and overconfidence, which 

leads to privacy violations with serious repercussions for people. 

 

The massive use of the internet and the development of sophisticated cyber resources, such as 

programs and algorithms, are shown as multiplier effects of violations of the right to privacy, 



presenting a global and unlimited effectiveness, in contrast to a legal responsiveness divided and 

delimited by national borders. 

 

In this perspective, some tools for obtaining and managing sensitive information, which 

generally operate in an automated manner, are as follows: 

 

• HTTP cookies: data stored on the computer that facilitate access to web pages; same that can 

be used for the tracking and tracking of the user's activities, generating economic advantages 

for the administrator of them. 

 

However, Directive 2009/136/EC of the European Parliament warns of software that 

surreptitiously controls users' actions or sub-sees the operation of terminal equipment for the 

benefit of a third party (spyware), which threatens privacy. It therefore advocates ensuring a 

high level of protection for users, regardless of inadvertent downloads of these programmes 

and providing information on the precautions and measures available for the protection of 

equipment. 

 

For the use of this tool, those responsible for its operation should ensure that they comply 

with additional requirements to those imposed by the regulations for the protection of 

sensitive data, in addition that cookies that do not operate personal data should be excluded 

from the regulation. 

 

• SearchEngines : Search engines of web pages with the ability to store user information to 

customize searches and refine it because of their interests, for which they use tracking 

cookies, user accounts and record IP addresses. 

 

They are a tool with a high probability of privacy breach because they allow the creation of 

user profiles to be able to determine consumption habits. 

 

The best known is Google, which has a great capacity to process vast amounts of information 

from the millions of visits it receives daily. However, there are search engines that do not store 

information such as DuckDuckGo or that allow you to access Google searches anonymously. 

 

With regard to the right to privacy and search engines, on 13 May 2014 (C-131/12, Google v 

AEPD case) the Court of Justice of the European Union determined that search engines are 

responsible for the processing of data, equating them to the activities of website publishers, 

as the processing of such data may affect fundamental rights to privacy and the protection of 

personal data. 

 

Likewise, no responsibilities are exonerated for the automation of search engines, since it is 

held that when browsing the Internet in an automated, constant and systematic way in search 

of the information that is published there, the manager of a search engine 'collects' such data 

that 'extracts', 'registers' and 'organizes' subsequently within the framework of its indexing 

programs, 'preserves' on its servers and , where applicable, 'communicates' and 'facilitates 

access' to its users in the form of lists of search results; so this also qualifies as a processing of 

information and generates responsibilities. 

 

• Social networks: online services that allow users to generate a public profile in which they 

capture personal data and information, being able to interact with the rest of the users of the 

same. 

 



These applications create concern regarding the right to privacy on the Internet, since it is the 

users themselves who upload personal information to the network or content made by 

themselves, having basic knowledge in the use of the Internet and with limited information 

regarding the impact of publishing their own or third-party information on the web. 

 

On the right to privacy on social networks, the International Group on Data Protection in 

Telecommunications in Berlin, approved on 4 March 2008 the Rome Memorandum,in which 

it emphasizes that one of the challenges is that the information published on social networks 

is made under the initiative of the user and under their consent, being that the apparent 

gratuitousness of this type of services is not always given, since users pay with their profiles 

secondary uses, such as personalized marketing. 

 

Precisely, from what Snowden revealed, it was known that Facebook is used by the American 

National Security Agency (NSA) in order to exercise surveillance work from user profiles, 

because with the exploration of the large amount of data provided by such profiles, 

sophisticated graphics of social connections of users are created , being able to identify 

partners, locations, colleagues and even phone call analysis and email registration. 

 

Two times are identified when people's privacy on social media is at risk: 

 

a) At the time the service is registered (privacy clauses are not read and the options 

are not configured) 

b) At the time of participation in the network (the scope of the publications is 

unknown for both the rights of the user and in relation to the rights of third parties). 

 

On the subject of data transfer on Facebook, the Court of Justice of the European Union 

ruled on 6 October 2015 (Case 362/14 Maximillian Schrems/Data Protection Commissioner) 

that the national data protection authorities to which an individual complaint had been 

lodged, they could examine whether the transfer of data complies with the requirements of 

European Union data protection legislation, even if a Commission decision stated that a 

third country offers an adequate level of protection of personal data. This, in order to ensure 

that, in the event that an individual complaint is well founded, the transfer of data from 

European users from Facebook to the United States could be suspended, as a country that 

does not offer an adequate level of personal data protection. 

 

• Big Data and the Industrial Revolution 4.0: consists of the transition of technology 

analogous to digital technology, software development, massive data systems and their 

storage, incorporation of sensors and electronics to the elements that interact in production 

processes and derivative products, human-machine coexistence and availability of enriched 

information for better decision-making. 

 

Big Data programs feed on five types of information: Web and Social Media (social networks 

and blogs), M2M (connection between devices), Big Transaction Data (detailed call logging), 

Biometrics, Human Generated (voice notes, mails, medical studies). 

 

In addition, data collection technology has been added for its processes and there are now 

programs to analyze and process large amounts of information, regardless of the structure or 

format in which they are preserved, for example: data produced on mobile devices, audio, 

video, GPS systems, digital sensors, etc. 

 

This is the case of the American smart TV company Vizio, which revealed its collection of user 

data, as part of a process of selling its shares on Wall Street. It shows how it collects in daily 



and in real time more than 100 billion data, with the intention of knowing the consumption 

habits of users, through a technology capable of tracking content and determining what they 

are seeing, regardless of the source of the images. 

 

 

It is necessary to consider that the automation of processes for the collection, management and 

dissemination of personal information in the cyber world or artificial intelligence, is the central 

element in the Industrial Revolution 4.0. Huge amounts of personal information are often analyzed via 

algorithms that use all the capabilities that artificial intelligence opens and thereby reduce a high 

value to the use of this type of process for the generation of more effective solutions in various 

aspects of human life. 

 

An example of this is what is done by the company QURE. AI on the occasion of the COVID-19 

pandemic, who, from the work he had been doing for some years with deep learning models to detect 

common types of lung abnormalities, together with a panel of experts who determined the typical 

characteristics of COVID-19 pneumonia, codified the knowledge in its qXR software so that it could 

calculate the risk of disease from the number of characteristics presented by an X-ray. A preliminary 

validation study in April 2020 found that based on 11,000 patient images, the tool could identify 

COVID-19 patients with 95% accuracy. 

 

However, in this context we also face ethical and legal challenges regarding the application of 

algorithms on personal information. Precisely, with regard to COVID-19, the MIT Journal of 

Technology refers to the case of South Korea, where the government of that country uses various 

applications and algorithms in order to isolate the sources of contagion. Through their mobiles 

citizens are monitored in their transfers, recorded with cameras to identify them and through devices 

in public places their body temperature is captured. If they develop a fever, all citizens with which they 

crossed their journey about a possible infection are notified by mobile phones themselves; so it's an 

example of invasion of privacy and telesurveillance. 

 

The risk of such uses of information involves automated decisions that can lead to discrimination or 

algorithmic bias that seriously harms people. They are of particular concern, algorithms that 

participate in complex neural networks and give rise to machine learning, which can be translated into 

a government of algorithms, where decisions about citizens are made and fundamental rights are 

violated. 

 

In this regard, the following efforts have been verified to limit the automated processing of personal 

information by artificial intelligence, in safeguarding the right to privacy: 

 

• European Union General Data ProtectionRegulation: requires those who handle algorithms 

to process information fairly and transparently, explaining how decisions are made and their 

scope, especially those that affect privacy; which constitutes recognition of the right to 

explainability. 

 

• Statement on Algorithmic Transparency and Accountability (ACM USA, 2017)– proposes 

a number of principles to be applied to support algorithmic decision-making and thus 

minimize potential harm. These principles are: Awareness, Dispute and Compensation, 

Responsibility, Transparency, Traceability, Auditability and Verification and Testing. 

 

• Asilomar Principles on Artificial Intelligence (2017): provides for the explainability of 

algorithmic decisions and their auditability, the responsibility of system developers for the 

misuse of information and the user's ability to control their data through informed consent. 

 



• Ethical Guidelines for Reliable Artificial Intelligence (European Union, 2019): within the 

requirements to be met for systems to be reliable, it is pronounced for privacy and data 

control, considering its quality and integrity, as well as legitimate access to them. 

 

At the national level, on 9 December 2019 the Advisory Council of the Federal Telecommunications 

Institute issued the "Recommendation issued by the Advisory Council of the Federal 

Telecommunications Institute on the protection of the right to privacy in the provision of 

telecommunications services and in collaboration with security and justice authorities",where it states 

that regulation on the subject must be based on the obvious vulnerability of privacy, so it must be 

clear and detailed the establishment of circumstances in which The State may enter into the privacy of 

citizens, as well as traffic management measures and methods to be used by service providers to 

guarantee such a right to users. 

 

It also points out that on the basis of Article 298(D)(V) of the Federal Telecommunications and 

Broadcasting Law, it is possible to penalise dealers or authorized persons who do not establish the 

necessary measures to ensure the confidentiality and privacy of user communications. 

 

Given the complexity of the cyber phenomenon of our time, it is evident the possibility of violations of 

the right to privacy from algorithms and artificial intelligence that, through complex neural networks, 

operates daily the large amount of personal information that we as users provide with each access to 

the network, and whose use or application we do not know to a great extent. 

 

This situation has opened up the debate on the right to explainability regarding the design and 

operation of the artificial intelligence system. However, due to the high dimensionality and complexity 

of such systems, it is sometimes impossible to provide a reasonable explanation of the processes that 

machines perform to fulfill the design objective, generating "black boxes" in the determination of a 

decision; so there is talk of opacity in the neural networks that make up artificial intelligence. 

 

In addition, we cannot lose sight of the biases in the structured data that trains the machine and which 

could negatively impact vulnerable groups and exacerbate discriminatory biases in marginalization, 

because artificial intelligence makes no logical sense to understand diversity, causing information 

processing to be not equal for all. It is not easy to grant the notion of positive discrimination to an 

algorithm, as would be reasoned by a human judicial interpreter, and this is why it has been 

recognized as a right of individuals not to be the subject of a decision based solely on the automated 

processing of their information. 

 

This situation is observed in the US criminal system with the COMPAS tool, which manages to correct 

criminal predictions about all criminal types at 60%. However, his prediction rate on violent crimes is 

only 20%. However, because the system caused racial disparities, the Wisconsin Supreme Court 

approved the use of COMPAS only as a judge assistance tool, who will have full discretion to consider 

additional factors and weigh them in their decision. 

 

By shifting this situation to the determination of vital opportunities or assignment of social services, 

the same risks are observed, as it is possible to have biases in systems for the benefit of elites, in 

addition to the many constitutional courts and ethical committees have agreed that people should 

not be valued differently for issues such as the state of their health or age , because they share a 

common humanity and possess human dignity. 

 

The debate is complex as a number of fundamental rights are indefectibly related to each other, such 

as freedom of expression, access to information and the right to privacy, so it is not possible to 

dissociate the protection of the right to privacy from the promotion of telecommunications services, 

or freedom of expression. 



 

In this sense, the Supreme Court of Justice of the Nation has ruled that it is a duty of the State to 

ensure the right of protection of the information of the governed, which implies the potentialization 

of the obligation to leave them exempt and immune to aggressive or arbitrary invasions by third 

parties or the public authority, in the face of new technological tools. 2 
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