Determining the dynamic policy guidelines and principles
necessary for an evolving digital ecosystem
Introduction
The internet has opened up a complex network of stakeholders that connect online and interact
digitally in value-creating ways.1 This network is described as the digital ecosystem. Internet
intermediaries are the conduits in this ecosystem. They facilitate transactions between third
parties (natural and legal persons).2 Internet intermediaries include website hosts, search
engines, social media companies, e-commerce platforms, payment systems and domain name
registrars.3 Internet intermediaries also provide tools for users to navigate, retrieve and publish
information online.4
Online intermediaries ‘affect people as citizens whose utility and well-being depend on factors
beyond those captured by standard economic measures. For example, online intermediaries can
help support important society outcomes such as democracy or freedom of speech.5 Furthermore,
online intermediaries support capital formation through allowing diverse platforms such as small,
micro- and medium enterprises (SMME’s)6 to be e-commerce market players. However, with the
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increased use of online platforms since the COVID-19 pandemic, online intermediaries provide
both risks and opportunities for users.
Although intermediaries are not responsible and cannot control what content users post, they
often profit from content and have power to mediate between those who post content and those
who object to it. According to the United Nations (“UN”) Guiding Principles on Business and
Human Rights, internet intermediaries have the responsibility ‘to respect the internationally
recognised human rights of their users and of third parties affected by their activities.’7 Any
intermediary rules should be human-rights based, i.e., prescribed by law with a legitimate aim,
and comply with principles of necessity, proportionality, transparency, accountability and due
process.8 Furthermore, online intermediary regulation should enable and promote innovation; and
encourage social responsibility by intermediaries to manage defamation on their platforms too.
Lately, there has been a push by governments of multiple nations to hold intermediaries liable for
content published on their platform and to regulate content moderation as well.9 Such changes
have implications for the nature of value creation that takes place in the ecosystem. As a senior
associate in economics and damages at the Berkeley Research Group (“BRG”), I understand that
global developments on the regulation of big tech affects economic outcomes in digital markets.
Therefore, policy formation in this regard should be multi-pronged to address multi-dimensional
challenges. This paper assesses key concerns raised for online intermediaries, particularly for
social media and e-commerce platforms. The paper draws from international case studies to
consider various mechanisms when determining internet intermediary liability, highlighting gaps
and challenges. With these nuanced challenges in mind, the paper then recommends a list of
human-centred principles to guide ongoing future policymaking for online markets.

Liability for content posted by others
Humans exercise agency on online platforms. Agency embodies free will, reflexivity, and
conscious decision-making.10 ‘Liability for content can include /defamation; adult material; child
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sexual images; terror/hate material; blasphemy; copyright infringement; fraud or false advertising;
breach of privacy criminal trading standards law.11
A critical role of internet intermediaries is to establish trust, including through protection of user
privacy. By enabling individuality and self-expression, they also offer potential improvements to
the quality of societies in terms of fundamental values such as freedom and democracy. 12 They
have the obligation to refrain from violating the right to freedom of expression and other human
rights in the digital environment.13 They also have an obligation to protect human rights and to
create a safe and enabling environment for everyone to participate in public debate and to express
opinions and ideas without fear, including those that offend, shock or disturb any sector of the
population.14 In addition, the protection of privacy and personal data is fundamental to the
enjoyment and exercise of most of the rights and freedoms.15 This role becomes difficult in light
of the obligation to protect people from online harms.
Moreover, internet intermediaries are deemed to have an impact on democratic processes and
the political debate. In some countries, digital rights are under threat and, as a consequence,
citizens are losing the appetite to participate in public affairs, and they often practice selfcensorship in their online engagement. This undermines the philosophy of a free and open
internet that drives innovation, enables the enjoyment of rights and improvement of livelihood.

Social media
Intermediaries do not have an inherent right to curate any content on their platforms and their
roles are limited to receiving, storing and transmitting data/ content. Yet most social media
platforms actively curate the content accessible to their users based on their preferences through
algorithms and have added labels and identifying markers to content on their platforms as well.16
This implies the need to extend internet intermediary liability.
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13 https://rm.coe.int/1680790e14
14 Ibid.
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Internet intermediaries like Facebook for instance have community standards which go beyond
illegal and harmful content. Facebook spends enormous amounts of resources to police content
and take down illegal, harmful and objectionable content.17 Likewise, YouTube took down 7.9
million videos between July and September last year. The review made of Europe’s Code of
Conduct on hate speech suggest that 90 percent of notifications are attended within 24 hours. 18
At this rate, big platforms will have to spend even more resources. Is this sustainable?

E-commerce
Concerns in this area involve the growing complexity of online transactions, and where consumers
should turn when they suffer loss or damages due to misleading/fraudulent business practices,
or unsafe products.19 Should e-commerce platforms be held liable towards a platform customer
for the violations caused by platform suppliers? The Court of Justice of the European Union
(“CJEU”) judgements in Asociación Profesional Elite Taxi v Uber Systems Spain, SL (2017) and
in Airbnb Ireland (2019)20 are useful cases to reflect upon. Platform operators may be considered
as providers of the services going beyond mere intermediary or information society services. Even
if the platform operator does not qualify as a party to the contract, they may be held liable towards
customers for the failure to exercise the duty of care in these situations: (a) the operator is
informed about the violations or fraudulent activity performed by a platform supplier but does not
remove the respective information on the services (goods) or the supplier’s account, or (b) the
operator interferes with the comments left by customers (amends or remove them) to make a
false impression that the supplier is a prudent and honest platform user.21

Other liability effects
A variety of network effects22 and mergers have led to the existence of fewer, larger entities that
dominate the market in a manner that may jeopardise the opportunities for smaller intermediaries
or SMME’s and places them in positions of influence or even control of principal modes of public
communication. The power of such intermediaries as protagonists of online expression makes it
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imperative to clarify their role and impact on human rights, as well as their corresponding duties
and responsibilities, including as regards the risk of misuse by criminals of the intermediaries’
services and infrastructure.”23
Those intermediaries who do become dominant can influence the choices we make; how we
interact online; and even the way we exercise our rights as they control the platform. For example,
social media platforms use algorithms which can lead to ‘echo chambers’ or ‘filter bubbles’: where
a user is presented with only one type of content instead of seeing a range of voices and
opinions.24 This can promote disinformation or biased information. These intermediaries have a
responsibility to ensure their actions do not act as bottlenecks or gatekeepers for competitors or
rival platforms to be part of the ecosystem.
Likewise, there sometimes exists tension between various functions of Internet intermediaries; for
example, tension between preserving identity and privacy while personalising products and
services in ways that benefit users or between infrastructure provision and usage.25 These may
also affect the type of engagement and content posted on platforms.

Mechanisms which can be taken by intermediaries
There has been a proliferation of retrogressive laws, procedures and practices such as the
systematic criminalisation of online communication and dissent, the arbitrary arrest, illegal
detention, flawed prosecution and excessive punishment of government critics.26 Certain
countries have different types of regulation standards for different kinds of online content.27 Some
countries hold online intermediaries liable for content they are aware of, i.e., ‘have actual
knowledge’ about.28 For example, Austrailia, India, Japan and the Philippines and the US (only
for online intermediary liability for copyrights) apply this mechanism.
Other countries have adopted the ‘notice and take’ down mechanism which provides users the
opportunity to call upon an Internet intermediary directly to remedy a wrongdoing they believe
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they have been subject to.29 A generic term for this mechanism is ‘notice and action’ (“N&A”),
designed to ‘eliminate illegal or infringing content from the Internet upon request of the rights
holder.’30 This approach is applied by countries including South Africa, New Zealand and the
United Kingdom (“UK”). The most commonly encountered notice and action mechanisms globally
include:
•

‘Notice and take down’ (“NTD”), where an Internet intermediary is called upon directly by
a private entity (individual, company, rights holders, organization, etc.) to remove or
disable access to information in response to a breach of their rights.31

•

‘Notice and notice’ (“NN”), where an intermediary receives a notification with a complaint,
which they then forward to the content provider.32 The content provider is given an
opportunity to correct the behaviour, which halts the procedure, or to defend it within a
provided time limit, which may lead to further actions.

•

‘Notice and stay down’ (“NSD”) where the intermediary receives a notification about illegal
or infringing character of hosted content, similar to NTD. In this case, the intermediary
must not only remove the information, but also take additional measures to ensure the
content is not subsequently reposted, either by the same user or by other users.33

The variation and severity of the above-mentioned mechanism varies by country, i.e., subject to
national implementations.

Moderation comes with a price
Content restriction and moderation is shifting the perception of online intermediaries from being
just conduits or mediums to ‘active gate-keepers’ of content uploaded and shared by users.34 The
notice and action approach for example incentivizes online intermediaries to remove content as
Kuczerawy, Aleksandra, From ‘Notice and Take Down’ to ‘Notice and Stay Down’: Risks and Safeguards for
Freedom of Expression (December 19, 2018). Giancarlo Frosio (ed), The Oxford Handbook of Intermediary Liability
Online, 2019, Forthcoming, Available at SSRN: https://ssrn.com/abstract=3305153
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Social Committee and The Committee of Regions, A coherent framework for building trust in the Digital Single Market
for e-commerce and online services’ (Communication) SEC(2011) 1640 final, 13, ft 49
31 Martin Husovec, ‘The Promises of Algorithmic Copyright Enforcement: Takedown or Staydown? Which is Superior?
And Why?’ (2018) Columbia J of L & the Arts (forthcoming)
32 See OECD, Directorate for Science, Technology and Industry, Committee for Information, Computer and
Communication Policy, The Role of Internet Intermediaries In Advancing Public Policy Objectives, Forging
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soon as they receive notice that it may be harmful or illegal, even if the notice or is unfounded or
a mistake.
The censorship, filtering and blocking of internet platforms; along with the rise in online content
restrictions and regulations is threatening digital trade.35 For instance, the prospect of extracting
lucrative insights from rapidly growing pools of data is galvanizing entrepreneurs and investors in
all sectors of the digital industry.36 However, since content moderations and filtering tools lead to
over removal of content, some foreign internet services are discouraged from market access for
technology services. This may have negative implications for investment in digital.

Fragmented national jurisprudence on online liability
Data privacy, data governance, and digital regulation policies tend to exist in silos, For example.
The European Union (“EU”) has an e-commerce directive, data protection directive, and doctrine
of freedom of expression.37 Similarly, South Africa has the Electronic Communications Act
(“ECA”), Minimum Information Security Standards

(“MISS”), National e-strategy, SA

Cybersecurity framework, etc., but with no coordination between the different departments to
support and drive the development of the digital economy.38 The nature of engagement between
all relevant stakeholders in digital, including private sector, public service, media, civil society,
education establishments, human rights organisation and academia, should be made easier. The
different policies should be linked and complement each other, especially in light of online
intermediary regulation.
Moreover, it is almost impossible for intermediaries to comply with all laws from multiple
jurisdictions regulating content on their platforms due to multiple laws in other jurisdictions.39
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Ongoing regulation of intermediaries across the globe
The EU is responding with the forthcoming digital services act (“DSA”) package which will set
rules on how companies such as Google, Facebook and Twitter will have to police illegal and
possibly harmful content online.40
The UK Online Harms white paper proposes a new digital framework overseen by an independent
regulator for online safety. The framework gives online intermediaries more responsibility for the
safety of their users whilst protecting freedom of expression and encourage innovation for online
intermediaries. ‘The regulator will have a suite of powers to take effective enforcement action
against companies that have breached their statutory duty of care. This may include the powers
to issue substantial fines and to impose liability on individual members of senior management.’41
In South Africa, the ECA “Limitation of Liability” provision provides intermediaries with limited
liability if they are a ‘member of an industry representative body recognised by the Minister of
Communications, they conduct their operations in an automatic manner, they adhere to the
industry representative body's code of conduct and respond to court orders and take-down
requests’.42
Some researchers suggest content-sharing service providers put in place an effective and
expeditious complaint and redress mechanism available to their users in case of any disputes
regarding the uploaded content.43 This is to allow for a process where content creators/providers
can appeal for effective remedy.
There is an urgent need for citizens’ digital and data literacies to include a critical understanding
of the economy and ‘ecologies’ of digital platforms. It is critical to institute across jurisdictions
education programs on an ongoing basis to tackle new emerging. media changes and make sure
people from various backgrounds have appropriate access and resources to these literacies.44
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Behavioural insights have been used by governments and other public policy organisations within
their consumer policy making process and policy initiatives.45 ‘Behavioural economics is basically
the incorporation of psychological insights into the study of economic problems. 46 Surveys, lab
experiments and randomized control trials could be considered to understand why users online
may behave irrationally47 (i.e., not reading terms and conditions on online platforms, posting
fake/unverified news, etc.). Considering how the digital marketplace is becoming the new
marketplace, it’ll be critical to understand going forward how and why users respond to certain
triggers/stimuli online the way they do. Behavioral insights can also help capture information on
user biases as well insensitivities when participating online.

New challenges arise as the digital ecosystem keeps changing
Strides to regulate the digital ecosystem are definitely being made. A case in point is the ‘Online
Safety Data Initiative’ which brings together expertise from a range of government, academic, and
civil society stakeholders. The initiative will drive innovation in the safety tech sector by providing
companies with access to the vital data needed to develop world-class safety tools to identify and
remove harmful content online.’48
Nonetheless, online Intermediaries continue to evolve, change and grow. Under current EU legal
framework for example, internet intermediaries are not responsible for hosting illegal content, but
are required to removed illegal material once flagged.49 However, because technologies and
business models are constantly changing, the EU framework struggles to capture liability issues
raises by new platforms. The nature and scale of liability is also evolving, with new harmful online
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practices creating a need for new frameworks that updates the responsibilities of internet
intermediaries.50
As moderation and removal policies to tackle hate speech strengthen, extremists and hate groups
are looking for alternative solutions. This has resulted in the proliferation of alternative platforms
which are less regulated or even actively promote a lenient approach to content moderation. For
example, platforms like VK.com, gab.ai51, RuTube, and Telegram are known for ate speech.
‘Alternative’ and Fake News outlets like unzensuriert.at, wochenblick. at and allesroger.at, along
with extremist magazines like ZAROnews.world are becoming more pervasive.52 Policy must
mitigate such outcomes.

Guiding Principles for an efficient communications environment
Liabilities of online intermediaries cannot be assessed in isolation. Dynamic and multi-faceted
principles are pertinent for an ever-evolving communications environment. I recommend the
following guidelines to be considered for policymaking which balances human rights concerns
with copyright and economic concerns:
I.

People must be made to feel they have a sense of ownership and responsibility on digital
platforms. Support for initiatives promoting media and information literacy skills for
accessing and managing the digital space. Educate citizens to protect their data and to
demand their digital rights; and to have strong, well-resourced and independent data
protection authorities. Such efforts should be implemented through various means,
including formal and non-formal education. Schools should also incorporate into their
curriculum information for youth on how to handle online content. These initiatives can be
supported with resources from the leading/dominant social media, news and e-commerce
platforms.

II.

Processing of personal data must be based on the free, specific, informed and
unambiguous consent of the user.53 Make contracts and online user agreements (terms
of service and privacy policy) easy for consumers to understand
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III.

Institute comprehensive Code of ethics for news and current affairs content providers and
over the top (“OTT”) platforms (e.g., cable, broadcast, and satellite television platforms).

IV.

Establish clear data rights for content creators and shares on the different platforms they
should be notified in advance of all changes in relevant policies.

V.

Intermediaries should also provide meaningful public information about the operation of
automated data processing techniques, including the operation of microtargeting
algorithms that facilitate searches based on user profiling. Intermediaries should regularly
publish transparency reports that provide clear and meaningful information on all
restrictions to the free and open flow of information and ideas.

VI.

Establish more nuanced set of regulations for foreign internet services. Most foreign
multinational platforms come with investment benefits that would otherwise be foregone
until regulations which are too restrictive. Regulations should be both consumer protective
and inclusive.

VII.

Antitrust agents should engage with data privacy, data consumer, online marketplace
bodies. Private companies should partner with civic actors and public officials to promote
digital rights and be transparent about their data handling practices. Promote
collaboration between data privacy, data sovereignty and competition regulators. I
propose the establishment of an independent data and digital body that can form new
amendments to regulation as the digital ecosystem continues to evolve.

VIII.

Utilize behavioural insights to better understand how users behave on online platforms
This will support ongoing development of effective co-regulatory and self-regulatory
mechanisms.

IX.

Protect consumer privacy by ensuring that their practices relating to the collection and
use of consumer data are lawful, transparent and fair, enable consumer participation and
choice, and provide reasonable security safeguards. Manage digital security risk and
implement security measures for reducing or mitigating adverse effects relating to
consumer participation in e-commerce.

X.

Develop a clear appeals procedure for take downs and effective redress mechanisms
(e.g., They should have procedures to handle complaints, disputes, queries, and
feedback.

XI.

In the context of e-commerce platforms, conditional liability should be aligned to the
judgements in the above-mentioned uber and Airbnb outcomes.

XII.

In her entry, Sofia Mancilla, 2020 IIC Future Leaders Competition Winner wrote, ‘… a
human in the loop is always "desirable" in applications that may cause harms to

individuals.’54 Diversity of content moderators is critical. The coders who curate and
update the algorithm-based filters should come from diverse racial, religious, age, gender
orientation, ethnic and demographic backgrounds.

Conclusion
Internet services are dynamic, technical and fast changing, which means establishing business
guidelines and regulatory practices for intermediaries is complicated. The digital ecosystem relies
on the efficient functioning of internet intermediaries. Online intermediaries help consumers
access new markets and information (more choice and niche products); helps smaller players in
e-commerce and up and coming publishers to grow. Liability policy then should not get to the
point where intermediaries feel restricted to be enablers and drivers of innovation.
Humans are still necessary for the moderation process, so regulation ought to involve humans.
Governments and intermediaries need to work together as they incorporate the above-mentioned
recommendations for effective policy aimed at achieving effective consumer protection in whilst
stimulating innovation and competition in the digital platforms.55
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