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Abstract 
The metaverse is a collection of largely unregulated extended reality spaces, accessed 

through diverse interoperable technologies, enabling real-time interactions. Web 3.0 

technologies are essential to its framework and innovators have the opportunity to capitalise 

on characteristics such as its blockchain architecture and decentralised governance framework. 

These strengths are also weak nodes in the metaverse which, without appropriate policy 

interventions, may exacerbate existing challenges such as data exploitation, diminution of 

privacy, unbounded and radicalised expression, and the rise of plutocratic governance. This 

paper argues that current policy has insufficient boundaries to respond to the metaverse in its 

current embryonic state, much less what it may become as it develops at the speed of thought. 

Through secondary research, we identified that a new approach is required, predicated on co-

regulation, omi-stakeholderism, inclusion and accessibility, whilst prioritising human-

centricity, health, the environment, fair business models, security and human rights. 
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Finding the Balance in Metaverse 

Regulation 

 
 

The metaverse, as a concept, has existed for more than 20 years. Its foundations lie in 

the evolution of the web (see figure 1), extended to immersive experiences that have developed 

dramatically over the last decade. More recently, the metaverse has had a meteoric rise due to 

investment by Big Tech, foremost of which is Facebook, rebranded as ‘Meta’.1 

Figure 1 

 

Source: Verma (2021) 

 
The term, metaverse, was created by author Neal Stephenson in his 1992 creation, 

‘Snow Crash,’ where he described a virtual space fuelled by a real-world dystopia. The 

metaverse is a broad term used to describe a connected network of technologies such as 

 
1 Meta Platforms, Inc invested US$10 billion in hardware, software and content development (Egliston, & Carter, 2021). Also, TenCent 

Holdings Ltd indicated that it will invest $70 billion in metaverse infrastructure over five years (SeekingAlpha, 2020).  
Furthermore, Alibaba Group Holding limited invested US$60 billion in Nreal, a AR hardware manufacturer (Bloomberg, 2022). 
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extended reality and the internet, which allows users to continuously interact with virtual 

creations. The most popular conceptualization of the metaverse is a collection of virtual worlds 

that is accessed through virtual reality (VR) hardware. Virtual reality hardware has been around 

since the 80’s as organisations like Kawasaki and the National Aeronautics and Space 

Administration (NASA) flocked to create VR headsets for public consumption.2 The public 

often used these headsets for gaming, a major forerunner in the race towards the metaverse. 

Consequently, games which enable people to create avatars to work, socialise and even get 

married have existed since the early 2000’s.   

The metaverse has now developed so that users can do anything from going to work to 

attending a sold-out concert using their avatars, whose movements are better synchronised to 

match the user. While this idea helps to give us a sense of how extensive the Metaverse could 

be, it is missing other major components. While more progress and investments have been 

made in VR, augmented reality (AR) is still a major component of the metaverse, so much so 

that some in Silicon Valley are proposing that the Metaverse will be a balance of both realities. 

Given that technology’s purpose is to improve our core human experiences and not “replace” 

them, these small few may have a strong argument.  

Unlike VR, AR unites the virtual world and our lived world by enhancing the latter 

with digital components.3 As such, the metaverse that incorporates augmented reality will look 

extremely different from the descriptions given by Mark Zuckerberg. Users would not need to 

be represented by avatars, and the virtual world would be our current lived reality with a face-

lift. We have already seen what an AR-based metaverse might look like thanks to the popularity 

 
2 Developments prior to NASA include the sizable ‘Sensorama’ (1956), intricate ‘Ultimate display’ (1965) and the child friendly ‘Viewmaster’ 

(1939) (The Franklin Institute, n.d). It is expected that hardware innovation will continue focusing on features, style, comfort, simplicity as 

well as affordability as current technology’s price tags allow the digital divide to persist. 
3 Virtual reality involves the development of completely virtual space based on both natural and imagined worlds, hence creating a virtual 

representation of our current world, a completely new world or a mixture. 
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of Niantic’s Pokémon Go, and IKEA’s IKEA Place App.4 Additionally, most of the current 

AR software is optimised to work on smartphones, with no expensive hardware required, 

making it more accessible to the general consumer.  Furthermore, mixed reality is a more 

immersive experience compared to AR and VR.5 However, the only notable example is 

Microsoft’s Hololens MR headset. Nevertheless, virtual experiences, such as concerts or even 

vacations will make virtual worlds premier destinations.  

As the development of the metaverse progresses, there will be chaos, innovation, and 

transformation with yet unclear outcomes (see figure 2). A general user will interact with the 

metaverse either directly, indirectly, willingly or accidentally, but will all need a user-centric 

and welfare-maximising environment to thrive. Thus, regulators will need to smooth the rough 

edges and help to mitigate unintended and/or harmful consequences of decentralisation, 

trustless governance and the blockchain, among other web 3.0 capabilities and opportunities. 

 

 

 

 

 

 

 

 

 

 

 

 
4 Pokémon Go became famous for its ability to bring people of all races and social class together. The Ikea Place App allows users to place 

furniture in their homes before purchasing it. 
5  Mixed reality is an environment that brings together both AR and VR and it encourages the interaction among real world and virtual objects. 

Users will be able to influence objects in both the physical and virtual world simultaneously.  
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Figure 2 

Opportunities for the Metaverse 

 

Source: Author 

 Globally, governments have begun to implement social media regulations, ranging 

from the European Union developing the Digital Service Act (2022) and its partnering Digital 

Markets Act (2020) to China.6 However, from all indications and consistent with the 

Collingridge dilemma, governments are still playing catch up with social media regulations or 

even Web 2.0 in some cases. Some would argue, however, that regulation should be slow, if at 

all, because the metaverse is still a novelty and premature regulation would be ill-advised and 

stifle innovation. Conversely, others argue that it should be regulated precisely to avoid data 

colonisation, exploitation, and excessive technoscientific capitalism,7 among other potential 

harmful outcomes. These positions are explored further in the following sections on policy 

priorities. 

 
6 https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package  
7 “…the focus of innovation is to convert human life and experience into an "asset" and develop ways to extract value from that asset” (Aneja, 

2022). Technoscientific capitalism is when innovation is geared towards converting human life and experiences into assets from which value 
can be extracted.  

 

https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package
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Policy Priorities 

1. Inclusion and Accessibility 
Microsoft, Meta, and Google have all faced allegations of biased and discriminatory 

practices, exposed in documentaries such as ‘Coded Bias’.8 These shortcomings must be 

corrected by deliberate policy and regulatory action which promote inclusivity. But, at the same 

time there should be no whittling away of the ‘voice’ that web 3.0 has given to marginalised 

people and the potential of the metaverse to extend such voices. 

Education policy will also play a key role. The priority must be a radical expansion of 

Digital Media and Information Literacy (DMIL) if people are to be fully functional in the 

metaverse, especially in the global south.9 Encouraging DMIL will ease the burden on 

authorities as it could foster co-regulation through educational empowerment. The issue of 

inclusion and accessibility will require extensive framework designs by governments that 

encourage a multi-stakeholder approach that not only equips their citizens for metaverse life, 

but also holds the developers responsible for the creation of an inclusive metaverse.  

There must also be far more consequential investment in technologies that address the 

challenges of persons with disabilities (PWDs). For example, current body tracking software 

is designed to read an ideal non-disabled body.10 Consequently, a VR device controlled by 

hand movements, may be unusable for someone with dexterity impairment. Similarly, the 

technology has not yet facilitated effective communication with the hearing impaired. Also, for 

the people who are visually impaired, what will be the descriptive features that will help them 

and how will they confirm who they are speaking to? These challenges are opportunities for 

 
8https://www.codedbias.com/about  
9 The DMIL Framework is a Jamaican synthesis of UNESCO’s Digital Literacy Global Framework and Global Media and Information Literacy 

Assessment Framework. DMIL is a standard that requires a working level of literacy. However, this literacy is not ubiquitous worldwide, 

especially in developing countries. Thus, strategies considering DMIL should be developed to protect and empower vulnerable persons such 
as the illiterate, semi-illiterate, least affluent and the like.   
10https://doi.org/10.14763/2021.4.1610   

https://www.codedbias.com/about
https://doi.org/10.14763/2021.4.1610
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innovation, but the objective of accessibility need to be better incentivised by government 

policy.  

2. The Environment 
Though the metaverse is expected to present exciting innovations to aid in creating a 

more sustainable world, such as the development of greater simulations to help us better 

analyse climate change, there are concerns that the processing power behind the technologies 

on which the metaverse is built, will worsen the carbon footprint.  

Scientists at the University of Massachusetts Amherst discovered that training a 

natural-language processing (NLP) AI model once could emit more than 626,000 pounds of 

carbon dioxide; normally models are trained numerous times during development.11 While the 

collection of models required to fund the metaverse will include NLPs, other much more 

complex models that will emit more carbon dioxide will also need to be developed. Thus, in 

the development stages alone, the metaverse could be taxing on the environment.  

 

 

 

 

 

 

Figure 3 

 
11

Models are further tested once they have been deployed. 
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Source: Hao (2020) 

Additionally, the current popularity of cloud storage suggests that it may become the 

preferred method of storage in Web 3.0. Cloud storage is known to consume significantly more 

energy than simple storing on a computer, also, cloud storage necessitates the construction of 

large data centres.12 The more cloud storage is used, the more data centres will have to be built 

and the more energy inefficient storage becomes. Hence storage in the metaverse could also 

cause a lot of damage in the real world.  

Matthew Ball and other prominent Silicon Valley figures have predicted that 

blockchain technologies might be the preferred way of payment in the metaverse. Researchers 

from the University of Cambridge estimated that as of November 2018, the top 6 

cryptocurrencies consumed between 52 and 111 terawatt-hours of energy every year.13 In 

addition, a single bitcoin transaction generates approximately 355g of electronic waste.14 

Blockchain technology is already impacting our environment, and the metaverse could help to 

worsen this impact. Ergo timely regulation is required as technology companies may need to 

be pushed to improve efficiency.  

Consequently, there must be proactive and urgent policy intervention to put metaverse 

innovation on a path of sustainability. We must not repeat the mistakes of past industrial 

 
12 https://medium.com/stanford-magazine/carbon-and-the-cloud-d6f481b79dfe  
13 The researchers also stated that this is approximately the same amount of energy consumed by Belgium, which has a population of around 

11.5 million (Rauchs, Blandin, Klein, Pieters, Recanatini, & Zhang, 2018) 
14https://www.jbs.cam.ac.uk/faculty-research/centres/alternative-finance/publications/2nd-global-cryptoasset-benchmark-

study/#.YrI3b3bMLrc  

https://medium.com/stanford-magazine/carbon-and-the-cloud-d6f481b79dfe
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revolutions which led to human flourishing but at the expense of the environment (mass 

pollution, ozone depletion, sea-level rise, etc.).  

3. Health and Mental Wellbeing  
Various mental health issues, such as schizotypal tendencies, are at risk of being 

exacerbated by the metaverse’s immersiveness and the blurring of real and ‘synthetic’. 

Social media has long been linked to depression, anxiety, loneliness, body image issues, loss 

of self-worth or self-esteem, sleep disruption, and addiction. However, new insights such as 

the relationship between digital technologies and people with schizotypal tendencies, shows 

how little we truly know about the effects of social media on mental health.15 While virtual 

reality has been used to treat mental ailments such as post-traumatic stress disorder (PTSD) in 

controlled virtual spaces, psychiatrists have stated that all mental health concerns about current 

digital technologies vastly increase with the metaverse. So, for example, neuro-technology 

which is deeply embedded in the metaverse requires a policy framework to guide its 

development to be a human blessing and not a curse.  

4. Business 
Fundamentally, markets exist where there are buyers and sellers, and persist when both 

parties are satisfied with their experiences. Their interactions must be conflict free and the 

pursuit of their goals unhindered. Many tech giants have invested large sums to secure their 

place in the metaverse.16 Yet, there might be small firms, sole proprietors, and informal mashes 

of talents, often undercapitalized, hoping to carve out a space for themselves. It is imperative 

that policy reign in the large firms' avarice but not stifle the small ones' zeal. Regulators should 

 
15 Psychiatrists have found that people with schizotypal tendencies are more likely to use digital technologies and that digital technologies 

cause schizotypal tendencies to worsen.  
16 Accordingly, growth estimates state that digital commerce in the metaverse will exceed US$800 billion in 2024 (World Economic Forum, 

2022). 
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use their foresight to administer the bitters to firms to ensure their experiences are worthwhile 

by regulating platform rules, competition, and digital inheritance. 

Firstly, the metaverse needs platform-agnostic regulation stipulating a minimum public 

behaviour standard. Often, the first interaction between a business17 and a client is the terms 

and conditions to manage their respective expectations.18 Businesses often use the terms and 

conditions as a binding agreement to safeguard against liability; however, the American Bar 

Association advised that these agreement's enforcement are subject to jurisdiction and 

context.19 Thus, platform rules should be accessible, user friendly and enforceable to safeguard 

stakeholder experience and justify banning unethical users due to reputational risks and other 

indiscretions.20 Note that should a citizen be banned, he risks losing his digital assets.21 

Otherwise, platforms should champion freedom of entry and participation for all, including 

competitors, with a citizen's digital passport22 facilitating inter-platform travel. It can be 

contested that businesses should be able to source funding or operate on any platform. 

Employees of competing platforms should be able to access any platform with anonymity and 

free of unfair scrutiny or suspicion of corporate espionage. Furthermore, there should be no 

occupational bias to allow reporters and other whistleblowers to maintain a platform's 

transparency and integrity. If these elements are ignored, they may pose unnecessary liabilities 

and penalties that can dampen the business spirit and user experience. Like the consumer, 

businesses need the assurance to operate and expand in the metaverse. 

 
17 The business here refers to platforms while the ‘citizen’ might be an individual or another business, regardless of size, that occupies and 

operates a space in the metaverse platforms. 
18 Heller (2020) posits platform ratings inside immersive technology to allow users to be informed and consent to participation. It is also 
important that these guidelines extend real world workplace standards to the metaverse. The UN Guiding Principles on Business and Human 

Rights could be an integral reference point in designing these platform standards as both governments and businesses will have interests staked 

in the metaverse.  These guidelines charge governments and businesses with responsibilities for safeguarding human rights in their operations 
(United Nations, 2011). 
19 https://www.americanbar.org/groups/business_law/safeselling/terms/ 
20  https://www.youtube.com/watch?v=7PyUT_PiHa8 
21 https://www.weforum.org/agenda/2022/05/can-you-own-anything-in-the-metaverse-a-law-professor-explains/ 
22 https://www.weforum.org/events/world-economic-forum-annual-meeting-2022/sessions/making-the-metaverse 
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Secondly, businesses need to be regulated to control corporate greed and oppressive 

expansion. The metaverse race thus far have seen substantive acquisitions,23 branded as 

investments. Competition policies are needed to prevent major firms from buying out 

competitors or tech influencers lest we risk monopoly power and centralization. The supply 

chain is being clustered under conglomerates with an overt agenda of profit and power. While 

it may not smother all smaller players, it will hinder most. When a major power exerts its will, 

corporate legacy systems of reality may be adopted and pervade workplace prestige, training, 

certification and business goals. The community approach could also be endangered.  This is 

paramount to safeguarding against data aggregation and unethical profit driven schemes. 

Protecting competition will also foster innovation, incentives and benefits which ensures that 

the metaverse remains lucrative and sustainable.  

Additionally, regulation of finance providers and platforms is needed particularly in 

digital inheritance. The metaverse offers many avenues to raise capital and earn.24 With the 

monetized benefits gained, the question often overlooked is to whom will this digital wallet be 

bequeathed and how? Major companies may have this all figured out, but smaller businesses 

and individual citizens do not. The metaverse’ anonymity feature hinders inheritance affairs, 

from confirming demise to proof of ownership, legitimacy of the transfer and recipient.25 

Consequently, there is increased demand for trusted intermediaries and/or platform enablers to 

verify transactions, and remedy harmful incidents.26 Digital wallet providers need to observe 

financial regulation as consistent with the real world for disclosures and conduct to nurture the 

informed user. 

 
23 Several notable acquisitions were Unity 3D’s purchase of Weta Digital for US$1.6 billion (Animation World Network, 2021), 

Microsoft’s purchase of Activision Blizzard for US$68.7 billion (Shine, 2022), and Nike’s purchase of RTFKT (Nike, 2021). 
24 Some of these include but are not limited to Initial coin offering, tokenization, NFT sales, cryptocurrency speculations, retailing, royalties 

and commissions from intellectual property. 
25 https://www.proquest.com/scholarly-journals/metaverse-as-digital-leviathan-case-study-bit/docview/2647409326/se-2?accountid=42530 
26 https://www.bennettinstitute.cam.ac.uk/wp-content/uploads/2022/03/Policy-brief-Crypto-web3-and-the-metaverse.pdf  
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5. Security 
With the development of the internet, various crimes have risen, and with the 

development of the metaverse, there are increased concerns as it relates to serious crimes, data 

breaches, surveillance capitalism among other things. A lot of these crimes already exist with 

web 2.0, but with the metaverse the consequence of these crimes could be much more serious.  

A text message has a different effect as opposed to a similar situation being replicated 

in the virtual world as confirmed by Omar Sultan Al Olama at the World Economic Forum 

2022.27 There are already reports of sexual assault in the metaverse. One might ask the question, 

“Can an avatar be sexually assaulted?” Due to the possibility of haptic devices, the feeling may 

feel real and could lead to PTSD issues.28 Even though the use of haptic devices may have its 

positives, there are bad actors who may cause issues that may not be fully understood.  

Although serious crimes are of great concern, there are also concerns about how the 

information will be used or cultivated. The concept of biometric psychography29 and 

surveillance capitalism30 collects a significant amount of the most confidential information for 

someone and sells it for a profit.31 Based on the amount of data that web 2.0 has collected it is 

fair to say that the metaverse will possibly collect several times that amount. Due to the amount 

of data that can be collected, it has the possibility of understanding how someone behaves and 

reacts given a certain situation. Due to the level of confidential data that can be collected, it 

could be just as easily monetized as we have seen social media companies sell information 

without permission. Another view of the use of this potential data is for hackers to have access 

to your location, access to your internet, electronic devices in your home etc.32 A consequence 

 
27 Omar Sultan Al Olama is the Minister of State for Artificial intelligence in the United Arab Emirates. 
28 https://www.weforum.org/agenda/2022/01/metaverse-risks-challenges-digital-safety/ 
29Biometric psychography is a term coined by Heller (2020) that speaks to information about one's specific physical, mental, and emotional 
states and interests collected by collecting behavioural and anatomical reactions to stimuli over a period of time. She posits that the biometric 

data collection nature of immersive technologies is most likely to violate human rights as it is inadequately regulated in the industry and 

jurisdictions. Existing laws only account for certain bodily information as biometric identifiers, particularly those for authorization purposes 
and does not extend to medicals. To support her argument, she gives a supposition of the implications should one's medical inferences be sold 

to insurance companies. 
30https://www.devex.com/news/sponsored/opinion-the-challenges-of-protecting-data-and-rights-in-the-metaverse-103026 
31 For example, Meta's main source of income is selling data.  
32 Cybersecurity failure is one of the top global risks in the next 0-5 years according to the World Economic Forum (2022). 
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of storing various information is that users may want to invoke the right to be forgotten33, 34 to 

reduce the potential dangers that may emerge.  

6. Legal 
As the metaverse normalise synthetic experiences and bring humans into closer and 

indistinguishable relations with smart machines, many legal questions will arise for 

determination. Will digital lifeforms have rights? What qualities will define ‘human’ and 

‘real’? Can there be rape, assault and burglary in the metaverse? What would be a safe zone 

in the metaverse? Will there be new and different rights such a right to mental autonomy? 

Will the future laws mirror those in the real world or will sui generis legal systems and 

jurisprudence be required? These areas go beyond the scope of this paper but require future 

research and exploration.  

 

 

 

 

  

 
33 https://gdpr.eu/right-to-be-forgotten/ 
34 https://carrcenter.hks.harvard.edu/files/cchr/files/22_hulvey_companies-as-courts.pdf 
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Conclusion 
The metaverse promises exciting opportunities but there needs to be consideration of 

how its facets will impact people, businesses and the planet. There are countless amounts of 

potential issues that may be exacerbated, and some new ones may even develop with the 

development of this technology. The challenges are not going to be easy especially since a lot 

of the issues surrounding web 2.0 have been difficult to fix. Due to the exorbitant investments 

in metaverse development, it is almost certain that it will become mainstream. Therefore, 

policy makers should start considering the possibility of preventing some of the threats that can 

potentially arise. Ensuring the best outcome for all stakeholders should be the aim of regulation. 

Consequently, we posit to prioritise inclusion, health and environment, business, and security. 

Technology should be developed and made accessible to a wide cross section including 

marginalised communities with a user-centric approach.  The metaverse should also be 

designed to mitigate health and climate issues rather than exacerbate them. Moreover, ethical 

persons should be duly empowered to pursue their interests in a facilitative and safe 

environment. Consequently, it is imperative that policy makers are proactive rather than 

reactive. 
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