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Events of 2016, including 
the Brexit vote and the 
US Presidential election, 
posed fundamental new 
questions about the 
nature of collaboration 

and co-operation at a time when the 
world, especially our world of 
telecoms, technology  and media, is 
becoming increasingly interdepend-
ent, complex and unpredictable. The 
rise of international hacking and 
so-called fake news should focus our 
minds on the progressive limitations 
of “one-size-fits-all regulation”, and 
the importance of context, flexibility 
and proportionate responses. Never 
has the ability to compare experi-
ences, exchange ideas and cooperate 
been a more valuable tool for 
regulators and industry. 

Learning from the experience of 

others and identifying replicable 
formulas is the central purpose of 
the IIC, providing an international 
stage for policy debates involving 
industry, commentators, academia, 
independent experts, regulators  
and government.  

This Yearbook attempts to capture 
the range of discussion and opinion 
emanating from around the princi-
pal themes debated at our interna-
tional meetings last year, held in 
Brussels, Miami, Bangkok and 
Washington D.C. It highlights the 
key challenges posed by technologi-
cal developments in the sphere of 
communications, and collates 
thoughts and ideas on how they 
might be addressed. Against the 
background of an increasingly 
connected society, and the looming 
impact of Artificial Intelligence and 
the “Internet of Things”, the report 
explores how policy and regulatory 
thinking has evolved - or stagnated 
- around the major issues. It also 
provides the basis for our 2017 

agenda, focusing on topics including 
globalisation and convergence, 
building the data economy, privacy 
and cybersecurity and emerging 
connectivity technologies.

We maintain a summary record of 
attendees and discussion points from 
all our major meetings going back to 
2011. This record is available only to 
IIC Members, and if you would like a 
copy please email us at enquiries@
iicom.org.

The Yearbook is produced for, and 
circulated only to, our Members and 
sponsors. We want to ensure that it is 
as useful as possible. To that end, do 
please let us know what you think 
and, especially, if and how you think 
it could be improved.

It has been an enormous pleasure 
to meet and debate with so many of 
you over the past year. We are, as 
always, extremely grateful for your 
support. 

With best wishes
 
 Chris Chapman, president, IIC
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In unpredictable times, 
collaboration is more 
important than ever.

(CPRW) addresses ‘big picture’ themes 
that affect the communications 
community. It combines the IIC’s Annual 
Conference and the International 
Regulators Forum as well as workshops, 
networking events and private meetings.
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b r I e f I n g b r I e f I n g

geneRal RegulatIon 
As the pros and cons of ex-ante regulation and 
competition policy are analysed, the consensus is 
that neither provides the perfect solution. It 
became increasingly clear in the presentations 
and conversations that the traditional regulatory 
tools struggle to make sense of modern communi-
cations eco-systems and need to be updated. New 
and powerful AI developments are presenting 
wholly new challenges. Finding the best way to 
harness these technologies for the common good 
– enabling the benefits whilst recognising and 
managing the risks – is now imperative. This 
brings a new emphasis on soft skills for regula-
tors: engagement, dialogue and cooperation are 
now essential regulatory skills. The mutual 
learning that follows dialogue between regulators 
and industry should result in policy makers 
embracing innovation and using technology to 
pursue their objectives too.

sPeCtRuM 
As everything goes mobile, the demand for 
spectrum has skyrocketed, and since spectrum is 
a scarce resource, it must be used efficiently to 
cover all needs. Designing a spectrum auction is 
complex, but realistic auction prices and coverage 
obligations are essential for success. As well as 
fuelling demand for spectrum, technological 
advances are enabling new ways to use it: dynam-
ic spectrum management is now technically 
possible, as is using frequencies that were 
considered unusable before. The Internet of 
Things poses complex and heterogeneous 
requirements on spectrum, and will generate a 
huge volume of international data flows. Against 
this backdrop, spectrum sharing and internation-
al compatibility will grow in importance and 
flexibility will be key.

unIveRsal BRoaDBanD 
PRovIsIon
Competition has provided affordable access to 
many unconnected people, proving to be the best 
tool for universal service provision. But some 
areas and users will remain underserved without 
specific USO policies. Most countries collect 
industry levies for a universal service, but many 
appear to lack clarity in their objectives and 
capacity for swift implementation. As a result, 
USO funds are often rich but underused. In 
industrialised countries, delivering broadband 

As everything goes mobile, 
the demand for spectrum has 
skyrocketed and, since spectrum 
is a scarce resource, it must be 
used efficiently to cover all needs.

everywhere means replacing old copper networks 
with fibre-rich New Generation Networks, using a 
mix of technologies. Some countries bet on 
competing networks to achieve this, others on 
common infrastructure. Their experience 
provides an invaluable guide to policymakers on 
both sides of this argument.

Data ManageMent
Trust among users of the new technologies is at 
the root of the new data-based industry, and yet 
users have little control over their data and little 
understanding of its value. This is a concern for 
both industry and regulators, who need to work 
together to develop innovative solutions. The 
guiding principles that are emerging are those of 

data minimization, purpose minimization and 
protection by default; these should be the 
guidelines for internationally interoperable rules.

sPaM
Unsolicited communications are at best a minor 
irritant, at worst an offence, which can greatly 
undermine trust in the digital world. A workshop 
on spam and unsolicited communications was 
held as part of the IIC’s meeting in Bangkok, with 
speakers drawn from participants in the London 
Action Plan1 
and other policy-makers. This is a growth area, 
whose transnational features and growing 
sophistication pose enormous challenges to law 
enforcers and regulators. Increased international 

agency co-operation is a key response, and  
collaboration with industry is necessary to 
achieve effective outcomes.

televIsIon anD the  
Content oF the FutuRe
Despite many announcements of its imminent 
death, linear TV has remained resilient and still 
commands the lion’s share of an increasingly 
fragmented audience and industry revenues. 
Over-the-top players (OTTs) and video-on-the-go are 
key innovations in this space, and they have 
forced broadcasters to upgrade and innovate their 
offers. Despite the abundance of new channels, 
diversity of content offerings is still a concern for 
many regulators and direct subsidy and industry 
collaboration, respectively, are mentioned as the 
best tools to achieve these policy objectives. How 
online content might be regulated (and if it 
should be) is also an issue much discussed and 
one that will continue to be pertinent.

CoPyRIght
The international regime for copyright protection 
is complex and unfit to deal with digital develop-
ments, some argued. It needs to be simpler, and 
many efforts are going in this direction. With 
digital technology, getting protected content free 
of charge is easier, and dealing with piracy 
becomes a major issue. Piracy undermines 
investment and subtracts tax revenues but, to 
some extent, it also signals the existence of 
unsatisfied demand. Dialogue with all parties and 
consumer education are likely to produce better 
results than simply punitive measures.

InteRnet goveRnanCe
Internet governance remained a live issue, 
especially early in 2016, as the IGF 2016 ap-
proached. It was recognised that multi-stakehold-
er agencies, where experts, academia and civil 
society join industry and regulators to reach 
consensus, have largely ‘governed’ the internet. In 
the wake of the 2013 surveillance scandal a 
turning point was reached at NetMundial2 with a 
signed declaration of the principles governing the 
internet. Multi-stakeholder models are now 
evolving and offering examples of good process 
for formal forums.

In shoRt…
WHILST SPECTRUM REMAINS  
THE MOST FREqUENTLY DEBATED 
TOPIC, ISSUES OF SECURITY AND 
TRUST DOMINATED MUCH OF  
THE YEAR’S DISCUSSIONS.

references: 1 https://www.ucenet.org/who-we-are/ 2 http://www.netmundial.org/



1the sMaRtPhone 
RevolutIon 
As we mark the 10th year since the launch of 

the iPhone, smartphones have become ubiquitous 
in the industrialised world and increasingly 
common in developing countries. Smartphones 
and apps are changing the way we live, shop, 
move around, holiday, communicate and interact 
with the outside world. The rise of the smartphone 
is the rise of social media, mobile video and the 
sharing economy. Smartphones are also a key 
enabler of Big Data, as our every action is traceable 
not just online, but also as we move across 
geographical space. At the industry level, the tidal 
wave of smartphone sales has impacted the entire 
supply chain for mobile phone components 
(processors, batteries, sensors, memory chips) 
paving the way for the mass production (and 
adoption) of new device formats, from 
smartwatches to drones to virtual reality headsets. 
Cheaper and more efficient components have also 
resulted in a myriad of existing products now 
being connected: such as cars and home 
appliances.

2ott PlayeRs 
Internet-based companies are the success 
story of the decade. With offers of free 

messaging, free voice and video calls worldwide, 
‘Over the Top’ service providers, or OTTs as they are 
known, disrupted the telecom industry and 
affected its ability to invest in New Generation 
Networks during times of economic uncertainty. In 
the broadcasting industry, OTTs challenged 
incumbents with great diversity in content, low 
price subscriptions and video on the go. They add 
to the increased competition for consumers’ time 
and attention. Empowering viewers to choose 
what they want to see, when they want to see it, 
they created new viewing habits that replace the 
scheduled broadcasts of linear TV. Furthermore, as 
boundaries between industries and geography 
become increasingly blurred, the new internet 
global players challenge tried and tested 
methodologies used by regulators to measure, 
understand and control market power.

teChnology  
tRenDs

t r e n d s t r e n d s

“What’s 
CoMIng?”
The key TeChnology TrenDs DIsCusseD aT IIC meeTIngs DurIng 2016.

t
he International Institute of 
Communications organizes three 
Telecommunications and Media Forums 
(TMFs) each year, in Brussels, Miami and 

Washington, in addition to the Communications 
Policy and Regulation Week and ad-hoc 
workshops in selected locations. The overall 
objective of these meetings is to provide an 
impartial stage where industry, governments and 
expert consultants can freely debate, learn about 
best practice and exchange ideas and experiences. 
The policy conversations at these forums reflect 
the challenges posed by technological progress to 
our ability to manage communications in the 
public interest. As ICT pervasively changes not 

The rise of the smartphone is  
the rise of social media, mobile 
video and the sharing economy.

just industry, but the way we live, perceive 
ourselves and the outside world, some would 
argue that even the very notion of public interest 
is challenged: regulation needs to successfully 
re-define the public interest in a changed 
landscape. It needs to find answers to old and  
new questions raised by the rapidity of this 
change. The new policy issues need to be 
understood in the context of the key trends  
in communications technology.  
These are not discrete trends, but interconnected 
developments that often reinforce each other, 
breaking down barriers between industries  
and resulting in an interdependent 
communications ecosystem. 

3value–voluMe–veloCIty 
The success of internet-based companies 
has created a major industry based on data 

collections and transactions, with a corresponding 
increase in the value of data. With more and more 
devices connected to networks (smartphones but 
also sensors and a plethora of assorted smart 
devices), the volume of data has exploded and is 
expected to continue rising. With new network 
technologies like 4G, and soon 5G, the speed at 
which data travels has also increased dramatically. 

45g 
Until now, the networks supporting new 
communications technologies were 

people-centred; that is, they put communications 
among people at their core. With millions of smart 
devices sending and collecting data to perform 
their operations intelligently, the Internet of Things 
will need a network that prioritizes industry needs 
over human communications needs. This means 
that 5G networks must be capable of performing 
at very low latency, through increased local 
density, fibre back-up, and virtualisation.

5aRtIFICIal IntellIgenCe 
Confined to science fiction until now, 
Artificial Intelligence is on the verge of mass 

deployment and commercial application. The term 
actually sums up a collection of technologies, of 
which Machine Learning is possibly the most 
significant: using large volumes of data to 
recognize patterns, machines are capable of 
adopting complex behaviour based on repetition 
and trial-and-error. Digital personal assistants and 
automated insurance claims checks are already 
here. Driverless cars are being tested across the 
world. As these technologies are perfected, 
profound political and economic questions are 
raised. Part of the response to these questions will 
lie in policy and regulation.

5
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g e n e r a l  r e g u l a t I o n c o p y r I g h t

o
ne recurrent theme in many IIC conversa-
tions is how regulation should evolve in the 
face of a fast changing environment. When 
new industries and new players emerge on 

the global scene in a matter of months, the 
argument goes, regulation is constantly forced to 
catch up with reality instead of shaping it. Initially, 
these discussions amounted to a contention 
between those who believe in the benefits of 
ex-ante regulation and those who support recourse 
to competition policy. Over the year there was wide 
recognition that neither solution is perfect: each 
has costs and benefits that need to be evaluated. 
Ex-ante regulation is considered best for objectives 
that apply to all operators in the market, such as 
security, and provides immediate clarity about 
what can and cannot be done. Competition 
regulation is more flexible. It applies case-specific 
analysis and may be a better policy instrument in 
today’s complex, inter-related environment. But its 
application takes time and, in a fast evolving 

shaPIng,  
not FolloWIng
keepIng up wITh rapID Change requIres  
a wIDer Than ever range of approaChes.

1 Balance of ex-ante and competition policy

2 Emphasis on dialogue and engagement

3 Innovation in pursuit of objectives

updATing The ToolkiT for regulATors

environment, market conditions could have 
changed significantly by the time a decision is 
reached. Furthermore, the traditional tools of 
competition policy (market definitions, indicators 
of significant market power, etc.) may be ill-
equipped to deal with the current interdependent 
eco-system.  In this environment, market power is 

gained by the ability 
to control network 
inputs (those you 
need to build and 
run a network) or 
digital inputs 
(research, customer 
data, etc.) more than 
any one measure of 

market share or revenue.
There was a consensus that regulation will 

always be needed to manage scarce resources, 
like spectrum and numbering and, possibly, 
critical infrastructure. In discussion, many felt 
the ideal regulator should be goal/outcome 
driven and work towards de-regulation, being as 
light touch as possible. For others, regulation 
should be based on broad principles. Everyone 
agrees that regulators need to be open, transpar-
ent, fast and decisive.

Regulatory objectives are diverse. They vary 
across geographies, and change over time and 
with the evolution of the digital ecosystem. For 
some the priority is access, for others it is 

unIte to 
sIMPlIFy
t

here is overwhelming consensus that the 
current copyright regime needs simplifying.  
This can be done with the help of technology 
and market-led initiatives but needs a 

concerted international effort. The focus is 
moving away from prosecuting individuals’ 
unauthorised use (often for ‘copying and 
mashing’ to create new content) and in the 
direction of (a) punishing only those who profit 
from enabling copies and/or copying and (b) 
establishing basic users’ rights.

While copyright issues remained a constant 
theme in the background in the 2016 TMFs, 
piracy was discussed during a dedicated session 
in Miami. Latin American and Caribbean 
countries are plagued by piracy - both signal 
theft and underreporting - and the diffusion of 

the internet has created a 
spike in its occurrence. 
Piracy hits profits, which 
limit companies’ ability to 
invest and innovate, and 
deprives the state of tax 
money, which hurts 
everyone. Once the piracy 

habit is set, it was argued, it is very difficult to 
change behaviour. The best remedy against piracy 
is a concerted effort from all sides of the 
equation: the industry should look at new ways 
to package their offer, making it more affordable. 
Governments can foster dialogue with all 
stakeholders, including pirates, to develop 
preventative measures, and both industry and 
governments need to educate consumers on the 
consequences of this practice.

competition, innovation, or consumer choice. 
However we may choose to define the public 
interest in communications, the discussions 
showed there are a range of ways to achieve 
regulatory objectives: some statutory, some light 
touch, some voluntary and based on dialogue. 
There is a clear (new) emphasis on soft skills for 
regulators. The ability to engage with industry, 
construct dialogue with civil society and with 
other regulatory agencies becomes extremely 
important in the imminent world of connected 
everything. As one speaker said, ‘5G may usher a 
new phase of regulation - after enabling regula-
tion, then integrated regulation, we are now 
talking about collaborative regulation’.

an oPPoRtunIty  
FoR InnovatIon
A new idea taking shape in 2016 is that regula-
tors themselves should use disruption and 
innovation to achieve their objectives. Disruption 
may be a useful response to the international 
threat of spammers: regulators may not be able 
to stop them, but they can try to make their lives 
a lot more difficult. Innovative approaches are 
called to deal effectively with a range of issues, 
engaging stakeholders to reach a creative 
solution together. Why not harness the media’s 
creativity in order to educate people on digital 
privacy?  Why not use the power of Big Data to 
assist enforcement?

A new idea taking shape 
in 2016 is that regulators 
themselves should use 
disruption and innovation 
to achieve their objectives. once the piracy 

habit is set it is very 
difficult to change 
behaviour. 

The�IIC�Yearbook�2017  9www.iicom.org
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s p e c t r u m
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s p e c t r u m

speCTrum arounD  
The worlD

In euRoPe, while Member States retain control of their 
spectrum policies, the current Digital Single Market (DSM) review 
sees greater coordination and sharing as necessary steps towards 
achieving greater scale of operation and thus greater 
competitiveness. The EU allocated the 700 band to the mobile 
industry and declared its interest in taking an early lead in 5G, 
considered ‘strategic’ given Europe’s advantage in the machine 
industry. Presently, the European Radio Spectrum Policy Group (a 
high-level advisory body on spectrum matters) is working to 
identify pioneer bands for 5G – hopefully as many as 3 pioneer 
bands – for the industry to develop. 

the us established a lead in innovative spectrum policy, with 
their world-first Incentive Auction, enabling broadcasters to 
liberate and re-sell some of their spectrum. Launched in 2015, the 
auction is expected to reach the third and final stage in early 
2017. The FCC has also released millimetre-wave internet 
frequencies for 5G purposes, another first in the world. 
Maximising early spectrum release is a major component of the 
FCC’s toolbox for enabling 5G. 

In latIn aMeRICa, where mobile take up is on the increase, 
the industry calls for governments to improve their ability to 
release spectrum in a timely fashion. Pointing at the massive 
changes in market conditions in the last decade, the industry  
also calls for policymakers to set realistic financial goals and 
ensure the penetration targets they set in the licences are 
accurately researched. 

In aFRICa spectrum is key to resolving the digital divide.  The 
continent has mostly missed the 2015 ITU deadline for 
completing its transition from analogue to digital broadcasting, 
and commentators lament the slow pace of spectrum release. On 
the plus side, Africa is the likely main beneficiary of several 
successful experiments and pilot schemes designed to bring 
internet to unconnected people. Promising examples include 
experiments with White Space technology, solar powered drones, 
high altitude balloons and small Non-Geo Stationary satellites. 

FoR Many IslanD CountRIes in the South Pacific, the 
Caribbean and much of Africa, one of the spectrum bands 
currently used by satellites, the C- band, is the lifeline of the 
communications capability. C- band, however, is prime spectrum 
for mobile communications and pressure to migrate current users 
to other bands was noted . For these areas, with tropical weather 
which makes them susceptible to propagation loss through 
rainfall, losing that reliable spectrum could be very dramatic. So, 
releasing the C-band for terrestrial communications, it was argued, 
should really be an option only if suitable alternatives exist. 

A second element proved 
crucial: ensuring that the entity 
also benefits from releasing the 
spectrum it no longer needs,  
by allowing it to retain some  
of the sales proceeds.

waves to do that. So spectrum requirements in 
the world of machine to machine connections 
are going to be very complex and heterogeneous. 

The key challenges are two: how to make more 
spectrum available and how to guarantee quality 
of service given the complex requirements. A 
response to the first challenge can be to provide 
incentives for public sector users – such as the 
defence sector, which is given large chunks of 
radio frequencies – to use spectrum efficiently. 
The UK offers an example of successful policy in 
this domain: the Ministry of Defence released 
some of its spectrum to regulator Ofcom for sale 
in a future auction. There were two elements to 
the success of this strategy of providing incen-
tives to public sector users. One is to price 
spectrum, so that Ministries can see real savings 
in their budget when they use it efficiently.  But a 
second element proved crucial: ensuring that the 
entity also benefits from releasing the spectrum 
it no longer uses or needs, by allowing it to retain 
some of the sales proceeds.

FInDIng MoRe sPaCe -  
shaRIng anD suBstItutIon.
Another answer to the pressing need for more 
spectrum is that of sharing spectrum, something 
that is now enabled by technological develop-
ments. While this is technically possible, its 
impact on business plans and investments, which 
until now have been based on exclusive rights to 
spectrum, remains unknown and will be a topic 
for future discussion. 

As countries look for spectrum bands to 
allocate to 5G networks, including portions of 
spectrum that were previously considered 
unusable, it becomes evident that finding more 
clear spectrum in the future is going to become 
increasingly difficult. Pressures then build up to 
open up bands that are currently used for other 
purposes, and likely candidates at this point are 
frequencies used by satellite communications, 
such as the C band and the KA band above 27 
GHz, if current technological development allow 
us to find a substitute for their present uses. 

1 Realistic auction prices and coverage obligations

2 Dynamic spectrum management 

3 Spectrum sharing

4 Incentives

5 International compatibility

mAking The mosT of A limiTed recource

“V
ideo is mobile and mobile is video”.  
This quote from a US telecom execu-
tive at the Washington TMF sums up 
the relentless increase in demand for 

mobility. For the last 20 years, there has been a 
constant rise in the demand for spectrum, as 
mobile communications have spread globally and 
it is a topic discussed at every IIC meeting. Since 
spectrum is a finite resource, this has led to 
repeated calls to use spectrum efficiently and, 
especially, to allocate it to the most efficient users.

The shift from analogue to digital broadcasting, 
which uses spectrum much more efficiently, has 
been one concrete answer to that call. It resulted 
in large portions of prime spectrum bands being 
freed up and reallocated from the broadcasting 
sector to mobile operators. Other solutions to 
overcoming spectrum scarcity range from sharing 
spectrum bands - with priorities recognised to 
different uses - to developing secondary markets 
and providing incentives to non-market users.  
But anything that has a fixed supply and faces 
increasing demand is bound to experience a 
significant increase in price, and governments, it 
was suggested, had used spectrum auctions as a 

revenue generator. Over time, and especially after 
the 2008 financial crisis, this led to auctions 
designed with what the industry calls ‘unrealistic 
price expectations’, a problem that is particularly 
acute in developing economies. The latest 
spectrum auction in India, for example, left 60% 
of available frequencies unsold, with the prime 
700 Mhz bands receiving no bids because of the 
high prices (October 2016). Considering how long 
it takes to design, organize and complete spec-

trum auctions, this is 
detrimental for both 
industry and govern-
ment. 

As well as creating 
demand for spec-
trum, technology is 
also overcoming some 

of the traditional limitations in our ability to use 
spectrum: dynamic spectrum management 
looked increasingly interesting in 2015, because 
advances in technology are making it possible, 
while in 2016, frequencies that were previously 
considered unusable were released for 5G 
developments.  

5G is the network behind the Internet of 
Things [IoT]. It is the single most important 
development for spectrum policy in 2016, with 
many implications. One is that, with millions of 
sensors and devices connected to each other, 
demand for spectrum will continue to grow. All 
sorts of devices will be connected: some are going 
to be continuous, some intermittent, some 
broadband, some narrowband. Some are going to 
connect over long distance, some over short 
distance; many of them will send videos over the 
connection, and all of them will be using radio 

“the Fuel oF the 
MoBIle eConoMy”
A SCARCE RESOURCE FACING RAPIDLY INCREASING DEMANDS.

The latest spectrum 
auction in india 
left 60% available 
frequencies unsold.
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1 Transparency of data policies

2 Consumer choice and education

3 Customer engagement

4 Data portability

5 International interoperability

TrusT, privAcy And sAfeTy –  
The heAdlines

PRoteCtIng the 
ConsuMeR WIthout 
stIFlIng InnovatIon

t
he emergence of the data-based industry 
brings with it increasing concerns about the 
privacy, security and safety of data. Confi-
dence in the industry’s ability to resolve 

those concerns is key to the industry’s success. 
But as data becomes the new currency of online 
services, is there a clear understanding of the 
value of data? 

By using free services in exchange for personal 
data, consumers appear to accept giving away 
information in exchange for convenience and 
services.  However, this exchange is not transpar-
ent and there is a clear imbalance, it is argued. 
Generally speaking, the data controllers are the 
ones who make the decision, yet the data 
subjects are the ones that bear the privacy risk. 
Many policy makers asked: do consumers 
understand the risks involved? 

the snoWDen eFFeCt
Research on users’ views on privacy supports the 
idea that privacy matters differently depending 
on the type of data, the context and the value 
that users get. Research also suggest that con-
sumers have little understanding of the value of 
their data and feel they have little control over 
companies’ use of their data. This in turn chimes 
with calls for more work on transparency of data 
policies, on consumer choice and education. 
Discussions showed that there has been a clear 
evolution of consumer attitudes in this area – ini-
tiated in part by the 2013 NSA-Snowden revela-

tions – moving towards a desire for greater 
control and the recognition that free services in 
exchange for personal data may underestimate 
the value of the information given away for free. 

The NSA-Snowden revelation had a major 
impact across the year on discussions of privacy 
and data protection: there was a strong interna-
tional call for changes in internet governance, EU 
rules on privacy were put on hold, countries 

started demand-
ing that their 
citizens’ data be 
stored locally, 
and industry too 
became very 
concerned with 

the need to re-build trust. Some expressed alarm 
that defending privacy rules may become the 
pretext for digital protectionism that will 
significantly increase the cost of global compli-

The data controllers are the  
ones who make the decision,  
yet the data subjects are the  
ones that bear the privacy risk.

d a t a  m a n a g e m e n t

ance and reduce the ability to innovate. Finding 
the right balance between protecting privacy and 
enabling innovation is crucial and could put 
small businesses at a disadvantage compared with 
their global internet competitors. Insufficient 
protection, on the other hand, can create negative 
market effects by reducing consumer confidence. 

The emerging consensus is that data manage-
ment requires actions that go beyond mere 
regulation with users engaged (not just in-
formed) on data management issues, and 
companies encouraged to make fair use of the 
data they collect, especially when data is used to 
make decisions about customers. Public policy 
goals are best achieved, it was argued consist-
ently, through a mix of technology, education 
and regulation.

BuIlDIng a  
FRaMeWoRk FoR 5g
In 2016, discussions on the theme of data 
protection were dominated by the requirements 
of 5G: creating a framework that can work across 
sectors and countries, while ensuring consumer 
trust. Both industry and regulators agree that a 
future world of Artificial Intelligence and 
increasing automation requires closer collabora-
tion between technologists and regulators, 
creating as many learning opportunities as 
possible for policy makers. There were calls too, 
for closer collaboration between technologists 
and civil society in order to explore unintended 
consequences of these new technologies. Early 
involvement of special interest groups that may 
not be involved in product development (for 
example people with disabilities)  was called for, 
to ensure that the power of new technology is 
harnessed to improve lives. Internationally, the 
conversations highlight the importance of the 
principles of data minimization, purpose 
minimisation and protection by default. Rules 
need to be clear, predictable and well enforced, 
understanding that there are contexts in which 
self-regulation will work best, and others where 
it cannot. 

The Internet of Things will also intensify 
international data flows. Assuring compliance  
with a wide-ranging set of data protection rules  
is complex and costly, and some form of interop-
erability or compatibility is highly desirable. At 
the moment, 60 countries around the world have 
some form of data protection, 108 have none and 
35 are in drafting phase.

DaTa managemenT 
arounD The worlD

In the eu, data policy was issued as a regulation in 2016 (GDPR 
– General Data Protection Regulation3), which is applicable 
without the need for parliamentary approval, that will come into 
force by May 2018. The GDPR provides horizontal privacy rules, 
maintains the requirement for explicit user consent, and the 
principle that ISPs are generally not liable for content, but have a 
responsibility to act if warned and report any issue of security. It 
also provides for a Supervising Authority dealing with data issues 
in each country, as a one-stop-shop replacing several competing 
agencies. Finally, it provides for the right to be erased (formerly 
Right to be Forgotten) and for portability of data across providers. 

Data PoRtaBIlIty is a new principle in EU regulation and it 
is not yet clear how it will work in practice. The rules specify that 
data should be exported in a structured, commonly used and 
machine-readable format, and that there are some limitations: 
personal data not provided by the individual is excluded and there 
is no obligation on the accepting controller to import that data.

the euRoPean aPPRoaCh is criticised for its little concern 
for international interoperability and because its emphasis on 
unambiguous, specific consent may not make sense in the 
imminent world of M2M data.  The counter argument to the EU 
approach is that rather than trying to apply ‘abstract principles’ to 
all conditions, we should focus on the potential for harm and find 
solutions around those instances. Secondary use of customer data 
is what big data is all about.

WIth the us aPPRoaCh, the declared goal is to defend 
privacy but also foster innovation and trade. So international 
interoperability is a key aspect of this approach, and the US have 
joined forces with nine other privacy agencies from North America, 
Europe and Asia Pacific to form the Global Privacy Enforcement 
Network Alert System, a secure information and sharing system for 
coordinating privacy investigations. US regulators are working on 
putting data privacy and safety at the heart of product 
development (Privacy by design and Safety by design) and expect 
Ethics by design to be part of future 5G regulation. 

In DeveloPIng CountRIes, one very concrete risk with 
Big Data developments was widely noted – the speed of digital 
development means that many people are likely to be left behind. 
These people will, by definition, produce no data flow and will 
consequently be effectively excluded from the design and 
development of services based on data. Without corrective 
inputs, based for example on research, services risk being skewed 
in favour of the connected over the excluded, with profound 
impacts on, among others, health, education and commerce. 

The most important  
regulatory tools will not be  
the regulations we prescribe;  
it will be digital literacy.

references: 4 http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
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t
he mobile phone revolution has connected 
billions of people around the globe. But 
many people are still unconnected, and as 
access to internet becomes ubiquitous, it is 

even more important to ensure that no one is 
excluded from digital communications. Universal 
Service policies exist to promote universal, 
affordable access to broadband. 

This entails, on one hand, ensuring that 
communications networks reach all areas, 
including those whose geography is particularly 
difficult (rural areas, remote communities etc.), 
and, on the other hand, that access to communi-
cations is also provided to those who can least 
afford it. 

neW geneRatIon netWoRks
In most developed countries, widespread avail-
ability of broadband requires substituting old 
copper access networks with New Generation 
Networks (NGNs) which use a mix of different 
technologies: fibre in the most densely populated 
areas, wireless or even satellite in the most 

no-one leFt BehInD
ENSURING THAT BROADBAND ACCESS  IS AS WIDE 
AS POSSIBLE REMAINS A MAjOR CHALLENGE.

1 Competition vs common infrastructure

2 Predictable regulatory environment

3 Policies to support high cost / low income areas

4 Full utilisation of USO funds

5 Clear objectives

uso And ngn’s – The heAdlines 

u n I V e r s a l  b r o a d b a n d  p r o V I s I o n u n I V e r s a l  b r o a d b a n d  p r o V I s I o n

sparsely inhabited or hard to reach areas. In this 
context, Universal Service policies are those that 
promote investments in networks, fostering 
competition as the main incentive to build. 
Competition has proved to be the most effective 
tool for extending access to communications and 
providing innovative, low cost solutions. As long 
as regulation remains technology neutral and 
stable, many argue, new entrants will contribute 
to investments. The most effective policies, 
therefore, are those that create a predictable 
regulatory environment and facilitate invest-
ments through a range of efficiency-enhancing, 
cost reducing, technology-neutral measures: a 
database of engineering works to avoid duplica-
tions, sharing towers and ducts, mandated 
cabling of new buildings.  Competition, however, 
is likely to neglect those high-cost/low income 
areas that might be unprofitable and policy 
makers need to fill that gap with policies that are 
fit for purpose. There were two broad responses to 
this in IIC meetings. Many countries complement 
the framework of infrastructure competition 
with a system of subsidies that target particular 
areas or consumer groups. Others believe that a 
common infrastructure model is a better frame-
work for ubiquitous broadband: a wholesale 
public access network with competition at the 
retail level. Australia’s NGN and Mexico’s LTE 
network are examples of this policy model.

a vaRIety oF aPPRoaChes 
In DeveloPIng CountRIes
In developing countries, universal service is a 
much more complex proposition; it is not about 
upgrading an old public network, but rather 
about providing connectivity to areas and people 
that have never had a telephone before. The 

challenges here are manifold and regard both 
supply and demand issues: overcoming difficult 
geography, providing telecoms where there is no 
electric power, financing investments for low 
income customers (supply issues), building 
capacity and digital literacy and offering afford-
able phones and attractive content  
(demand issues). “Universal Service” thus is a term 
that implies not one single goal but a collection 
of objectives. Many commentators argue that this 
complexity is one of the reasons behind the 
failure of many ad-hoc funds collected to finance 
universal provision of communications services, 
recommending that each goal should be clearly 
spelled out and individually pursued. Most 
developing countries collect a small percentage of 
operators’ revenues to contribute to a national 
USO fund, but all too often these funds appear to 
be inactive or underused. The logic of collecting a 
sector-specific levy is also called into question by 
some contributors, suggesting that (1) the ICT 
sector should be supported as a major horizontal 
enabler rather than taxed as a luxury sector, and 
(2) many USO objectives are social goals that 
should be financed by general taxation. The 
experience of Colombia suggests charges on the 
ICT sector do stifle expansion and innovation: 
removing levies on software and devices (which 
was one of several policies designed to promote 
digital developments) resulted in a booming new 
industry and increased revenues for the state.

“ClaWBaCk” solutons
Malaysia provides another interesting example of 
innovative Universal Service policies. The idea is 
to actively involve the industry in the provision 
of services that address Universal Service objec-
tives, allowing companies to directly benefit from 
their own efforts via a claw back system. All 
operators make mandatory contributions to the 
Malaysian USO fund, but major contributors 
(currently defined as companies contributing 
over $5 million) can have up to 50% of their 
contribution returned to finance Universal 
Service-related projects that the company designs 
and submits for approval to the regulator. The 
clawback loop is usually complete within a year, 
meaning that the projects are approved and the 
money is returned within a year. Another key 
aspect of this policy is the idea that the clawback 
percentage should be increased over time, until 
the fund itself is phased out.

ngns anD unIversal  
servICe arounD The worlD

austRalIa is some 5 years into the building of a new Federal 
Government-owned broadband, customer-access network (i.e. 
focussed at the customer end of a national network, rather than 
the backhaul). The service is to be offered by the network provider, 
NBN Co, on non-discriminatory terms to retail service providers. 
The project cost is estimated at $A 50 billion ($US 38 billion).

For a country with such a challenging depth and breadth of 
terrain, the idea of using public funds to create a new access 
network “available everywhere” is illuminating. The project was 
initially dogged by partisan politics and divergent policy 
perspectives affecting both the design parameters and technology 
choices. The project approach was re-assessed in 2013, following 
changes in the NBN Co board and management teams, and the 
election of a new national government. The re-assessment saw the 
abandonment of the initial ‘fibre everywhere’ stance in favour of a 
‘fit for purpose’ mix of FTTX and HFC technologies to 92% of the 
population. The last 12 months has seen an encouraging growth in 
subscriber numbers. Whilst this approach is undoubtedly good for 
widening customer access, the incumbent (Telstra) continues to 
hold a lion’s share of the market.

In euRoPe, the combination of convergence and a tough 
economic climate has frozen ambitious plans for NGNs and 
reduced the likelihood of having several competing networks in 
every national market, especially where there was no incumbent 
cable network. For many, this brings the future of platform 
competition into question:  should the key objective of regulation 
be that of promoting investments and growth?

Many latIn aMeRICan CountRIes are experimenting 
with a range of policies that bring together private and public 
investments to overcome their geography and income-related 
challenges to investments. Mexico, for example, has set up a 
world-first common infrastructure model: a wholesale LTE 
network built with public funds, but privately run with mandated 
non-discriminatory access. Most Latin American countries use 
specific USO funds, but also pursue the objective of widespread 
connectivity through coverage obligations placed in licence 
conditions or in exchange for free spectrum. There are calls for 
governments to make better use of their USO funds: designing 
and approving plans is such a lengthy process that projects are 
already obsolete by the time they start. In other cases there is not 
enough flexibility in the law, so that even updating the legal 
definition of a service, for example, requires parliamentary 
approval and can stall progress for many months. There are calls 
too, for reviewing outdated fiscal policies and removing heavy 
taxes on smartphones and terminals. Finally, the relatively low 
level of local content in Latin American digital media was noted as 
one further obstacle to greater take up of digital services.

aFRICa has experienced a decade of growth after the take-off 
of mobile services. The main challenges are the incredibly vast 
geography, low incomes and providing coverage in areas that are 
not even electrified. These are huge challenges, but there are 
interesting success stories. Zero rating has shown to be an 
effective way to offer affordable digital services, for example, and 
countries like Rwanda and Botswana have led the way with 
well-articulated strategic plans for digital take-up. Unlike Latin 
America, Africa has witnessed an explosion of local content.  
While the Nigerian film industry is the largest in the continent, 
East Africa is home to some of the most innovative audio-visual 
offerings in the DTT and mobile space.

competition has proved 
to be the most formidable 
tool for extending access to 
communications and providing 
innovative, low cost solutions.
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a
utomated calls (often known as robocalls), 
spam, phishing and online fraud – collec-
tively nuisance   communications – are the 
dark side of the success of digital communi-

cations. The International Institute of Communi-
cations organised a special workshop on this 
issue during the October Communications Week 
in Thailand. Nuisance communications consti-
tute the bulk of consumer complaints in many 
countries (in the USA, for example, robocalls 
make up 21% of calls and are by far the no.1 
complaint to the FCC), ranging from simple 
irritation at receiving unwanted calls to severe 
harm caused by sophisticated online frauds. They 
tend to be international in character and grow in 

A TRANSNATIONAL PROBLEM, GROWING IN SOPHISTICATION.

As regulators, we must remain adaptable, 
open to collaboration, innovative and 
resourceful. We do this by working together 
and exchanging ideas in venues like this one.

1 Sharing of information and intelligence

2 Participatory approach

3 Soft and hard action

4 Design as well as education

5 Industry co-operation

fighTing The phishers

sophistication as technology develops, so that 
coordination and cooperation among regulators 
is needed in order to combat this international 
phenomenon. Agreeing that a global coordina-
tion effort is key to resolving this issue, several 
regulators shared their experiences and advice 
around the table. The transnational character of 

nuisance commu-
nications is a 
huge challenge 
that limits the 
ability of national 
law enforcement 
agencies to 
discover and 

pursue the culprits. Furthermore, this area is 
increasingly attractive for criminals, because of 
the growth in the volume of transactions 
conducted online and because the potential risks 
are much lower than those associated with other 
forms of crime, like drug trafficking. Many partic-
ipants talk about the need to educate consumers, 
while others feel that, if we focus too much on 
the user, we risk neglecting the need for security 
by design, privacy by design, and the need for a  
functional, balanced, legal and technical frame-
work. One response is for law enforcement 
agencies to work together to combat spam and 
online fraud. The workshop highlighted the 
existence of several international resources at 
hand for regulators to draw support from. The 
Unsolicited Communications Enforcement 
Network (UCENET) was created to respond to this 
challenge, by sharing information and intelli-
gence, investigative opportunities, techniques 
and training. Its membership includes regulatory 

many talk about the need to 
educate consumers, but if we 
focus too much on the user, 
we risk neglecting the need 
for security by design.

authorities and consumer protection agencies 
from several countries across the globe. Among 
other things, UCENET underlined the impor-
tance of understanding the landscape in which 
we operate and communicating its accomplish-
ments as widely as possible, in order to be visible 
and show what coordination can achieve. 

DeveloPMents In the eu
The Internet Society works at the cusp of technol-
ogy, policy and development, and has many 
initiatives in place, mostly focussed on IP address 
spoofing. UK regulator Ofcom is also working 
with the industry to develop a set of technical 
standards to authenticate the originators of calls, 
so that people can see where the call originates 
from. In a quickly evolving system such as the 
internet, it was observed, what really works best 
is an open, consensus based participatory 
approach, because it is more robust, flexible and 
agile. In practice, a collection of solutions may be 
more effective than depending on a single 
design. Some regulators reported, for example, 
that soft action can work – calling telemarketers 
to let them know what they are doing is illegal 
usually means not hearing from them again. 

Interpol – the organisation backed by 198 
countries to combat crime internationally – is 
also active on this front, with the Interpol Global 
Complex for Innovation in Singapore, which 
opened in 2014, focussing on cybercrime, 
training, research and innovation. Countries can 
benefit from the MLAT (Mutual Legal Assistance 
Treaty) process and deal with internet platforms 
through this process, but many agencies are not 
aware of this option. 

Cooperation is key not just across countries, 
but also among different agencies within a 
jurisdiction, and so is sharing data and software 
with all relevant stakeholders. Working with the 
industry, and particularly with global platforms, 
is also essential.

sPaM anD nuIsanCe 
CoMMunICatIon
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d
espite the hype surrounding non-linear TV, 
traditional broadcast TV has remained 
resilient in the face of many changes, and 
broadcasting is still a much bigger business 

than online services. Perhaps not as threatening 
as initially feared, convergence has had a major 
impact on the audiovisual industry. Audience 
fragmentation has reduced the share of most 
broadcasters, while the youngest generations 
hardly watch linear TV. The way broadcasting 
content is designed and produced has changed, 
for example with TV programmes made with 
social media in mind, to generate new ways to 
engage viewers or earn revenues. OTTs have set 
the bar of consumer expectations to a high level, 
forcing broadcasters to innovate and provide a 
better experience all the time, building ways to 
enjoy linear content on demand, on mobiles and 
so on. New business models are developing as 
new players enter the AV industries generating 
greater fragmentation. In the business of broad-
band networks and content, however, scale is a 
very important factor and many geographies are 
experiencing consolidation. The European cable 
industry is a prime example. 

ADAPTING TO THE IMPACT OF CONVERGENCE.

1 Sharing of information and intelligence

2 Participatory approach

3 Soft and hard action

4 Design as well as education

5 Industry co-operation

conTenT fuTures: AT A glAnce

Content FutuRes

references: 4  https://ec.europa.eu/digital-single-market/en/ 
revision-audiovisual-media-services-directive-avmsd

Content regulation, too, is challenged by 
convergence: content rules are difficult to enforce 
on internet players, and the industry complains 
that the same content may face different rules 
depending on how it is delivered. While research 
suggests that some of these differences may be 
justified, as viewers have different expectations of 
content in different contexts/devices, industry 
cooperation is likely to play a major role in 
achieving some of the objectives of content 
regulation across all delivery modes. This may  
be an opportunity to deregulate some aspects  
of linear television as well as creating rules for 
online services.

All commentators agree that consumer choice 
benefits from convergence, but increased frag-
mentation and unbundled Pay TV do threaten 
diversity, and concerns remain for some types of 
content (e.g. PSB, local content in smaller mar-
kets, local reporting in larger markets).  The 
consensus is, however, that direct subsidies to 
content production may be the best policy option, 
and that demand for local content is likely to 
naturally emerge and reward local players. 

DeveloPMents In the eu
At the time of writing, the EU is about to issue a 
revised Audiovisual Media Services Directive4, 
part of the Digital Single Market review. It is 
expected to propose simpler, independent media 
regulation. It will also provide for portability of 
content, i.e. the possibility of enjoying legally 
obtained content when temporarily away from 
the country of residence. 1 Evolution of multi-stakeholder  models

2 ITU sets spectrum co-ordination

3 Increasing role of UN

governAnce in The AlphAbeT soup

s
ince its inception, the internet has been 
regulated by a galaxy of agencies and forums 
dealing with governance, technical and 
other issues, following a multi-stakeholder 

model. Many of these forums provide an 
opportunity for various stakeholders that are not 
involved in government or technical 
development, such as academia and civil society, 
to express their opinions and exchange ideas, but 
they do not produce any binding outcomes. 
Others produce clear outcomes, mainly on the 
technical side. The multi-stakeholder model was 
called into question after the NSA-Snowden 
scandal in 2013, and Brazil summoned a global 
meeting, “Net Mundial”, to get the debate going 
on the evolution of the internet governance 
ecosystem. Net Mundial was a successful forum; it 
produced the first formal charter of the key 
principles governing the internet and resulted in 
the phasing out of direct US government 
involvement in ICANN. Another important 
development was the UN’s focus on the enabling 
factors behind ICT-led development at the 
WSIS+10 in late 2015. The role of the United 
Nations in the internet space increases as it seeks 
to ensure human rights are protected in the 
digital world.  

ICANN successfully completed its transition 
away from the NTIA, and it is now working on 
furthering inclusivity and broadening 
involvement. ICANN is considered by many to  

In seaRCh oF a 
BetteR PRoCess

be a successful global application of the multi-
stakeholder model. In their many different 
formats, multi-stakeholder models share key 
ingredients: inclusiveness, openness, 
transparency, and consensus. Many feel that 
more than the plurality of voices inherent in the 
multi-stakeholder model, it is the openness and 
transparency of the process that makes the 

difference, and if 
applied to ITU and 
UN, it would improve 
their work 
significantly. The 
debate also praised 
the usefulness of 

informal exchanges between countries in 
preparation for international meetings. They  
are essential for building greater understanding 
on the position of different countries, and arrive 
at those formal meetings with a clearer picture 
of the desired outcomes and the best ways to  
get there. 

The multi-stakeholder 
model was called into 
question after the nsA-
snowden scandal in 2013.
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