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ABUBAKAR SADIQ – PROACTIVE PRIVACY PRACTICE 
This essay canvasses intentional and inadvertent privacy 
breaches and argues that the best defence against 
privacy breaches is good offence. Organisations must be 
proactive in ensuring best practice in the development 
and implementation of privacy policies that reflect 
applicable legal obligations and standards as well as 
the end-to-end information handling practices at their 
workplace. Organisations must also respond swiftly to 
inevitable privacy breaches by containing and assessing 
the breach, controlling the message, rectifying the 
system and notifying the breach to relevant authorities 
to mitigate damage.

CLAIRE BARRACLOUGH – GAPS IN PRIVACY
Privacy involves elements of subjectivity with some 
smartphone users readily consenting to the use of 
their data while others are concerned. Recent high-
profile data breaches indicate that cyberattacks are 
also significant. It is likely that there are gaps between 
public perceptions, philosophical definitions and legal 
protections of and for privacy. This paper considers 
that privacy breaches are likely occurring daily as 
individuals fail to appreciate the scope of access 
to private information and concludes that higher 
standards around the quality of informed consent 
should be set.

KRISTEL MESTRE – AI & NEW PRIVACY RISK
Artificial intelligence (AI) challenges and enhances 
privacy and may create new types and levels of privacy 
risk. Today’s algorithms and AI systems are automating 
tasks, not decisions, and are the product of human 
programming and data. AI is transforming industries 
and business areas and new approaches to privacy 
protection will be needed to proactively identify and 
curb the risks to data privacy and security that may 
arise. Humans have the responsibility to promote 
innovation that respects privacy and to avoid potential 
adverse outcomes from the deployment and use of AI.

EMMANUEL C. OGU – ALGORITHMIC INTEGRITY FOR PRIVACY
Contemporary arguments surrounding privacy in the 
era of big data, artificial intelligence and machine 
learning boil down to the issue of trust. Balancing 
legitimate concerns with minimal trade-offs has 
continued to pose a challenge for regulators and 
policymakers. This essay highlights the limitations of 
existing approaches, including with the General Data 

Protection Regulation, and proposes an algorithmic integrity approach 
(AIA). The AIA promotes integrity by standardising algorithmic processes 
and interactions, developing algorithmic best practices for sensitive use 
cases/applications and enhancing scrutiny to build trust and safeguard 
privacy.
 
ELSAYED ALY – HUMAN VS MACHINE INVOLVEMENT 
Human oversight, monitoring and intervention in decision making 
informed by AI is important but human intervention or error is the cause 
of most data breaches. The use of AI in decision making can increase 
efficiency, enable more data-driven decisions and minimise some types 
of human bias, but also lead to opaque decisions, introduce new forms of 
bias and undermine human rights. As AI capabilities increase, so does the 
potential to breach privacy, meaning that policies and frameworks will 
need to evolve.

AKHILJEET KAUR – PRIVACY IMPLICATIONS OF AUTOMATED CYBERSECURITY 
SYSTEMS
This essay addresses the implications of privacy breach in automated 
cybersecurity systems with or without the involvement of a human. 
It contrasts the views of technological determinism and social 
constructivism on key issues from philosophical, ethical, social, political, 
economic, technological and environmental perspectives. It suggests a 
way forward that emphasises the need for multidisciplinary teams and 
suitably skilled individuals who have a holistic understanding about 
privacy implications of cybersecurity systems to inform policy and 
regulation.

MARÍA DEL ROCÍO SEGURA GUTIÉRREZ – PRIVACY FROM A TELCO PERSPECTIVE  
This essay contemplates how different characterisations of privacy and 
various privacy protections in the legal sphere intersect with the range of 
technological developments in the field of ICT and telecommunications. 
From the use of geolocation in criminal investigations, which has 
been subject to constitutional challenge, to privacy on social networks, 
the use of algorithms and artificial intelligence for industry 4.0 and 
telesurveillance during COVID-19, current debates reflect the dual 
character of privacy along objective/subjective and public/private lines. 
This highlights the complex interaction between fundamental rights and 
telecommunications services. 

FUTURE LEADERS 
The IIC’s Future Leaders Competition, for entrants aged 35 and under 

and working within the TMT policy sector, attracted a strong field on the 
given topic of privacy in the age of automation. Here is an overview of the 

runners-up – the winning entry is on page 14 of this issue

I I C  C O M P E T I T I O N

Entrants were asked to produce a report on the topic “Is it possible 
to breach privacy when there is no human in the loop?” The winner 
was Sofia Mancilla, founder of Sección Legal, the first Mexican 
digital marketplace for legal services, for her paper “The gossip 
algorithm: No human intervention in the context of AI and privacy”. 
The judges were Derek Wilding (University of Technology, Sydney), 
Paul Mitchell (Microsoft Corporation), Lisa Felton (Vodafone 
Group), Andrea Millwood Hargrave (IIC), Sohni Kaur (Netflix) and 
Ann LaFrance (Squire Patton Boggs).                                                                                                                                          
                      See www.iicom.org/future-leaders-competition-2020/


