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W
e are nothing more but data in the digital world. 
Information is power and in the digital economy, 
data is the most valuable resource. Collecting 
information about individuals is a millenary 

activity.1 What is new is that never before has information 
about us been collected and processed to the same degree 
that is being done now. 

Despite information about individuals having been 
processed for so long, privacy is a concept that arose in 
modern history.2 The historical background of privacy – as 
a legal value – dates back to the creation of the modern 
state.3 Modern state political theory relies on the separation 
between the public and private spheres as an essential 
requirement for the viability of the freedoms and rights of 
people.4 It is in this line of thought that the right to privacy 
arose, as the “right to respect for private life”5 or the “right 
to be let alone”.6

The right to privacy was initially intended to protect 
individuals from state or authority intrusions. This was 
particularly relevant after WWII atrocities, which led to 
the adoption of the Universal Declaration of Human Rights 
in 1948 in which the right to privacy was recognised. 
Around the same time, the first modern computer was 
being developed.7 In the decades that followed, computers 
and digital devices, the internet and the rise of the 
information society have triggered the evolution and 
sophistication of robust and comprehensive privacy laws. 
In some jurisdictions, the right to privacy engendered 
the right to personal data protection. Digital technology 
democratization made it necessary to extend the scope of 
the right to privacy in order to protect individuals’ privacy 
not only from the state but also from private parties. 

Privacy and data protection regulations around the 
world aim to be technology neutral, which means that they 
apply regardless of the technology employed to process 
personal data. However some of the widely accepted 
privacy and data protection principles are not compatible 
with the development and implementation of relevant 
disruptive technologies, such as big data and artificial 
intelligence (AI). This article seeks to examine the concept 
of privacy in light of AI and to determine, from a global 
and broad perspective, whether privacy and data protection 
regulations are in good shape to embrace AI. 

WHAT IS PRIVACY AND WHY IS IT PROTECTED? 
Privacy can be interpreted in several ways. Privacy is often 

identified as the right to privacy from a policymaking or 
regulatory perspective. However, some authors distinguish 
the broader concept of privacy from the right to privacy, 
and neutrally define privacy without a preconception that 
it represents “a good thing, worth having, and deserving 
moral and legal protection”.8 In this regard, privacy is 
defined as a “condition” – instead of a right – measured in 
terms of the degree of access that others have to one person 
through information.9

Regardless of the conception of privacy as a right or 
a condition, humans have different degrees of privacy 
tolerance. While some people do not mind – or actually 
enjoy – being public, others are bothered about their 
intimacy. So, where does the value of privacy actually come 
from if it is not from the individual? 

The aim to protect privacy goes beyond the judgement of 
one person being bothered or not about their information 
being public. Information is a powerful resource and our 
own personal data, let alone a privacy breach, can be used 
against us. Price and Cohen simplify in two categories 
the reasons why privacy breaches are problematic: (i) 
consequentialist concerns, and (ii) deontological concerns.10 
It is the author’s opinion that these reasons may also be 
deemed as the reasons to protect privacy. 

Consequentialist concerns. Price and Cohen point 
out that consequentialist concerns refer to the negative 
consequences that affect the person whose privacy is 
at stake. They only consider the negative effects since 
they were analysing data breaches. However, a broader 
approach concerning the reasons for the protection of 
privacy, requires considering both positive and negative 
consequences. An example of consequentialist concerns 
could be a driver’s personal data that is processed to 
calculate her insurance car premium. The consequences 
could be either positive, i.e. a lower premium, or negative, 
i.e. a higher one. What is indisputable is that the processing 
of personal data in this case will have consequences for the 
driver. 

Deontological concerns. The second category of reasons 
why privacy breaches could be problematic – or why 
privacy is protected – is deontological concerns. Price and 
Cohen say that “deontological concerns do not depend 
on experiencing negative [or positive] consequences”.11 
The issue here is not that the individual will be affected 
but that it is just ethically problematic to invade one’s 
privacy. An example is when an ad tech company processes 
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prioritisation, and content generation.16

The accuracy of AI algorithms is intrinsically 
related to the amount of data in which they are 
trained and tested. This data makes the algorithms 
“possess a degree of unavoidable complexity”17 
and leads to a trade-off between accuracy and 
explainability.18 Since the instructions performed 
by the machine to transform the inputs into 
outputs might not be intuitively interpretable, 
AI algorithms have been called “black-box” 
algorithms.19 As with any technology, AI brings 
various benefits but also entails risks and may 
cause harms. For example, individuals might 
be manipulated through AI, from a social and 
commercial perspective.20 An empirical study 
demonstrates that AI “may even shape the way we 
feel”.21 Data is the raw material to generate AI, so 
when personal data is used, privacy is at the core of 
these risks. 

NO HUMAN IN THE LOOP IN THE AI AND PRIVACY CONTEXT 
Human beings have always used technology and 
tools to improve their lives and make processes 
more efficient. From a legal perspective, the strict 
liability and negligence concepts make it possible 
to hold liable either the user or the producer of 
such technologies and tools whenever damage is 
caused. However, AI challenges the application of 
these legal standards. What distinguishes AI from 
any other type of technology is that an AI system 
might be completely autonomous. In this regard, 
some experts have claimed that legal liability for 
AI deserves different treatment, to the extent that 
papers have been written to examine the notion 
of giving legal personhood to AI autonomous 
systems.22 

In the privacy field, “[a]rtificial intelligence and 
automated decision-making raise questions about 
who is liable for violations affecting the privacy 
of data subjects where the complexity and 

the profile of an individual but finds that his 
interests and preferences do not match its 
targets and discards his record. Although it is 
true that the processing did not have effects 
upon the individual, it is also true that the 
company was trying to find some value in 
that data that it could further translate into a 
benefit for itself. 

ARTIFICIAL INTELLIGENCE 
Artificial Intelligence is present in our everyday 
life in the form of virtual assistants, behind 
transport networks, video surveillance, social 
media services, search engines, product 
recommendations, online fraud detection, 
chatbots, healthcare apps, and the list goes 
on. AI is disrupting and breaking into almost 
all industry sectors. However, people are still 
confused about and misunderstand AI. 

On the one hand, the wider public usually 
do not notice when they are dealing with AI 
in their daily activities. On the other, the hype 
around AI coupled with (still) science fiction 
depictions of the technology have led people 
to think of AI as human-like robots, capable of 
performing the same tasks humans do or even 
with improved capabilities. Experts assert that 
the technology is far from being developed to 
that extent.12 

AI is based on algorithms. An algorithm is 
a series of instructions to perform a task.13 
With AI, machines figure out algorithms 
from the data they are exposed to.14 The goal 
is that the algorithm will learn rules from 
this data so when it is exposed to new data 
it can perform the required task. Most of the 
algorithms keep learning with real world data 
once they are deployed.15 Currently, the most 
common tasks that AI algorithms perform are 
classification, prediction, profiling, filtering and 
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amount of processed data cannot be ascribed 
with certainty”.23 In the EU, the data protection 
regulatory framework contemplates specific 
provisions for automated decision-making that 
produces legal effects concerning the individual 
or similarly significantly affects them.24 One of 
them is the right to obtain human intervention 
as a measure to safeguard individuals’ rights and 
freedoms and legitimate interests. Indeed, one 
of the reasons AI is effective is that it gets rid of 
human inefficiencies. However, a human in the 
loop is always “desirable” in applications that may 
cause harms to individuals. Conversely, in those 
cases where the risks are low, AI in fact could 
be used to increase privacy, as “a computer that 
processes information in isolation can safeguard 
data to various extents”.25 In a scenario like that, 
few or no humans at all review or have access to 
the personal data that the machine is processing. 
However that does not mean that the personal 
data has not been, or will not be seen by humans, 
nor that such processing does not serve specific 
purposes that, in the end, benefit organisations 
and/or other humans. 

First, regarding the access that humans might 
have to personal data while AI is used, a thorough 
understanding of the AI life cycle – development, 
deployment, and use26 – will cast doubts on 
whether humans in fact do not have access to 
personal data. For example, the development stage 
will require AI experts to manipulate the data sets, 
for example, data collection, data cleaning and 
data partitioning.27 Even once the algorithms are 
deployed and used in the real world, maintenance 
and back-end infrastructure by AI or computer 
experts might also be needed whereby the 
personal data processed by the algorithm might be 
exposed. 

Second, an AI system is developed for one 
or more purposes and requires significant 
investment. These purposes serve the economic, 
commercial, social, political or other sort 
of interests of corporations, governments, 
organisations and individuals. Coming back to the 
reasons to protect privacy, i.e. consequentialist and 
deontological concerns, the means of processing 
personal data, in this case through AI, still produce 
the same – if not more – concerns. When AI is used 
for decision-making and profiling, it is of little 
importance if only the machine has access to the 
personal data. Rather, what is more important are 
the consequences that the processing of personal 
data could have.28 Even when such processing 
through AI does not have consequences at all, the 
mere act of a fishing expedition to obtain a benefit 
from the personal data of an individual should 
remain subject to privacy and/or personal data 
protection laws. 

In sum, the notion of no human in the loop in 

the AI and privacy context is twofold: The first part 
is that human intervention might be necessary 
to safeguard individuals’ rights and freedoms. 
The second part is that the processing of personal 
data through AI does not change the reasons why 
privacy is protected; both consequentialist and 
deontological concerns remain. So, even when no 
human “sees” the data processed by the algorithm, 
it is undeniable that such data is being used for 
the benefit – or potential benefit – of the people 
behind the algorithm.

 
ARE PRIVACY AND DATA PROTECTION REGULATIONS IN 
GOOD SHAPE TO EMBRACE AI? 
Privacy and data protection regulations around 
the world are based on similar principles.29 
Although these principles are not universally 
agreed and might be named and implemented 
differently across jurisdictions, they represent a 
solid starting point for a global examination of the 
appropriateness of the privacy and data protection 
regulations in light of AI. Professor Schwartz, a 
leading scholar in the US and Europe, provides a 
good characterisation of these principles when 

he asserts that “the building 
blocks of modern information 
privacy law… are centered 
around four key principles: 

(1) defined obligations that 
limit the use of personal data 

(2) transparent processing 
systems

(3) limited procedural and 
substantive rights 

(4) external oversight”.30 
Some of the privacy and 

data protection principles are, at first glance, 
incompatible with the basic premises of AI. For 
example, under the category of defined obligations 
that limit the use of personal data, further 
principles have arisen such as proportionality, data 
minimisation, and purpose and storage limitation. 
Proportionality or data minimisation, for example, 
requires organisations to collect only the personal 
data that is necessary for a specific purpose. This 
clashes directly with the notion that the more 
data introduced into the AI algorithm, the more 
accurate it could be. In this regard, it is worth 
wondering whether these principles are still valid 
or if they have been surpassed by the technology 
and should be derogated for the sake of innovation. 

In 2014 in the EU, before the adoption and 
entry into force of the General Data Protection 
Regulation (GDPR), the data protection authorities 
represented in the former Article 29 Working 
Party (WP29) issued a statement on big data 
and data protection. There, WP29 claimed that 
“it ha[d] no reason to believe that the EU data 
protection principles… are no longer valid and 
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appropriate for the development of big data, 
subject to further improvement to make them 
more effective in practice”.31 Big data enables AI as 
it serves as the raw material for its development 
and implementation. The author agrees with 
the statement that privacy and data protection 
principles remain valid and appropriate. However, 
their implementation under regulations around 
the world requires further sophistication so that 
they can effectively embrace AI technology. 

One example of how principles can evolve 
and engender specific requirements to protect 
individuals’ privacy and personal data in the AI era 
can be found in the GDPR. The GDPR introduced 
some transparency requirements in connection 
with automated decision-making. One of them – 
the right to be informed about the significance 
and the envisaged consequences of such processing 
for the individual – was characterised as the 
“most revolutionary change” of the regulations.32 
Another is to provide individuals with “meaningful 
information about the logic involved”.33 Sometimes 
this requirement is also referred to as the right 
to an explanation. The right to an explanation 
has triggered significant discussions around its 
content, and even its existence, within the data 
protection law community.34 WP29 issued some 
guidelines on the topic which make clear that 
explainability does not necessarily refer to a 
complicated explanation of the algorithms used 
or disclosure of the full algorithm.35 Instead, 
the guidelines suggest finding simple ways to 
explain to individuals the rationale behind, or the 
criteria relied on in reaching, the decision. They 
also recommend that with such an explanation, 
individuals should be able to understand the 
reasons for the decision.36 

The rationale behind the transparency 
obligations for automated decision-making 
under the GDPR is to strengthen individual 
empowerment and raise awareness of AI.37 
Although these are laudable steps that stem 
from the transparency principle to embrace AI 
technology, further requirements to effectively 
protect individuals’ privacy from AI harms could 
emerge from it. For example, transparency could 
foster traceability and auditability requirements. 

l Traceability requires documenting to the best 
possible standard “the data sets and the processes 
that yield the AI system’s decision, including those 
of data gathering and data labelling as well as the 
algorithms used”.38 

l Auditability entails the evaluation of 
algorithms, data and design processes by internal 
and external auditors, but also, when fundamental 
rights are at stake, by independent experts. 

AI algorithms are often protected as secret 
commercial information and not openly 
available.39 A sophisticated transparency principle 

could provide a regulatory framework that permits the traceability 
and auditability of AI algorithms where their application poses 
risks to individual rights and freedoms. 

To conclude, privacy is a concept that in the digital economy 
deserves protection since an individual’s own personal data 
might be used by others against them. Even when the processing 
of personal data does not have any consequences at all for the 
individual, the fact that such data might bring benefits to others 
justifies the application of a robust privacy and data protection 
framework. 

The notion of no human in the loop in the AI and privacy 
context is twofold: (i) there is a need for human intervention when 
AI decision-making has significant legal or similar effects upon 
individuals in order to safeguard their rights and freedoms; and (ii) 
there are always humans and organisations behind the algorithms 
that, even when they do not have access to the personal data 
processed by the algorithm, benefit from their implementation. 
Finally, the privacy and data protection principles underlying the 
regulations around the world must evolve to effectively embrace 
AI and face its challenges. So far, some praiseworthy efforts have 
been made to that effect, particularly in the EU, but further 
sophistication of the regulations will be needed. 
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